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Chapter 1: Common Security Requirement 
Section 1.1: Access and Authorization 

 

1.1.1 Authentication Policy  

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 

2. <Security Requirement No & Name > 1.1.1: Management Protocols Entity Mutual 

Authentication 

3. <Requirement Description: > The CPE shall communicate with authenticated 

management entities only. The protocols used for the CPE management shall support 

mutual authentication mechanisms, preferably with pre- shared key arrangements or by 

equivalent entity mutual authentication mechanisms. This shall be verified for all 

protocols used for CPE management. (This feature shall be supported on all WAN 

management interfaces). 

4. DUT Confirmation Details: 

5. DUT Configuration: 

6. Preconditions 

• OEM shall provide details of all management or/and maintenance interfaces & 

respective protocols supported on those interfaces of the DUT 

• OEM shall support to configure management protocol such as TELNET, SSH, 

HTTP/HTTPS, TACACS+, SNMP v3 and SFTP) on Management Interface of DUT. 

7. Test Objective:- To check if there is mutual authentication supported on the 

management protocols supported by DUT  

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check the management protocols supported by DUT in 

comparison to the protocols given in the OEM document 

8.1.2. Test Scenario to check if mutual authentication supported on HTTPS 

8.1.3. Test Scenario to check if mutual authentication supported on RADIUS server 

(for wife access) 

 

8.2. Test Bed Diagram 
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8.3. Tools Required: - Only DUT needed 

8.4. Test Execution Steps:- 

• The tester shall run zenmap/nmap to check the management protocols 

supported by DUT. 

• The tester should check if any mutual authentication supported for HTTPS and 

RADIUS 

 

9. Expected Results for Pass: The DUT supports mutual authentication for the supported 

management protocols 

10. Expected Format of Evidence: Screenshots of Terminal 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Supported management protocols 

11.1.2 Test Case Description:  The following testcase is done to check the supported 

management protocols. 

11.1.3 Execution Steps: 

 

 
 

                           PORT                            Description  

LAN 1                                         10/100 Mbps 

LAN 2                   10/100 Mbps 
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LAN 3                                         10/100 Mbps 

WAN                    10/100 Mbps 

Power Connector Input: 100 to 240 V AC, 50/60 Hz 

Buttons       WPS/Reset , Power 

Antenna         5dBi External 

 

2.Run zenmap for port scanning

 

 
 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Mutual authentication on HTTPS 

11.2.2 Test Case Description:  The following testcase is done to check the mutual 

authentication on HTTPS 

11.2.3 Execution Steps: 

a. In DUT have preconfigured IP address on DUT. (192.168.0.1). 
 

 

b. The Tester connects the DUT through LAN port and access HTTP using following  
http://192.168.0.1 on web browser of test machine (192.168.0.22). 

http://192.168.0.1/
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c. The Tester captured traffic between DUT and test machine in Wireshark to verify 
whether there is any mutual authentication between both the entities. 

 

 

d. The tester observed that there is no mutual authentication between DUT and Test 
machine established. In Wireshark, not able to see any key/certificate exchange 
between Server and client to authenticate and verify each other to establish 
mutual authentication. 
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11.3 Test Case Number: 03 

11.3.1 Test Case Name: Mutual authentication on RADIUS  

11.3.2 Test Case Description:  The following testcase is done to check the mutual 

authentication on HTTPS 

11.3.3 Execution Steps: 

a. The tester observed DUT supports RADIUS protocol for WiFi Access. 
b. In DUT, tester have manually configured to use IP address. (192.168.1.1). 

 

 
c. Tester setup Freeradius server in Kali Linux testmachine using `apt-get install 

freeradius` 
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d. Tester adds client information to freeradius server in configuration file 
“/etc/freeradius/3.0/clients.conf” with ip address and secret (testing123).  

 

e. Tester adds username and password for WiFi access to freeradius server in 
configuration file “/etc/freeradius/3.0/mods-config/files/authorize”.  

Username: testing 

Password: password 
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f. Tester configures CPE with RADIUS server information, i.e., IP address and 
secret. 

i. Tester attempts to capture the RADIUS traffic on Wireshark 

  

ii.While connection in progress, tester open the Wireshark to capture the traffic and 

starts capturing on the Ethernet interface of the test machine which CPE is 

connected to 
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iii.Tester observed that the communication between the CPE and the free radius 

server installed in test machine is mutually authenticated as the Certificate/Key 

exchange over EAP-TLS protocol has been verified in captured traffic in Wireshark 

 
iv.Tester observed the test machine was able to connect to the CPE’s WiFi 

successfully, also verified the “Access-Accept” message in the Wireshark trace. 
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v.Attached the Wireshark capture file below 

Capture File: 
dlink_radius_positive.pcapng

 

 

11.3.4 Test Observations: Tester observed that the communication between the CPE and 

the free radius server installed in test machine is mutually authenticated as the 

Certificate/Key exchange over EAP-TLS protocol has been verified in captured traffic 

in Wireshark. 

11.3.5 Evidence Provided: - Screenshots of Terminal 

 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 
1  Supported Management protocols Pass  

2 HTTPS protocols Fail  

3 RADIUS protocol Pass  
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1.1.2 TSTP for Evaluation of Management Traffic Protection 

 

ITSAR Name:  Wi-Fi CPEs 2.0.0 ITSAR No: ITSAR40212YYMM Clause No: 1.1.2 

 

<DUT Details: > Wi-Fi CPE router   

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 

2. <Security Requirement No & Name >12.1.2 : Management Traffic Protection 

3. <Requirement Description: > All management traffic shall be protected by 

integrity and encryption. Unprotected sessions shall not be accepted. The remote 

access methods can support traffic encryption using protocols such as HTTPS, 

SSHv2 or can be based on lower tunnelling protocols (IPsec VPN, TLS VPN, etc.).  

Secure cryptographic controls prescribed in Table 1 of the latest document “Indian 

Telecommunication Security Assurance Requirements (ITSAR) for Cryptographic 

Controls” shall only be used for system management. 

 

4. DUT Confirmation Details: 

 
5. DUT Configuration: The tester checks if the DUT is configured with the supported 

management protocols 

 

6. Preconditions:- OEM shall provide detail management protocols supported by the 

DUT as well as the ciphers supported. 
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7. Test Objective:- To check if the DUT’s all management traffic shall be protected by 

integrity and encryption as per secure cryptographic controls prescribed in Table 1 

of the latest document “Indian Telecommunication Security Assurance 

Requirements (ITSAR) for Cryptographic Controls” 

 

8. Test Plan 
8.1. Number of Test Scenarios: 

8.1.1. The Tester should check all the management protocols and the ciphers supported 

by the DUT described in OEM Documentation and make a note if any cipher is not 

permitted as per Crypto ITSAR Table-1 is present 

8.1.2. Tester needs to verify that the traffic between DUT and Test Machine is protected 

via permitted cipher only. (like through SSH, SSL/TLS etc.) 

8.1.3. The Tester shall verify that the traffic between DUT and test machine is not 

established with null or weak ciphers. 

8.1.4. Secure traffic between AP and Controller (in case of split )(same procedure as 

explained above) 

 

8.2. Test Bed Diagram 

 

 

 

 

 

Note :. The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

8.3. Tools Required: - DUT , Wireshark 

8.4. Test Execution Steps 

• Tester shall check management protocols and cryptographic ciphers as per the OEM 

document. 

• Tester shall capture the traffic on wireshark to check for the ciphers 

• Tester shall attempt connection with weak/null ciphers 

• Tester shall also follow the same test procedure for split mode/cloud managed/on-

premise 

 

9. Expected Results for Pass:- The DUT supports secure ciphers for the supported 

management protocols 

 

10. Expected Format of Evidence: Screenshots of Terminal , pcap 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Supported ciphers and management protocols 

11.1.2 Test Case Description:  The following testcase is done to check supported 

ciphers and management protocols as per the OEM document 

11.1.3 Execution Steps: 
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Run zenmap for port scanning

 

 
 

<note ; NO OEM document available to check for secure ciphers> 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Secure ciphers for HTTPS 

11.2.2 Test Case Description:  The following testcase is done to check for secure ciphers 

in HTTPS 

11.2.3 Execution Steps: 

• The Tester opens web browser in test machine (192.168.0.22) to connect DUT 

(https://192.168.0.1) through HTTP protocol 

• The Tester attempts to login DUT using pre-defined “admin” account. 

• The Tester supplies the correct password and reach to DUT’s web browser. 

• The Tester attempt to customize dashboard and captured the network traffic between 

DUT and the Test   machine in Wireshark. 
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• The Tester analyzed the Wireshark output and observed that traffic is going in 

unencrypted format on HTTP protocol. 

 

 

 

11.2.4 Test Observation: - The Tester verified that the secure communication 

mechanism is not implemented for date transfer to and from the DUT 

 

11.2.5 Evidence provided: - Screenshots above 

 

11.2.6 Test Execution: 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: Secure traffic between Controller and AP 

11.3.2 Test Case Description:  The following testcase is done to check supported 

ciphers between AP and Controller (in case of split) 

11.3.3 Execution Steps: 
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• The Tester shall refer the OEM documents to identify the management protocols 

running between AP and CONTROLLER 

• The Tester shall configure the communication between AP and CONTROLLER 

• The Tester shall capture the management traffic communication between AP and 

CONTROLLER using Wireshark and check for secure ciphers being used in traffic 

encryption 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Supported Secure ciphers  No OEM document available 

2 Secure cipher HTTPS protocols Pass  

3 Secure traffic between Controller 
and AP 

 Procedures explained 
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1.1.3 Role-Based Access Control 

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.3: Role-Based Access Control 
3. <Requirement Description: > CPE shall support Role-Based Access Control (RBAC) 

which provides at least two different access levels or domains to guarantee that 
individuals can only perform the operations that they are authorized for. The RBAC 
system controls how users are allowed access to the various domains and what type of 
operations.  

4. DUT Confirmation Details: 
5. DUT Configuration: 
6. Preconditions 

• Documentation describing the role-based access control system including details on 
which user roles are defined.  

• Highest privilege user configured while initial set up and ensured that the tester has 
administrative i.e., read-write level access on DUT that all users with password 
authentications are configured. 

7.  Test Objective: - To check if roles based access control supported in the DUT 
8. Test Plan 

8.1 Number of Test Scenarios: 
➢ CASE I: Creation of Read Only user type in DUT with an administrative account 

& Verification of the functionality supported by Read Only type.    
➢ CASE II: Creation of another Read/Write user type in DUT with an 

administrative account & Verification of the functionality supported by the 
Read/Write type.  

➢ CASE III: Creation of Lobby Ambassador user type in DUT with administrative 
account & Verification of the functionality supported by Lobby Ambassador 
type. 

 

ON WEB-GUI  
  

➢ CASE IV: Creation of Read Only user type in DUT with the account user1 (read 
only type) logins on the web & verify the feature is not supportive.   

➢ CASE V: Creation of another Read/Write user type in DUT with user2 account 
(read/write type) logins & verify the user gets successfully created.  

➢ CASE VI: Creation of Lobby Ambassador user type in DUT with user4 account 
(lobby ambassador) & verify only the guest users get successfully created. 

 
 

8.2 Test Bed Diagram 
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DUT 
 

8.3 Tools Required 
• DUT,  
• Wireshark 

8.4 Test Execution Steps:- Tester shall attempt to test all the roles-based access 
supported in the DUT 

 
9. Expected Results for Pass: The DUT supports secure ciphers for the supported 

management protocols 
10. Expected Format of Evidence: Screenshots of Terminal, pcap 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: Read only user type  
11.1.2 Test Case Description:  Creation of Read Only user type in DUT with an 

administrative account & Verification of the functionality supported by Read Only 
type.  

11.1.3 Execution Steps: 
11.1.4 Test Observation: - The Tester verified that the secure communication mechanism 

is not implemented for date transfer to and from the DUT 
11.1.5 Evidence provided: - Screenshots above 
 
12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Supported Secure ciphers  No OEM document available 

 

  

  
  

   Test Tools:   
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1.1.4 User Authentication - Local/Remote 

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 
2. <Security Requirement No & Name > 1.1.4: User Authentication - Local/Remote 
3. <Requirement Description: > Local/Remote access to the CPE for configuration and 

maintenance purposes shall be granted only to authenticated users or machines using 
at least one authentication attribute. This authentication attribute when combined with 
the user’s name shall enable unambiguous authentication and identification of the 
authorized user. No methods to exist providing authentication-bypass attacks to succeed 
under all combinations of interface / methods of authentication. 

4. DUT Confirmation Details: 
 

5. DUT Configuration: 
 

6. Preconditions 
• The manufacturer shall supply the list of system functions which include network 

services, local access via a management console, local usage of operating system 
and applications. 

• The manufacturer shall supply the list of access entries for system functions  
 

7. Test Objective:- To check if there is at least one authentication attribute to access the 
DUT  

 
8. Test Plan 

8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to check the authentication feature of the DUT (GUI) 

 
8.2. Test Bed Diagram 

 
 

            
  Tester machine        Wifi CPE 
192.168.129.13    192.168.29.1 

 
 

8.3. Tools Required: - Only DUT needed 
8.4. Test Execution Steps 
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− The tester shall attempt to login into the DUT using its management 
interface (web GUI) 

− The tester should check if any authentication attribute is checked before 
giving the access to the DUT 

 
9. Expected Results for Pass: The DUT supports at-least one authentication attribute 

when attempting to access the DUT 
 

10. Expected Format of Evidence: Screenshots of Terminal 
 

11. Test Execution: 
11.1 Test Case Number: 01 
11.1.1 Test Case Name: Login with DUT’s GUI 
11.1.2 Test Case Description:  The following testcase is done to login into the DUT to 

check for authentication attribute 
11.1.3 Execution Steps: 

a. Access the web page of the DUT at 192.168.29.1 
b. DUT offers an initial login page as shown below. 

 
 

c. Click on the Manage gateway option for logging in to the Wi-Fi CPE modem. The 
login page as offered by Wi-Fi CPE modem will be prompting for a password in 
combination with username for logging in to the DUT.   
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d. The username and password are ‘Admin’ and ‘Jiocentrum’ respectively for the 
successful login. (as provided by the OEM) 

 

 
11.1.4 Test Observations: It was observed that the tester attempting to login is asked for 

password authentication, upon which the tester gets the access to the DUT 
 

11.1.5 Evidence Provided: - Screenshots of Terminal 
 
12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

 1        Login to DUT (GUI) Pass  
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1.1.5 Remote Management Standards 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 

2. <Security Requirement No & Name > 1.1.5: Remote Management Standards 

3. <Requirement Description: >  The remote management mechanisms for CPE to be 

fully compliant with the remote management standards that the OEM chose to 

implement, example: TR-069 or any other relevant standards, such mechanisms to 

include entity mutual authentication, encryption of the management traffic. 

 

4. DUT Confirmation Details: 

 

5. DUT Configuration: The tester shall login with physical console and configure TR-069 

to remotely connect to DUT 
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a. The Tester Download (https://www.lan-secure.com/TR-069-ACS-Windows.htm) 
and Install on test machine (192.168.0.22). 

 

b. Tester filled CPE details such CPE Port, Static IP address , CPE path , username and 
password. 

 

c. Tester filled ACS Details such ACS path, username, password and click on OK 
 

https://www.lan-secure.com/TR-069-ACS-Windows.htm
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d. The Tester clicks on Management > TR-069 config and fill details ACS and 
connection request and click on save apply.  
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6. Preconditions: - OEM shall provide details of all DUT supporting TR-069 configuration 

7. Test Objective: - To check if there is mutual authentication supported on remote 

interface connection to DUT  

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check the mutual authentication is supported on the remote 

interface connection to DUT 

8.2. Test Bed Diagram 
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8.3. Tools Required 

• DUT , 

• Wireshark 

8.4. Test Execution Steps:- The tester shall attempt connection between TR-069 client 

and DUT to remotely connect to DUT and simultaneously capture the traffic on 

wireshark. 

9. Expected Results for Pass: The DUT supports mutual authentication for the remote 

interface connection 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Mutual authentication on remote interface(TR-069 connection) 

11.1.2 Test Case Description:  The following testcase is done to check if DUT supports 

mutual authentication for the remote interface connection 

11.1.3 Execution Steps: 

a. The Tester visit http://192.168.0.1:7547/   and login with username “admin” 
and password.  

 
b. Tester verify TR-069 log and DUT log details. 

TR-069 log  

 

 

DUT log 

http://192.168.0.1:7547/
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c. The Tester captured network traffic using Wireshark. 

 

 
 

11.1.4 Test Observations: The Tester observed that there was NO mutual authentication 

or encryption of the management traffic between the DUT and connected entities 

remotely.  

11.1.5 Evidence Provided: - Screenshots of Terminal 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1   Mutual Authentication on remote Fail  
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1.1.6 Remote Management Standards for Connected Devices, Additional 

Features 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 

2. <Security Requirement No & Name > 1.1.6: Remote Management Standards for 

Connected Devices, Additional Features 

3. <Requirement Description: > The remote management mechanisms for devices 

connected to CPE, or for configuration of additional features of CPE like DDNS, UPnP etc., 

are to be compliant with the respective. Latest standards published at the time of 

commencement of security testing. These additional features are to be configured as 

disabled in the factory default settings, with provision for user to enable individual 

features on menu-selection. Such mechanisms to include entity mutual authentication, 

encryption of the management traffic 

 

4. DUT Confirmation Details: 

 

5. DUT Configuration: 

 

6. Preconditions 

• Documentation describing the remote management defined for the system 

including configuration of additional features of CPE like DDNS, UPnP etc 

• OEM shall provide confirmation that additional features such as DDNS, UPnP etc. 

are configured as disabled in the factory default settings, with provision for user to 

enable individual features on menu-selection. 

7. Test Objective:- To check if there is mutual authentication supported on remote 

interface connection to DUT  

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1 test shall review the OEM documentation which describes the availability of 

additional features such as DDNS, UPnP available on DUT. 

8.1.2  The Tester shall verify that DDNS, UPnP mechanisms include entity mutual 

authentication, encryption of the management traffic. 
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8.2. Test Bed Diagram 

 

 

 
 

8.3. Tools Required 

• DUT ,  

• Wireshark 

8.4. Test Execution Steps 

 

9. Expected Results for Pass: The DUT supports mutual authentication for the remote 

interface connection 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Review the OEM document to check additional features. 

11.1.2 Test Case Description:  This test shall review the OEM documentation which 

describes the availability of additional features such as DDNS, UPnP available on 

DUT. 

11.1.3 Execution Steps: 

 

i. At this stage OEM document is not available with the TSTL so this cannot be 
verified at this stage. 

ii. The document available in the public domain confirms the availability of 
the features like DDNS and UPnP. 
 

11.1.4 Test Observations: The tester reviewed the document available in the public 

domain confirms the availability of the features like DDNS and UPnP. 

11.1.5 Evidence Provided: - None 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: - Check the mutual authentication, encryption of the management 

traffic  

11.2.2 Test Case Description: The Tester shall verify that DDNS, UPnP mechanisms 
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include entity mutual authentication, encryption of the management traffic 

11.2.3 Execution Steps: 

a. At this stage OEM document is not available with the TSTL to confirm that 
whether these service supports mutual authentication or not. 

 

11.2.4 Test Observation: - The tester reviewed the document available in the public 

domain confirms the availability of the features like DDNS and UPnP. 

 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1 Review the OEM document to check 

additional features. 

 

 

 

2 Check the mutual authentication, 

encryption of the management 

traffic  
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1.1.7 Unambiguous identification of the user & group 

 
<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization 

2. <Security Requirement No & Name > 1.1.7 Unambiguous identification of the user 

& group 

3. <Requirement Description: > The CPE shall identify each login user unambiguously. 

CPE shall be able to assign individual accounts per user, where a user could be a person, 

or, for Machine Accounts, an application, or a system. It is a desirable feature to configure 

user preferred USERID name in configuration menu instead of pre-configured ADMIN 

User ID. Use of group accounts or group credentials or sharing of the same account 

between several users shall not be enabled by CPE 

4. DUT Confirmation Details: 

5. DUT Configuration: 

6. Preconditions 

 

8.1.1 OEM shall provide all predefined accounts available on DUT as categorized 
below– 

6.1.1 Machine Accounts: These will be used for authentication and authorization 
from system to system or between applications on a system and cannot be 
assigned to a single person or a group of persons. 

6.1.2 Local access: The access from Console interface, from local Console 
network, from LMT (Local Maintenance Terminal interface) or from DUT 
local hardware interface. 

6.1.3 Remote access: The access which is not Local access. This includes access 
from the EMS (Element Management System) network, and access that 
originates or passes through the internet. 

8.1.2 OEM shall share configuration document to define unique identification (UID) to 
each user accounts. 
 

7. Test Objective: - To check if the DUT can unambiguously identify individual accounts 

per user 

 
8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1 Test Scenario to check the multiple user account creation with existing user 

name 
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8.1.2 Test case to verify the AAA support  

8.1.3 Test case to create a multiple user (duplicate user id) 

8.1.4 Test Case to check concurrent session 

8.1.5 Test Case to verify unique user ids assigned to user accounts 

 

8.2. Test Bed Diagram 

 

 

 
 

8.3. Tools Required 

• DUT,  

• Wireshark,  

• Burp suite 

8.4. Test Execution Steps:- The tester shall perform tests with duplicate usernames, 

duplicate user ids to prove the unambiguous identification of user accounts 

9. Expected Results for Pass: The DUT supports the unambiguous identification of user 

accounts 

 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: multiple user account creation with existing user name 

11.1.2 Test Case Description:  The following testcase is done to check if DUT supports: 

multiple user account creation with existing user name 

11.1.3 Execution Steps: 

 

• The tester observed that CPE doesn’t support multiple user accounts. It 

uses only one user account. Hence, ambiguity cannot be verified. 
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11.1.4 Test Observations: The tester observed that CPE doesn’t support multiple user 

accounts. It uses only one user account. Hence, ambiguity cannot be verified 

11.1.5 Evidence Provided: - Screenshots  

 

11.2 Test Case Number: 02 
11.2.1 Test Case Name: verify the AAA support  

11.2.2 Test Case Description:  The DUT may support independent user data bases for 

different access methods, e.g., one database for command shell access on OS level 

and another data base for GUI access. User data bases may be stored locally on the 

network product or on a central AAA system that the network product accesses for 

user authentication. 

11.2.3 Execution Steps: 

i. The Tester observed that DUT have one database for command shell access on 
OS level  (user Id : root) and another data base for GUI access (user Id : admin). 

 

 

 



35 
 

11.2.4 Test Observation: - The Tester observed that DUT does not have mechanisms of 

central AAA system. 

11.2.5 Evidence provided: - Screenshots 

 

11.3 Test Case Number: 03 
11.3.1 Test Case Name: Creation of multiple user and User ID verification 

11.3.2 Test Case Description:  The Tester shall verify that system should not allow 

creation of duplicate user IDs.. 

11.3.3 Execution steps: 

 

11.3.4 Test Observation: Tester The Tester observed that in DUT there is no user 

creation feature. 

 
11.4 Test Case Number: 04 
11.4.1 Test Case Name: Checking user concurrent sessions 

11.4.2 Test Case Description: The Tester shall verify that simultaneous login is restricted 

to one session per user ID (concurrent sessions 

11.4.3 Execution Steps 

a. The Tester login simultaneous two different browser with user “admin”. 
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11.4.4 Test Observation: Tester Observed that the DUT is accepting multiple sessions with 

the same user or allows concurrent sessions.  

 

11.5 Test Case 05 
11.5.1 Test case Name: unique UIDs are assigned for each account. 
11.5.2 Test Case Description: The Tester shall verify that unique UIDs are assigned for 

each account. 
• Tool Used:  

i. Burp suite 
11.5.3 Execution Steps: 

ii. Tester uses Burp suite to intercept the traffic during login via web browser.  
iii. Tester login with default username and password, and intercepted 

immediate responses from CPE. 
iv. Tester observed no signs of UID assigned to user “admin” 

 

v. Intercepted request from browser to CPE.  
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vi. Add action in Burp suite to capture response to the above request.  
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vii. Response from the router is observed in HTML format without any 
identification of user UID.  

 

11.5.4 Test Observation: Tester observed that the DUT is not assigning any user ID to the 
user admin. 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  multiple user account 

creation with existing user 

name  

 No feature exists of multiple account 
creation 

2 verify the AAA support  No feature for AAA support 

3 multiple user (duplicate 

user id) 

 No feature for multiple user creation 

4 verify unique user ids 

assigned to user accounts 

Pass Not assigning any user id 
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Section 1.2: Authentication and Attribute Management  

1.2.1 Authentication Policy  

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute Management 
2. <Security Requirement No & Name > 1.2.1: Authentication Policy 
3. <Requirement Description: >  The usage of a system functions such as network 

services (like SSH, SFTP, Web services), management access, local usage of operating 
systems and applications shall be allowed only after successful authentication on the 
basis of the user identity and at least one authentication attribute (e.g., password, 
certificate). This requirement shall also be applied to accounts that are only used for 
communication between systems. 

 
4. DUT Confirmation Details: 

 
5. DUT Configuration: 

 
6. Preconditions 

• The manufacturer shall supply the list of system functions which include network 
services, local access via a management console, local usage of operating system 
and applications. 

• The manufacturer shall supply the list of access entries for system functions  
7. Test Objective:- To check if there is at least one authentication attribute to access the 

DUT  
 
8. Test Plan 

8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to check the authentication feature of the DUT (GUI) 

8.2. Test Bed Diagram 
 

 

            
  Tester machine        Wifi CPE 
  192.168.129.13    192.168.29.1 
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8.3. Tools Required 

• Only DUT needed 
8.4. Test Execution Steps 

• The tester shall attempt to login into the DUt usin its management 
interface(web GUI) 

• The tester should check if any authentication attribute is checked before 
giving the access to the DUT 

 
9. Expected Results for Pass: The DUT supports at- least one authentication attribute 

when attempting to access the DUT 
 

10. Expected Format of Evidence: Screenshots of Terminal 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test Case Name: Login with DUT’s GUI 
11.2.2 Test Case Description:  The following testcase is done to login into the DUT to 

check for authentication attribute 
11.2.3 Execution Steps: 

• Access the web page of the DUT at 192.168.29.1 
• DUT offers an initial login page as shown below. 

 
 

• Click on the Manage gateway option for logging in to the Wi-Fi CPE modem. 
The login page as offered by Wi-Fi CPE modem will be prompting for a 
password in combination with username for logging in to the DUT.   
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• The username and password are ‘Admin’ and ‘Jiocentrum’ respectively for 

the successful login. (as provided by the OEM) 
 

 
 

11.2.4 Test Observations: It was observed that the tester attempting to login is asked for 
password authentication, upon which the tester gets the access to the DUT 

 
11.2.5 Evidence Provided: - Screenshots of Terminal 

 
12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Login to DUT (GUI) Pass  
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1.2.2 Authentication Support - External 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 

 

2. <Security Requirement No & Name > 1.2.2: Authentication Support - External 

3. <Requirement Description: >  If CPE supports external authentication (for the Cyber- 

Cafe use-case scenario), the user authentication credentials should be protected and 

securely communicated if the authentication credentials are managed by external 

authentication servers 

4. DUT Confirmation Details: 

 

5. DUT Configuration: Verify the configurations of the DUT for authentication and 

authorization using the radius server.  
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Verify the configurations of the radius server. 

o Check the configurations of the clients. conf file to identify the hostname and shared 

secret:  

 

The above screenshot shows the configured hostname and shares secret key ‘rad321’.  

o Check the “user” file to check the configurations file for allowed user to access the device.   

  

 
The above screenshot shows the configured users in the user file of radius server to 
perform authentication and authorization.  
  

6. Preconditions:- Documentation from vendor stating whether DUT utilizes External 

authentication server for its operation.  

7. Test Objective:- To check if external authentication supported by DUT is secure or not  

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check communication channel between external 

authentication server and DUT is encrypted. 

8.2. Test Bed Diagram 
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8.3. Tools Required 

• DUT , freeradius 

8.4. Test Execution Steps 

• The tester shall attempt to login into the DUt using its management interface(web 

GUI) 

• The tester should check if any authentication attribute is checked before giving the 

access to the DUT 

 

9. Expected Results for Pass: The DUT supports secure communication with external 

authentication 

 

10. Expected Format of Evidence: Screenshots of pcap 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Secure communication of external authentication 

11.1.2 Test Case Description: Verifying if communication channel between external 

authentication server and DUT is encrypted 

11.1.3 Execution Steps: 

• Check the freeradius server service status 
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o Run the freeradius server service in debug mode.  

  

− Authenticate to DUT using radius server credentials.  

 

• Check logs generated on radius server 
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The above screenshot shows the logs that are generated on radius server after successful 
login using credentials of user “test1”, which confirms DUT using radius server for 
authentication and authorization purpose.  

 • Verifying the communication channel between the external authentication server 

(radius server) is encrypted or not.  

  
It is evident from the above screenshot that the request from DUT is not encrypted and 

requested data is visible in wire-capture. 

11.1.4 Test Observations: It was observed that the communication channel between 

external authentication server is not encrypted. This does not meet the testing 

requirement 

11.1.5 Evidence Provided: - Screenshots of Terminal , pcap 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Secure communication of 
external authentication 

Fail  
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1.2.3  Protection against brute force and dictionary attacks 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 

 

2. <Security Requirement No & Name > 1.2.3: Protection against brute force and 

dictionary attacks 

3. <Requirement Description: >  CPE shall have a mechanism that provides a protection 

against brute force and dictionary attacks which aim to use manual/automated 

guessing to obtain the passwords for user and machine accounts. CPE to detect 

repeated invalid attempts to sign into an account with incorrect passwords during a 

short period of time and it may implement at least one of the following most commonly 

used protection measures: 

o Increasing the delay (e.g., doubling) for each newly entered incorrect 

password. 

o Blocking an account after a specified number of incorrect attempts (typically 

5) for a certain period of time. 

o Using CAPTCHA to prevent automated attempts. 

This feature to be enabled for login attempts for CPE and on authentication attempts on 

WiFi access through SSID with PSK 

 

4. DUT Confirmation Details: 

5. DUT Configuration: 

6. Preconditions: - The OEM shall provide the supported documents needed to configure 

the DUT to configure for protection against brute force attack 

7. Test Objective:- To check if there if the DUT has the feature of protection against brute 

force attack and dictionary attack 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check the protection feature of the DUT against brute 

force attack 

8.1.2. Test Scenario to check protection feature of DUT against dictionary attack 

 

8.2. Test Bed Diagram 
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  Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 

 

 

 

 

8.3. Tools Required:- Only DUT needed 

8.4. Test Execution Steps:- The tester shall attempt to login into the DUT using its 

management interface multiple times with incorrect password and check the 

outcome 

9. Expected Results for Pass: The DUT supports protection feature against brute force 

attack/dictionary attack 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Protection against brute force attack 

11.1.2 Test Case Description:  The following testcase is done by attempting to login 

into the DUT multiple times with incorrect credentials. 

11.1.3 Execution Steps: 

• Access the web page of the DUT at 192.168.29.1 

• DUT offers an initial login page as shown below. 
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• Click on the Manage gateway option for logging in to the Wi-Fi CPE modem. 

The login page as offered by Wi-Fi CPE modem will be prompting for a 

password in combination with username for logging in to the DUT.   

 
• Tester tries to login into the device with incorrect credentials continuously. 

 
11.1.4 Test Observations: It was observed that the user credentials could not be 

blocked even after indefinite and continuous attempts of incorrect password 

login. Hence, the test case is failing. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Protection against dictionary attack <Same observed as 

above as there is no protection feature in the DUT against brute force and 

dictionary attack> 
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12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Protection against brute force 
attack 

Fail No protection feature 
available 

2 Protection against dictionary 
attack 

Fail No protection feature 
available 
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1.2.4 Enforce Strong Password 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 

2. <Security Requirement No & Name > 1.2.4: Enforce Strong Password 

3. <Requirement Description: >  CPE shall only accept passwords that comply with the 

following complexity criteria: 

• Password containing a minimum length of 8 characters are only permitted by 

default. Shorter lengths shall be rejected by the NE. 

• Minimum password length - the default minimum value of 8 characters. 

• Password comprises at least three of the following categories: 

o at least 1 uppercase character (A-Z) 

o at least 1 lowercase character (a-z) 

o at least 1 digit (0-9) 

o at least 1 special character (e.g., @; $.) 

• CPE shall support password field length of minimum 64 characters. 

This Feature to be enabled for CPE Login-IDs as well as for the PSK key associated with 

SSID for Wi-Fi access. 

 

4. DUT Confirmation Details: 

 

5. DUT Configuration:                

 

6. Preconditions: - The OEM shall provide the supported documents needed to configure 

the DUT to configure idle timeout (if present) 

 

7. Test Objective: - To check if there if the DUT has strict password policy in accordance 

to the requirement 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check whether the DUT password supports min of 8 

character 

8.1.2. Test Scenario to check whether DUT supports password policy as follows 
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- at least 1 uppercase character (A-Z) 

- at least 1 lowercase character (a-z) 

- at least 1 digit (0-9) 

- at least 1 special character (e.g., @; $.) 

 

8.2. Test Bed Diagram 

 

            
  Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 

 

 

 

 

8.3. Tools Required:- Only DUT needed 

8.4. Test Execution Steps 

• The tester shall attempt to login into the DUT using its management interface  

• The tester sall attempt to create a user with password that opposes the 

password policy as mentioned in the requirement and check if DUT rejects 

that or not 

9. Expected Results for Pass: The DUT supports the password policy as mentioned in 

the requirement 

 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Password min characters 

11.1.2 Test Case Description:  The following testcase is done by attempting to check if 

the DUT supports min of 8 characters 

11.1.3 Execution Steps: 

• Access the web page of the DUT at 192.168.29.1 and login with the admin 

credentials 

• DUT offers an initial login page as shown below. 
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•  Create a user with a weak password with the following credentials 

o username:  test 

o password:  1234 

 

  
• Create a user with a weak password with the following credentials 

o username:  test 

o password:  12345678 
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11.1.4 Test Observation: It was observed that DUT doesn’t accept password of length 

less than 8 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Password policy  

11.2.2 Test Case Description:  The following testcase is done by attempting to check 

if the DUT supports password policy as per the requirement 
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11.2.3 Execution Steps: 

• Login into the DUT with admin credentials  

 

 

• Attempt to create a user with a weak password violating the password policy  

• Create a user with a weak password with the following credentials 

username:  test 

password:  12345678 
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11.2.4 Test Observations:- It was observed that DUT accepts the password that 

violates the password policy(as per the requirement)  

 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Password min characters Pass  

2 Password policy Fail DUT supports the password that 
violates the password policy 
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1.2.5 Inactive Session Timeout 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 

 

2. <Security Requirement No & Name > 1.2.5: Inactive Session Timeout 

3. <Requirement Description: >  CPE shall monitor inactive sessions of administrative 

login users, Data users either on LAN or Wi-Fi and initiate session locking mechanism 

based on user configurable timers. 

Unlocking the session shall be permissible only by authentication. If the inactivity period 

further continues for a defined period, Session /user ID time out must occur after this 

inactivity. The timer values can be admin configurable as per requirement. When the time 

out occurs, the same screen must be cleared of all displayed information. 

 

4. DUT Confirmation Details: 

5. DUT Configuration: 

• Login to router using the following admin credentials 

• Configure the timeout 
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6. Preconditions:- The OEM shall provide the supported documents needed to configure 

the DUT to configure idle timeout (if needed) 

7. Test Objective: - To check if there if the DUT has the feature of idle timeout 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check whether the DUT has timeout upon inactivity 

8.2. Test Bed Diagram 

 

 

            
  Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 

 

 

8.3. Tools Required:- Only DUT needed 

8.4. Test Execution Steps 

• The tester shall attempt to login into the DUT using its management interface  

• The tester shall keep the DUT inactive until the certain (configured in the DUT) and 

checks the outcome 

9. Expected Results for Pass: The DUT supports timeout feature upon inactivity 

 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Inactivity logout 

11.1.2 Test Case Description:  The following testcase is done by attempting to login 

into the DUT and checking if the DUT logs out upon inactivity 

11.1.3 Execution Steps: 

• Access the web page of the DUT at 192.168.29.1 

• DUT offers an initial login page as shown below. 
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• Click on the Manage gateway option for logging in to the Wi-Fi CPE modem. 

The login page as offered by Wi-Fi CPE modem will be prompting for a 

password in combination with username for logging in to the DUT.   

 
• Attempt to login  

 



60 
 

 

• Wait for a minute without performing any activity on the web GUI. 

 

 
11.1.4 Test Observations: 

• It was observed that after 1 minute of time out the user gets logged out of the 

device as shown in the screenshot above 
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• The test case is passing in the case of device management account login users. 

The test case is failing for the data users (LAN and Wi-Fi). 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Logout on inactivity Pass  
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1.2.6  Password Change facility, 1st Installation /Factory Reset 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 

2. <Security Requirement No & Name > 1.2.6: Password Change facility, 1st 

Installation /Factory Reset 

3. <Requirement Description: >  CPE shall enforce change of authentication attribute 

(eg: - password) on 1st installation configuration or on factory reset conditions. If a 

password is used as an authentication attribute, then the CPE shall provide a function 

that facilitates the user to change his password at any time. However, the CPE shall not 

allow the previously used passwords up to a certain number (Password History) 

4. DUT Confirmation Details: 

5. DUT Configuration: No configuration needed 

6. Preconditions: - The OEM shall provide the supported documents for credentials to 

access the admin and other features of DUT 

7. Test Objective:- To check if there if the DUT enforces password change upon factory 

reset , at any other time and if previous passwords are disabled to be used 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check whether the DUT enforces the user to change the 

password upon 1st time login 

8.1.2. Test Scenario to check if DUT allows the user to change the password at 

any time  

8.1.3. Test Scenario to check if DUT allows user to use previous passwords upon 

password change 

8.2. Test Bed Diagram 

            
  Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 

 

8.3. Tools Required: - Only DUT needed 

8.4. Test Execution Steps 
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• The tester shall attempt to reset the DUT and check if password is enforced 

to be changed from the default credentials 

• The tester shall also attempt to change the credentials of a user account to a 

new password 

• The tester will check if a previously used password can be used again  

9. Expected Results for Pass: The DUT supports the features as mentioned in the 

requirement. 

10. Expected Format of Evidence: Screenshots of Terminal 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Enforce Password change upon reset 

11.1.2 Test Case Description:  The following testcase is done by attempting to reset 

the DUT to check if password change is enforced for the user 

11.1.3 Execution Steps: 

• Reset the DUT 

 
• Login using default admin credentials. (Admin & Jiocentrum) 
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• Jio Wi-Fi CPE modem prompts to change the default password immediately 

after 1 login post factory reset as shown below. 

 
 

• Tester changes the password for the default Admin user as well as guest user 

with the following passwords. 

New password for user admin: Ajio@1234 

New password for user guest: 12345678 

And attempts to login with the updated password 
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11.1.4 Test Observation:- It was observed that DUT enforces the user(admin) to 

change the password upon initial login  

 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Change password anytime 

11.2.2 Test Case Description:  The following testcase is done by changing the 

password of user to a new password 

11.2.3 Execution Steps: 
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• Create a user with the following credentials, 

o User: tester1 

o Password: 12345678 

 

 
 

 
• Now login with the created user account 
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• Change the password of the tester1 account with the following credentials, 

Password: 87654321 
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• Attempt to login with the updated password 

 
 

11.2.4 Test Observation:- It was observed that DUT supports password changing 

at any time 

 

Test Case Number: 03 

11.3.1 Test Case Name: Password History 

11.3.2 Test Case Description: The following testcase is done to check if previously used 

password can be used  

11.3.3 Execution Steps: 
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• Login with the tester account 

 
• As seen from the Test Case : 02 , the tester account’s password was changed from 

12345678 to 87654321.  

• Hence attempt to change the tester account’s password again to 12345678 
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11.3.4 Test Observation: - It was observed that DUT allows previously used password 

to be used to update the password again  

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Enforce Password change upon 
reset 

Pass  

2 Change password anytime Pass  

3 Password History Fail  
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1.2.7  Protected Authentication feedback 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute Management 
 

2. <Security Requirement No & Name > 1.2.7: Protected Authentication feedback 
 

3. <Requirement Description: >  
When a user enters the password at the local console, local or remote management GUI, 
the CPE should give obscure feedback by displaying characters like “*”. 
 

4. DUT Confirmation Details:   
 

5. DUT Configuration: No configuration needed 
                

6. Preconditions 

 

7. Test Objective:- To check if there if the DUT obscures the password display with 

characters like “*”.  

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check whether the DUT obscures the password display with 

characters like “*” when user logs into the DUT 

8.1.2. Test Scenario to check whether the DUT obscures the password display with 

characters like “*” during new account creation 

8.2. Test Bed Diagram 

 

 

            
  Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 
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8.3. Tools Required:- Only DUT needed 

8.4. Test Execution Steps 

• The tester shall attempt to login into the DUT , entering the password to 

check how it is displayed 

• The tester shall also attempt to create a new account entering the password 

to check the password display 

9. Expected Results for Pass: The DUT obscures the password display during login and 

password change 

 

10. Expected Format of Evidence: Screenshots of Terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Password during user login 

11.1.2 Test Case Description:  The following testcase is done by attempting to login 

into DUT by entering the password to check how it is displayed 

11.1.3 Execution Steps: 

• Login into DUT with admin credentials 

 

 

 
 

11.1.4 Test Observation:- It was observed that DUT obscures the user password when 

entered during login 



73 
 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Password during account creation 

11.2.2 Test Case Description:  The following testcase is done by attempting to create 

a new user account and entering the updated to check its display 

11.2.3 Execution Steps: 

 

• Create a user with the following credentials, 

User: tester1 

Password: 12345678 
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Relogin with the updated password 

 

 
11.2.4 Test Observation: - It was observed that DUT obscures the password when entered 

during account creation 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1   Password during user login Pass  

2 Change password anytime Pass  
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1.2.8 Removal of predefined or default authentication attributes 

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute 

Management 
 

2. <Security Requirement No & Name > 1.2.8: Removal of predefined or default 
authentication attributes 

3. <Requirement Description: > When a user enters the password at the local console, 
local or remote management GUI, the CPE should give obscure feedback by displaying 
characters like “*”. 
 

4. DUT Confirmation Details:   
 

5. DUT Configuration: No configuration needed 
                
6. Preconditions 
 
7. Test Objective:- To check if there if the DUT obscures the password display with 

characters like “*”.  
 
8. Test Plan 

8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to check whether the DUT obscures the password display with  

characters like “*” when user logs into the DUT 
8.1.2. Test Scenario to check whether the DUT obscures the password display with 

characters like “*” during new account creation 
8.2. Test Bed Diagram 

 
 

 
Tester machine        Wifi CPE 

192.168.129.13    192.168.29.1 
 

 
8.3. Tools Required:- Only DUT needed 
8.4. Test Execution Steps 
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• The tester shall attempt to login into the DUT , entering the password to 
check how it is displayed 

• The tester shall also attempt to create a new account entering the password 
to check the password display 

9. Expected Results for Pass: The DUT obscures the password display during login 
and password change 

 
10. Expected Format of Evidence: Screenshots of Terminal 
 
11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test Case Name: Password during user login 
11.1.2 Test Case Description:  The following testcase is done by attempting to login 

into DUT by entering the password to check how it is displayed 
11.1.3 Execution Steps: 

• Login into DUT with admin credentials 
 
 

 
11.1.4 Test Observation :- It was observed that DUT obscures the user password when 

entered during login 
 

11.2 Test Case Number: 02 
11.2.1 Test Case Name: Password during account creation 
11.2.2 Test Case Description:  The following testcase is done by attempting to create 

a new user account and entering the updated to check its display 
11.2.3 Execution Steps: 

 
• Create a user with the following credentials, 

User: tester1 
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Password: 12345678 
 

 
 

 
 
Relogin with the updated password 
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11.2.4 Test Observation: - It was observed that DUT obscures the password when 
entered during account creation 

 
12. Test Case Result: 

 
S. No  TEST CASE NAME  PASS/FAIL Remarks 

1   Password during user login Pass  

2 Change password anytime Pass  
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1.2.9: Storage of Passwords in encrypted form 
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Section 1.3: Software Security 

1.3.1 Secure Update  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 1.3.1 Secure Update 

3. <Requirement Description: > 

The update process should verify the authenticity of the source repository and the 

integrity of the software patch preferably employing Digital Certificate for 

authenticity and hashing (example: SHA2) for integrity before updating the 

software in the CPE. The update mechanism should prevent illegal software 

patching. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

 

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

•   
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

  
5. DUT Configuration:  Configuration of DUT as per this test:   

  

Case1:  positive test case –   

• Selecting TFTP server (tool) interface  
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• Settings are given below to update/upgrade image of the DUT.  

 
 

 

6. Preconditions: 

• A document containing information regarding the following:  

• software package integrity checks.  

• Including details of how the integrity check is carried out.  

• Where public keys or certificates of sources authorized to sign software packages 
are stored on the DUT and who these sources are.  

• What evidence is created to prove that the integrity check has been executed and 
what the result of the check was.  

• Documentation which describes the installation procedure including how a user is 
authorized and authenticated to perform installation process.  

• Valid package for installation/boot and one tampered image (tampered with hex 
edit).  

• Hex Editor for modifying the DUT Image. -  TFTP server for image transfer - 
 Valid package for installation/boot.  

• A network product document containing information regarding software package 
integrity checks, including details of how the integrity check is carried out.  

• A valid network product software load/package and one that is not-valid.  
 

7. Test Objective: To verify that DUT have mechanism that validates the software 

package integrity during installation/update stage 

 

8. Test Plan: 

• Software package integrity shall be validated in the installation/upgrade stage. 
• Network product shall support software package integrity validation via 

cryptographic means, e.g. Digital Certificate(digital signature). To this end, the 
network product has a list of public keys or certificates of authorised software 
sources, and uses the keys to verify that the software update is originated from 
only these sources. 

• Tampered software shall not be executed or installed if integrity check fails. 
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• A security mechanism is required to guarantee that only authorized individuals 
can initiate and deploy a software update, and modify the list mentioned in bullet 
2. 
 

8.1 Number of Test Scenarios: 

8.1.1 Software update in DUT verifying the integrity using digital certificate(digital 

signature)/public keys 

8.2 Test Setup Diagram 

 

 
8.3 Tools Used: 

- Web browser(client) Win10, tftp-server, hex-editor, putty for console.  
8.4 Test Execution Steps: 

Below are the execution steps with evidence:  
Case1: Positive testcase –  

o The settings on tool i.e., TFTP server -  Selecting image to be updated.  
o Settings On DUT:  
o Now login as user1 (ReadOnly privilege)  
o Verifying user1 can’t update/upgrade the image of DUT.  
o Now login with Admin (ReadWrite privilege)  
o Settings are given below to update/upgrade image of the DUT. (Current iOS 

image version is 8.10.183.0).  
o After clicking on update transfer of image from TFTP to DUT starts - 

 verification of image transfer on TFTP server.  

• Uploading of image to DUT from TFTP server completed.  
o DUT auto restarts after completion of uploading image to DUT.  
o DUT starts boot process automatically.  
o DUT performing Image Signing verification while booting to new image.  
o DUT performing Cryptographic checks while starting image process –  
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o Verifying the version of the DUT Image updated – on controller after login 
with user Admin on console and GUI.  

  

Case2: Negative testcase – (note: this test performed earlier before updating 
the image) -  copy the boot image (part.bin) from DUT to terminal for 
tampering.  

• Run Hexeditor of terminal machine and change certificate values in the 
boot image.  

• After editing save the edited image and reboot the device with the 
tampered boot image over TFTP.  

• Updating from rommon mode require IP to be change of TFTP server as 
per DUT ask for it.  

• Verify the integrity of the boot image manually by command. Device failed 
to load the tampered image giving error message as Image signing 
verification failed.  

 

9. Expected Result for Pass: Software package integrity shall be validated using 

cryptographic means, e.g. Digital certificate(digital signature) in the 

installation/upgrade stage. Tampered software shall not be executed or installed if 

integrity check fails. Only authorized person, can able to do software update. 

 

10. Expected Format of Evidence: Screenshot of DUT webpage and terminal 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_SECURE_UPDATE 

11.1.2 Test Case Description: In this test scenario tester will perform the positive test 

to update/upgrade the DUT image using the TFTP server and DUT settings were 

configured for an image update. The update will be verified by low privilege user 

and highest privilege user also image signing verification and cryptographic 

library will be checks during update/upgrade on console. In the negative test, 

tester will try to update on DUT and observed the process will get fail or not for 

image signing verification. 

11.1.3 Execution Steps: Below are the execution steps with evidence:  

Case1: Positive testcase – Below are the settings on tool i.e., TFTP server:  

 Selecting server interface  
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 -  Selecting image to be updated.  

Browse to the directory where the new image downloaded.  

    
Browse correct path in current directory of TFTP server.  

 
     

- Settings On DUT:  

First Login as user1 (ReadOnly privilege)  



86 
 

    
- Settings are given below to update/upgrade image of the DUT.  

 

      
- After clicking on update error occurs.  

   
- Here it has been observed that User – “user1” does not have Readwrite 

privilege so can’t update/upgrade. So, “insufficient privilege error occurred.  

  -  Note: Only users with Read-write privilege can update/update iOS 

image of DUT.   

  -  Now login as Admin (ReadWrite privilege)  
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- Settings are given below to update/upgrade image of the DUT. (Current iOS 

image version is 8.10.183.0).  

   

  
- After clicking on update transfer of image from TFTP to DUT starts  

    
  

 

 - On TFTP server  
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On tftp server it is seen that transfer of image from TFTP server to DUT has been 

started. Till this step it can be concluded that only Admin (mgmtuser with 

highest level of access i.e., read-write privilege)  

- After some time on DUT- uploading progress is more than 50%  

   
Here it can be noted that “Auto restart” is checked which means DUT auto 

restart after completion of image transfer to DUT.  

  

- Uploading of image to DUT from TFTP server completed.  

 

    
Image transfer completed 100%.  

  

- DUT auto restart after completion of uploading image to DUT.  

   
- DUT starts boot process automatically.  

Continue booting process.  
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- DUT performing Image Signing verification while booting to new image.  

   
Here it has been observed that image signing verification is success of the new 

image which means it is valid image and continue to run then continue to 

“starting image”.  

  

- Here DUT performing Cryptographic checks while starting image process –  
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In above screenshot it has been observed that cryptographic library self-test 

passed!  

Tested cryptographic library are - sha1, sha256, sha384, hmac-Sha1, hmac-

sha256, hmac-sha384.  

  

- After successful update/upgrade of the image and completion of all booting 

process DUT ask for login to controller with “enter username “dialog.  
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Logged-in with user “Admin.”  

Verifying the version of the Image on controller after login with user Admin:  

Verifying sysinfo of the controller via console.  

    
Continue sysinfo  
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Here it has been observed that WLC-MIC certificate type is SHA1/SHA2  

Verifying the running configuration on the controller with the following command: Cmd: 

Show running-config on controller.  

 
Here it has been observed that product version has been change. Now it is 8.10.185.0 

(earlier it was 8.10.183 which can be verified in DUT confirmation details).  

- Verification of image in AP mode:  

   
It has been observed that 8.10.183.0 becomes now a backup image after update/upgrade.  

- Verifying on Web gui.  
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System information of the DUT.  

   
The image of the DUT successfully updated after cryptographic check of the new 

image. Now product version is 8.10.185.0 (earlier, before update, it was 

8.10.183.0).  

Case2: Negative testcase – (note: this test performed earlier before updating the 

image)  

▪ copy the boot image (part.bin) from DUT to terminal for tampering.  

  
  

▪ Run Hexeditor of terminal machine and change certificate values in the boot 

image.  
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▪ After editing save the edited image and reboot the device with the tampered 

boot image over TFTP.  

   
Updating from rommon mode require ip to be change of TFTP server as per DUT 

ask for it.  

   
 ▪ Verify the integrity of the boot image manually by command. Device failed to 

load the tampered image giving error message as Image signing verification 

failed.  

   
 It has been observed that image signing verification of corrupted image return gives 

signature return “-3” means verification is failed. So it can be concluded that given image 

is not a valid image. 
11.1.4 Test Observations: 

• Case1: Positive Test Case  
▪ The TFTP server settings were configured and the image to be updated was 

selected. The DUT settings were adjusted, but an error occurred when attempting 
to update with a user that only had read-only privileges. After logging in as an 
admin with read-write privileges, the image transfer from the TFTP server to the 
DUT began. The DUT automatically restarted after the image transfer was 
completed. During the booting process, the DUT performed image signing 
verification and cryptographic checks. After successful login, the new image 
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version was verified on the controller. The image was also verified in AP mode 
and on the Web GUI.  

 

• Case2: Negative Test Case  
▪ The boot image was copied from the DUT to the terminal for tampering. After 

editing and saving the image, the device was rebooted with the tampered boot 
image over TFTP. The integrity of the boot image was manually verified, and the 
device failed to load the tampered image, indicating that image signing 
verification had failed.  

 

12. Test Case Result: 

 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SECURE_UPDATE FAIL  
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1.3.2 Secure Upgrade  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 1.3.2 Secure Upgrade 

3. <Requirement Description: > CPE should support authenticity and integrity check 

while performing software upgrade Preferably employing Digital Certificate for 

authenticity and hashing (example: SHA2) for integrity software patching. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information by 
running command show inventory on CLI.  

 
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  

 
• Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  Configuration of DUT as per this test:   

 Case1:  positive test case –   

• Selecting TFTP server (tool) interface  

  
  

• Settings are given below to Upgrade/upgrade image of the DUT.  
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6. Preconditions: 

• A document containing information regarding the following:  

• software package integrity checks.  

• Including details of how the integrity check is carried out.  

• Where public keys or certificates of sources authorized to sign software packages 
are stored on the DUT and who these sources are.  

• What evidence is created to prove that the integrity check has been executed and 
what the result of the check was.  

• Documentation which describes the installation procedure including how a user is 
authorized and authenticated to perform installation process.  

• Valid package for installation/boot and one tampered image (tampered with hex 
edit).  

• Hex Editor for modifying the DUT Image. -  TFTP server for image transfer - 
Valid package for installation/boot.  

• A network product document containing information regarding software package 
integrity checks, including details of how the integrity check is carried out.  

• A valid network product software load/package and one that is not-valid.  
 

7. Test Objective: To verify that DUT have mechanism that validates the software 

package integrity during installation/Upgrade stage 

 

8. Test Plan: 

• Software package integrity shall be validated in the installation/upgrade stage. 
• Network product shall support software package integrity validation via 

cryptographic means, e.g. Digital Certificate(digital signature). To this end, the 
network product has a list of public keys or certificates of authorised software 
sources, and uses the keys to verify that the software Upgrade is originated from 
only these sources. 

• Tampered software shall not be executed or installed if integrity check fails. 
• A security mechanism is required to guarantee that only authorized individuals 

can initiate and deploy a software Upgrade, and modify the list mentioned in bullet 
2. 

 

8.1 Number of Test Scenarios: 
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8.1.1 Software Upgrade in DUT verifying the integrity and using digital 

certificate/public keys 

8.2 Test Setup Diagram 

 

 
8.3 Tools Used: Web browser(client) Win10, tftp-server, hex-editor, putty 

for console.  

8.4 Test Execution Steps: 

Below are the execution steps with evidence:  
Case1: Positive testcase –  

o The settings on tool i.e., TFTP server -  Selecting image to be Upgraded.  
o Settings On DUT:  
o Now login as user1 (ReadOnly privilege)  
o Verifying user1 can’t Upgrade/upgrade the image of DUT.  
o Now login with Admin (ReadWrite privilege)  
o Settings are given below to Upgrade/upgrade image of the DUT. (Current iOS 

image version is 8.10.183.0).  
o After clicking on Upgrade transfer of image from TFTP to DUT starts - 

verification of image transfer on TFTP server.  

• Uploading of image to DUT from TFTP server completed.  
o DUT auto restarts after completion of uploading image to DUT.  
o DUT starts boot process automatically.  
o DUT performing Image Signing verification while booting to new image.  
o DUT performing Cryptographic checks while starting image process –  
o Verifying the version of the DUT Image Upgraded – on controller after login 

with user Admin on console and GUI.  
  

     Case2: Negative testcase – (note: this test performed earlier before updating the 
image) -  copy the boot image (part.bin) from DUT to terminal for tampering.  
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o Run Hexeditor of terminal machine and change certificate values in the boot 
image.  

o After editing save the edited image and reboot the device with the tampered 
boot image over TFTP.  

o Updating from rommon mode require IP to be change of TFTP server as per 
DUT ask for it.  

o Verify the integrity of the boot image manually by command. Device failed to 
load the tampered image giving error message as Image signing verification 
failed.  

9. Expected Result for Pass: Software package integrity shall be validated using 

cryptographic means, e.g. digital certificate in the installation/upgrade stage. 

Tampered software shall not be executed or installed if integrity check fails. Only 

authorized person, can able to do software Upgrade. 

10. Expected Format of Evidence: Screenshot of DUT webpage and terminal 

 

11. Test Execution: 

 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_SECURE_UPGRADE 

11.1.3 Test Case Description: In this test scenario tester will perform the positive test 

to Upgrade/upgrade the DUT image using the TFTP server and DUT settings 

were configured for an image Upgrade. The Upgrade will be verified by low 

privilege user and highest privilege user also image signing verification and 

cryptographic library will be checks during Upgrade/upgrade on console. In the 

negative test, tester will try to Upgrade on DUT and observed the process will 

get fail or not for image signing verification. 

11.1.4 Execution Steps: 

 Below are the execution steps with evidence:  

Case1: Positive testcase –  

  Below are the settings on tool i.e., TFTP server:  

  Selecting server interface  
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  Selecting image to be Upgraded.  

Browse to the directory where the new image downloaded.  

    
Browse correct path in current directory of TFTP server.  

 
Settings On DUT:  

First Login as user1 (ReadOnly privilege)  

    
Settings are given below to Upgrade/upgrade image of the DUT.  
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- After clicking on Upgrade error occurs.  

   
• Here it has been observed that User – “user1” does not have Readwrite privilege so 

can’t Upgrade/upgrade. So, “insufficient privilege error occurred.  

• Note: Only users with Read-write privilege can Upgrade/Upgrade iOS image of DUT.   

• Now login as Admin (ReadWrite privilege)  

 

    
  

• Settings are given below to Upgrade/upgrade image of the DUT. (Current iOS image 

version is 8.10.183.0).  

   



103 
 

  
After clicking on Upgrade transfer of image from TFTP to DUT starts  

    
On TFTP server  

   
On tftp server it is seen that transfer of image from TFTP server to DUT has been started. 

Till this step it can be concluded that only Admin (mgmtuser with highest level of access 

i.e., read-write privilege)  

- After some time on DUT- uploading progress is more than 50%  
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Here it can be noted that “Auto restart” is checked which means DUT auto restart after 

completion of image transfer to DUT.  

  Uploading of image to DUT from TFTP server completed.  

 

    
Image transfer completed 100%.  

DUT auto restart after completion of uploading image to DUT.  

   
DUT starts boot process automatically.  

Continue booting process.  
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DUT performing Image Signing verification while booting to new image.  

   
Here it has been observed that image signing verification is success of the new image which 

means it is valid image and continue to run then continue to “starting image”.  

 Here DUT performing Cryptographic checks while starting image process –  
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In above screenshot it has been observed that cryptographic library self-test passed!  

Tested cryptographic library are - sha1, sha256, sha384, hmac-Sha1, hmac-sha256, hmac-

sha384.  

  

After successful Upgrade/upgrade of the image and completion of all booting process DUT 

ask for login to controller with “enter username “dialog.  
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Logged-in with user “Admin.”  

Verifying the version of the Image on controller after login with user Admin:  

Verifying sysinfo of the controller via console.  

    
Continue sysinfo  
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Here it has been observed that WLC-MIC certificate type is SHA1/SHA2  

Verifying the running configuration on the controller with the following command: Cmd: 

Show running-config on controller.  

    
Here it has been observed that product version has been change. Now it is 8.10.185.0 

(earlier it was 8.10.183 which can be verified in DUT confirmation details).  

Verification of image in AP mode:  

   
It has been observed that 8.10.183.0 becomes now a backup image after Upgrade/upgrade.  

Verifying on Web gui.  
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System information of the DUT.  

   
  

The image of the DUT successfully Upgraded after cryptographic check of the new image. 

Now product version is 8.10.185.0 (earlier, before Upgrade, it was 8.10.183.0).  

Case2: Negative testcase – (note: this test performed earlier before updating the image)  

copy the boot image (part.bin) from DUT to terminal for tampering.  

  
 Run Hexeditor of terminal machine and change certificate values in the boot image.  

 

    
 After editing save the edited image and reboot the device with the tampered boot image 

over TFTP.  
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Updating from rommon mode require ip to be change of TFTP server as per DUT ask for it.  

   
 Verify the integrity of the boot image manually by command. Device failed to load the 

tampered image giving error message as Image signing verification failed.  

   
  

  It has been observed that image signing verification of corrupted image return gives 

signature return “-3” means verification is failed. So it can be concluded that given image 

is not a valid image. 

11.1.5 Test Observations: 

• Case1: Positive Test Case  
The TFTP server settings were configured and the image to be Upgraded was 
selected. The DUT settings were adjusted, but an error occurred when attempting 
to Upgrade with a user that only had read-only privileges. After logging in as an 
admin with read-write privileges, the image transfer from the TFTP server to the 
DUT began. The DUT automatically restarted after the image transfer was 
completed. During the booting process, the DUT performed image signing 
verification and cryptographic checks. After successful login, the new image version 
was verified on the controller. The image was also verified in AP mode and on the 
Web GUI.  

• Case2: Negative Test Case  
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The boot image was copied from the DUT to the terminal for tampering. After editing and 
saving the image, the device was rebooted with the tampered boot image over TFTP. The 
integrity of the boot image was manually verified, and the device failed to load the 
tampered image, indicating that image signing verification had failed.  
 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SECURE_UPGRADE FAIL  
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1.3.3 Source Code Security Assurance 

 

<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 

1. <ITSAR Section No & Name> Section 3: Software Security 
2. <Security Requirement No & Name > 1.3.3 Source Code Security Assurance 
3. <Requirement Description: > 

Source code of the CPE (in high level programming language) shall be free from known 
security vulnerabilities, the high security critical weaknesses listed in the CWE database 
and all the exploitable security vulnerabilities listed in the latest SANS Top 25 and OWASP 
Top 10. OEM may provide Software Test Document (STD) in this regard. 

4. DUT Confirmation Details: 
Use the command line/GUI interface to get details of the machine on which test is 
conducted.  
Use GUI to get Application No/Version No & hardware Info 
 
      The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration: 

          Nil 
6. Preconditions: 

Below are the preconditions for this test case:  
  
Vendor must provide documentation such as Software Development Lifecycle and evidence 
of Implemented processes (such as integrity of code base, management of code, etc.), and 
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Secure coding guidelines for the vendor developed code, and any third party and 
opensource software used/embedded in the product.  
  
Vendor to provide SAST/SBA report for DUT that cover SANS Top 25 and OWASP Top 10, 
Also report of known security vulnerabilities, security weaknesses listed in the CWE 
database.  
  
Vendor to provide Software Test Document (STD) stating that no known vulnerabilities 
exist and that Secure Software Life cycle practices were followed.  
 

7. Test Objective: To Verify that: 
• Best security practices including secure coding are followed for software 

development. 
• software is  free from CWE top 25 and OWASP top10 security weaknesses on the date 

of testing.  
• The binaries of DUT and upgrades/updates thereafter generated from the source 

code are free from all known security vulnerabilities. 
8. Test Plan: 

Validating the STD document provided by OEM 
8.1 Tools Used:  

• A suitable source code analysis tool having support for the programming language 
of the source code & having capabilities to detect weaknesses/vulnerabilities as per 
the requirement clause. 

• A suitable static binary analysis tool can be used to find the 
weakness/vulnerabilities in the DUT binary file. 

8.2 Testbed Diagram: As per Vendor STD document 
8.3 Test Execution Steps:  verification of software test document submitted by OEM : 

• Examine and authenticate the Software Test Document (STD) given by the Original 
Equipment Manufacturer (OEM).  

• Verify that the source code of the Device Under Test (DUT) is free from all known 
security vulnerabilities and high-security critical weaknesses listed in the CWE 
database.  

• Verify that the binary code of the Device Under Test (DUT) is free from known 
security vulnerabilities and high-security critical weaknesses listed in the CWE 
database.  

9 Expected Result to Pass: Validate that source code and binary code in DUT are free from 
known security vulnerabilities and critical vulnerabilities from the CWE database, this can 
be validated from vendor-provided test reports such as Static Application Security Test 
(SAST) report.  
 

10 Expected Format of Evidence: Tester validation of source code analysis/static binary 
analysis reports. 
 

11 Test Execution: 
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11.1 Number of Test Cases: 1 

11.1.1 Test Case Number: 1 
11.1.2 Test Case Name: TC_VEIFY_STD_DOC 
11.1.3 Test Case Description: To Verify the software test document provided by Vendor 
11.1.4 Execution Steps: 

 

Case 1: verification of software test document submitted by vendor 

verification of software test document submitted by OEM : 

• Examine and authenticate the Software Test Document (STD) given by the 
Original Equipment Manufacturer (OEM).  

• Verify that the source code of the Device Under Test (DUT) is free from all known 
security vulnerabilities and high-security critical weaknesses listed in the CWE 
database.  

• Verify that the binary code of the Device Under Test (DUT) is free from known 
security vulnerabilities and high-security critical weaknesses listed in the CWE 
database.  

11.1.5 Test Observations: Based on Software Test Documentation submit by OEM the 
result will vary 
 

12 Test Case Result: 
 

S. No TEST CASE NAME PASS/FAIL Remarks 

1. TC_VERIFY_STD_DOC  OEM dependent 
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1.3.4 Known Malware Check  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 1.3.4 Known Malware Check 

3. <Requirement Description: > 

The Operating System and the applications installed in the CPE shall be free from any 

known malware. The CPE shall support mechanism to carry out anti-malware checks. 

OEM to submit Software Test document (STD) to establish that the CPE is free from 

Known Malware. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

 
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

 
5. DUT Configuration:  

OEM dependent 

6. Preconditions: 

• Vendor to provide Software Test Document (STD) stating that software does not 
contain known malware and provide a mechanism to perform anti-malware check 
at certain lifecycle.  

• Binary (.bin file) of DUT copied to a win10 machine.  
 

7. Test Objective: To verify that DUT don’t have any known malware 

 

8. Test Plan: 

 

8.1 Number of Test Scenarios: 

8.1.1 Validate that the DUT don’t have any known malware 

8.2 Test Setup Diagram 
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8.3 Tools Used: 

- clamAV tool  

Note : Depending on vendor input the malware scan will vary(online or offline). 
8.4 Test Execution Steps: 

• Vendor shall submit Software Test Document (STD) of the network product proving 
that the network product is free from known malware/spyware to lab for scrutiny.  

• Vendor to provide documentation for network product support mechanisms to 
carry out anti-malware checks.  

• We will require binaries/packages to scan for malware.  

• As tester,  We will verify existence of malware using clamAV (prior to using clamAV, 
database will be updated such that latest malware are captured.)"  

 
9. Expected Result for Pass: The DUT software should not have any known malware 

10. Expected Format of Evidence: Screenshot of malware test report 

 

11. Test Execution: 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_KNOWN_MALWARE_CHECK 

11.1.3 Test Case Description: In this test scenario tester will perform the positive test 

to Upgrade/upgrade the DUT image using the TFTP server and DUT settings were 

configured for an image Upgrade. The Upgrade will be verified by low privilege 

user and highest privilege user also image signing verification and cryptographic 

library will be checks during Upgrade/upgrade on console. In the negative test, 

tester will try to Upgrade on DUT and observed the process will get fail or not for 

image signing verification. 

11.1.4 Execution Steps: 

 Below are the execution steps with evidence:  
a. Vendor shall submit Software Test Document (STD) of the network product 

proving that the network product is free from known malware/spyware to lab for 
scrutiny.  

b. Vendor to provide documentation for network product support mechanisms to 
carry out anti-malware checks.  

c. We will require binaries/packages to scan for malware.  

  

As tester,   

-We will, verify existence of malware using clamAV (prior to using clamAV, database will be 
updated such that latest malware are captured.)"  
  

• Validate that all the operating systems and the applications installed in the DUT shall be 
free from any known malware. Also, Identify the list of known malwares by running anti-
malware checks using software.  
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It has been observed that the image of the DUT is free from known malware as per clam AV 

tool scanned image report. Its showing infected file is “0”. 

  Note : DUT don’t have anti-malware checks feature 

 
11.1.5 Test Observations: The DUT software don’t have any known malware based on 

malware scan. 

 

Note : DUT don’t have anti-malware checks feature 

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_ 

KNOWN_MALWARE_CHECK 

 Depend on OEM 
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1.3.5 No unused software  

 

 

<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
 
1. <ITSAR Section No & Name> Section 3 Software Security 
2. <Security Requirement No & Name > 1.3.5 No unused software 
3. <Requirement Description: > 
Unused software components or parts of software which are not needed for operation or 
functionality of the CPE shall not be installed or shall be deleted after installation. This 
includes also parts of a software, which will be installed as examples but typically not be 
used (e.g., default web pages, example databases, test data). OEM to provide Software Test 
Document (STD) in this regard. 
4. DUT Confirmation Details:  
• This section involves information about DUT like software/firmware version, 

Hardware version model.   
• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 

AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  
• Verification of DUT Cisco wireless LAN controller’s HW product series information by 

running command show inventory on CLI.  

 
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  

 
 

• Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  Depending on vendor inputs. 
6. Preconditions: 

• Document provided by vendor should include the following details:  
o List of available software, Libraries, and components.  
o name of the software / library.  
o version of the software / library installed.  
o list of dependencies and versions.  
o any add-ons and functions.  
o any special hardware/debugging ports.  
o software support type.  
o licensing information.  
o brief description of their purpose.  

 
7. Test Objective: Unused software components should not be present in the DUT 
 
8. Test Plan: Validating the SBOM provided by the OEM 

8.1 Number of Test Scenarios: 
8.1.1 Validating the list of components provided by OEM 

8.2 Test Setup Diagram :- Depents on vendor input 
8.3 Tools Used:  Syft, Blackduck SCA 
8.4 Test Execution Steps: Below are the execution steps:  

• This requirement is associated with Software Bill of Material (SBOM). It is 
assumed that vendor will be maintaining such list of software, libraries and 
associated components, and can provide for verification purpose.  

• Check the list of software, libraries and associated components provided by 
the vendor.  

• Identify how the software libraries or components can be modified.  
• Identify the software/libraries or components using tool like syft or blackduck.  
• Validate that there is no unnecessary software, libraries installed in the system 

apart from the ones that have been mentioned.  
• Identify the example webpages/documents in the DUT. 
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9. Expected Result for Pass: Unused software disabled/deleted in the DUT 
10. Expected Format of Evidence: Screenshot of tools used 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: TC_NO_UNUSED_SOFTWARE 
11.1.2 Test Case Description:  
11.1.3 Verifying the DUT not have any unused software, default webpages and examples 
11.1.4 Execution Steps: 

• Identify the software/libraries or components using tool like syft (for 
demonstration purpose).  

• Identify the example webpages/documents in the DUT 

  

 
11.1.5 Test Observations: 

• List of software components present in the DUT(syft generated) compare 
with OEM SBOM. 

• Example webpages/documents not verified due to OEM dependency. 
 
 
12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNUSED_SOFTWARE  Testcase is incomplete 
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1.3.6 Unnecessary Services Removal 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 1.3.6 Unnecessary Services removal 

3. <Requirement Description: > The OEM to provide list of essential services and the 

related ports required for functioning of CPE, list of optimal services supported by CPE 

and their related ports. The CPE shall only run protocol handlers and services which 

are needed for its operation, and which do not have any known security vulnerabilities. 

In particular, by default the following services and their ports shall be initially 

configured to be disabled on the CPE by the vendor.  

- FTP  

- TFTP  

- Telnet  

- rlogin, RCP, RSH  

- HTTP - SNMPv1 and v2  

- SSHv1, HNAP  

- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)  

- Finger - BOOTP server  

- Discovery protocols (CDP, LLDP)  

- IP Identification Service (Identd)  

- PAD  

- MOP 

4. DUT Confirmation Details:  

• Use the command line/GUI interface to get details of the machine on which 

test is conducted.  

• Use GUI to get Application No/Version No & hardware Info 

      The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration:  

• The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine 

(192.168.29.118). 
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• The Tester attempts to login DUT using “admin” account.  

 

6. Preconditions: A list of all required network protocols and services containing at 

least the following information shall be included in the documentation 

accompanying the Network Product, provided by the Vendor:  

• protocol handlers and services needed for the operation of network product;  

• Their open ports and associated services;  

• And a description of their purposes.  

The tester machine must be equipped with a port scanning tool, for scanning the 

ports of the DUT to get information required the status of the ports and the 

protocols/services running on them. 

The firewall on DUT must be disabled for allowing network traffic/requests from 

the tester machine. 

7. Test Objective: To ensure that on all network interfaces, there are no unnecessary 

and unsecure services or protocols that might be running. 

 

8. Test Plan: 

• The Tester shall identify what all services or protocols are running on DUT.   

• Verify identified protocols and services of the Network product and their 

purpose with documentation provided by OEM.  

• If any services or protocol running by default but that shall be initially 

configured to be disabled on the DUT by the OEM then check with OEM for 

justification.  

• The Tester shall record all above configurations steps and observations with 

evidences.  

8.1 Number of Test Scenarios: 

8.1.1 Based on the OEM document disable the unnecessary/unsecure services in the 

DUT 

8.2 Test Setup Diagram 

 

                       

 
 

 

 

 

 

 

 

 

192.168.29.1 

192.168.29.118 
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8.3 Tools Used: Zenmap (a Port scanning Tool) 

8.4 Test Execution Steps: 

a. The tester must verify for the compliance to the pre-requisites:  

• Verification that the list of available network services and protocol handlers is 

available in the documentation of the Network Product.  

• Validation that the entries in the list do not contain the prohibited 

protocols/services from the list mentioned above or any other protocol that is 

known to have security vulnerabilities, and it should be reasonably necessary for 

the operation of the Network Product class. 

b. The tester must identify the protocols and services running on the DUT using an 
appropriate port scanning tool. 

c. The tester must validate that there are no entries in the list of network services and 
handlers apart from the ones that have been mentioned and deemed necessary for 
the operation of the Network Product in the attached documentation. 

d. The tester shall reboot the network product and re-execute execution steps 2 and 3 
without further configuration. 

 

9. Expected Result for Pass: The report will contain:   

• The names and version of the tool(s) used.  - Information of all the protocol 

handlers and services running in the network product.   

  

Result will show:   

• There are no unnecessary services running in the network product except for the 

ones which are deemed necessary for its operation.   

Any undocumented services running on the network product should be highlighted and 

brought out in the report.  - The network product behaves the same after reboot as 

before.  

 

10. Expected Format of Evidence: Screenshot of Nmap scan, DUT CLI 

 

11. Test Execution: 

 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_UNNECESSARY_SERVICE 

11.1.3 Test Case Description: Ensuring that on all network interfaces, there are no 

unnecessary and unsecure services or protocols that might be running. 

11.1.4 Execution Steps: 

Test Case1: Identify what all by default services or protocols running on DUT.  

• Login to the DUT  

• Perform the factory reset of DUT 
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• Run the Zenmap port scanner tool to the DUT(192.168.29.1) by command 

nmap -sS -sU  -A -v 192.168.29.1 (-sS for TCP, -sU for UDP, -A for service 

Version info) 

Note : SCTP protocol also need to be check in the DUT 

 
After factory reset, by default the unsecured(FTP,HTTP) protocols 

running in the DUT. 
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• Based on the OEM document disable the unnecessary/unsecure protocols 

running in the DUT. 

 
The above screenshot shows disable the FTP service(Port No :21) 

running in the DUT 

 

• Run the Zenmap port scanner tool to the DUT(192.168.29.1), for validating 

the FTP service are disabled. The command is nmap -p 1-65535 -T4 -A -v 

192.168.29.1 

 
The above screenshot shows the FTP service is not active 

• Reboot the DUT 
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• Run the Zenmap port scanner tool to the DUT(192.168.29.1), for validating the FTP 

service are disabled after reboot also. The command is nmap -p 1-65535 -T4 -A -v 

192.168.29.1 
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11.1.5 Test Observations: 

• The DUT by default running unsecure protocols/services(HTTP,FTP) 

• Based on OEM documentation the tester able to disable the unsecure 

protocols/services 

• disabled services remain disabled after reboot also. 

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ 

NO_UNNECESSARY_SERVICE 

 Based on OEM document the 

result will vary 
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1.3.7 Secure Time Synchronization 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 
2. <Security Requirement No & Name > 1.3.7 Secure Time Synchronization 
3. <Requirement Description: > The CPE shall support time synchronization feature for 

its core functionality or for the additional supported functionality. For CPEs that have 
time synchronization feature, it shall support the secure time synchronization feature 
preferably by using Network Time Protocol NTP. The CPE clock shall be synchronized 
with NTP server in a secure manner. The CPE client should be able to verify the 
authentication and authorization of the NTP Server. OEM shall plugin well known 
vulnerabilities, input validation vulnerabilities related to NTP feature.  

 

4. DUT Confirmation Details:  
• Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

• Use GUI to get Application No/Version No & hardware Info 

 

      The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration:  

 

• The Tester opens GUI(webpage) of DUT(192.168.29.1) in tester machine 

(192.168.29.118). 
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• The Tester attempts to login DUT using “admin” account.  

6. Preconditions: The OEM need to provide documentation regarding on how to configure 

NTP in the DUT with securely 

7. Test Objective: To ensure that DUT time sync with NTP server in a secure manner. 

8. Test Plan: 

• The Tester configure the NTP services(client) on the DUT 

• Verify the DUT time sync with NTP server 

• Verify the DUT time sync with NTP server securely 

 

8.1 Number of Test Scenarios: 

8.1.1 DUT time sync with NTP server 

8.2 Test Setup Diagram 

 

 
 

 

                       

 
 

 

 

 

 

 

 

 

192.168.29.1 

192.168.29.118 

NTP server 
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8.3 Tools Used: Wireshark (a Packet Capture Tool) 

8.4 Test Execution Steps: 

• The tester must verify for the compliance to the pre-requisites:  
• Check the time/date of DUT 
• Configure the NTP Server in the tester machine 
• Configure the DUT(NTP client) 
• Check the time/date of DUT 
• Check the authentication of NTP packets 

9. Expected Result for Pass: The DUT time sync with NTP server by securely 

 

10. Expected Format of Evidence: Screenshot of Wireshark, DUT CLI 

 

11. Test Execution: 

 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_SECURE_TIME_SYNCHRONIZATION 

11.1.3 Test Case Description: Ensuring that DUT time sync with NTP server in a 

secure manner. 

11.1.4 Execution Steps: 

• Login to the DUT with Admin credentials 

• Go to Administration in the GUI(webpage) and select Date & Time 

Configuration 
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• In GUI option Configure NTP Servers select Custom NTP Server like 

below screenshot. 

Configure NTP server IP address 192.168.29.118 in the DUT 

 
Note : NTP server should be run locally 

 

• Check time/date of DUT after NTP configuration 

• Check the DUT have NTP server authentication option.  
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The above screenshot shows that there is no option mention regarding NTP server 

authentication. So, it’s not possible to configure DUT with NTP server securely. 

 

11.1.5 Test Observations: 

• The DUT supports time sync with NTP server. But The DUT doesn’t support 

secure time sync with NTP server. 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_ 

NO_SECURE_TIME_SYNCHRONIZATION 

FAIL DUT not supporting NTP 

authentication mechanism 
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1.3.8 Self-Testing  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 3 - Software Security 

2. <Security Requirement No & Name > 1.3.8 Self-Testing 

3. <Requirement Description: > 

The CPE shall support the detection mechanism for identification of failure of 

underlying security mechanisms (such as software image integrity, runtime integrity, 

cryptographic modules etc.) used. The CPE to perform such self-tests periodically/at 

the time of booting, visual indication on failure is a desirable feature. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

 
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

 
5. DUT Configuration:  No additional configuration required for this test case.  

 

6. Preconditions: 

• Tester has the highest level of access to DUT.  

• Document from OEM having details of cryptographic modules implemented on DUT, 
self-testing mechanism and the evidence produced by DUT on self-test (start-up logs, 
any specific command to enable such logs etc.), command for initiating self-test by 
Admin etc.  

7. Test Objective: To verify that DUT have mechanism that validates the cryptographic 

module when bootup 

 

8. Test Plan: 

• Validating the DUT is performing POST in the device bootup stage 

• Validating the DUT software image when bootup 

8.1 Number of Test Scenarios: 

8.1.1 Verifying the integrity of DUT crypto modules and image 

8.2 Test Setup Diagram 

 

   



140 
 

8.3 Tools Used: DUT terminal (Console) 

8.4 Test Execution Steps: Below are the execution steps, 

 
Self-test for AP (1852i) – when Power On/restart.  
Power on the DUT (AP 1852i) and verify the self-test to identify cryptographic functions 
security mechanism.  
 

9. Expected Result for Pass: The DUT performing self-testing for crypto module and 

software image. 

10. Expected Format of Evidence: Screenshot of DUT terminal (Console) 

11. Test Execution: 

 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_SELF_TESTING 

11.1.3 Test Case Description:  Verifying the self-test when DUT boot up. 

11.1.4 Execution Steps: Below are the execution steps with evidence:  

When DUT powered on of restart firstly DUT Boot up at AP mode the after 2 to 3 minutes 

automatically boot up for controller mode.  

  

  -Tester powered on the DUT.  

   Verification under AP MODE are as follows.  

 
   

For part1 image verification is success (above screenshot).  
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Above screenshots show starting Image after all checks done success and image is valid.  

  

    
Above screenshot evident that POST pass for GCM-128 and GCM-256.  

  

• Verification under WLC MODE are as follows:  

• Following screenshot is evident the Cryptographic self-test  

  

 

 

 

 

 

 

 

 

 

 

• SHA1 POST passed.  
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• - Various services check  

  

  
11.1.5 Test Observations: 

o Power on the DUT (AP 1852i) and verify the self-test to identify cryptographic 
functions security mechanism.  

o It has been observed that cryptographic library all test passed which includes SHA1, 

SHA256, SHA384, HMAC SHA1, HMAC SHA2, HMAC SHA384. 

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SELF_TEST FAIL  
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1.3.9 Feature / Service Activation Policy  

 

<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
 

1. <ITSAR Section No & Name> Section 3 - Software Security 
2. <Security Requirement No & Name > 1.3.9 Feature / Service Activation Policy 
3. <Requirement Description: > 

The CPE shall have factory default settings such that only the essential features / 
services and ports required for main operational needs of CPE are only enabled. 
Optional features, added services, futuristic service / applications are disabled by 
default. Such disabled services could only be enabled after successful 
authentication and selection by ADMIN user. 

4. DUT Confirmation Details:  
• This section involves information about DUT like software/firmware version, 

Hardware version model.   
• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model 

is AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series 
information by running command show inventory on CLI.  

  
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  

  
 

• Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  No additional configuration required as tester test this 
requirement on by default configuration (after initial setup done).  

6. Preconditions: 
Below are the preconditions: -  
▪ Vendor/OEM documentation requires stating what are the essential 

service/feature and port which are required for operational of the DUT.  
▪ Vendor/OEM documentation require stating what are the service/feature or 

port are enabled and disabled.  
▪ Vendor/OEM documentation require how to disable or enabled the services.  
▪ Tester has the highest level of access to DUT.  

Connectivity is through as per diagram. 
7. Test Objective: To verify that DUT have factory default settings such that only the 

essential features / services and ports required for main operational needs of CPE 
are only enabled. 
 

8. Test Plan: 
• Validating the DUT have factory default settings 
• Validating the DUT disabled services only be enabled by ADMIN user. 

8.1 Number of Test Scenarios: 
8.1.1 Validating the default services enabled by DUT after factory reset. 

8.2 Test Setup Diagram 
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8.3 Tools Used: DUT terminal(Console), DUT Webpage and Nmap 
8.4 Test Execution Steps: 

Below are the execution steps:  
o Run nmap scan for tcp/udp and verify all those services have well defined in 

oem/vendor documentation about their enable or disable status by default.  
o Restart the DUT and verify the services while booting the DUT and check all those 

services are listed in booting guide.  
o Loging to DUT via web-interface and verify the services which are enable able 

disable by default.  
  

9. Expected Result for Pass: Optional features, added services, futuristic service / 
applications are disabled by default. Such disabled services only enabled by ADMIN 
user. 

10. Expected Format of Evidence: Screenshot of DUT terminal(Console), DUT 
Webpage and Nmap  

 
11. Test Execution: 

 
11.1.1 Test Case Number: 01 
11.1.2 Test Case Name: TC_NO_FEATURE_ACTIVATION 
11.1.3 Test Case Description:  

In this requirement the tester use Nmap to scan TCP/UDP services and verifying 
their status against the vendor documentation. After restarting the DUT, the 
services are checked during the boot process to ensure they match the booting 
guide. Finally, by logging into the DUT via the web interface, the default status 
of the services is verified and all those services should enable or disable as per 
the admin guide or vendor document.   

11.1.4 Execution Steps: 
11.1.5 Evidence Provided  

  Below is the execution step with evidence:  

1. Run nmap scan for tcp/udp and verify all those services have well defined in 
oem/vendor documentation about their enable or disable status by default.  
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• Perform nmap TCP scan on Cisco WLC.  

  

• Perform nmap UDP scan on Cisco WLC.  

  

 -  Result of UDP nmap scan  

    

After TCP nmap completion it has been observed that DUT has HTTP service 
enabled by default. To disable HTTP initially on DUT, vendor doc required.  

After UDP nmap completion it has been observed that DUT has SNMP service 
enabled by default. To disable SNMP initially on DUT, vendor doc required.  

  

2. Restart the DUT and verify the services while booting the DUT and check all 
those services are listed in booting guide or administrator guide.  
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During boot process after image signing process, DUT start the abovementioned 
services.  

Note: It is required that vendor should give all relevant documentation or guide so that 
tester can verify services for testing requirement.  

3. Loging to DUT via web-interface and verify the services which are enable able 
disable by default.  

Logged-in with Admin command. Below screenshot represent the services 
which are enable or disable by default.  
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By default, on web-gui interface of DUT it has been observed that HTTPS, sshv2, 
HTTPS redirection services are enabled by default. 

11.1.6 Test Observations: It has been observed that after completion of 
Nmap scan for TCP/UDP services on the Cisco WLC, the results showed that the 
HTTP and SNMP services were enabled by default. To disable these services, 
vendor documentation is required. Upon restarting the DUT, the services were 
verified during the boot process. Logging into the DUT via the web interface 
showed that HTTPS, SSHv2, and HTTPS redirection were enabled by default. It's 
important to have all relevant vendor documentation for verification of services 
for testing requirements.  

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SELF_TEST  Based on OEM document 
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1.3.10 Restricted reachability of services 

 

<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
 
1. <ITSAR Section No & Name> Section 3 - Software Security 
2. <Security Requirement No & Name > 1.3.10 Restricted reachability of services 
3. <Requirement Description: > The CPE shall restrict the reachability of services so 

that they can only be reached on interfaces where their usage is required. OEM to 
map the essential services required to be accessed from WAN side, LAN side to limit 
access to services only on need / functionality basis. For Interfaces on which services 
are active, the reachability to be limited to legitimate communication peers. One such 
Use-case scenario is to restrict web management access of CPE to only LAN ports and 
not to permit access on Wi-Fi, WAN side. 

4. DUT Confirmation Details:  
• Use the command line/GUI interface to get details of the machine on which test is 

conducted.  
• Use GUI to get Application No/Version No & hardware Info 

 
      The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration:  
• The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine (192.168.29.118). 
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• The Tester attempts to login DUT using “admin” account.  
 

6. Preconditions: OEM need to provide documentation regarding how to restrict the services 
in the DUT 
 

7. Test Objective: To verify that it is possible to bind the services only to the interfaces from 
which they are expected to be reachable. 
 

8. Test Plan: 
• The tester shall identify what all interfaces available on the DUT.   
• Bind the services to particular interface, verify the services are active on that interface 

only (other interfaces should not get service) 
• Verify legitimate communication peers only getting services 

 
8.1 Number of Test Scenarios: 

8.1.1 Restricted reachability of services  
8.1.2 Legitimate communication peers 

8.2 Test Setup Diagram 
 

 

 

 

 

 

192.168.29.1 
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8.3 Tools Used: Web browser(client) 

Note : Nmap or Zenmap can be used to verify the services available to particular interfaces. 
8.4 Test Execution Steps: 

• The tester must verify for the compliance to the pre-requisites:  
• Restricted reachability of services  
• Bind the services to LAN(wired- 192.168.29.118) interface , verify the DUT webpage 

accessible on that interface only(other interfaces(wireless) should not load 
webpage) 

• Legitimate communication peers 
• Configure ACL in the DUT to allow access from ip address 192.168.29.1 and deny 

others. Verify legitimate communication peers only getting reachable(other than 
192.168.29.1 should not reachable) 

 
9. Expected Result for Pass: 

Services can be enabled on per-interface basis.  

 
10. Expected Format of Evidence: 

 

- Screenshot of DUT webpage 
 

11. Test Execution: 
 

11.1.1 Test Case Number: 01 
11.1.2 Test Case Name: TC_NO_RESTRICTED_REACHABILITY_OF_SERVICES 
11.1.3 Test Case Description: Ensuring that DUT can be accessible by configured 

interface only 
11.1.4 Execution Steps: 

• Login to the DUT with admin credentials 

192.168.29.118 

192.168.29.100 
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• Configure LMUI(Local Mode User Interface) option for restricting the DUT 
webpage access from WiFi interface(Wired allowed). 

 

• Check the DUT access from wireless connected tester machine ip address 
192.168.29.100. 
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• Access DUT from wired interface tester machine ip address 192.168.29.118 

 

 
Note : The tester same need to be perform for WAN interface also. 

11.1.5 Test Observations: 
• The DUT only accessible from configured interface(wired) only. Not accessible from 

unconfigured interface(WiFi). 
 

Test Case Number: 02 
11.2.1 Test Case Name: TC_NO_LEGITIMATE_COMMUNICATION_PEERS 
11.2.2 Test Case Description: Ensuring that DUT can be accessible by legitimate host 

only 
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11.2.3 Execution Steps: 
Positive case : 

• Configure the ACL rule to allow access from WiFi interface tester machine ip 
address 192.168.29.100 

• Ping the DUT from tester machine ip address 192.168.29.100 
• It should be reachable 

Negative case : 
• Configure the ACL rule to deny access from WiFi interface tester machine ip 

address 192.168.29.100 
• Ping the DUT from tester machine ip address 192.168.29.100 
• It shouldn’t be reachable 

 
12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_RESTRICTED_REACHABI
LITY_OF_SERVICES 

PASS DUT accessible from Wired 
interface(LAN) and not accessible 
from wireless(LAN) 

2 TC_NO_LEGITIMATE_COMMUNI
CATION_PEERS 

 Not performed 
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Section 1.4: System Secure Execution Environment 

1.4.1 System Secure Execution Environment  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 4 System Secure Execution Environment 

2. <Security Requirement No & Name > 1.4.1 No unused functions 

3. <Requirement Description: > Unused functions of the CPEs' software and hardware 

shall be deactivated. During installation of software and hardware often functions will 

be activated that are not required for operation or function of the system. If unused 

functions of software cannot be deleted or de-installed individually, such functions 

shall be deactivated in the configuration of the CPE in permanent manner. Also, 

hardware functions which are not required for operation or function of the system (e.g., 

unused interfaces) shall be permanently deactivated. Permanently means that they 

shall not be reactivated again after CPE reboot. OEM to provide report in this regard, 

List of the used functions of the CPE's software and hardware as given by the OEM shall 

match the list of used software and hardware functions that are necessary for the 

operation of the CPE. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

  
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

  
 

5. DUT Configuration:  Depending on vendor inputs.  

 

6. Preconditions: The vendor shall provide the following list of requirements:  

 

a. A list of all software and hardware functions that are included in the product, with 
the identification of all necessary functions that are required for operation of 
system, along with their physical or logical interfaces.  

b. A list of all available software and associated components containing at least the 
following information shall be included in the documentation accompanying the 
Network Product:  
• Name of the software  
• Version of the software installed.  
• List of dependencies and versions  
• Any add-ons and functions  
• Any special hardware/debugging ports.  
• Software support type  
• Licensing information  
• Requirement during functioning of system  
• Brief description of their purpose  
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c. List of available software or Hardware and its associated components which are 
not required for operations should be mentioned with their physical & logical 
interfaces.  

d. Process of how to disable unused software and hardware functions/interfaces 
permanently, with their detailed configurations.  

 
7. Test Objective: Unused software and hardware components deleted/disabled in the 

DUT 

 

8. Test Plan: 

• Identify the unused software and hardware components in the DUT 

• Delete/Disable the unused software and hardware components in the DUT 

• Reboot the DUT and check the status of Delete/Disable the unused software and 

hardware components in the DUT 

8.1 Number of Test Scenarios: 

8.1.1 Validating the unused software/hardware in the DUT 

8.2 Test Setup Diagram 

 
8.3 Tools Used: 

- Syft, Blackduck SCA, Cmdline/GUI of DUT  
8.4 Test Execution Steps: 

(i) Identify from vendor’s list all ports/interfaces which are required for 
operation and using the vendor documentation, perform the following steps:   

• For Example: To verify the physical aux interface enter command "Show line aux0"   
(ii) Identify from vendor’s list all ports/interfaces which are not required for 

operation and using the vendor documentation, perform the following steps:  
• Check document provided by vendor on how to disable the unused services/ 

interfaces.  
• Attempt to perform disabling functions on interfaces as per documentation 

provided & verify that the interface is disabled.  
• Verify the unused ports/services remains disabled on reboot of the DUT.  

(iii) Identify the hardware and software functions installed in the DUT which 
might have been disabled by using any suitable command line tools or any 
other suitable means of determination.   

(iv) Validate that there are no entries in the vendor provided list of ‘hardware and 
software functions’, apart from those that were identified as ‘necessary for 
the operation of the wifi cpe’  
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(v) Verify the list of software, libraries and associated components, versions 
using Nessus,  Black Duck from SBOM provided by vendor.   
  

NOTE: When user will have root access following points will be considered  
o Additional services/functionalities may get activated.  
o Tester will run Nmap scan or Nessus scan to find any additional 

service/functionalities vulnerability. 
9. Expected Result for Pass: Unused software/hardware will be disabled/deleted in the 

DUT 

10. Expected Format of Evidence: Screenshot of tools used 

11. Test Execution: 

 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_UNUSED_SOFTWARE_HARDWARE 

11.1.3 Test Case Description: Verifying the DUT not have any unused 

software/hardware will be deleted/disabled 

11.1.4 Execution Steps: 

Depending on the vendor inputs.  

For one such hardware functions instance considered here for demo:  

➢ Case 1: Vendor shall provide documentation to verify list of default used physical 

interfaces/ports.  

  

- To be completed after vendor provides documentation –  

  

▪ The evaluator has identified that there are 2 physical interfaces available on DUT.   

• POE/ management port: The POE port or the management port is used to 

provide power to DUT, this port cannot be disabled, as this port is only power 

supply available for DUT.  

• AUX port:  it is designed to perform port Link Aggregation (LAG). The AUX port 

will be disabled by default.   

The AUX port is not manageable and is simply bridged back to the controller. 

Avoid connecting another AP to this port or devices such as switches/hubs or 

the same switch or uplink as the PoE port because it can create spanning tree 

loop issues.  

➢ Case 2: DUT shall support the mechanism to identify all the physical interface and 

to disable them.  

▪ Login with ‘admin’ user and run command ‘show interface summary’ to check the 

management physical interface and its status.  
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Screenshot showing the user admin logged in successfully.  

 
Screenshot showing 1st physical interface management interface with is the 

POE interface as well.   

 

▪ Run command. ‘show ap lag-mode’ to check the status of AUX port.  

  

 

 

 

Screenshot showing the link aggregation mode is by default disabled this is used 

by AUX port which is 2nd physical port, and this port is only used for lag-mode.  

  

▪ Once interface list is displayed, evaluator found out that AUX port is an unused 

port, and it cannot be used as it poses threat of spanning tree loop. So, to shut the 

AUX port execute command. 

   
 Screenshot showing the command to disable the link aggregation mode which 

is used by AUX port it is same as disabling the physical AUX port.  

 Verify the status of the AUX port with command ‘show ap lag-mode’.    

  

 

 

➢ Case 3: All the unused physically accessible interface shall remain disable after 

reboot.  

Now reboot the device with ‘restart’ command. Screenshot showing the restart command 

executed and DUT has initiated restart.  
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Once reload is complete login to DUT with ‘admin’ user. Screenshot showing the login 

successful with user admin.  

 

 

 

 

 

 

 

Verify the status of disabled interface. (It should remain disabled after reboot)  

 

 

 

 

 

Screenshot showing the AUX port remained disabled after reboot. 
 

11.1.6 Test Observations: 

➢ Case 1: It is observed that the evaluator has identified there are 2 physical ports on 

DUT,  

▪ POE/ management port: The POE port or the management port is used to provide 

power to DUT, this port cannot be disabled, as this port is only power supply 

available for DUT.  

▪ AUX port:  it is designed to perform port Link Aggregation (LAG). The AUX port will 

be disabled by default. The AUX port is not manageable and is simply bridged back 

to the controller. Avoid connecting another AP to  this port or devices such as 

switches/hubs or the same switch or uplink as the PoE port because it can create  

spanning tree loop issues.  

➢ Case 2: It is observed that the unused AUX port is by disabled by default, also it can 

be disabled manually with command. The unused physical aux port is not 

manageable directly, but it can be managed indirectly with lag mode commands, 

The AUX port remain disabled after reboot as well. 

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNUSED_SOFTWARE_H
ARDWARE 

 Testcase is incomplete 
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1.4.2 No unsupported components 

 
 
<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
 
1. <ITSAR Section No & Name> Section 1.4 System Secure Execution Environment 
2. <Security Requirement No & Name > 1.4.2 No unsupported components 
3. <Requirement Description: > The CPE shall not contain software and hardware 

components that are no longer supported by their vendor, producer or developer, such 
as components that have reached end-of-life or end- of-support. Excluded are 
components that have a special support contract. This contract shall guarantee the 
correction of vulnerabilities over components' lifetime. OEM to provide report and 
declaration to this effect. 

4. DUT Confirmation Details:  
• Use the command line/GUI interface to get details of the machine on which 

test is conducted.  
• Use GUI to get Application No/Version No & hardware Info 
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5. DUT Configuration:  No additional configuration is required to perform this test case. 
6. Preconditions: 

• OEM shall provide the testing report regarding network product shall not contain 
software and hardware components that are no longer supported by their vendor, 
producer, or developer, such as components that have reached end-of-life or end-of-
support.  

• OEM need to provide supportive documents for how to check software and hardware 
components information on the DUT. 

 
7. Test Objective: To verify that there is no EoL/EoS software and hardware components 

available in the DUT. 
8. Test Plan: 

• The tester should verify the OEM providing composition analysis testing report for 
opensource(SCA) / third-party(SLA) / proprietary(OEM) software components 

• The tester should verify the EoL/EoS of hardware components like CPU(+chipset), 
Network and other components in the DUT. 

8.1 Number of Test Scenarios: 
8.1.1 Validate the composition analysis test report from OEM 

8.2 Test Setup Diagram 
 

 

 
8.3 Tools Used: Blackduck SCA tool 
8.4 Test Execution Steps: 

• Validate the software list provided by vendor 
• Validate the Hardware list provided by OEM 

9. Expected Result for Pass: There should be no EoL/EoS components present in the 
DUT at the time of testing 

10. Expected Format of Evidence: Screenshot of tool used for finding the EoL/EoS 

192.168.29.118 
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11. Test Execution: 
 

11.1.1 Test Case Number: 01 
11.1.2 Test Case Name: TC_NO_UNSUPPORTED_COMPONENTS 
11.1.3 Test Case Description: Ensuring that DUT not have any EoL/EoS component 

present in the DUT. 
11.1.4 Execution Steps: 

Note : Currently, we don’t have vendor support 
Find Software components : 

• Validate the Software composition analysis report shared by the OEM. 
SCA tool running in tester machine(192.168.29.118) 

• Note : For demo purpose, I have taken source code of TP link WiFi CPE 
from  their website. Suppose, If the DUT vendor not providing source 
code of DUT, then we need to ask binary code of DUT in unobstructed 
mode(No encryption). 

• Download the source code(GPL code) of TP Link archer C2 in TPlink 
website. 

 

• Scan the TPlink source code using Blackduck SCA tool 
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• verify the list of components with their vulnerabilities in the blackduck 
dashboard 

 

• Check vulnerability and operational risk for each component in the report. If 
component having vulnerability and it’s not patched for longtime we consider as a 
EoL/EoS component. 
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6. I have selected “GNU Binutils 2.21.1” vulnerable component in the dashboard of 
blackduck. The vulnerable component have newer version for rectifying the 
vulnerability. 
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7.The above figure shows that the component providing organization have active 
commits. 

Note : For third party/proprietary software components, OEM need to give SLA 
and warranty support. 

  

 

 
Find Hardware Components : 

 
1. Through public search of TP-Link Archer C2 AC750 chipset details, 
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2.  Check the CPU support status in the CPU vendor website 

 

Note  : Same thing need to be done for all hardware components available in the DUT 

 
 

11.1.7 Test Observations: 
• It was observed, the SCA scan shows the components with their security 

risk(vulnerability) and operation risk. 
• For proprietary and third party software components not tested 
• The hardware component vendor not showing supporting status of CPU used in DUT 

https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=MediaTek+MT7620&search_type=all&isCpeNameSearch=false
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12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_UNSUPPORTED_COMPO
NENTS 

 Testcase incomplete 
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1.4.3 No Known Vulnerabilities in System on Chip (SOC) solution 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.4 System Secure Execution Environment 

2. <Security Requirement No & Name > 1.4.3 No Known Vulnerabilities in System 

on Chip (SOC) solution 

3. <Requirement Description: > 

This test is applicable for such CPEs which have System on Chip solutions, where 

majority of CPE functions are realized in a VLSI chip. OEM to provide self-test / 

third-party / Chipvendor test report indicating that the SOC is free from malware, 

known-vulnerabilities. 

4. DUT Confirmation Details:  

Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

Use GUI to get Application No/Version No & hardware Info 

 

  

  

   

5. DUT Configuration:  Depending on the vendor input.  
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6. Preconditions: Note that the DUT in the lab does not have System on Chip solutions. 

OEM to provide selftest / third-party / Chip-vendor test report indicating that the 

SOC is free from malware, known-vulnerabilities. However, the test steps to be 

followed, in case we have a DUT with System on chip solutions have been listed 

down on Test Steps. 

 

7. Test Objective: To verify that there is no malware and known vulnerability in the 

SoC of DUT(If applicable) 

 

8. Test Plan: The tester should verify the OEM providing documents such as self-test 

/ third-party / Chip vendor test report indicating that the SOC is free from malware, 

known-vulnerabilities 

8.1 Number of Test Scenarios: 

8.1.1 Validate the test report of SoC 

8.2 Test Setup Diagram:- Depending on the vendor input.   

8.3 Tools Used: Depending on the vendor input. 

8.4 Test Execution Steps: 

• For testing SOC, Fault induction testing can be performed using the 
simulation platform or command line tool/scripts to conduct a test 
campaign on specific board from a test PC.  

• On the software side, any of the following static analysis tools can be used to 
scan the code for vulnerabilities. These tools can pick up issues in code 
development such as buffer overflows and uninitialized variables.  

• Note: SAST tool can be used to detect vulnerabilities in the source code such 

as memory corruptions, buffer overruns, resources leaks, insecure data 

handling, use of resources that have been freed etc. 

9. Expected Result for Pass: There should be no malware/ known vulnerability 

present on the SoC of DUT 

10. Expected Format of Evidence: Screenshot of tool used for finding the malware/ 

vulnerability 

 

11. Test Execution: 

11.1.1 Test Case Number: 01 

11.1.2 Test Case Name: TC_NO_SoC_VULNERABILITIES 

11.1.3 Test Case Description: Ensuring that DUT SoC not have any known 

vulnerabilities/malware 

11.1.4 Execution Steps: 

Note : If the DUT have SoC solutions then following execution steps will apply 

• Through public search of TP-Link Archer C2 AC750 chipset details, 
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•  Tester validate the testing report provided from OEM for selftest/ third-party / 
Chipvendor test report of SoC. 

• Tester need to check known vulnerability for SoC in NVD database 

 

The above screenshot showing that the MT7620 chip affected by CVE-2021-32468 
vulnerability. 

11.1.5 Test Observations: 

• Note that the DUT in the lab does not have System on Chip solutions. OEM to provide 

self-test / third-party / Chip-vendor test report indicating that the SOC is free from 

malware, known vulnerabilities. However, the test steps to be followed, in case we 

have a DUT with System on chip solutions have been covered on Test Steps. 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SoC_VULNERABILITIES  OEM dependent 

 

https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=MediaTek+MT7620&search_type=all&isCpeNameSearch=false
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Section 1.5: User Audit 

1.5.1 Audit Event Generation  

 

<DUT Details: > Wi-Fi CPE 

<DUT Software Version:> 8.10.183.0 

<Digest Hash of OS> Hash of OS required 

<Digest Hash of Configuration> Hash of configuration required.  

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs 

<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1 

<OEM Supplied Document list: > OEM Supplied Document list required  

 

1. <ITSAR Section No & Name> Section 1.5: User Audit 

2. <Security Requirement No & Name > 1.5.1 Audit Event Generation 

3. <Requirement Description: > 

CPE to have capability to log important Security events. The audit logs may 
preferably be stored in non-volatile memory. If applicable (for cyber-cafe, Public 
Data Office usage scenario) provision for secure log export should exist and logs 
may capture unique System Reference such as website address, IP Address, MAC 
address, hostname, login attempts etc.  

4. DUT Confirmation Details: This section involves information about DUT like 

software/firmware version, Hardware version model.   

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIR-AP1852I-E-K9. The inventory shows model serial no. & model description.  

Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

 
Verification of DUT Cisco WLC’s high-level system SW information by running command 
show sysinfo on CLI.  
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Verification of DUT Cisco WLC’s system information on Web access.  

 
5. DUT Configuration: Config buffered logging on DUT.  

 

6. Pre-Conditions:   

• Vendor to provide documentation (administration guide or any other 
document) on how to configure audit logs to be access controlled for various 
privilege levels.  

• The following information shall be provided by the documentation 
(administration guide or any other document) accompanying the network 
product:  

o The log where the event is recorded and how it can be accessed (e.g., 
the complete path).  

o If the event type is enabled by default or how to enable it.  
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• Documentation (administration guide or any other document) describing 
where logs are stored and how these logs are accessed, and the Network 
Product interfaces that these logs can be accessed from.  

• Tester has the highest level of access to DUT.  
 

7.  Test Objective:  CPE to have capability to log important Security events. The audit 

logs may preferably be stored in non-volatile memory. If applicable (for cyber-cafe, 

Public Data Office usage scenario) provision for secure log export should exist and 

logs may capture unique System Reference such as website address, IP Address, 

MAC address, hostname, login attempts etc.  

 

8. Test Plan: 

8.1 Test-Bed Diagram 

 

8.2 Number of test scenarios/test cases: 2 

8.3 Tools used:  Command line of DuT, syslog server , wireshark 

8.4 Test case Execution:  

➢ CASE I: Authenticate the client.  Unsuccessful WLAN SSID client authentication   

• Attempt incorrect PSK for SSID 

• Verify system event generated.  

➢ CASE II: Enabling communications between a pair of components.   

▪ Insert syslog server ip set up on Web GUI  
▪ Verify logs generated on syslog server.  
▪ Verify system event generated.  

▪ Verify packet capture syslog communication is encrypted or not 
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9.  Expected Results for Pass:   The tester checks CPE to have capability to log 

important Security events. The audit logs may preferably be stored in non-volatile 

memory. If applicable (for cyber-cafe, Public Data Office usage scenario) provision for 

secure log export should exist and logs may capture unique System Reference such as 

website address, IP Address, MAC address, hostname, login attempts etc. 

      10. Expected Format of Evidence: Screenshots  

      11. Test Execution:  

11.1 Test Case Number: 1 

11.1.1 Test Case Name: TC_LOGGING_IMPORTANT_SECURITY_EVENTS 

11.1.2 Test Case Description: The tester checks that DuT logs important security 

events. 

11.1.3 Test Execution:  Unsuccessful WLAN SSID client authentication   

• Attempt incorrect PSK for SSID  

 

Verify system event generated. 
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11.1.4 Test Observations: It is evident that system log has client MAC address and 

date references, as logs are enabled in debug mode.   

 
11.2 Test Case Number: 2 

11.2.1 Test Case Name: TC_SECURE_LOG_EXPORT 

11.2.2 Test Case Description: The tester checks that DuT logs are securely 

exported. 

11.2.3 Test Execution:  

Add syslog server IP on DUT (Web GUI access) 

 

 

 

 

 

 

 

Verify logs generated on syslog server. 

 

• Verify system event generated on DUT.  
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It is evident that DUT logs with all timestamps are fetched same & stored at the syslog 

server end too.  

 Verify packet capture syslog communication is encrypted or not.  

 

11.2.4 Test Observations: It is evident that DUT system log is not communicated in 

encrypted manner to syslog server. 

Note: Testing to be performed to check if the audit logs may preferably be stored in 

non-volatile memory. Testing to be also performed to check logging of all important 

security events in DuT. ( above test scenario shows only one security event). 

12 . Test Case Result: 

S. No OUTCOME OF RUNNING THE 
SCRIPT (CASE 1/CASE2) 

PASS
/FAIL 

REMARKS 

1 TC_LOGGING_IMPORTANT_SEC
URITY_EVENTS 

Pass It is evident that system log has 
client MAC address and date 
references, as logs are enabled in 
debug mode.   

2 TC_SECURE_LOG_EXPORT Fail It is evident that DUT logs with all 
timestamps are fetched the same & 
stored at the syslog server end too 
and DUT system log are not 
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communicated in an encrypted 
manner to the syslog server. 
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Section 1.6: Data Protection 

1.6.1 Cryptographic Based Secure Communication 

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.6  Data Protection 
2. <Security Requirement No & Name > 1.6.1: Cryptographic Based Secure 

Communication  
3. <Requirement Description: >  The communication security dimension ensures that 

information flows only between the authorized end points (the information is not 
diverted or intercepted as it flows between these end points). The data is protected 
against well know attacks related to Sniffing, Disclosure, reconnaissance etc., The secure 
communication mechanisms between the CPE and connected entities shall use industry 
standard protocols such as IPSEC, VPN, SSH, TLS/SSL, etc., and NIST specified 
cryptographic algorithms with specific key sizes such as SHA, Diffie-Hellman, AES etc 

4. DUT Confirmation Details: 
 

5. DUT Configuration: No configuration needed  
 
6. Preconditions 

• The manufacturer shall supply the list of system functions which include network 
services, local access via a management console, local usage of operating system and 
applications. 

• The manufacturer shall supply the list of access entries for system functions  
 

7. Test Objective:- To check if data communicated is protected with secure protocols (with 
secure ciphers)  

 
8. Test Plan 

8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to check the secure communication using SSH 
8.1.2. Test Scenario to check the secure communication using HTTPS 

 
8.2. Test Bed Diagram 
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8.3. Tools Required 
• DUT , Wireshark 

8.4. Test Execution Steps 
− The tester shall attempt to login into the DUT using SSH and simultaneously 

capture the packets on wireshark 
− Similarly while accessing through GUI 

 
9. Expected Results for Pass: The DUT supports secure communication through SSH 

and GUI using secure ciphers 
 

10. Expected Format of Evidence: Screenshots of Terminal and pcap file 
 
11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test Case Name: Login into DUT through SSH 
11.1.2 Test Case Description:  The following testcase is done to login into the DUT 

through SSH 
11.1.3 Execution Steps: 

• Attempt to login into DUT  
 

 
 

• Analyze the captured packets on wireshark 
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Even the application data is encrypted 

 
• Also attempt to login into DUT using insecure ciphers 

 
 

 
 
 
 
 
 

 
11.1.4 Test Observations: It was observed that the secure ciphers are used in the 

SSH connection. Also on attempting to connect with weak ciphers, DUT rejects 
the connection. 

 
11.1.5 Evidence Provided: - Screenshots of Terminal 

 
11.2 Test Case Number: 02 

11.2.1 Test Case Name: Login into DUT through HTTPS 
11.2.2 Test Case Description:  The following testcase is done to login into the DUT 

through GUI 
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11.2.3 Execution Steps: 
• Attempt to login into DUT though GUI 

 
 

• Simultaneously capture the packets on wireshark 

 
A secure cipher been observed to be used between server and client 
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Application data encrypted 
 
 

11.2.4 Test Observation:- It was observed that GUI access to DUT is using secure cipher 
and application data is observed to be encrypted. 

 
 

12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  SSH connection  Pass  

2. GUI connection  Pass  
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1.6.2 Cryptographic Based Secure Communication on Wi-Fi Access 

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.6 Data Protection 
2. <Security Requirement No & Name > 1.6.2: Cryptographic Based Secure 

Communication on Wi-Fi Access  
3. <Requirement Description: > The CPE to have protection mechanisms against access 

to keys in the CPE against Key disclosure, reconnaissance, re-installation attacks, 
nonce-resets, Zeroing blocks of key etc. 

 
4. DUT Confirmation Details: 

 
5. DUT Configuration: No configuration needed  
 
6. Preconditions:- OEM shall provide documentation describing how confidential system 

internal information is handled by system functions. 
 
7. Test Objective:- To verify that the DUT has protection against against Key disclosure, 

reconnaissance, re-installation attacks, nonce-resets, Zeroing blocks of key etc. 
 

8. Test Plan 
8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to review the documentation provided by the vendor describing 

how confidential system internal information is handled by system functions 
8.1.2. Test Scenario to try to gain access to the CPE and its configuration files to see 

if you can find any plaintext keys. 
8.1.3. Test Scenario to install malicious firmware on the CPE to see if it can be 

detected and prevented. This can be done by creating a fake firmware update 
and trying to install it on the device. 

 
8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

AP Integrated Mode : 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

 

8.3. Tools Required 
• DUT ,  
• Wireshark 

8.4. Test Execution Steps:- The tester shall the mechanism to protect the keys in DUT 
by simulating attacks 

 
9. Expected Results for Pass: The DUT has protection feature against Key disclosure, 

reconnaissance, re-installation attacks, nonce-resets, Zeroing blocks of key 
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10. Expected Format of Evidence: Screenshots of Terminal and pcap file 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test Case Name: review the documentation provided by the vendor. 
11.1.2 Test Case Description:  The Tester shall review the documentation provided 

by the vendor describing how confidential system internal information is 
handled by system functions. 

11.1.3 Execution Steps: 
Note: The software test document is not available with the lab because this is the market-
purchased product used for demo testing. 
 

11.1.4 Test Observations: 
Note: The software test document is not available with the lab because this is the market-
purchased product used for demo testing. 
 

11.1.5 Evidence Provided 
 
 

11.2 Test Case Number: 02 
11.2.1 Test Case Name: try to gain access to the CPE and its configuration files to see 

if you can find any plaintext keys 
11.2.2 Test Case Description:  Key disclosure and reconnaissance: The Tester shall 

try to gain access to the CPE and its configuration files to see if you can find 
any plaintext keys. You can also use network scanning tools to see if any keys 
are transmitted in plaintext. 

11.2.3 Execution Steps: 
• The Tester logged into the DUT’s Web GUI (http://192.168.0.1) in the web 

browser of the test machine (192.168.0.22) account “admin” using the 
respective authentication attribute (password). 

• The Tester changes the Pre-Shared Key and captures the change request 
using Wireshark. 

• The Tester observed Pre-Shared Key are transmitted in plaintext. 
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11.2.4 Test Observations: The Tester observed Pre-Shared Key are transmitted in 

plaintext. 
11.2.5 Evidence Provided:- Screenshots of the Pre-Shared Key are transmitted in the 

plaintext. 
 

11.3 Test Case Number: 03 
11.3.1 Test Case Name: attempt to install malicious firmware on the CPE to see if it 

can be detected and prevented 
11.3.2 Test Case Description:  Re-installation attacks: The Tester shall attempt to 

install malicious firmware on the CPE to see if it can be detected and prevented. 
This can be done by creating a fake firmware update and trying to install it on 
the device.  

11.3.3 Execution Steps 
• The tester logs in to the DUT’s Web GUI (http://192.168.0.1) in the web browser 

of the test machine (192.168.0.22) account “admin” using the respective 
authentication attribute (password). 

• The tester clicked on MANAGEMENT > UPGRADE FIRMWARE and observed the 
current firmware version. 

 

 

• The Tester downloaded different versions of firmware and attempted to upload 
them on DUT to verify if DUT has a detection feature or not. 
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• The Tester clicked on the “Choose File” feature and uploaded the downloaded 
firmware and clicked on the upload button. 

 

 

• The Tester observed that DUT has detected other version firmware so stop itself 
for update. 
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11.3.4 Test Observations: The Tester observed that DUT has detected other versions 
of firmware so stop itself for update. 

11.3.5 Evidence Provided: - Screenshot of the DUT detecting other versions of 
firmware. 

 
12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  review the documentation provided by the 
vendor 

 No document 
available 

2 try to gain access to the CPE and its configuration 
files to see if you can find any plaintext keys 

FAIL  

3 attempt to install malicious firmware on the CPE 
to see if it can be detected and prevented 

PASS  

 

 

 

  



191 
 

1.6.3 Cryptographic Algorithm selection for Wi-Fi Access <DUT Details: > Ex: 

Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 2.6 Data Protection 

2. <Security Requirement No & Name > 1.6.3 Cryptographic Algorithm selection for Wi-

Fi Access <Requirement Description: > When Wi-Fi CPE is not in debug 

(maintenance) mode, there shall be no system function that reveals confidential system 

internal data in the clear to users and administrators. Such system functions could be, 

for example, local or remote OAM CLI or GUI, error messages, logging messages, alarms, 

configuration file exports etc. Confidential system internal data contains authentication 

data (i.e., PINs, cryptographic keys, passwords, cookies) as well as system internal data 

that is not required for systems administration and could be of advantage to attackers 

(i.e., stack traces in error messages). Access to maintenance mode shall be restricted 

only to authorized privileged users. 

 

3. DUT Confirmation Details: 

4. DUT Configuration: No configuration needed  

5. Preconditions 

• OEM shall provide documentation describing the supported functions  

• Also to review about the accessibility of debug mode of the DUT 

 

6. Test Objective:- To verify that DUT has no system function that exposes sensitive 

data in clear text in normal operational mode. Also the maintenance mode should 

be accessible to authorized users only 

7. Test Plan 

7.1. Number of Test Scenarios: 

7.1.1. Test to verify confidentiality of sensitive data in system functions 

7.1.2. Test to verify confidentiality of sensitive data in logs 

7.1.3. Test to verify confidentiality of sensitive data in configuration file exports 

7.1.4. Test to verify access to maintenance mode by authorized users only 

 

7.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet 

 

7.3. Tools Required 

• DUT ,  

• Wireshark 

7.4. Test Execution Steps 

• The tester shall access the DUT through the CLI and the GUI and check for 

password visibility 
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• The tester shall check for configuration files (startup and running config) for 

reveal of sensitive data in clear text as well as the logs 

• The tester shall check in the config file exports for any sensitive data in clear 

text 

• The tester shall check the authorized accessibility of maintenance mode of 

the DUT 

 

8. Expected Results for Pass: The system functions of the DUT do not reveal the sensitive 

data in clear text and has authorized accessibility on maintenance mode  

 

9. Expected Format of Evidence: Screenshots of cli and the GUI of the DUT 

 

10. Test Execution: 

11.1  Test Case Number: 01 

11.1.1 Test Case Name: confidentiality of sensitive data in system functions 

11.1.2 Test Case Description:  The following test case is performed to check for 

sensitive data in system functions. 

11.1.3 Execution steps 

• Access the DUT in the GUI and check for the password visibility 

 
 

• Similarly access the DUT at the console level and check for the password visibility 

• Access the configuration files such as running-config to check for 

password/PINs/cryptographic key visibility 

• Capture the 4-way wifi handshake and check if any KEY is found in the capture 
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11.1.4 Test Observations: It was observed that the password dis not visible in the 

GUI No KEY was found in the handshake capture 

11.1.5 Evidence Provided 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Test to verify confidentiality of sensitive data in logs 
11.2.2 Test Case Description:  The following test case is to verify that confidentiality 

of sensitive data in logs (errors , auth, debug logs) 

11.2.3 Execution Steps: 

• Attempt to access the DUT with incorrect credentials to generate error logs 

• Verify the error logs for any sensitive data in clear texts 

• Access the DUT with correct credentials and verify from the session 

logs/auth logs for the sensitive data in clear texts 

• Initiate debug session of a process and verify from debug logs for any 

sensitive data in clear texts 
11.2.4 Test Observations: 

11.2.5 Evidence Provided:- (check for screenshots) 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: confidentiality of sensitive data in configuration file exports 

11.3.2 Test Case Description:  The following test case is to verify the confidentiality 

of sensitive data in the configuration file exported from DUT  

11.3.3 Execution Steps: - (the following test case is performed on Cisco AP AC-145) 

• Access the DUT with appropriate credentials 

 
• Head to the directory of the configuration file of the DUT and attempt to 

download the same 
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• download the config file test machine where the management platform 

(GUI) of the DUT is running and access it 
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• check for the confidentiality of any sensitive data 

 

11.4 Test Case Number: 04 

11.4.1 Test Case Name: verify for access to maintenance mode  

11.4.2 Test Case Description:  The following test case is to verify the authorized 

access to maintenance mode  

11.4.3 Execution Steps 

• Review the OEM documentation for the availability/accessibility of 

maintenance mode 

• Attempt to access the maintenance mode by a normal user(unauthorized 

user) and verify if its permitted or not 

11.4.4 Test Observation 
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11.4.5 Evidence Provided 

11. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  verify confidentiality of sensitive 
data in system functions 

 No document available 

2 verify confidentiality of sensitive 
data in logs 

  

3 confidentiality of sensitive data in 
configuration file exports 

  

4. verify for access to maintenance 
mode 
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1.6.4  Crypto-Key Protection Mechanism 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 2.6  Data Protection 

2. <Security Requirement No & Name > 2.6.4: Crypto-Key Protection Mechanism 

3. <Requirement Description: >  For sensitive data (persistent or temporary) in storage, 

read access rights shall be restricted.  

a. Sensitive files of Wi-Fi CPE that are needed for the functionality shall be protected 

against manipulation strictly using the Secure cryptographic controls prescribed in 

Table 1 of the latest document “ITSAR for Cryptographic Controls” with appropriate 

non-repudiation controls. 

b. In addition, the following rules apply for: 

(i) Systems that need access to identification and authentication data in the 

clear/readable form e.g., in order to perform an activity/operation. Such 

systems shall not store this data in the clear/readable form, but scramble or 

encrypt it by implementation-specific means. 

(ii) Systems that do not need access to sensitive data (e.g., user passwords) in the 

clear. Such systems shall hash this sensitive data strictly using the cryptographic 

controls prescribed in Table 1 of the latest document “ITSAR for Cryptographic 

Controls” only. 

(iii) Stored files in the Wi-Fi CPE shall be protected against manipulation strictly 

using Secure cryptographic controls prescribed in Table 1 of the latest 

document “ITSAR for Cryptographic Controls” only 

4. DUT Confirmation Details: 

 

5. DUT Configuration: No configuration needed  

 

6. Preconditions: - OEM shall provide details of sensitive data (persistent or temporary) 

where it is stored and who all have access to read/ write. 

 

7. Test Objective: - To verify that sensitive data in storage is access restricted and 

protected against manipulation using the Secure cryptographic controls 

prescribed in Table 1 of the latest document “ITSAR for Cryptographic Controls” 

with appropriate non-repudiation controls. To check DUT’s protection mechanism 

against confidential data in storage being exposed 

8. Test Plan 
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8.1. Number of Test Scenarios: 

8.1.1. Test scenario to verify that user passwords/sensitive data are stored in 

encrypted form / one-way hash algorithm. 

8.1.2. Test Scenario to check access control on such system functions where 

passwords/sensitive data is stored 

 

8.2. Test Bed Diagram 

 

 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

AP Integrated Mode : 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 
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8.3. Tools Required: - DUT  

8.4. Test Execution Steps 

• Access the directory of sensitive data/password in accordance to the OEM 

documentation. Verify the access rights 

• Also verify if DUT has protection against manipulation of sensitive 

9. Expected Results for Pass: 

 

10. Expected Format of Evidence: Screenshots of Terminal and pcap file 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: verify that user passwords/sensitive data are stored in 

encrypted form / one-way hash algorithm. 

11.1.2 Test Case Description:  The Tester shall check the sensitive data/password 

is not stored in clear text 

11.1.3 Execution Steps: 

• The tester logged into the DUT’s Web GUI (http://192.168.0.1)  in the web 

browser of the test machine (192.168.0.22) account “admin” using the 

respective authentication attribute (password). 

 

 
 

• The Tester clicked on Management > Diagnostics> Select ping 

 

• Put command line injection payload in the Host (Domain) input field. i.e., 

payload =192.168.0.1 & cat /proc/wlan0/mib_auth to reveal the wireless 

password. 

 

 

https://192.168.10.3/
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• After the execution of the command line injection payload, DUT revealed the 

wireless password in clear text. 

• The Tester concludes that the data and information are not stored in 

encryption format. 

 

11.1.4 Test Observations: The Tester concludes that the data and information are 

not stored in encryption format. 

11.1.5 Evidence Provided: - Screenshots 

 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name check access control on such system functions where sensitive 

data/password is stored. 

11.2.2 Test Case Description:  The Tester shall check access control on such system 

functions where sensitive data is stored. 

11.2.3 Execution Steps: 

• In DUT, there is only one pre-defined “admin” account that has access to 

sensitive data stored in DUT. 
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• The tester shall verify the access control of a particular sensitive file of 

different user roles supported by the DUT ( by appropriate commands or by 

OEM documentation) 

• The tester shall check attempt to access the sensitive file(such as /cat/passwd 

where the password is stored) as normal user/non privileged user and verify 

if the DUT permits the same or not 

• The tester shall access the same sensitive file as privileged user and verify if 

the DUT permits the access or not 

 

11.2.4 Test Observations: - The Tester verified there is only one pre-defined “admin” 

account that has access to sensitive data stored in DUT. 

11.2.5 Evidence Provided: - Screenshots  
 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1 verify that user passwords are stored in 
encrypted form / one-way hash algorithm 

FAIL  

2 check access control on such system 
functions where sensitive data is stored. 

 Procedures 
mentioned 
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1.6.5 Protecting data and information - Confidential System Internal Data 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 2.6  Data Protection 

2. <Security Requirement No & Name > 2.6.5: Protecting data and information - 

Confidential System Internal Data 

3.  <Requirement Description: >  CPE shall have protection against creating a copy of 

data in use / data in transit. Protective measures should exist against use of available 

system functions / software residing in CPE to create copy of data for illegal 

transmission. The software functions, components in the CPE for creation of data copy 

are to be disabled or sufficiently secured to prevent illegal copy of data.  

 

4. DUT Confirmation Details: 

 

5. DUT Configuration: No configuration needed  

 

6. Preconditions: - OEM shall provide details of available system functions/software 

supported by the DUT with which copy of data can be done and protective measures 

against using it 

 

7. Test Objective: - To check DUT’s protection mechanism against illegal copying of data 

in use and in transit 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to verify protection against copy of data in use and data in transit 

8.1.2. Test Scenario to verify protection against copy of data in use and data in transit 

(in split mode) 

 

8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

8.3. Tools Required 

• DUT  

8.4. Test Execution Steps 

• The tester will perform copying of files with the supported communication 

protocols and check if they are secure 

• The tester shall if the supported copy function are disabled or sufficiently 

secured 

9. Expected Results for Pass: 

• The DUT has copy functions disabled or sufficiently secured 

• The DUT transfers file in encrypted format 
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10. Expected Format of Evidence: Screenshots of Terminal and pcap file 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: verify protection against copy of data in use and data in 

transit 
11.1.2 Test Case Description:  The following test case to check if the DUT has 

protection against copy of data in use and data in transit 

11.1.3 Execution Steps: 

• The Tester shall review the OEM documentation regarding software functions, 

components, etc., in the AP that can create or copy data and ensure that the 

documentation explains the protective mechanisms to prevent illegal copying 

or transmission 

• The tester logs in to the DUT’s Web GUI (http://192.168.0.1) in the web browser 

of the test machine (192.168.0.100) account “admin” with using the respective 

authentication attribute (password). 

 
• The Tester clicked on MANAGEMENT > Save/Reload Settings. 

• The Tester found the “Save Settings to File” option to save the DUT configuration 

to the file system. 

• The Tester clicks on the save button to save the configuration file to the local 

machine and attempts to read the config file but all data is in an unreadable 

format. 
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• Review the OEM documentation for the supported copy functions and verify it 

in the DUT 

•   
• Tester unable to copy the files in other location within the DUT  (if the copy 

functions are supported by the DUT) 

• Attempt to copy data in use (for eg. Running-config) to a removable media 

mounted location (as means of illegal transmission) 

• Verify that data is allowed to copied or not 

• If access roles are set on the copy functions attempt the above execution steps 

as an unauthorized user 
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11.1.4 Test Observations: The Tester observed that the data stays encrypted as a 

protection against copy of data. The data cannot be copied as copy functions are 

not supported by the DUT 

11.1.5 Evidence Provided: - Screenshots are provided above 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: verify protection against copy of data in use and data in 

transit (in split mode) 

11.2.2 Test Case Description:  The following test case to check if the AP has 

protection against copy of data in use and data in transit 

11.2.3 Execution Steps 

• Review the OEM documentation of the controller to check the access rights of 

the Controller users to manage the AP and its supported copy functions data  

• Access the AP from the controller as a normal user and attempt to copy the data 

in use(running-config, logs) 

• Verify if copy functions are sufficiently secured. Or if its disabled 

• Attempt to connect to the AP with a different OS image version. Due to which 

the controller pushes its own image to be installed in the AP for upgrade. 

Capture this communication and verify that the data in transit is secure on the 

CAPWAP /equivalent channel 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  verify protection against copy of data in 
use and data in transit 

  

2 verify protection against copy of data in 
use and data in transit(in split mode) 
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1.6.6: Protecting data and information in storage 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 2.6 Data Protection 

2. <Security Requirement No & Name > 2.6.6: Protection against Data Exfiltration - 

Overt Channel 

3.  <Requirement Description: > Wi-Fi CPE shall have mechanisms to prevent data 

exfiltration attacks for theft of data in use /data in transit. Establishment of outbound 

overt channels such as FTP, HTTP, HTTPS IM, P2P, Email etc. are to be forbidden if they 

are initiated by / originate from the Wi-Fi CPE. Outbound-use of such services are to 

be disabled in the Wi-Fi CPE, if it is essential to have some of these services for 

outbound-use (remote management etc.,), facility to exist for monitoring anomalous 

channels. Session logs shall be generated for establishment of any session initiated by 

either user or Wi-Fi CPE 

4. DUT Confirmation Details: 

 
5. DUT Configuration: 

 

6. Preconditions:- OEM documentation 

 

7. Test Objective 
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• To check DUT’s protection against establishment of overt channel for data 

exfiltration 

• To verify if DUT monitors any anomalous channels 

• To verify if DUT generates the session logs for every session established 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to review the OEM documentation to check for the overt 

channels mentioned  

8.1.2. Test Scenario to  Check if the outbound overt channels initiated by WiFi CPE is 

forbidden  
8.1.3. Test Scenario to check if any monitoring system exists upon the establishment 

of outbound overt channel 

8.1.4. To verify if DUT generates the session logs for every session established 

 

8.2. Test Bed Diagram 

 

 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

8.3. Tools Required 

• DUT  

8.4. Test Execution Steps 

• The Tester shall review the document from OEM explaining the mechanism 
implemented to meet the clause and the default configuration 

• The tester shall trigger scenarios for Wifi Cpe to initiate outbound overt 
channel and verify that its forbidden. 

• The Tester shall check if any of the services are used for the Outbound 
channel by any unauthorized users 

• The tester shall check if any monitoring system exists upon the 
establishment of outbound overt channel 

 

9. Expected Results for Pass: The DUT prevent the use of outbound-overt channel, that 

is if they are initiated or originated by Wifi CPE. Also, the session logs are maintained 

for any outbound channel established 

 

10. Expected Format of Evidence: Screenshots  

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: Review the OEM documentation for outbound overt 

channels 

11.1.2 Test Case Description:   The Tester shall check if all of the services 

mentioned in the OEM documentation are used for the Outbound overt 

channel 

11.1.3 Execution Steps: The Tester explored the DUT and didn’t find any 

outbound overt channels such as FTP, HTTPS IM, P2P, Email, etc. other than 

HTTP. HTTP channel is used for the management/configuration of DUT. 
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However, Tester shall verify with OEM to conclude the verdict for 

this clause. 

11.1.4 Test Observations: The Tester explored the DUT and didn’t find any 

outbound overt channels such as FTP, HTTPS IM, P2P, Email, etc. other than 

HTTP. HTTP channel is used for the management/configuration of DUT. 

 

However, Tester shall verify with OEM to conclude the verdict for this clause. 

 

11.1.5 Evidence Provided:- Screenshots 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: Check if the outbound overt channels initiated by WiFi CPE 

is forbidden  

11.2.2 Test Case Description: the following test case is done to check if overt channel 

initiated by Wifi CPE is disabled 

11.2.3 Execution steps : 

• If the Wifi CPE supports scripting , the tester must integrate the script that 

will make Wifi CPE establish an outbound channel 

For eg Cisco IOS supports an inbult common scheduler called “kron” , using 

the tester may simulate the established of an TFTP channel by Wifi CPE 

 

kron policy-list TFTP_BACKUP 

 cli show running-config | redirect tftp://10.0.0.5/cpe_config.txt 

exit 

Verify if the DUT forbids the establishment of this TFTP channel 

 

• The tester needs to verify that the auto-update configuration that enables 

Wifi to automatically download and install new firmware updates without 

user intervention is disabled and must verify it in actual working. 

 

• The tester must integrate an opensource malware that forces DUT to 

exfiltrate config data to an external entity and verify that its forbidden  

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: Scenario to check if any monitoring system exists upon the 

establishment of outbound overt channel  

11.3.2 Test Case Description: the following test case is done to check if DUT 

monitors any anomalous activity happening in the established overt channel 

11.3.3 Execution steps : 

• Review the OEM documentation to check if there exists any monitoring 

system for anomalous channel 
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• Attempt to simulate this  by sending data of various 

sizes/frequencies/patterns over the overt channel and verify if the DUT has 

detected/logged/alerted 

 the same 

 

11.4 Test Case Number: 04 

11.4.1 Test Case Name: Check for session logs 

11.4.2 Test Case Description:  The Tester shall check if any monitoring system exists 

that can log upon the establishment of outbound overt channel 

11.4.3 Execution Steps: 

• The Tester shall establish an outbound overt channel from DUT to another 

connected entity(eg; using SFTP) 

• The tester shall also trigger scenario to make wifi cpe initiate an outbound 

overt channel 

• The tester shall check if any session log is maintained upon the establishment 

or closing the overt channel in both cases 

11.4.4 Test Observations: 

 

11.4.5 Evidence Provided 

   

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Review the OEM documentation  No such protocols found  

2 the outbound overt channels 
initiated by WiFi CPE is 
forbidden 

  

3 Scenario to check if any 
monitoring system exists upon 
the establishment of outbound 
overt channel 

  

4. Check for session logs   
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1.6.7: Protection against Copy of Data  
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 2.6 Data Protection 
2. <Security Requirement No & Name > 1.6.7: Protection against Copy of Data 
3. <Requirement Description: >  Wi-Fi CPE shall have mechanisms to prevent data 

exfiltration attacks for theft of data in use /data in transit. Establishment of outbound 
covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel, TLS, SSL, 
SSH, IPSEC VPN, RTP Encapsulation etc. are to be forbidden if they are initiated by / 
originate from the Wi-Fi CPE. Outbound use of such services are to be disabled in the 
Wi-Fi CPE, if it is essential to have some of these services for outbound-use (remote 
management etc.,), facility to exist for monitoring anomalous channels. Session logs shall 
be generated for establishment of any session initiated by either user or Wi-Fi CPE. 
 

4. DUT Confirmation Details: 
 

5. DUT Configuration: No configuration needed 
  
6. Preconditions: - OEM shall provide details on what mechanisms are used to prevent 

data exfiltration attacks for theft of data in use/data in transit and Establishment of 
outbound covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel, 
TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation, etc. are to be forbidden, if they are initiated 
by CPE and how to monitor anomalous channels. 

 
7. Test Objective: - To check DUT’s protection against establishment of covert channel for 

data exfiltration and monitoring of anomalous channel 
 

8.  Test Plan 
8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to review the OEM documentation and check if the mentioned 
covert channels are used in the DUT 

8.1.2. Test Scenario to check for the establishment of covert channel  
8.1.3. Test Scenario to check if any monitoring feature exists for channel 

establishment and data transfer 
8.1.4. Test Scenario to generate session logs for sessions established in the 

mentioned tunnels/channels 
 

8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

AP Integrated Mode : 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

8.3. Tools Required 
• DUT 

8.4. Test Execution Steps 
• The Tester shall review the OEM documentation to check if any outbound 

covert channels are used in the DUT  
• The Tester shall trigger the Wifi Cpe to initiate outbound covert channel and 

verify if DUT restricts it. 
• The Tester shall check for any monitoring features present in DUT upon 

establishment of channel and data transfer 
• The tester shall verify if the DUT generates session logs for 

sessions/channels established 
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9. Expected Results for Pass: The DUT prevent the use of outbound-covert channel, that 

is if they are initiated or originated by Wifi CPE. Also, the session logs are maintained for 
any outbound channel established and DUT monitors all the anomalous activities 

 
10. Expected Format of Evidence: Screenshots  

 
11. Test Execution: 
11.1 Test Case Number: 01 

11.2.1 Test Case Name: Review the OEM documentation 
11.2.2 Test Case Description:   The Tester shall ask for any available OEM 

documents, to verify the allowed outbound channels / tunnels. 
11.2.3 Execution Steps: The Tester shall review the OEM documentation for the 

mentioned covert channels and figure out the possible covert channels and 
verify if it’s disabled by default  

11.2.4 Test Observations: OEM dependent  
11.2.5 Evidence Provided: - Screenshots 

11.2 Test Case Number: 02 
11.2.1 Test Case Name: Monitoring anomalous activities 
11.2.2 Test Case Description:  The Tester shall attempt to establish the outbound 

channels from DUT to any other connected entity and verify that the DUT 
monitors the anomalous activities happening on the channel 

11.2.3 Execution Steps: 
o Dns tunnel 
o Attempt to connect the WIFI CPE to a testing machine via ethernet and capture 

the same on wireshark 
o filter the packets captured on port 53 and inspect the packet traces. Check if 

any dns tunnel query is found in the traces (looking for unusual characteristics 
like frequent, short queries with seemingly random domain names, large 
numbers of subdomains within a single domain, or unusual query types, which 
could indicate data being encoded within the DNS requests) 

• If the DUT supports the tool “iodine” or “dnscat2” , thesetools can be used 
to establish dns tunnel 
 

o Tcp tunnel 
• Attempt to establish a tcp tunnel from wifi cpe to the testing machine 

(either by script or some malware) 
• Send the data from the wifi cpe in the tcp header (and not in the data field) 

and check if its received at the tester machine side 
• Verify if the DUT has monitored this entire above activity or maybe has 

logged it at some directory  
The Tester shall attempt to establish tcp tunnel (covert channel) 
Initiate a connection from the test machine 

 
 
Send the data from the DUT 
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Now check on the test machine side if the data sent from the DUT is received 

 
 
Verify if the DUT has monitored this data transmission (in alerts, logs etc..) 
(Similarly the tester can check for the establish of other covert channels from DUT using 
relevant commands/scripts) 
 

11.2.4 Test Observations: 
 

11.2.5 Evidence Provided: - Screenshots 
 

11.3 Test Case Number: 03 
11.3.1 Test Case Name: Covert channel initiated by WiFi 
11.3.2 Test Case Description:  The Tester shall trigger scenario to make WIFI initiate 

an outbound covert channel to verify if its forbidden by the DUT  
11.3.3 Execution Steps 

• The tester shall trigger a scenario to make wifi cpe self-initiate a covert 
channel with another entity and check if its forbidden 

• This could either be done using a malware , script or scheduled task 
 

11.4 Test Case Number: 04 
11.4.1 Test Case Name: Verify the session logs 
11.4.2 Test Case Description:  The Tester shall check for any monitoring features 

present in DUT upon establishment of covert channel and verify that session 
logs are generated 

 
11.4.3 Execution Steps: 

o The Tester shall attempt to establish an outbound covert channel  
o The tester shall also trigger the Wifi Cpe to initiate an outbound covert 

channel 
o The Tester shall check if the session logs for the establishment of the covert 

channels in both the cases 
Attempt scp from DUT to an external enitity 
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11.4.4 Test Observations: It was observed that DUT doesn’t log the scp session 
11.4.5 Evidence Provided: - Screenshots provided above 

 
 

12. Test Case Result: 
 
S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Review the OEM documentation  No such protocols found  

2. Covert channel establishment   

3. Covert channel initiated by WiFi  Procedure mentioned 

4. Verify the session logs Fail Session logs not recorded 
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1.6.8: Protection against Data Exfiltration - Overt Channel  

  



220 
 

 

1.6.9: Protection against Data Exfiltration - Covert Channel  
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Section 1.7: Network Services 

2.7.1 Traffic Filtering – Network Level 

 

<DUT Details: > Wi-Fi CPE 
<DUT Software Version:> 0.9.1 4.19   
<Digest Hash of OS> Hash of OS required 
<Digest Hash of Configuration> Hash of configuration required. 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPE 
<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1 
<OEM Supplied Document list: > OEM Supplied Document list required  
  

1. <ITSAR Section No & Name> Section 2.7: Network Services 
2. <Security Requirement No & Name >2.7.1 Traffic Filtering – Network Level 
3. <Requirement Description: >Wi-Fi CPE shall provide a mechanism to filter incoming IP 

packets on any interface (Refer to RFC 3871) In particular the Wi-Fi CPE shall provide a 
mechanism:  

a) To filter incoming IP packets on any IP interface at Network Layer and Transport layer 
of the stack ISO/Open Systems Interconnection (OSI).  

b) To allow specified actions to be taken when a filter rule matches. In particular at least 
the following actions should be supported:  

• Discard/Drop: the matching message is discarded; no subsequent rules are 
applied and no answer is sent back.  

• Accept: the matching message is accepted.  
• Account: the matching message is accounted for i.e. a counter for the rule is 

incremented. This action can be combined with the previous ones. This 
feature is useful to monitor traffic before its blocking.  

c) To enable/disable for each rule the logging for Dropped packets, i.e. details on 
messages matching the rule for troubleshooting.  

d) To filter on the basis of the value(s) of source IP, destination IP and port addresses of 
the protocol header  

e) To reset the accounting.  
f) Wi-Fi CPE shall provide a mechanism to disable/enable each defined rule.  

 
[Ref: TSDSI STD T1.3GPP 33.117 17.2.0 V1.2.0 Section 4.2.6.2.1]  
[Ref: RFC 3871 - Operational Security Requirements for Large Internet Service Provider 
(ISP) IP Network Infrastructure]  
 

4. DUT Confirmation Details:   
 
• Use the command line interface to get details of the machine on which test is 

conducted.  
• Use command to get IP and Interfaces details  
• Use command to get OS Version/No  

 
Command used: Use the show ip interface brief  command to display details of all 
network interfaces and associated IP addresses  
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 Command used: show version  (Use the following command to get the operating system 
version)  
 

 
 

5. DUT Configuration:  DUT network interfaces and IP details.  
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Host 1 and Host 2 details, make sure hosts and DUT are in the same subnet.  
Host 1:  

 
Host 2:  
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Make sure the policy rules are configured in DUT.  
Using ACL commands, configure the following rules for the network interface.  
Create the extended ACL  
ip access-list extended TRAFFIC_FILTERING  
  

1. Allow ICMP from Host 1 and log it  
                  permit icmp host 45.1.140.3 any log  
  

2. Allow TCP and UDP from Host 1 and log it  
permit tcp host 45.1.140.3 any log  
permit udp host 45.1.140.3 any log  
  

3. Deny ICMP from Host 2 and log it  
deny icmp host 45.1.140.1 any log  

  
4. Deny TCP and UDP from Host 2 and log it  

deny tcp host 45.1.140.1 any log  
deny udp host 45.1.140.1 any log  

  
5. Deny and log all other traffic from any host  

deny ip any any log  
  
Configured policies in DUT.  
 

  
Configured policies in DUT Interface.  
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Generating ICMP traffic from Host1 to DUT to get a successful response.  

  
Generating TCP traffic from Host1 to DUT to get a successful response.  

  
6. Preconditions:  

• The Network Product has packet filtering enabled. 
• The Network Product has 2 different logical or physical Ethernet ports and each port 

is connected to a host. 
• Vendor to provide documentation (administration guide or any other document) on 

how to configure incoming IP packets filtering on any IP interface (LAN and wan 
port).  

• Tester has the highest privilege access to DUT to configure and monitor the DUT.  
• Before starting the test, connectivity should be through as per Test Bed diagram.  
• ACL rules defined.  

 
7. Test Objective: Verify that the DUT provides functionality for incoming packet filtering. 

 
8. Test Plan: 

 
NOTE: This plan has been executed on a vlan interface. Based on the available interface on 
the DUT, the tests can be conducted. 
 
8.1. Number of Test Scenarios: 9 
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8.1.1 TC_PACKET_FILTERING_NETWORKLAYER  
8.1.2 TC_PACKET_FILTERING_TRANSPORTLAYER  
8.1.3 TC_PACKET_FILTERING_RULE_LOGGING  
8.1.4 TC_PACKET_FILTERING_ACCOUNTING  
8.1.5 TC_PACKET_FILTERING_RESET_ACCOUNTING  
8.1.6 TC_PACKET_FILTERING_HEADER_VALUE_NETWORKLAYER  
8.1.7 TC_PACKET_FILTERING_HEADER_VALUE_TRANSPORTLAYER  
8.1.8 TC_PACKET_FILTERING_ENABLE_RULE  
8.1.9 TC_PACKET_FILTERING_DISABLE_RULE  
 

 
8.2  Testbed Diagram:  

 
AP + Controller mode : 

 

 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 
 

8.3 Tools Required:  
 

• Access control List.  

• Ping 

•  SSH Client  
   

8.4 Test Execution Steps 
o The tester configures the Network Product to only allow any type of traffic 

(TCP/ICMP/SSH etc) from host 1.  
o The tester initiates ping traffic from host 1.  
o The tester initiates ping traffic from host 2. 

 
9. Expected Results for Pass: 

 
➢ Case 1: DUT receives a configured traffic and answers back to Host 1.  
➢ Case 2: DUT blocks/receives the configured traffic and doesn’t answer back 

from   Host 2.  
➢ Case 3: DUT drops the configured traffic and logging the traffic from Host  1 and 

Host 2.  
➢ Case 4: DUT should account for the matching messages and increment the rule 

counter for each match.  
➢ Case 5: DUT should reset the accounting.  
➢ Case 6: DUT should be able to filter incoming IP packets on any IP interface at 

Network layer.  
➢ Case 7: DUT should be able to filter incoming IP packets on any IP interface at the 

Transport layer.  
➢ Case 8: DUT should provide a mechanism to enable each defined rule.  
➢ Case 9: DUT should provide a mechanism to disable each defined rule. 

 



228 
 

10. Expected Format of Evidence: Analyse the Captured packet from DUT and put 
screenshots. 
 

11. Test Execution 
 

11.1 Test Case Number: 01  
11.1.1 Test Case Name: TC_PACKET_FILTERING_NETWORKLAYER  
11.1.2 Test Case Description: To filter incoming IP packets on the interfaces at the 

Network Layer of the ISO/OSI stack. To allow specified actions to be taken when a 
filter rule matches, such as accepting packets.  

11.1.3 Execution Steps: 
 
Step 1: Make sure the DUT is capable of configuring policies for Network interfaces. if the 
DUT supports, go through the DUT documentation and assign the policies for the selected 
host.  
Configured policies in DUT to allow only ICMP traffic from Host1.  

 
Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

 
 Step 3: Make sure the configuration other than Step 2, all protocols are blocked in all 
network interfaces.  

 
 Step 4: Generate network layer traffic (ICMP) from host1 to DUT and Analyse the DUT 
captures.  
ICMP traffic is generated from HOST1. ICMP traffic is allowed in the DUT.  
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ICMP traffic is generated from HOST2. ICMP traffic is dropped in the DUT.  

 
 

11.1.5 Test Observations:  DUT receives the configured traffic and answers back to Host 

1. 

11.2 Test Case Number: 02 
 
11.2.1 Test Case Name: TC_PACKET_FILTERING_TRANSPORTLAYER 
11.2.2 Test Case Description: To filter incoming IP packets on the interfaces at the 

Transport Layer of the ISO/OSI stack. To allow specified actions to be taken when a 
filter rule matches, such as discarding/dropping the packets.  

11.2.3 Execution Steps: 
 
Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  
Configured policies in DUT to allow TCP traffic from Host1.  

  
Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

  
Step 3: Make sure the configuration other than Step 2, all protocols are blocked in all 
network interfaces.  
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Step 4:  Generate Transport Layer traffic (TCP) from the host to the DUT and Analyse the 
DUT captures.  
  
Generating TCP traffic from Host 1 to DUT using SSH. Captured on the DUT side.  

 
  
Generating UDP traffic from Host 1 to DUT using the DNS. Captured on the DUT side.  

  
Generating TCP traffic from Host 2 to DUT using the SSH. Captured on the DUT side.  

  
Generating UDP traffic from Host 2 to DUT. Captured on the DUT side.  

  
TCP traffic are generated from HOST1, TCP traffic are allowed in DUT.  
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TCP traffic are generated from HOST2, TCP traffic are dropped in DUT.  

  
UDP traffic are generated from HOST1, UDP traffic are allowed in DUT.  

  
UDP traffic are generated from HOST2, UDP traffic are dropped in DUT.  

 
 
11.2.4 Test Observations:  DUT deny the configured traffic from Host 2 and doesn’t 

answer back. DUT deny all other traffic from host1 and host2.  
 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: TC_PACKET_FILTERING_RULE_LOGGING 
11.3.2 Test Case Description: To filter incoming IP packets on the interfaces at the 

Network Layer and Transport Layer of the stack ISO/OSI. To enable/disable for each 
rule the logging for Dropped packets, i.e. details on messages matching the rule for 
troubleshooting. 

11.3.3 Execution Steps: 
Generating ICMP traffic from Host1 to DUT to get a successful response.  

  
Generating TCP traffic from Host1 to DUT to get a successful response.  
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Step 2: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  

  
Step 3: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

  
Step 4: Make sure the configuration other than Step 5, all protocols are blocked in all 
network interfaces.  

  
Step 5: Other than host1, generate traffic from any host to DUT and Analyse the DUT 
captures.  Generate traffic from host 2: Log captured from host 2 which generates ICMP 
and TCP traffic TCP  
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ICMP  

 Step 6: Generating ICMP and TCP traffic from Host 2 to DUT two interfaces gets an 
unsuccessful response. Captured on the DUT side.  

ICMP traffic are generated from HOST2. ICMP traffic is dropped in the DUT.  

 TCP traffic are generated from HOST2, TCP traffic are dropped in DUT.  

 Step 7: Verify In DUT the rule for logging can be enable/disable.  
           In DUT able to disable logging rule.  

  
In DUT able to enable logging rule.  

  
11.3.4 Test Observations: DUT drops the configured traffic and logging the traffic from 

Host 1 and  Host 2.  
 
11.4 Test Case Number: 04 
 
11.4.1 Test Case Name: TC_PACKET_FILTERING_ACCOUNTING 
11.4.2 Test Case Description: To filter incoming IP packets on the interfaces at the 

Network Layer and Transport Layer of the stack ISO/OSI. To allow specified actions 
to be taken when a filter rule matches. Account: the matching message is accounted 
for i.e. a counter for the rule is incremented. This action can be combined with the 
previous ones. This feature is useful to monitor traffic before its blocking.  

11.4.3 Execution Steps: 
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Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  

  
Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

  
Step 3: Generate traffic from any host1 to DUT and Confirm whether the matching rules 
traffic is counted in DUT.  
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  
In DUT the icmp traffic are allowed . The accountings have happened.  

 
 
11.4.4 Test Observations:  The matching messages are accounted and the counter for the 

rule is incremented.  
 
                                            
11.5 Test Case Number: 05 
 
11.5.1 Test Case Name:  TC_PACKET_FILTERING_RESET_ACCOUNTING 
11.5.2 Test Case Description:   To filter incoming IP packets on the interfaces at the 

Network Layer and Transport Layer of the stack ISO/OSI. To reset the accounting.  
11.5.3 Execution Steps: 
Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  
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Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

  
Step 3: Make sure the configuration other than Step 5, all protocols are blocked in all 
network interfaces.  

  
Step 4:  Other than host1, generate traffic from any host to DUT and Analyse the DUT 
captures.  
Generate traffic from host 2: Log captured from host 2 which generates ICMP and TCP 
traffic  
TCP  

  
ICMP  

  
 Generating ICMP and TCP traffic from Host 2 to DUT two interfaces gets an unsuccessful 
response. Captured on the DUT side.  
ICMP traffic are generated from HOST2. ICMP traffic is dropped in the DUT.  
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TCP traffic are generated from HOST2, TCP traffic are dropped in DUT.  

  Confirm the traffic accounted.  

  
Step 5: Reset the counters in DUT and confirm the counter value is set to default.  
Reset the accounting in DUT using command" sudo iptables -Z" and Confirm in DUT 
whether the counter values are set to default..  

 
 
11.5.4 Test Observations:       The counter is set to default when resetting the accounting 

 
11.6 Test Case Number: 06 
 
11.6.1 Test Case Name:  TC_PACKET_FILTERING_HEADER_VALUE_NETWORKLAYER  
11.6.2 Test Case Description:   To filter the incoming IP Packets on any IP interfaces at 

the Network layer of ISO/OSI Stack. 
11.6.3 Execution Steps: 
Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  
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Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  

  
Step 3: Generate traffic from any hosts to DUT and Confirm whether the matching rules 
traffic is filtered in DUT.  
 In DUT, configure the policy to Allow host src IP 45.1.140.3 traffic from the host. 
                                        

  
Generate ICMP traffic from Host to DUT.   

  
 Confirm that in DUT the configured rule traffic is filtered.  
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11.6.4 Test Observations: DUT receives the IP Packets on any IP interfaces and able to 

filter the Network layer traffic.  
 
11.7 Test Case Number: 07 
 
11.7.1 Test Case Name: TC_PACKET_FILTERING_HEADER_VALUE_TRANSPORTLAYER  
11.7.2 Test Case Description:  To filter the incoming IP Packets on any IP interfaces at the 

Transport layer of ISO/OSI Stack. 
11.7.3 Execution Steps:   
 
Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the policies for the Selected 
host.  
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.  

  
Step 2: In DUT, configure the policy to Allow any protocol from any one network interface 
of DUT from host1.  
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Step 3: Generate traffic from any hosts to DUT and Confirm whether the matching rules 
traffic is filtered in DUT.  
In DUT, configure the policy to deny port 23 telnet for host1 45.1.140.3 traffic from the 
host.      

  
 Generate port 23 traffic from Host to DUT.  

  
Confirm that in DUT the configured rule traffic is filtered.    

  

 
 
11.7.4 Test Observations:  DUT receives the IP Packets on any IP interfaces and able to 

filter the Transport layer traffic.  
 
11.8 Test Case Number: 08 
11.8.1 Test Case Name: TC_PACKET_FILTERING_ENABLE_RULE 
11.8.2 Test Case Description:  The DUT shall provide a mechanism to enable each 

defined rule.  
11.8.3 Execution Steps: 
 
Step 1: Make sure the DUT is capable of configuring rules for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the rules for the Selected 
host.  
In DUT configure policy to Allow ICMP traffic from the host.  
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Step 2: In DUT, define the rule for any one network interface.  

  
Step 3: Enable the rule on any one interface.  

  
Step 4: Check the rule-enabled network interface configuration to verify whether the rule 
is enabled or not.  
Before enabling the rule in the DUT interface confirm whether the host can able to generate 
ICMP traffic to the DUT.  

  
Confirm whether the rule is enabled in the DUT network interface  

  
Host is denied after the rule is enabled  
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11.8.4 Test Observations: Network Interface applies the configured rules when the rule is 

enabled.  
 
11.9 Test Case Number: 09 
11.9.1 Test Case Name: TC_PACKET_FILTERING_DISABLE_RULE  
11.9.2 Test Case Description:The DUT shall provide a mechanism to disable each defined 

rule.  
11.9.3 Execution Steps: 
Step 1: Make sure the DUT is capable of configuring rules for Network interfaces, if the 
DUT supports go through the DUT documentation and assign the rules for the Selected 
host.  
In DUT configure policy to Allow TCP traffic from the host.  

  
Step 2: In DUT, define the rule for any one network interface.  

  
Step 3: Enable the rule on any one interface.  

  
Step 4: Check the rule-enabled network interface configuration to verify whether the rule 
is enabled or not.  
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In DUT configure policy to allow ICMP traffic from the host.  

  
Before disabling the rule in the DUT interface, confirm whether the host can able to 
generate ICMP traffic to the DUT.  

  
Step 5: Disable the rule on rule configured interface.  
Disable the rule in the DUT network interface.  

  
Step 6: Check the rule-disabled network interface configuration to verify whether the rule 
is disabled or not.  
After disabling the rule in DUT cross check whether the host can able to generate TCP traffic 
to DUT.  

  
  
11.9.4 Test Observations: DUT removed the configured rules when the rule is 

disabled.  
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12. Test Case Result:  
   

S. No  TEST CASE NAME  PASS/FAIL  Remarks  

1  TC_PACKET_FILTERING_NET
WORKLAYER  

PASS  DUT receives the configured 
traffic and answers back to 
Host 1.  

2  TC_PACKET_FILTERING_TRA
NSPORTLAYER  

PASS  DUT deny the configured traffic 
from Host 2 and doesn’t answer 
back. DUT deny all other traffic 
from host1 and host2.  
 

3  TC_PACKET_FILTERING_RUL
E_LOGGING  

PASS  DUT drops the configured 
traffic and logging the traffic 
from Host 1 and  Host 2.   

4  TC_PACKET_FILTERING_ACC
OUNTING  

PASS  The matching messages are 
accounted and the counter for 
the rule is incremented.   

5  TC_PACKET_FILTERING_RES
ET_ACCOUNTING  

PASS  The counter is set to default 
when resetting the accounting  

6  TC_PACKET_FILTERING_HEA
DER_VALUE_NETWORKLAYE
R  

PASS  DUT receives the IP Packets on 
any IP interfaces and able to 
filter the Network layer traffic.  

7  TC_PACKET_FILTERING_HEA
DER_VALUE_TRANSPORTLAY
ER  

PASS  DUT receives the IP Packets on 
any IP interfaces and able to 
filter the Transport layer 
traffic.  

8  TC_PACKET_FILTERING_ENA
BLE_RULE  

PASS  Network Interface applies the 
configured rules when the rule 
is enabled.   

9  TC_PACKET_FILTERING_DISA
BLE_RULE  

PASS  DUT removed the configured 
rules when the rule is disabled.   
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2.7.2 Traffic Separation  

 
<DUT Details: > WiFi CPE  
<DUT Software Version:> cisco  
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 2.0.0 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
1. <ITSAR Section No & Name> Section 7: Network Services 
2. <Security Requirement No & Name > 2.7.2 Traffic separation 
3. <Requirement Description: >  (applicable for both split configuration and cloud 

hosted/managed configuration)  The Network product shall support physical or logical 
separation of O&M and control plane traffic. See RFC 3871 [3] for further information.  

 
[Ref: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.5.1] 

 
4. DUT Confirmation Details: 

 

 
 

5. DUT Configuration: 
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ACL Configurations- 

ip access-list extended BLOCK_OAM 

deny ip any host <OAM IP> 

permit ip any any 

exit 

Bind ACL with corresponding interface: 

ip access-group BLOCK_OAM in 

ip access-list extended BLOCK_CONTROL 

deny ip any host <CONTROL IP> 

permit ip any any 

exit 

Bind ACL with corresponding interface: 
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ip access-group BLOCK_CONTROL in 

 
 
6. Preconditions 

 
NOTE: This test applies if the network product is meant to handle both O&M and control 
plane traffic.  
 
The network product has at least one separate (logical) interface dedicated to O&M traffic 
and at least one (logical) interface for control plane traffic. Network products for which the 
test applies and that fail to meet this precondition fail the test by definition. 
 
7. Test Objective:- To verify if traffic separation of DUT’s O&M and control plane traffic is 

supported. 
 
8. Test Plan 
8.1. Number of Test Scenarios: 

 
8.1.1 TC_PHYSICAL_SEPARATION (OPTIONAL) 
8.1.2 TC_LOGICAL_BLOCK_OAM_INTERFACE_TO_CONTROL_PLANE  
8.1.3 TC_LOGICAL_BLOCK _CONTROL_PLANE_TO_OAM_INTERFACE 

 
8.2. Test Bed Diagram 
 
AP + Controller mode : 

 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 
8.3. Tools Required 

CLI 
8.4. Test Execution Step 
 

• The tester checks whether the network product refuses O&M traffic on all 
interfaces meant for control plane traffic.  

• The tester checks whether the network product refuses control plane traffic on all 
O&M interfaces. 

 
9. Expected Results for Pass: The Device Under Test (DUT) shall correctly perform traffic 

filtering between the Management plane and Control plane, ensuring only authorized 
traffic is allowed between OAM, Management, and Control plane interfaces as per ITSAR 
requirement. 

 
10. Expected Format of Evidence: Screenshots of Terminal (ACL Logs, pcap in case of 

VLAN based separation) 
 

11. Test Execution: 
 

11.1 Test Case Number: 01  
Note: This case is applicable only if DUT supports physical separation 

 
11.1.1 Test Case Name: TC_PHYSICAL_SEPARATION (OPTIONAL) 
11.1.2 Test Case Description: To verify physical separation between OAM (Operations, 

Administration & Management) and Control Plane Interfaces.   
11.1.3 Execution Steps: Tester should identify physical interfaces used for management 

(OAM) and control plane functions on the DUT and attach picture of DUT 
highlighting interface separation. 

11.1.4 Test Observations: Tester should verify physical separation in DUT. 
 

11.2 Test Case Number: 02 
11.2.1 Test Case Name:  TC_LOGICAL_BLOCK_OAM_TRAFFIC _TO_CONTROL_PLANE  
11.2.2 Test Case Description: Verify the logical separation between the OAM 
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(Operations, Administration & Management) interface and the Control Plane 
interface by ensuring that: 
• Traffic originating from the OAM interface cannot access or reach the Control 

Plane. 
• Traffic intended for the Control Plane is correctly delivered without 

interference. 
   

11.2.3 Execution Steps: 
• Verify the appropriate ACL are applied on interface. 

[NOTE: VLAN also can be considered as a traffic separation mechanism. In that case 
Wireshark trace can be used as evidence.] 

• Tester will generate traffic from OAM interface to control plane interface 
and check the traffic filtering. 

11.2.4 Test Observations: Tester shall verify that traffic originating from OAM 
plane to control plane is rejected by DUT. 

 
11.3 Test Case Number: 03 

11.3.1 Test Case Name:   
TC_LOGICAL_BLOCK _CONTROL_PLANE_TRAFFIC_TO_OAM_INTERFACE 

11.3.2 Test Case Description: Verify the logical separation between the Control 
Plane interface and the OAM (Operations, Administration & Management) 
interface by ensuring that: 

• Traffic originating from the Control Plane cannot access or interact with OAM 
plane functions. 

• Traffic intended for the Management Plane is correctly transmitted and 
delivered 

11.3.3 Execution Steps: 
• Verify the appropriate ACL are applied on interface. 

[NOTE: VLAN also can be considered as a traffic separation mechanism. In that case 
Wireshark trace can be used as evidence.] 

• Tester will generate traffic from control interface to OAM plane interface and 
check the traffic filtering. 

11.3.4 Test Observations: Tester shall verify that traffic originating from control 
plane to OAM plane is rejected by DUT. 

 
 

12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_PHYSICAL_SEPARATION 
(OPTIONAL) 

  Procedure 
Explained 

2 TC_LOGICAL_BLOCK_OAM_INTER
FACE_TO_CONTROL_PLANE 

  Procedure 
Explained 

3 TC_LOGICAL_BLOCK_CONTROL_I
NTERFACE_TO_OAM_PLANE 

  Procedure 
Explained 
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2.7.3 TSTP for Traffic Protection – Anti-Spoofing  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 2.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 2.7: Network Services 

2. <Security Requirement No & Name > 2.7.3 Traffic Protection – Anti-Spoofing 

3. <Requirement Description: > 

Wi-Fi CPE shall not process IP packets if their source address is not reachable via 

the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) 

provides this function. 

 

 [Ref: TSDSI STD T1.3GPP 33.117 17.2.0 V1.2.0 section 4.3.3.1.1] 

 

4. DUT Confirmation Details: This section involves information about DUT like 

software/firmware version, Hardware version model.   
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The below screenshot shows the available interface details of DUT 
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5. DUT Configuration: 

 

 

 
6. Preconditions 

• Tester should have privileged access to the DUT for RPF configuration and 

verification. 

• WiFi CPE should have atleast one layer3 interface (for eg - management)  

 

7. Test Objective: 
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- To verify that the network product provides anti-spoofing function that is, 

before a packet is processed, the network product checks whether the source IP 

of the received packet is reachable through the interface it comes in.  

- To verify that if the received packet source address is not routable through the 

interface on which it comes, then the network product drops this packet. 

8. Test Plan: 

 

8.1 Number of Test Scenarios: 

 

8.1.1. TC_IP_SPOOFING_MITIGATION_VERIFY_RPF_ENABLED/DISABLED. 
8.1.2. TC_ ANTI_SPOOFING_WITHOUT_RPF 

 
 

8.2 Test Bed Diagram 

             AP + Controller mode : 

 

 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

.2 Tools Required 

 

• CLI, 

• Scapy, 

•  Wireshark 

 

.3 Test Execution Steps: 

• Tester should check for the RPF functionality in the DUT. If this feature is 

enabled then tester must verify enabled RPF options. 

• If RPF feature is not available with the DUT then tester should alternate 

configuration metods inside DUT (eg- ACL) to identify the spoofed packet 

and check for DUT’s response. 

9. Expected Results for Pass: 

➢ Case 1: The DUT supports RPF feature. 

➢ Case 2: If the DUT does not support RPF then tester should check for alternate anti-

spoofing mechanism (eg - ACL)  

 

10. Expected Format of Evidence: A testing report provided by the testing agency 

which will consist of the following information:   

o The user settings and configurations   

o PCAP files   

o Log file if available   

o Test result (Passed or not)   

11. Test Execution: 

11.1 Test Case Number: 01  

11.1.1 Test Case Name: TC_ ANTI_SPOOFING_WITH_RPF 
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11.1.2 Test Case Description:  

11.1.3 Execution Steps:  

• Detect whether RPF is configurable. 

Command: show running-config | include ip verify unicast. 

OR 

• Tester can verify RPF functionality based on the options which 

are displayed as output of the above command: 

 

- ip verify unicast source reachable-via rx → strict mode 

(option 2). 

- ip verify unicast source reachable-via any → loose mode 

(option 1). 

- None → disabled (option 0). 

11.1.4   Test Observations:  Tester should verify the presence of RPF 

functionality. 

11.2 Test Case Number: 02  

11.2.1 Test Case Name: TC_ ANTI_SPOOFING_WITHOUT_RPF 

11.2.2 Test Case Description:   

11.2.3 Execution Steps: 

• If RPF is not present then tester needs to configure ACL and 

simulate a scenario where spoofed packets  are sent to DUT and 

check if device processes/drops them. 

• Use Scapy to send packets with invalid source IPs via a specific 

interface. 

Commands:  

• sudo python3 -c "from scapy.all import *; send(IP(src=<'spoofed 
src IP>',dst='<DUT 
IP>')/TCP(sport=12345,dport=22,flags='S'),count=5,iface='eth0')
" 

• sudo python3 -c "from scapy.all import *; send(IP(src='<spoofed 
src IP >',dst=<DUT IP>')/ICMP(),count=3,iface='eth0')". 

 

•  Observe the response of the DUT that whether the DUT 
forwards/respond or drops the packet. Tester can verify this using 
any packet capturing tools. 

  

11.2.4  Test Observations:  Tester should verify the response of DUT when 

encountered with spoofed packet.  

12. Test Case Result:  

  

S. No  TEST CASE NAME  PASS/FAIL  Remarks  

1 TC_ ANTI_SPOOFING_WITH_RPF  Procedure Explained 

2 TC_ ANTI_SPOOFING_WITHOUT_RPF  Procedure Explained 
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Section 1.8: Attack Prevention Mechanism 

1.8.1 Excessive Overload Protection   

 

<DUT Details: > Wi-Fi CPE 

<DUT Software Version:> 8.10.183.0 

<Digest Hash of OS> Hash of OS required 

<Digest Hash of Configuration> Hash of configuration required. 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPE 

<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1 

<OEM Supplied Document list: > OEM Supplied Document list required  

 

1. <ITSAR Section No & Name> Section 1.8: Attack Prevention Mechanism 

2. <Security Requirement No & Name > 1.8.1 Excessive Overload Protection  

3. <Requirement Description: > Wi-Fi CPE shall act in a predictable way if an overload 

situation cannot be prevented. WiFi CPE shall be built in such a way that it can react to 

an overload situation in a controlled way. However, it is possible that a situation happens 

where the security measures are no longer sufficient. In such a case it shall be ensured 

that Wi-Fi CPE cannot reach an undefined and thus potentially insecure, state. In an 

extreme case this means that a controlled system shutdown is preferable to uncontrolled 

failure of the security functions and thus loss of system protection. OEM shall provide a 

technical description of the Wi-Fi CPE ’s overload control mechanisms. (especially 

whether these mechanisms rely on cooperation of other network elements)  

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.3.3]  

4. DUT Confirmation Details:  

• Use the command line interface to get details of the machine on which test is 

conducted.  

• Use command: show interface summary to get Interfaces details Use command to 

get Application No/Version No & Kernel Info Verification of DUT by running 

command: show version on CLI.  

• Use command for show interface: Sh version  
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• Use command for show interface: Sh int summary  

 

 Command: show inventory  
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Verification of Integrity on DUT by running command verify software authentication 

on CLI verify: isr4300-universalk9.17.06.08a.SPA.bin  
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5. DUT Configuration:  System Ethernet interface capacity is 1.0 Gbps  
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 DUT Maximum capacity of interface eg. GigabitEthernet1 is showing below:  

 

6. Preconditions: 

• A document which provides a detailed technical description of the overload control 

mechanisms. 

• Test results from a test execution phase of overload control mechanism testing. 

 

7. Test Objective/ Purpose:  Verify that the network product: 

• has a detailed technical description of the overload control mechanisms used to 

deal with overload scenarios; 

• has test results verifying the operation of the overload control mechanisms.  

• To validate the DUT (router's) performance and overload protection 

mechanisms against ICMP flooding, TCP SYN/RST flooding, HTTP application 

overloading, and maximum capacity throughput testing using iperf.  

 

8. Test Plan: 

8.1 Number of Test Scenarios:  5 

 

8.1.1 TC_ICMP_FLOODING  

8.1.2 TC_TCP_SYN_RST_FLOODING  

8.1.3 TC_ Throughput Testing Using iperf  

8.1.4 TC_HTTP_APPLICATION_OVERLOADING_TRAFFIC  

8.1.5 TC_TRAFFIC_GENERATOR 

                            

8.2 Testbed Diagram: 

AP + Controller mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

AP Integrated Mode : 

 
 

Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

8.3 Tools required: 

• Traffic Generation: hping3, iperf, Apache Benchmark (ab), slowloris. § Packet 

Capture and Analysis: Wireshark § VeEX traffic generator.  

• Router Monitoring: CLI commands (show processes cpu, show interface 

Gig0/0/0)  

 

8.4 Test Execution Steps: The tester verifies that there is: 
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- A technical description providing a high-level overview of the overload 

control design. 

- An overview of the types of overload scenarios that the network product 

overload control mechanisms are expected to handle. 

- An overview of the overload control thresholds that the network product 

uses to trigger overload control mechanisms. 

- Description of the types of attacks that may cause an overload to the network 

product and how these are handled. 

- A description of how the network product discards or handles input during 

various overload situations including excessive overloads. i.e. where the 

overload is significantly greater than the thresholds where overload 

detection is triggered. 

- A description of how the network product security functions operate and 

perform during overload. 

- A description of how the network product shuts down or performs or takes 

other abatement or corrective actions during excessive overload conditions. 

The tester verifies that the test results: 

- Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

- Describe test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

- Contain details of the test set-up including the mechanisms for creating the 

overload. Where simulators and/or scripts are used to artificially create a 

load then details of these should also be included 

 

9.     Expected Results:  

- A technical description provides a high-level overview of the overload 

control design. 

- An overview of the types of overload scenarios and overload control 

thresholds that are considered. 

- Description on the types of attacks that may cause an overload to the system 

and how these are handled. 

- A description of how the network product discards or handles input during 

various overload situations. 

- Describes if or how the network product security functions operate and 

perform during overload. 

- If parts of the system shutdown or take other abatement or corrective actions 

these should be described. 
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Note:  If some of the items listed above are not applicable to a network product then, in 

those cases, it should be clarified by the vendor why these items are not applicable. 

The test results should: 

- Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

- Describe the test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

- Contain details of the test set-up including the mechanisms for creating the 

overload. 

10. Expected Format of Evidence: 

• Wireshark Packet Captures: Save capture files named after each scenario 
(ICMP_Flood.pcap, TCP_SYN_Flood.pcap, UDP_Flood.pcap, HTTP_Flood.pcap 
and traffic generate from VeEX traffic generator).  

• CPU Utilization Logs: Record output from show processes cpu every minute 
during tests.  

• Traffic Rate Logs: Record output from show interface GigabitEthernet0/0/0 
every minute.  

11. Test Execution: 

11.1 Test Case Number: 01  

11.1.1 Test Case Name: TC1_ICMP_FLOODING 

11.1.2 Test Case Description: Generate ICMP flood traffic to test maximum 

bandwidth handling.  

11.1.3 Execution Steps:  

(i) Start Wireshark on the test system and set a capture filter for host 

192.168.1.51.  

(ii) Generate ICMP flood traffic using hping3:  

“ sudo hping3 -I eth0 -1 192.168.1.51 --flood --rand-source”  

 
(iii) Monitor Router: On the Cisco 4300, run: “show processes cpu | include 

one minute” “show interface GigabitEthernet0/0/0 | include rate”  
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(iv)  Stop after 10 minutes and save Wireshark capture.  

Record observations: Check CPU usage, packet drops, and any syslog 

messages indicating overload protection activation.  
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11.1.4 Test Observation: Note the maximum CPU utilization observed during each 

test.  

11.1.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC2_TCP_SYN_RST_FLOODING 

11.2.2 Test Case Description: Generate TCP SYN flood traffic to evaluate 

connection handling under high load.  

11.2.3 Execution Steps: 

(i) Generate TCP SYN flood traffic:  

“sudo hping3 -I eth0 -S 192.168.1.51 -p 80 --flood --rand-source”  

 
  

(ii) Monitor Router: On the router,  
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run: “show processes cpu | include one minute”  

“show interface GigabitEthernet0/0/0 | include rate”  

  
  

(iii) Stop after 10 minutes and save Wireshark capture.  

Record observations: Check CPU usage, packet drops, and any syslog 

messages indicating overload protection activation.  
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11.2.4 Test Observation: Observe any packet drops, errors logged by the router, or 

signs of overload protection mechanisms.  

11.2.5 Evidence Provided:  Screenshots of testing steps and Wireshark pcap files.  

  

11.3 Test Case Number: 3  

11.3.1 Test Case Name: TC_Throughput Testing Using iperf  

11.3.2 Test Case description: Generate TCP SYN flood traffic to evaluate 

connection handling under high load.  

11.3.3 Execution Steps:  

(i) Set up iperf server on the router or another system in the same network. run: 

Run iperf client on the test system (Kali Linux): iperf -c 192.168.1.51 -t 600 -i 

10 -u -b 1000M  
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(ii) Monitor Router: On the router, run: “show processes cpu | include one minute”  

“show interface GigabitEthernet0/0/0 | include rate  

  
(iii)  Stop after 10 minutes and save Wireshark capture.  

Record observations: Observe throughput, packet loss, CPU usage, and any overload 

protection activation.  
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11.3.4 Test Observation: Measure the throughput achieved using iperf and 

compare it to the maximum capacity of the interface.  

11.3.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

 

11.4 Test Case Number: 4  

11.4.1 Test Case Name: TC_HTTP_APPLICATION_OVERLOADING_TRAFFIC  

11.4.2 Test Case description: Generate TCP SYN flood traffic to evaluate 

connection handling under high load.  

11.4.3 Execution Steps:  

(i) Set Up Web Server: Ensure that there is a web server running on the 

router or another system reachable through the router on port 80. This 

will serve as the target for HTTP requests.  

(ii) Start Wireshark on the test system and set a capture filter for host 

192.168.1.51. (iii) Use Apache Benchmark (ab) to simulate HTTP 

overload:  

Run ab to generate HTTP requests:  

ab -n 100000 -c 1000 http://192.168.1.51/  

http://192.168.1.51/
http://192.168.1.51/
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 Using slowloris:  

slowloris http://192.168.1.51  

slowloris is specifically designed to send partial HTTP requests slowly, to tie up resources  

  

http://192.168.1.51/
http://192.168.1.51/
http://192.168.1.51/
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(iii)  Monitor Router: On the router, run: “show processes cpu | include one minute” 

“show interface GigabitEthernet0/0/0 | include rate  

  
(iv) Stop after 10 minutes and save Wireshark capture.  

Record observations: Check CPU usage, response time, packet handling, and any 

syslog messages indicating overload protection activation.  

  



271 
 

 
11.4.4 Test Observation:  CPU utilization observed during the HTTP overload test.  

11.4.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files. 

 

11.5 Test Case Number: 5  

11.5.1 Test Case Name: TC_TRAFFIC_GENERATOR  

11.5.2 Test Case description: Test case to verify maximum capacity to reached while  

performing excessive overloading protection.  

11.5.3 Execution Steps: Check the DUT interface capacity input rate.  
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Above screenshot verify that the interface capacity is 100000 kbit/sec i.e 1 Gbps and input 

rate is 0 bit/sec before sending the traffic.  

  

Generate the 1 Gbps traffic from VeEX traffic generator tool to DUT.  
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Monitor Router: On the router,  

run: “show processes cpu | include one minute” “show interface GigabitEthernet0/0/0 | 

include rate  

  

 
Above screenshot the verify the input rate approx. 100% and cpu utilization is 98% the 

DUT handled overload effectively. CPU usage increased but remained stable. No significant 

degradation in DUT availability was observed, indicating robust handling of DDoS attacks.  
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11.5.4  Test Observation: The DUT managed the Traffic flood traffic effectively, 

demonstrating its capability to handle 1 Gbps DDoS attacks. CPU utilization 

increased as expected, but the system remained stable, with no critical 

performance issues or disruptions.  

11.5.5 Evidence Provided: Screenshots of testing steps.  

 

12. Test Case Result:  

  

 S. 

No.  

Test Case Name  Pass/ 

Fail  

Remarks  

1  TC_ICMP_FLOODING  Pass  DUT handled ICMP flooding with overload 

protection showing stable CPU utilization and 

packet handling. No significant packet loss or 

service disruption occurred. Overload 

protection mechanisms were effective.  

2  TC_TCP_SYN_RST_FLOODING  Pass  DUT demonstrated effective handling of TCP 

SYN/RST flooding with slight increase in CPU 

utilization. Overload protection mechanisms 

were successfully activated, and no service 

disruption occurred.  

3  TC_UDP_FLOODING  Pass  DUT maintained high throughput during 

‘iperf’ test, achieving near maximum interface 

capacity. CPU usage was higher but within 

acceptable limits, and no significant packet 

loss was observed. Overload protection was 

not triggered, indicating the router’s capacity 

to handle expected traffic loads.  

4  TC_HTTP_APPLICATION_ 

OVERLOADIN_ TRAFFIC  

Pass  DUT handled HTTP overload effectively. CPU 

usage increased but remained stable. No 

significant degradation in HTTP response 

time or server availability was observed, 

indicating robust handling of application-

level DDoS attacks. moderately but did not 

cause disruption.  

5.  TC_TRAFFIC_GENERATOR  Pass  The DUT managed the Traffic flood traffic 

effectively, demonstrating its capability to 

handle 1 Gbps DDoS attacks. CPU utilization 

increased as expected, but the system 

remained stable, with no critical performance 

issues or disruptions. 
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1.8.2: Filtering IP Options 

<DUT Details: > Wi-Fi CPE 

<DUT Software Version:> 8.10.183.0 

<Digest Hash of OS> Hash of OS required 

<Digest Hash of Configuration> Hash of configuration required. 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs 

<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1 

<OEM Supplied Document list: > OEM Supplied Document list required  

 

1. <ITSAR Section No & Name> Section 1.8: Attack Prevention Mechanism 

2. <Security Requirement No & Name > 1.8.2: Filtering IP Options  

3. <Requirement Description: >  Wi-Fi CPE shall have protection mechanisms 

against Network-level and Application-level Distributed Denial of Service (DDoS) 

attacks. Wi-Fi CPE shall provide security measures to deal with overload situations 

which may occur as a result of a denial-of-service attack or during periods of 

increased traffic. In particular, partial or complete impairment of system availability 

shall be avoided. Potential protective measures may include:  

o Restricting available RAM per application 

o Restricting maximum sessions for a Web/Database application  

o Defining the maximum size of a dataset  

o Restricting Central Processing Unit (CPU) resources per process  

o Prioritizing processes  

o Limiting amount or size of transactions of a user or from an IP address in a 

specific time range  

o Limiting amount or size of transactions to an IP address/Port Address in a 

specific time range 

 [Ref: TSDSI STD T1.3GPP 33.117 17.2.0 V1.2.0 Section 4.2.3.3.1] 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The 
model is AIRAP1852I-E-K9. The inventory shows model serial no. & model 
description.  

 Verification of DUT Cisco wireless LAN controller’s HW product series information by 

running command show inventory on CLI. 

 

Verification of DUT Cisco WLC’s high-level system SW information by running command 
show sysinfo on CLI.  
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Verification of DUT Cisco WLC’s system information on Web access.  

 

5. DUT Configuration:  

Initial IP configuration set up in DUT as captured from the console.  

 

LAN connection to DUT from tester machine. No additional configuration required, 
as the tester tests this requirement by default cases.  
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6. Preconditions: 

• A document which provides a detailed technical description of the overload control 

mechanisms. 

• Test results from a test execution phase of overload control mechanism testing. 

7. Test Objective/ Purpose:  Verify that the network product: 

• has a detailed technical description of the overload control mechanisms used to deal 

with overload scenarios; 

• has test results verifying the operation of the overload control mechanisms.  

8. Test Plan: 

8.1 Number of Test Scenarios:  

8.1.1 TC_OVERLOAD_CONTROL_MECHANISM_DDOS_AVOIDANCE_VERIFICATION  

8.1.2 TC_ICMP_FLOODING 

8.1.3 TC_TCP_SYN_RST_FLOODING  

8.1.4 TC_UDP_FLOODING  

8.1.5 TC_HTTP_APPLICATION_FLOODING  

8.1.6 TC_SSH_FLOODING  

8.1.7 TC_TRAFFIC_GENERATOR 

 

8.2 Testbed Diagram: 

AP + Controller mode : 

 

 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios please 

check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios please 

check OEM datasheet. 

8.3 Tools required: 

Wireshark, ubuntu, kali, hping3 (for icmp flooding and tcp syn-rst flooding), yersinia 
(for CDP flooding), nload (monitor network traffic on interface), ostinato (icmp 
traffic generator.  

 

.4 Test Execution Steps: 

Case Tester should verify DDoS prevention mechanism provided in OEM 

documentation 

➢ Case No. 1 – Network level DDoS - ICMP flooding.  

• Step1: Before applying ICMP flooding, tester login to DUT via ssh and verify 
CPU usage of DUT.  

• Step2: Starting ICMP flooding.  

• Step3: Observing DUT behaviour while ICMP flooding.  

• Step4: Stopping ICMP flooding and verifying DUT behaviour.  

➢ Case No. 2 – Transport level DDoS - TCP SYN-RST Flood.  

• Step1: Before applying TCP SYN-RST Flooding, tester login to DUT via ssh 
and verify CPU usage of DUT.  

• Step2: Starting TCP SYN-RST Flooding. 

• Step3: Observing DUT behaviour while TCP SYN-RST Flooding.  

• Step4: Stopping TCP SYN-RST Flooding and verifying DUT behaviour.  
The tester verifies that there is: 

 

- A technical description providing a high-level overview of the overload 

control design. 
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- An overview of the types of overload scenarios that the network product 

overload control mechanisms are expected to handle. 

- An overview of the overload control thresholds that the network product 

uses to trigger overload control mechanisms. 

- Description of the types of attacks that may cause an overload to the network 

product and how these are handled. 

- A description of how the network product discards or handles input during 

various overload situations including excessive overloads. i.e. where the 

overload is significantly greater than the thresholds where overload 

detection is triggered. 

- A description of how the network product security functions operate and 

perform during overload. 

- A description of how the network product shuts down or performs or takes 

other abatement or corrective actions during excessive overload conditions. 

The tester verifies that the test results: 

- Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

- Describe test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

- Contain details of the test set-up including the mechanisms for creating the 

overload. Where simulators and/or scripts are used to artificially create a 

load then details of these should also be included. 

9.     Expected Results:  

- A technical description provides a high-level overview of the overload 

control design. 

- An overview of the types of overload scenarios and overload control 

thresholds that are considered. 

- Description on the types of attacks that may cause an overload to the system 

and how these are handled. 

- A description of how the network product discards or handles input during 

various overload situations. 

- Describes if or how the network product security functions operate and 

perform during overload. 

- If parts of the system shutdown or take other abatement or corrective actions 

these should be described. 

Note:  If some of the items listed above are not applicable to a network product then, in 

those cases, it should be clarified by the vendor why these items are not applicable. 
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The test results should: 

- Contain details of the overload conditions used in the test execution that are 

consistent with the technical description document. 

- Describe the test procedures used to verify the overload control mechanisms. 

- Contain data which demonstrates/indicates that the overload control 

mechanisms described in the technical description document have been 

implemented. 

- Contain details of the test set-up including the mechanisms for creating the 

overload. 

10. Expected Format of Evidence: Documentation showing each of the points in the 

results sections and screenshots of test performed. 

11. Test Execution: 

11.1 Test Case Number: 01  

11.1.1 Test Case Name: 
TC_OVERLOAD_CONTROL_MECHANISM_DDOS_AVOIDANCE_VERIFICATION 

11.1.2 Test Case Description: To verify whether the PCF system has documented 

and implemented DDoS avoidance mechanisms, including overload control 

and protective measures, ensuring consistency between the OEM-provided 

documentation and system behavior.  

11.1.3 Execution Steps:  

(i) Review the technical and test result documentation provided by the OEM, 
ensuring it includes:  
• A high-level overview of the overload control design.  
• Details of overload scenarios handled by the DUT.  
• Defined thresholds for triggering overload control mechanisms.  
• Descriptions of potential DDoS attacks and corresponding mitigation 

strategies.  
• Methods for discarding or handling excessive overload situations.  
• Security functions and their performance under overload conditions.  
• Overload conditions used in testing, consistent with the technical 

documentation.  
• Test procedures used to verify the overload control mechanisms.  
• Evidence demonstrating that the documented overload control 

mechanisms are implemented.  
• Details of the test setup, including mechanisms for simulating overload 

conditions.  
  

(ii) Verify protective measures implemented in the PCF system:  
• Configure iptables to limit connections per IP.  
• Configure resource limits (CPU, Memory, Sessions) to restrict excessive 

usage.  



281 
 

• Simulate network-level DDoS attacks (Flooding) using hping3.  
• Monitor system logs to verify mitigation responses.  
• Test application-layer overload scenarios by generating multiple HTTP 

sessions.  
11.1.4 Test Observations:  Documentation and system behavior align, 

demonstrating that DDoS mitigation mechanisms are effectively implemented.  

11.1.5 Evidence Provided:  

(iii) Review the technical and test result documentation provided by the OEM, 
ensuring it includes:  

• A high-level overview of the overload control design.  
• Details of overload scenarios handled by the DUT.  
• Defined thresholds for triggering overload control mechanisms.  
• Descriptions of potential DDoS attacks and corresponding mitigation 

strategies.  
• Methods for discarding or handling excessive overload situations.  
• Security functions and their performance under overload conditions.  

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_ICMP_FLOODING 

11.2.2 Test Case Description:   Generate ICMP flood traffic to test maximum 

bandwidth handling.  

11.2.3 Execution Steps: 

(i) Start Wireshark on the test system and set a capture filter for host 

192.168.1.51.  

(ii) Generate ICMP flood traffic using hping3:  

“ sudo hping3 -I eth0 -1 192.168.1.51 --flood --rand-source”  

 

Now packet capture by wireshark:  
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hping3-8.1.pcapng  

(iii)  Monitor Router: On the Router, run:“show processes cpu | include one 

minute” “show interface GigabitEthernet0/0/0 | include rate”  
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(iv) Stop after 10 minutes and save Wireshark capture.  

 

11.2.4 Test Observation: The router handled the ICMP flood traffic well, showing 

stable CPU usage. The applied ACLs effectively filtered unnecessary ICMP 

requests, preventing any overload.  

11.2.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

 

11.3 Test Case Number: 3 

11.3.1 Test Case Name: TC_ TCP_SYN_RST_FLOODING  

11.3.2 Test Case description: Generate TCP SYN flood traffic to evaluate connection 

handling under high load.  

11.3.3 Execution Steps:  

(i) Generate TCP SYN flood traffic:  

“sudo hping3 -I eth0 -S 192.168.1.51 -p 80 --flood --rand-source”  

 

(ii) Monitor Router: On the router, run: “show processes cpu | include one 

minute”  

“show interface GigabitEthernet0/0/0 | include rate”  
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(iii) Stop after 10 minutes and save Wireshark capture.  
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hping3-8.1 tcp.pcapng   

11.3.4 Test Observation: During the TCP SYN flood test, the router managed to 

maintain a reasonable CPU usage level, indicating good resilience to 

connection-oriented flooding. The router's inherent SYN- flood protection 

mechanisms were effective.  

11.3.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

  

11.4 Test Case Number: 4 

11.4.1 Test Case Name: TC_ UDP_FLOODING  

11.4.2 Test Case description: Generate UDP flood traffic to test datagram 

processing capability.  

11.4.3 Execution Steps:  

(i) Run iperf server on another system if needed: iperf -s -u -i 1  

(ii) Generate UDP flood: As interface Max Capacity “iperf -c 192.168.1.51 -u -b 

1000M  
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(iii) Monitor Router: On the DUT(Router), run:  

 

(iv) Stop after 10 minutes and save Wireshark capture.  
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11.4.4 Test Observation: The router handled the UDP flood scenario efficiently. The 

CPUusage showed only a slight increase, indicating that the router could manage a 

high volume of datagram traffic without significant performance degradation. 

11.4.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

  

11.5 Test Case Number: 5 

11.5.1 Test Case Name: TC_APPLICATION_HTTP_FLOODING  

11.5.2 Test Case description: Perform application-level HTTP flooding to simulate a 

high volume of web requests.  

11.5.3 Execution Steps:  

(i) Simulate HTTP flood using a script or tool to send HTTP GET requests 

rapidly: “sudo hping3 -I eth0 -p 80 --flood --rand-source 192.168.1.51  

  

(ii) Monitor Router: On the DUT (router), run: show processes cpu | include 

one minute show interface GigabitEthernet1 | include rate  
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(iii) Stop after 5 minutes and save Wireshark capture.  

 

11.5.4 Test Observation:  The router managed the HTTP flood traffic effectively, 

demonstrating its capability to handle application-level DDoS attacks. CPU 

utilization increased as expected, but the system remained stable, with no 

critical performance issues or disruptions.  

11.5.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  

  

11.6 Test Case Number: 6 
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11.6.1 Test Case Name: TC_SSH_FLOODING  
11.6.2 Test Case description: Perform SSH flooding to simulate a high volume of 

web requests.  
11.6.3 Execution Steps:  

Simulate SSHflood using a tool to send SSH GET requests rapidly: “sudo 

hping3 -I eth0 -p 22 --flood --rand-source 192.168.1.51  

 

(ii)  Monitor Router: On the DUT (router),  
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run: show processes cpu | include one minute show interface GigabitEthernet1 | include 

rate   
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(iv)  Stop after 5 minutes and save Wireshark capture.  
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11.6.4 Test Observation: The router managed the SSH flood traffic effectively, 
demonstrating its capability to handle application-level DDoS attacks. CPU 
utilization increased as expected, but the system remained stable, with no 
critical performance issues or disruptions. 

11.6.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.  
 

11.7 Test Case Number: 7 

11.7.1 Test Case Name: TC_TRAFFIC_GENERATOR  

11.7.2 Test Case description: Test case to verify maximum capacity to reached while 

performing excessive overloading protection.  

11.7.3 Execution Steps:  

Check the DUT interface capacity input rate.  
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Above screenshot verify that the interface capacity is 100000 kbit/sec i.e 1 Gbps and input 

rate is 0 bit/sec before sending the traffic.  

Generate the 1 Gbps traffic from VeEX traffic generator tool to DUT.  

  

Monitor Router: On the router,  
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run: “show processes cpu | include one minute” “show interface GigabitEthernet0/0/0 | 

include rate   

 

Above screenshot the verify the input rate approx. 100% and cpu utilization 

is 98% the DUT handled overload effectively. CPU usage increased but 

remained stable. No significant degradation in DUT availability was 

observed, indicating robust handling of DDoS attacks.  

11.7.4 Test Observation: The DUT managed the Traffic flood traffic effectively, 

demonstrating its capability to handle 1 Gbps DDoS attacks. CPU utilization 

increased as expected, but the system remained stable, with no critical 

performance issues or disruptions.  

11.7.5 Evidence Provided:  Screenshots of testing steps and Wireshark pcap files.  
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12. Test Case Result:  

 S. No.  Test Case Name  Pass/Fail  Remarks  
1 

1 
TC_OVERLOAD_CONTR
OL_MECHANISM_DDOS
_AVOIDANCE_VERIFICA
TION  

OEM 
Dependent 

Documentation and system behavior 
should align, demonstrating that DDoS 
mitigation mechanisms are effectively 
implemented. 

2
1 

 
2  

TC_ICMP_FLOODING  Pass  DUT maintained normal behaviour 
during the ICMP flood attack, CPU usage 
remained stable, and no significant 
packet loss or service disruption 
occurred. The ACL configuration on the 
router successfully mitigated the 
flooding impact.  

2 
 

3  

TC_TCP_SYN_RST_FLOO
DING  

Pass  DUT handled the TCP SYN flooding attack 
without significant degradation. CPU 
usage increased but remained within 
acceptable limits. The router’s 
performance and stability were 
maintained.  

3 
 

4  

TC_UDP_FLOODING  Pass  DUT exhibited normal behaviour during 
the UDP flood attack. CPU utilization was 
stable, and no significant packet loss or 
performance degradation was observed.  

4 
 

5  

TC_HTTP_APPLICATION
_FLOODING  

Pass  DUT successfully managed the HTTP 
flood attack, demonstrating effective 
handling of high-volume application-
level requests. CPU usage increased 
moderately but did not cause disruption.  

5
6 

6  

TC_SSH_FLOODING  Pass  The router managed the SSH flood traffic 
effectively, demonstrating its capability 
to handle application-level DDoS attacks. 
CPU utilization increased as expected, 
but the system remained stable, with no 
critical performance issues or 
disruptions.  

6
. 

7  

TC_TRAFFIC_GENERAT
OR  

Pass  The DUT managed the Traffic flood traffic 
effectively, demonstrating its capability 
to handle 1 Gbps DDoS attacks. CPU 
utilization increased as expected, but the 
system remained stable, with no critical 
performance issues or disruptions.  
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2.8.3 TSTP for Filtering IP Options  

 

<DUT Details: > WiFi CPE  
<DUT Software Version:> cisco  
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 2.0.0 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

1. <ITSAR Section No & Name> Section 2.8: Attack Prevention Mechanism 
2. <Security Requirement No & Name > 2.8.3 Filtering IP Options 
3. <Requirement Description: > IP packets with unnecessary options or extension 

headers shall not be processed. IP options and extension headers (e.g., source 
routing) are only required in exceptional cases. So, all packets with enabled IP 
options or extension headers shall be filtered. 

  
4. DUT Confirmation Details:  

 
• Use the command line interface to get details of the machine on which test is 

conducted.    
• Use command: show interface summary to get Interfaces details  
• Use command to get Application No/Version No & Kernel Info  Verification of DUT 

by running command: show version on CLI.   
   
Use command for show interface: Sh int summary   

  
   
Use command for show interface: Sh int summary   
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Command: show inventory   
   

  
     
5. DUT Configuration: 

Handling IPv4 option using ACL.   
ACL configuration on DUT to filter IPv4 options:   
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Acl deny rule is to reject or filter the ipv4-option enable with record route.  Acl’s permit 
rule is to accept all other options.   

  
Applying ACL on interface Gigabit Ethernet 0/0/0   
   

  
   
Handling of ipv6-extension header:   
Configure acl to filter Extension Header9 (Hop by-Hop) ipv6-option. Acl to deny  
ExtHdr-hbh and permit all other.   
Acl to deny tcp host and permit tcp eq telnet   
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VMware(Kali) Machine IP details mention in below screenshot.   
   

   
 

 
6. Preconditions 

• The manufacturer declares in the documentation accompanying the network 
product at least the following information:  

• The support of filtering capability for IP packets with unnecessary options or 
extensions headers. 

• The actions performed by the network product when an IP packet with unnecessary 
options or extensions headers is received (e.g. the packet is dropped, the options or 
extensions are ignored and the packet is treated as if it has no IP options, etc.) .  

• Guidelines on how to enable and configure this filtering capability. 
• The network product has at least one physical interface named if1 supporting both 

IPv4 and IPv6. If the network product does not support IPv6 then IPv6 related steps 
and checks may be skipped.  

• A network traffic analyser on the network product (e.g. TCPDUMP) or an external 
traffic analyser directly connected to the network product is available . 

• The tester has administrative privileges.  
• A tester machine is available with a tool able to send IPv4 packets with the IP 

Options and IPv6 packets (if supported by the network product) with Extension 
Header set (e.g. Scapy). 

 
7. Test Objective: To verify that the network product provides functionality to filter out 

IP packets with unnecessary options or extension headers. 
 
8. Test Plan: 
 

8.1. Number of Test Scenarios: 3 
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8.1.1 IP_OPTIONS_FILTERING 
8.1.2 EXTENSION_HEADERS_FILTERING  
8.1.3 EXCEPTIONAL_FILTERING   

 
8.2. Test Setup Diagram: 
 
AP + Controller mode : 
 

 
 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

 
AP Integrated Mode : 

 
 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

 

 



301 
 

8.3 Tools Used:  

• Scapy-python,  

• wireshark, 

• Putty 

 
8.4 Test Execution Steps 

1. The tester logs in the network product.  
2. The tester configures on the network product a filtering rule to drop all IP packets 

containing an IP Option set  
a. The tester establishes an O&M session on if1 interface 
b. Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv4 

TCP SYN packet with an appropriate destination port to if1 interface without 
setting any IP Options  

c. Using the network traffic analyser, the tester verifies that the IP packet is 
received by the network product and the tester verifies that the 
corresponding ACK message is sent back.  

d. Using the tool (e.g. Scapy) the tester sends an IPv4 TCP SYN packet with an 
appropriate destination port and an IP Option set to the if1 interface 

e. Using the network traffic analyser, the tester verifies that the IP packet is 
received by the network product but no ACK message is sent back. This 
confirms the packet is dropped as expected from the filtering rule. 

3.  The tester configures on the network product a filtering rule to drop all incoming 
packets based on specific Extension Header Types, e.g. packets with the Routing 
Header extension. Step 3 may be skipped if the network product does not support 
IPv6. 

a. Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6 
TCP SYN packet with an appropriate destination port to if1 interface without 
setting any extension header 

b. Using the network traffic analyser, the tester verifies that the IP packet is 
received by the network product and the tester verifies that the 
corresponding ACK message is sent back.  

c. Using the tool (e.g. Scapy) the tester sends an IPv6 TCP SYN packet with an 
appropriate destination port and an extension header set to the if1 interface  

d. Using the network traffic analyser, the tester verifies that the IP packet is 
received by the network product but no ACK message is sent back. This 
confirms the packet is dropped as expected from the filtering rule. 

 
9. Expected Results for Pass: The network product discards IPv4 packets with 

unnecessary options or IPv6 packets (assuming the network product supports IPv6) 
with extension header. 

 
10. Expected Format of Evidence: 

- Pcap trace  
- Screenshot 

  
11. Test Execution: 
 
11.1 Test Case Number: 01 
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11.1.1 Test Case Name:  IP_OPTIONS_FILTERING   
11.1.2 Test Case Description: Verify that IP packets with unnecessary options shall 

not be processed.  
11.1.3 Execution Steps: 

 
DUT ping from tester machine: Before ACL apply.   
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   Above screenshot showing that tester machine, can getting ping reply from DUT.   
   

Send ICMP Packet Using Scapy: Before ACL apply   
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Packet is captured via Wireshark on kali, to see the packets running from kali as 
source (192.168.245.128) & DUT interface as destination (192.168.1.51)   

   

   
    Sent the packet with IP options by scapy: Before ACL apply   
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The DUT does not respond to IP packets containing the Record Route (RR) option 
because, by default, Cisco IOS XE ignores IP packets with IP options for performance 
and security reasons   

   
Create ACL on DUT.   

   
Applying ACL on interface GigabitEthernet0/0/0   

   

     
After ACL applied Sent the packet without IP options by scapy and captured the 
Wireshark packets   
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The screenshot above confirms that the DUT successfully received an IP packet 
without any IP options, and an ACK response was generated accordingly.   

   
After ACL applied Sent the packet with IP options by scapy and captured the 
Wireshark packets   
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The screenshot above confirms that the DUT received an IP packet containing an IP 
option, and no corresponding ACK message was sent in response.   
 

11.1.4 Test Observations:  It is observed from the Wireshark output that DUT drops 
IPv4 packet with IP option set and there is no response seen from DUT.  This is 
also the default behaviour of DUT without ACL. 

 
11.2 Test Case Number: 2 

11.2.1 Test Case Name: EXTENSION_HEADERS_FILTERING   
11.2.2 Test Case Description: Verify that IP packets (ipv6) with unnecessary extension 

headers shall not be processed.   
11.2.3 Execution Steps:  

 
“ICMP –Ipv6”   
DUT ping from tester machine: Before ACL apply.   
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Create ACL on DUT.   

   
Applying ACL on interface GigabitEthernet0/0/0   
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After ACL applied Sent the packet without extension headers by scapy and captured 
the Wireshark packets   
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The screenshot above confirms that the DUT successfully received an IP packet without 
any extension headers, and an reply was generated accordingly.   
   
After ACL applied Sent the packet with extension headers by scapy and captured the 
Wireshark packets   
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The screenshot above confirms that the DUT received an IP packet containing an extension 
headers, and DUT responds with an ICMPv6 Parameter Problem message to inform the 
sender that the packet was invalid.   
   

11.2.4 Test Observations: It is observed from the Wireshark output that DUT drops 
IPv6 packet with unnecessary extension headers set and DUT responds with 
an ICMPv6  Parameter Problem message to inform the sender that the 
packet was invalid.   

 
11.3 Test Case Number: 3 

11.3.1 Test Case Name: EXCEPTIONAL_FILTERING   
11.3.2 Test Case Description: Test case to Configure and apply ACL for handling 

exceptional requirement of allowing IP options and extension headers   
11.3.3 Execution Steps:  

• Modify ACL on DUT for Exceptions   
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In above screenshots, the tester modified the ACL to allow for exceptional extension 
headers.   
   

   
In above screenshots, the tester modified the ACL to allow for exceptional IP Option.   
   

• After Exceptions ACL applied Sent the packet with exceptional IP options 
header by scapy and captured the Wireshark packets   
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• After Exceptions ACL applied Sent the packet with extension headers by scapy and 
captured the Wireshark packets   

   

  
 

11.3.4 Test Observations: The tester observed that the DUT correctly handles the 
exceptional requirement of allowing IP options and extension headers   
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12. Test Case Result:    
   

  S. 
No   

TEST CASE NAME   PASS/FAIL   Remarks   

1   TC_IP_OPTIONS_FILTERI 
 NG   

Pass   As ACL was applied  for 
filtering of IPv4 packets with 
unnecessary options, the ipv4 
packets with unnecessary  
options  are being 
filtered.   

2   EXTENSION_HEADERS 
_FILTERING   

 Pass   As ACL was applied for 
filtering of IPv6 packets with  
unnecessary extension 
headers, the ipv6 packets 
with unnecessary options are 
being filtered.   

3   EXCEPTIONAL_ 
FILTERING   

Pass   The tester observed that the 
DUT correctly handles the 
exceptional requirement of 
allowing IP options and 
extension headers   
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Section 1.9 Vulnerability Testing Requirements 

2.9.1 Fuzzing – Network and Application Level  

 

<DUT Details: > Wi-Fi CPE (Physical Wi-Fi) 

<DUT Software Version:> FortiWiFi-61F v7.0.12, build0523,230606 

<Digest Hash of OS>  Hash of DUT OS is required 

<Digest Hash of Configuration> 

a98153fbb034b4a45ea72d179cc737e6108c3f1d1c009705630c93dea3b0b76977cad074

0ab8c a503cd7a743f7a9cd23772223b227658cc80920aa570a27d73d(SHA512) 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs  

<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1 

<OEM Supplied Document list: > Hash of DUT configuration is required 

  

1. <ITSAR Section No & Name> Section 1.9: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 1.9.1 Fuzzing – Network and Application Level 

3. <Requirement Description:> The protocols supported by the Wi-Fi CPE shall be robust 

when receiving unexpected or malformed inputs. This requirement shall be applicable for 

both network level as well as application-level protocols supported by the equipment.    

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.4] 

 

4. DUT Confirmation Details: 

• Use the command line interface to get details of the machine on which test is 
conducted  

• Use command to get Interfaces details  
• Use command to get Application No/Version No & Kernel Info  

                       

 Command used: get system interface (To find all interfaces in the DUT)  
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Command used: show system status (To get Application  

No/Version No & Kernel Info)  

   
 Note: Tester have used Zyxel PMG5617-R20B DUT for the Test Case 6  

 Login into the DUT with IP 192.168.1.1  

By entering the correct credentials  
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Access the Zyxel PMG5617-R20B management interface (usually via web GUI).  

  

  
5. DUT Configuration: 

 

• Test Machine with Fuzzing tool loaded should be connected to the DUT. The DUT 

is connected to the fuzzing tool via LAN cable. 

• Load the Fuzzing tool and input the protocol specific parameters of DUT on the 

tool. 

6. Preconditions 

• The tester has the privileges to log in the network product and to access all system 

resources (e.g. log files) 

• A list of all available network services containing at least the following information 

shall be included in the documentation accompanying the Network Product: 

o all interfaces providing IP-based protocols; 

o the available transport layer protocols on these interfaces; 
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o their open ports and associated services; 

o and a free-form description of their purposes. 

NOTE: This list is to be validated as part of the BVT port scanning activity. 

• The robustness and fuzzing tools that are selected for this test shall utilize state-of-

the-art technology to identify input which causes the Network Product to behave in 

an unspecified, undocumented, or unexpected manner. 

• Fuzz testing tools are a highly sophisticated technology and adaptation to the 

individual protocols in question is needed to be effective. Therefore, there is a lack 

of available effective fuzz testing tools available especially for protocols proprietary 

to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs 

shall acquire fuzz testing tools for those protocols where commercially feasible. 

• It needs to be taken into account that fuzz testing tools might show drastic 

differences in terms of effectiveness. The accredited test lab is expected to have 

sufficient expertise to recognize the level of effectiveness of the available tools. 

• A network traffic analyser on the network product (e.g. TCPDUMP) or an external 

traffic analyser directly connected to the network product and on a tester machine 

is available. 

 

7. Test Objective: - To verify that the network product provides externally reachable 

services which are robust against unexpected input.  

8. Test Plan 

 

NOTE: Tester should perform fuzzing in full mode on each protocol. In case, if the 

completion of fuzzing is not possible in reasonable period (as notified by NCCS) then tester 

can opt for balanced mode fuzzing for such protocols. 

 

8.1. Number of Test Scenarios:  [Separate Testcase for each protocol as notified by NCCS.] 

8.1.1 Test Case:01  

8.1.2 Test Name: ARP Fuzz Test  

8.1.3 Test Description: Tester to perform the ARP fuzzing test on the DUT  

 

8.2 Test Bed Diagram 

 

AP + Controller mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

AP Integrated Mode : 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

Note: Here selecting ARP server test suite in the Defensics means Tool will act as an ARP 

client and DUT will act as ARP server.  

 

8.3 Tools Required: - Black Duck (Defences ) Fuzzing Tool  
 

8.4 Test Execution Steps 
1. Execution of available effective fuzzing tools against the protocols available via 

interfaces providing Application-based protocols of the Network Product for an 

amount of time sufficient to be effective. 
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2. Execution of available effective robustness test tools against the protocols available 

via interfaces providing IP-based protocols of the Network Product for an amount 

of time sufficient to be effective. (Use of TCP/UDP Packets with underlying IP 

packets also works) 

3. For both step 1 and 2: 

o Using a network traffic analyser on the network product (e.g. 

TCPDUMP/Wireshark) or an external traffic analyser directly connected to the 

network product, the tester verifies that the packets are correctly processed 

by the network product. 

o The testers verifies that the network product and any running network service 

does not crash. 

o The execution of tests shall run sufficient times. 

Note: Fuzz testing to be performed with direct connection between the tool and DUT. Also, 

any IDS/IP, firewall to be disabled if present on the DUT during fuzzing. 

 

9. Expected Results for Pass:- A list of all of the protocols of the network product 

reachable externally on an IP-based interface, together with an indication whether effective 

available robustness and fuzz testing tools have been used against them, shall be part of the 

testing documentation. If no tool can be acquired for a protocol, a free form statement 

should explain why not. 

 

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used 

settings, and the relevant output is evidence and shall be part of the testing documentation. 

Any input causing unspecified, undocumented, or unexpected behaviour, and a description 

of this behaviour shall be highlighted in the testing documentation. 

 

COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to 

different non-deterministic variables in their implementation. At some point the tool’s 

documentation may even mention that the failing test shall be repeated to check whether 

it is really a recurring problem or not. The tester shall make best effort to determine if there 

is an issue with NE or the test tool and if necessary, work with the vendor of the network 

product to come to a consensus on the test result outcome. 

 

10. Expected Form of Evidence:- A testing report  which will consist of the following 

information: 

• The used tool(s) name and version information, 

• Settings and configurations used 

• The output log file of the chosen tool that displays the results (passed/failed). 

• Screenshot 

• Test result (Passed or not) 

• Log/evidence tracing possible crashes 

• Any input causing unspecified, undocumented, or unexpected behaviour. 
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11. Test Execution 

Note: Testing to be performed for all externally reachable network and application layer 

protocols supported by the DUT on externally reachable interface. Following general 

instruction needs to be followed by the tester while performing fuzz test: 

 

• Timeout – Acceptable response time before DUT is considered in DOS. This affects 

pass/fail criteria for the test-cases. It should be a value that is mutually agreeable 

between tester and the DUT vendor. 

• TCP Timeout - Time that the test driver will wait for a request to be sent to the 

tested implementation when using TCP transport, provided in milliseconds 

• Fail limit defines the number of consecutive instrumentations that need to be 

unsuccessful for a testcase to be regarded as “Failed”. Typically, a value of either 2 or 

3 is recommended. 

• Instrumentation Frequency determines after how many test cases are run before 

instrumentation is executed. →Recommended value is 1. 

• Collect DUT logs and packet captures and attach them with test-report for issue 

reporting. 

  

11.1 Test Case Number: 01 

11.1.1 Test Case Name: ARP Fuzz Test 

11.1.2 Test Case Description: Tester to perform the ARP fuzzing test on the DUT  

11.1.3 Execution Steps:  

Step 1: Configure the target IP address and the target MAC address  

     
   Step 2: Defensics automatically taken the Virtual IP address as 192.168.21.128.  
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Step 3: Tester has not change anything in the Additional settings  

  
 Step 4: Then Tester navigate to the Interoperability and test the compatibility.  
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 Tester have not changed any thing in the Run control.  

  

  
 Step 5: Tester remains the by-default settings of the CVSS 3.0 section of the Defensics.  
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Step 6: Tester check mark the Valid case Instrumentation   

  
 Step 7: Tester then chooses the Default test suite with 200k test cases  
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Step 8: Tester then clicks on the run to start the test and after that tester can clearly see the 
logs in the Defences   
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During Fuzzing of the ARP server test suite tester verified the logs on the DUT in the below 
snap-shot.  

  

  
Step 9: After running 167172 test cases tester completed the ARP fuzzing test on DUT  
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Step 10: Tester checked the result of the fuzzing test of ARP on the DUT  
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Step 11: Tester downloaded the report of the result from the Defensics to verify the results  
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Step 12: Tester verified from the below screen-shot that the final verdict of this test case is 
PASS  
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11.1.4 Test Observations: While testing DUT it was observed that DUT fuzzing test for ARP 

protocol is Passed by Defences tool. 

11.1.5 Evidence Provided: Screenshot attached and DUT logs. 

(Tester should follow same steps to fuzz all the required protocols). 

 

12 Test Case Results 

 

S.No. TEST CASE NAME  PASS/FAIL  REMARKS  

1  ARP protocol Fuzzing  Pass  While testing DUT it was observed that 

DUT fuzzing test for ARP protocol is 

Passed by Defences tool.  
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2.9.2 Port Scanning  

 

<DUT Details: > Wi-Fi CPE 

<DUT Software Version:>  

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs 

<ITSAR Version No:> ITSAR402122401 and Version: 2.0.0 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.9: Vulnerability Testing Requirements 

2. <Security Requirement No & Name > 1.9.2 Port Scanning 

3. <Requirement Description:> It shall be ensured that on all network interfaces, only vendor 

documented/identified ports on the transport layer respond to requests from outside the 

system.  

List of the identified open ports shall match the list of network services that are necessary for 

the operation of the CPE. 

 

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.2] 

 

4. DUT Confirmation Details: 

• This section involves information about DUT like software/firmware version, 

Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 

AIR-AP1852I-E-K9. The inventory shows model serial no. & model description.  

• DUT TP-Link contains 3.16.9 build firmware version. The model is WR841N. The 

status tab displays LAN IP & wireless SSID information.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 

by running command show inventory on CLI.  

  
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

 
5. DUT Configuration:- Performing manual factory-reset on DUT with the help of pin as below 

image depicts:  

  
After performing factory-reset & configuring management interface on Cisco WLC on DUT. 

Command “Show run-config” is run on DUT to check the interface ips configured:  
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• HTTPS access is enabled by default in DUT as captured on WEB-GUI.  

  
 

6. Preconditions 

- A list of all available network services containing at least the following information shall 

be included in the documentation accompanying the Network Product:  

o all interfaces providing IP-based protocols;  

o the available transport layer protocols on these interfaces;  

o their open ports and associated services per transport layer protocol;  

o and a free-form description of their purposes.  

- The port scanning tool that is used shall be capable to detect open ports on the relevant 

transport layer protocols.  

- NOTE: It might not be possible for certain transport layer protocols (like UDP) to 

unambiguously detect whether a port is open or not by means of external port 
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scanning. Also in some circumstances it might not be efficient to do external port 

scanning, e.g. if there are security measures to limit the rate a system can be probed. 

In those cases the accredited evaluator's test laboratory determines another means 

suitable to verify which ports are open. 

 

7. Test Objective:- To ensured that on all network interfaces, only documented ports on the 

transport layer respond to requests from outside the system 

 

8. Test Plan 

8.1.  Number of Test Scenarios: 1 

8.1.1. Test Scenario for Port Scanning using Nmap 

• All the ports on all available interfaces should be scanned using Nmap.(Additional 

test scenarios are to be taken into consideration if tools like lsof, netstat are used) 

8.2. Test Bed Diagram 

AP + Controller mode : 

 

 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

8.3. Tools Required 

Nmap 

8.4. Test Execution Steps 

1. Verification of the compliance to the prerequisites: 

a. Verification that the list of available network services is available in the 

documentation of the Network Product. 

b. Validation that all entries in the list of services are meaningful and reasonably 

necessary for the operation of the Network Product class  

2. Identification of the open ports by means of capable port scanning tools or other 

suitable testing means. 

3. Verification that the list of identified open ports matches the list of available network 

services in the documentation of the Network Product 

9. Expected Results :- The used tool(s) name, their unambiguous version (also for plug-ins if 

applicable), used settings, and the relevant output containing all the technically relevant 

information about test results is evidence and shall be part of the testing documentation.  

All discrepancies between the list of identified open ports and the list of available network 

services in the documentation shall be highlighted in the testing documentation. 

 

10. Expected Form of Evidence:- Output of ports can and list of identified discrepancies. 

 

11. Test Execution 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_BVT_PORT_SCANNING_NMAP 

11.1.2 Test Case Description: On all network interfaces of DUT, only documented ports 

on the transport layer respond to requests from outside the system 

11.1.3 Execution Steps: 
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• Tester shall scan all the available transport layer protocols ports of the DUT using 

nmap with the following command 

For Example 

- For scanning TCP Ports, use below command. 

• sudo nmap -sT -PN -n -sV -T4 -p- -oN <DUT_IP> 

• sudo nmap -p 1-65535 -T4 -A -v <DUT IP> (Default scan of TCP ports only) 

- For scanning UDP Ports, use below command. 

• sudo nmap -sU -PN -n -sV -T4 -p- -oN <DUT_IP> 

- For scanning SCTP Ports, use below command. 

• sudo nmap -sY -PN -n -sV -T4 -p- -oN <DUT_IP> 

o -sT : TCP connect scan. 

o -sU : UDP scan 

o -sY : SCTP scan 

o -PN : Don’t ping 

o -n : Disable reverse DNS 

o -p : Scan all ports 

o -oN : Output scan is normal. File specification , requests normal output be 

directed to given filename. 

o -T4: Faster Execution  

o -sV : Service Version 

• Verify the result of the TCP PORT Scan  
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• Verify the result of the UDP PORT Scan 

 
 

• Tester then shall verify if the ports mentioned as open by nmap on all the interfaces 

match the list provided by the vendor and also verify that no extra port is opened. 

(Note: This step has OEM dependancy). 

 

11.1.4 Test Observations: 

➢ Case 1: All the ports discovered to be open by port scanning tool match 

exactly to the list provided by the OEM 

11.1.5 Evidence Provided: - Output of port scan. 

 

12. Test Case Results 

 

S. No TEST CASS NAME PASS/FAIL Remarks 

1 TC_BVT_PORT_SCANNING 
_NMAP 

 

OEM 
Dependent 

Port scan results to be 
verified against OEM 
document for list of open 
ports. 
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1.9.3: SSID Scanning  

  



343 
 

1.9.4: Vulnerability Scanning   
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Section 1.10: Operating System 

 1.10.1: Handling of ICMP   

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  : to be filled up 

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.10 Operating System 

2. <Security Requirement No & Name > 1.10.1: Growing Content Handling 

3. <Requirement Description: >  

a) Growing or dynamic content shall not influence system functions. 

b) A file system that reaches its maximum capacity shall lead to an event getting 

logged with appropriate message parameters and shall not stop Wi-Fi CPE from 

operating properly. Therefore, countermeasures shall be taken to ensure that this 

scenario is avoided. The countermeasures are usage of dedicated filesystems, 

separated from main system functions, or quotas, or at least a file system 

monitoring 

4. DUT Confirmation Details: 

<screenshot> 

5. DUT Configuration: To configure the DUT for handling mechanism for log over 

flow and file system reaching max capacity 

 

6. Preconditions:- OEM shall provide instruction to verify the DUT protection 

mechanism against log overflow(or any growing content) and file max capacity. The 

tester shall need the OS access level of the DUT 

 

7. Test Objective:- DUT filesystem reaching its maximum capacity is to be logged with 

appropriate message parameters and shall not stop the CPE from functioning 

properly. Also there should exist countermeasures. 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check DUT’s handling mechanism for log overflow 

8.1.2. Test Scenario to check DUT’s handling mechanism for file max capacity 

 

8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

AP Integrated Mode : 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 
please check OEM datasheet. 

8.3. Tools Required 

• DUT  

8.4. Test Execution Steps 

• The tester shall verify from the OEM documentation for the supported 

protection mechanism for log overflow 

• The tester shall generate logs to fill up the threshold to verify the DUT’s 

supported mechanism to handle it 
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• The tester shall also check the working condition of the DUT 

• The tester shall create a file directory and attempt to fill up the storage 

space exceeding threshold and verify DUT’s protection mechanism against 

it, also verifying the DUT’s status 

 

9. Expected Results for Pass: DUT handles the log overflow and file max capacity 

without affecting its the working condition  

 

10. Expected Format of Evidence: Screenshots of DUT CLI (at OS level) 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name check DUT’s handling mechanism for log overflow 
11.1.2 Test Case Description:  The following test case is done to verify the DUT’s 

handling mechanism for log overflow 

11.1.3 Execution Steps: 

• Access the DUT’s CLI and access the config mode 

• Enter “sh logs” to see the log entries 

 

 

 
Here when we generate logs , the main file upon reaching the threshold of 5MB(in 

uncompressed format) , it starts making archives of it (from 1 – 10), once the 10th archive 

of the main file reaches , it gets deleted and a new log entry is appended at the start 

 
(in case of split) 

On 9800 Controller, you can change these parameters in the Configuration -

> AP Join profile, under Management. 
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This will ensure that the AP syslogs the log output to the external syslog server 

11.1.4 Test Observations: 

• It was observed that in log overwriting is used to handle logs 

• The AP can also be configured through the controller to unicast the syslog 

to a specific server 

11.1.5 Evidence Provided: - Screenshots provided above 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name check DUT’s handling mechanism file max capacity 
11.2.2 Test Case Description:  The following test case is done to verify the DUT’s 

handling mechanism for file max capacity 

11.2.3 Execution steps 

• Initially logged into the test machine by providing the right credentials and 

created a large file as described in the below screenshots by providing the 

command dd if=/dev/zero of=demo2.txt bs=1M count=5120 within the 

test machine terminal. A large file of 5.4 GB will be created as shown below 

in the screenshot. 

 

 
Fig 2: Creation of large file. 

 

• The screenshot below displays the exact directory location where the 

created demo.txt file is stored after listing the directories within the system. 
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Fig3: Large file created and Stored within a directory. 

 

• To display the command for the file system  give the command show file-

system summary. The provided screenshot describes the file system 

summary of the router, which includes the file paths of different directories. 

 

 
Fig 4: Displaying the file system within the memory before loading 

the file. 

• Transfer the demo.txt file from the system to the storage unit of the router 

by files download URL scp://192.168.129.13/home/sravani/demo2.txt 

user sravani vrf mgmt-vrf and providing the accurate password when 

prompted. The below screenshot displays the DUT Response when the file 

size goes beyond the threshold value of the router memory space then the 

DUT responds Failure writing output to destination. The directory limit of 

/mnt/onl/images is 1.9GB 
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Fig 5: DUT response after loading the large file. 

 

• The screenshot below displays the usage limit reached 100 per cent 

corresponding to the file path /mnt/onl/config where demo2.txt file was 

loaded to obtain a response from DUT on this action 

 

 
Fig 6: Shows file system within the memory after loading the file. 

Even though there was more amount of file pending to be uploaded, the DUT didn’t let the 

complete upload 

11.2.4 Test Observations: - It was observed that the DUT does not allow mounting 

of files after a threshold 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1     check DUT’s handling      
mechanism for log overflow 

FAIL  

2    check DUT’s handling  
mechanism file max capacity 

Pass  
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1.10.2: Privilege Escalation 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.10 Operating System 

2. <Security Requirement No & Name > 1.10.2: Privilege Escalation 

3. <Requirement Description: > Processing of ICMP version 4 (ICMPv4) and ICMP 

version 6 (ICMPv6) packets which are not required for operation shall be disabled on 

the Wi-Fi CPE. There are certain types of ICMPv4 and ICMPv6 that are not used in most 

networks, but represent a risk. ICMP message types which on receipt lead to responses 

or to configuration changes are not mentioned in this requirement, but they may be 

necessary to support relevant and specified networking features. Those must be 

documented. Certain ICMP types are generally permitted and do not need to be 

specifically documented. Those are marked as "Permitted" in the table below.  

 
WiFi-CPE shall not respond to, or process (i.e., do changes to configuration) under any 

circumstances certain ICMP message types as marked in the below table. 
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4. DUT Confirmation Details: 

 

5. DUT Configuration: Configure the  DUT to accept/deny/process/send/respond to 

certain ICMP types of messages as per the requirement  

 

6. Preconditions:- OEM shall provide instruction to enable/disable ICMPv4 and ICMPv6 

packets which are as per the requirement 

 

7. Test Objective:- To check DUT to accept/deny/process/send/respond to certain ICMP 

types of messages as per the requirement 

 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario whether DUT denies the unallowed ICMP ipv4 and ipv6 type 

packets 

8.1.2. Test Scenario to check whether DUT’s configuration changes after certain 

ICMP type packets 

8.1.3. Test Scenario to test whether DUT has optional type ICMP packets disabled 

by default 

 

8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

AP Integrated Mode : 

 
 

Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

 

8.3. Tools Required 

- DUT  

8.4. Test Execution Steps :- Initiate a factory reset to bring the DUT to its default state 

The Tester Trigger samples of the certain ICMP types of messages from the tester 

machine (e.g., Scapy) to the DUT and verifies by appropriate means.  

The Tester shall Capture the traffic between DUT and Test machine through 

Wireshark and do analysis the logs of DUT 
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9. Expected Results for Pass: DUT doesn’t permit the unallowed ICMP packets as 

mentioned in the requirement , DUT doesn’t change its core configuration after certain 

icmp packets 

 

10. Expected Format of Evidence: Screenshots  

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: DUT denies the unallowed ICMP ipv4 and ipv6 type packets 
11.1.2 Test Case Description: The tester shall verify if the DUT doesn’t allow the 

ICMP packets that are mentioned as Non permitted in the requirement 

11.1.3 Execution Steps:  

• The Tester creates the python script using Scapy to send specified types of 

ICMPv4 and ICMPv6 messages to DUT from Test machine. Screenshot of the 

python scripts attached below, 
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• The Tester initiates a ICMPv4 and ICMPv6 traffic using Python script  
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• The Tester captures the traffic between DUT and the Test Machine through 

Wireshark and analyze the output. 

       

 Neighbour Solicitation & Neighbour Advertisement 

 
 

Time stamp & timestamp reply 

 
 

 



356 
 

 
 

Redirect  

 
(here the tester must notice that the redirect packet sent here is the malformed redirect 

packet. The Dut may reject the packet due to its malformed nature rather than it being 

redirect. Hence the tester must send a legitimate Redirect packet as below) 

 

• The Tester observed that DUT is dropping the blocked ICMP packets as shown in 

Wireshark. 

• The Tester observed that the DUT doesn’t reply to certain ICMP type messages 

which are not required for operation. 

Note : As per mentioned in the 2nd part of the table , the requirement is to be tested 

without any packet filtering (eg. ACL) but in its default state 

 

11.1.4 Test Observations: 

• The ICMP messages which are "Not Permitted" or "Optional" to generate a 
response from the network product do not generate a response. 
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• The ICMP messages which are "Not Permitted" to change the configuration 
of the network element do not change the configuration. 

• ICMP message types which lead to responses or to configuration changes on 
receipt, if neither mentioned in the requirement nor in the documentation 
are not enabled. 
 

11.1.5 Evidence Provided:- Screenshots 

 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1     to check the disabling of icmp         
packets not necessary 

FAIL  
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1.10.3 System account identification  

 

<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 

1. <ITSAR Section No & Name> Section 1.10 Operating System 
2. <Security Requirement No & Name > 1.10.3: System account identification 
3. <Requirement Description: >  Each system account in Operating system of the 

CPE shall have a unique identification, the OEM to provide information on 
implementation mechanism for this requirement.  

4. DUT Confirmation Details: 
5. DUT Configuration: 
6. Preconditions:-  OEM shall provide confirmation that each system account in 

Operating system of the CPE shall have a unique identification. OEM should share 
the supporting document. 

7. Test Objective 
To check DUT’s doesn’t support/disable privilege escalation without 
authentication 

8. Test Plan 
8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check whether all newly created system 
accounts having a unique identification (UID). 
 
 

8.2. Test Bed Diagram 
 

 

   
 
 

8.3. Tools Required 
• DUT  
8.4. Test Execution Steps 
• The Tester shall create multiple system accounts on DUT. 
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• The Tester shall check whether all newly created system accounts having a 
unique identification (UID). 

 
9. Expected Results for Pass: 

 
10. Expected Format of Evidence: Screenshots  
 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: Unique UID 
11.1.2 Test Case Description:  The Tester shall check whether all newly created 

system accounts having a unique identification (UID).. 
11.1.3 Execution Steps: In DUT, there is no option to create any system or user 

account 
11.1.4 Test Observations: The Tester verified the UIDs are not different and, in 

particular, only the root account should have UID = 0 
11.1.5 Evidence Provided:- Screenshots 

 
 

12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  Unique UID PASS No feature to create a 
user account 
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2.10.4 OS-Hardening Kernel Security  

 
<DUT Details: > Ex: Router  
<DUT Software Version:>  
<Digest Hash of OS>  
<Digest Hash of Configuration>  
<Applicable ITSAR: >   
<ITSAR Version No:>  
<OEM Supplied Document list: >   
 
1. <ITSAR Section No & Name> Section 1.10 Operating System 
2. <Security Requirement No & Name > 1.10.4: OS-Hardening Kernel Security 
3. <Requirement Description: > OEM may submit the process for OS Hardening 

undertaken to justify that the OS is sufficiently hardened and Kernel based applications 
/ functions not needed for the operation of the CPE are deactivated. OEM to provide 
information on steps taken in this regard. 
 

4. DUT Confirmation Details: 
5. DUT Configuration: 
6. Preconditions: - OEM shall provide OS Hardening undertaken and provide information 

on steps taken in this regard. 
7. Test Objective: - To check DUT’s support OS Hardening 
8. Test Plan 

8.1. Number of Test Scenarios: 
8.1.1. Test Scenario to check DUT support OS Hardening from OEM documents 
8.1.2. Test Scenario to check OS Hardening functions of DUT 

8.2. Test Bed Diagram 
 

 

   
8.3. Tools Required 

• DUT  
8.4. Test Execution Steps 

• The Tester reviews the process for OS Hardening undertaken from OEM 
that justify that the OS is sufficiently hardened. 

• The Tester shall verify that IP Packet Forwarding / Proxy ARP / Directed 
broadcast / IP Multicast / Gratuitous ARP feature are disabled by default on 
the network product. 

• The Tester reviews the process for OS Hardening undertaken from OEM 
that justify that the OS is sufficiently hardened). 
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9. Expected Results for Pass: 

 
10. Expected Format of Evidence: Screenshots  

 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: OS Hardening from OEM documents 
11.1.2 Test Case Description:  The Tester reviews the process for OS Hardening 

undertaken from OEM that justify that the OS is sufficiently hardened. 
11.1.3 Execution Steps: 

Note: Software test document is not available with lab because this is the market 
purchased product used for demo testing. 

11.1.4 Test Observations: 
Note: Software test document is not available with lab because this is the market 
purchased product used for demo testing. 

11.1.5 Evidence Provided:- Screenshots 
 
 

11.2 Test Case Number: 02 
11.2.1 Test Case Name: OS Hardening of DUT 
11.2.2 Test Case Description:  The Tester shall verify that IP Packet Forwarding / Proxy 

ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature are disabled by 
default on the network product. 

11.2.3 Execution Steps: The Tester checked the DUT and found that there is no IP Packet 
Forwarding / Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP 
feature shown in DUT. 
The Tester shall review the OEM document to verify the OS hardening document. 

11.2.4 Test Observation: - OEM Undertaking required Evidence 
 

 
12. Test Case Result: 
 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  OS Hardening from OEM  No OEM document 
available 

2 OS Hardening of DUT  No OS Hardening 
functions observed 
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1.10.5: Protection from buffer overflows 

 

<DUT Details: > Ex: Router  

<DUT Software Version:>  

<Digest Hash of OS>  

<Digest Hash of Configuration>  

<Applicable ITSAR: >   

<ITSAR Version No:>  

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section 1.10 Operating System 

2. <Security Requirement No & Name > 1.10.5: Protection from buffer overflows 

3. <Requirement Description: >  Kernel based network functions not needed for the 

operation of the network element shall be deactivated.  

In particular, the following ones shall be disabled by default: 

a) Proxy Address Resolution Protocol (ARP) (to prevent resource exhaustion attack 

and man-in-the-middle attacks) 

b) Directed broadcast (to prevent attacks like Smurf, Denial of Service etc.,) 
c) IPv4 Multicast handling. In particular, all packets with IP source or destination 

address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) 

shall be discarded by default and multicast route caching and forwarding shall be 

disabled to prevent Smurf and Fraggle attacks. A configuration option shall be 

available to enable the IPv4 multicast handling if required. 

d) Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks) 

 

4. DUT Confirmation Details: 

5. DUT Configuration: No configuration needed 

6. Preconditions OEM shall provide OS Hardening undertaken and provide information 

on steps taken in this regard. 

  The tester should do factory reset of the DUT. 

7. Test Objective:- To check DUT support OS Hardening functions and verify the 

compliance as per the requirement 

8. Test Plan 

8.1. Number of Test Scenarios: 

8.1.1. Test Scenario to check DUT support OS Hardening from OEM documents 

8.1.2. Test Scenario to check OS Hardening functions of DUT 
8.2. Test Bed Diagram 
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Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

AP Integrated Mode : 

 

Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

8.3. Tools Required 

• DUT  

8.4. Test Execution Steps 

• The Tester reviews the process for OS Hardening undertaken from OEM that 

justify that the OS is sufficiently hardened. 

• The Tester shall verify that IP Packet Forwarding / Proxy ARP / Directed 

broadcast / IP Multicast / Gratuitous ARP feature are disabled by default on the 

network product. 
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• The Tester reviews the process for OS Hardening undertaken from OEM that 

justify that the OS is sufficiently hardened). 

 

9. Expected Results for Pass: The DUT has kernel based functions disabled which can 

harden the OS security 

10. Expected Format of Evidence: Screenshots  

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: OS Hardening from OEM documents 

11.1.2 Test Case Description: The Tester reviews the process for OS Hardening 

undertaken from OEM that justify that the OS is sufficiently hardened. 

11.1.3 Execution Steps:  

o The tester reviews the OEM documents for the kernel based functions 

supported in the DUT 

o The tester shall use the commands to check if the following kernel based 

functions are disabled- IP Packet Forwarding, Proxy Address Resolution 

Protocol (ARP), Directed broadcast, Gratuitous ARP messages, IPv4 Multicast 

handling. 

o For proxy ARP verify that  

 net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file. 

For directed broadcast verify that  

net.inet.ip.directed-broadcast=0 

Similarly it can be checked for the other OS Hardening functions too if they are 

disabled as per the OEM documents 

11.1.4 Test Observations: 

Note: Software test document is not available with lab because this is the market 

purchased product used for demo testing. 

11.1.5 Evidence Provided 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: OS Hardening of DUT 

11.2.2 Test Case Description:  The Tester shall verify that IP Packet Forwarding / 

Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP feature are 

disabled on the network product. 

11.2.3 Execution Steps: 

(a) (For Proxy ARP) 

• The tester shall connect the DUT with the two test machines in two of its 

interfaces  
Host 1 is connected to IF1 on subnet A 

Host 2 is connected to IF2 on subnet B 

• The network analyzer on the DUT is configured to capture all the packets through 

the DUT 
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• Host 1 is connected to DUT on interface eth0 

 

• Host2 is connected to DUT on interface mgnt 
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• Broadcast an ARP request from Host 1 on Subnet A to discover the MAC of Host 2 on 

subnet B. Since the ARP request is a broadcast, it reaches all nodes in the Subnet A, 

which include the IF1 interface of the network product, but it does not reach Host 2 

 

• Verify that the network product correctly receives this packet but that it does not 

send an ARP reply to Host 1 with its own MAC address. 
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The same can be checked on wireshark 

 

(for IPV4 multicast handling) 

• Here the tester verifies that ipv4 addresses (source and destination) aren’t running 

on broadcast addresses 

• Verify that none of the network product's interfaces is running Multicast (e.g. typing 

command ip maddr or ifconfig (for Unix embedded) 

 

• Host 1 is connected to DUT on interface eth0 
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• Host2 is connected to DUT on interface mgnt 
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Its observed that both the interfaces on which Hosts are connected to the DUT have 

MULTICAST running 

 

(for Gratuitous ARP) 

 
 

• Craft a gratuitous ARP request  

 
• Send a Gratuitous ARP request from Host 1, i.e. an ARP request where the 

source and destination IP are both set to an IP address different from the 

one already cached in the network product ARP Cache for Host 1 and the 

destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.  

 
• Verify that the network product correctly receives this packet but discards 

it and that the ARP Cache is not updated.  
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• The same can be observed on wireshark (packets captured at the DUT) 

(for broadcast handling) 

 
• Host 1 is connected to DUT on interface eth0 

 

• Host2 is connected to DUT on interface mgnt 
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• Send an ICMP ECHO message from Host 1 to ping a broadcast address  

 Host 1 (Subnet A) sends a packet with the destination broadcast 
address of Subnet B (10.200.2.255) 

 

•  Verify that the network product doesn't respond to the ping.  

Capture the same on tcpdump at the DUT 

 

The same can be seen on wireshark 
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• Send an ICMP timestamp request (ICMP type 13) from host 1 to a broadcast 

address  

• Verify that the network product doesn't respond to the timestamp request 

 

11.2.4 Test Observation 

It was observed that DUT doesn’t respond to the arp request from Host 1 on behalf of 

Host 2(proxy arp) 

DUT does’nt respond to the directed broadcast request sent from Host 1 

DUT does have MULTICAST running on the interfaces connected to the Hosts 

DUT does not update the ARP cache upon receiving the Gratuitous ARP request from 

Host 1 

11.2.5 Evidence:- Screenshots provided above 
 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  OS Hardening from OEM  No OEM document 
available 

2 OS Hardening of DUT Fail MULTICAST is 
running on the 

interfaces connected 
to the DUT 

<test bed diagram with correct IP addr> 
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1.10.6: External file system mount restrictions 

 
<DUT Details: > Ex: Router 

<DUT Software Version:> 

<Digest Hash of OS> 

<Digest Hash of Configuration> 

<Applicable ITSAR: >   

<ITSAR Version No:> 

<OEM Supplied Document list: >   

 

1. <ITSAR Section No & Name> Section  2.10 Operating System 
2. <Security Requirement No & Name > 2.10.6 No automatic launch of    

removable media 
3. <Requirement Description: > The Network product shall not automatically launch 

any application when removable media device such as CD, DVD, USB-Sticks or USB-
Storage drive is connected. If the operating system supports an automatic launch, it 
shall be deactivated unless it is required to support availability requirements. 

4. DUT Confirmation Details: 
5. DUT Configuration: -  
6. Preconditions:- If the network product is provisioned with the necessary physical 

ports/drives (CD/DVD drive, USB port, etc.) then the 
        test case applies. 

7. Test Objective:- To test if DUT does’nt permits automatic launch of application 
when removable media is attached 

8. Test Plan 
8.1. Number of test scenerios ; 01 

8.1.1. Test scenario to check if DUT permits launch application on its own  

8.2. Test Bed diagram 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 
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AP Integrated Mode : 

 
Note : The execution steps remain same for all the above scenarios. Further scenarios 

please check OEM datasheet. 

8.3. Test execution steps : 

o Connect the removable media to DUT.  

o Verify removable media does not automatically launch after connecting to        

DUT.  

o Reload the DUT to verify if the removable drive is not accessible by default. 

9. Expected Results: - DUT doesn’t permit the mounting of removable media unless 

done manually 

10. Expected Format of Evidence 

11. Test Execution 

11.1 Test Case Number : 01 

11.1.1 Test Case Name: Automatic launch from removable media 

11.1.2 Test Case Description: To test if DUT permits automatic launch of application 

when removable media is attached 

11.1.3 Execution Steps: 

i) Load a removable drive with relevant files to DUT.  
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The removable media was formatted with FAT32 format, which supports Linux file 

system. The above script in autorun.sh will launch a new document . 

ii)Connect the removable media to DUT and check if the DUt doesn’t support the 

launch of the application   

 
The script requires the access to bash shell to execute.   

 No popup or prompt message was observed after removable media (USB) is 

connected. 

Reload the DUT to verify if the removable drive is not accessible by default 

 
The above screenshot shows that no USB was detected. 

 

11.1.4 Test Observation :- It was observed that DUT doesn’t launch any application 

 

1. Test Result 

S. 
No  

TEST CASE NAME  PASS/FAIL Remarks 

1  Automatic launch from removable media PASS  
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Section 1.11: Web Interface  

1.11.1 HTTPS Support 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.1: HTTPS Support 

3. <Requirement Description: >The communication between Web client and Web 

server to be protected using industry standard secured communication protocols 

TLS/HTTPS. Cipher suites with NULL encryption shall not be supported. CPE to be 

protected against sniffing and side jacking attacks. 

 

4. DUT Confirmation Details:  Screenshot below shows the DUT name ( Primary AP 

Name) , Model number, Serial Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

 
 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And 

Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as 

Show in the below Screenshot. 

 
Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required 

and click Next 

 
 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
 

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-

up wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

• Network product documentation containing information about supported Web 

Servers and Protocol to communicate with the Web Server in the DUT is 

provided by the vendor. 

• A peer implementing the security protocol same as the one configured by the 
vendor on DUT for Web Server, (e.g., HTTPS client) shall be available. 

• Tester has HTTPS access to DUT. 
 

7. Test Objective: 

• The communication between Web client and Web server shall be protected 

using TLS. 

• Cipher suites with NULL encryption shall not be supported. 
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8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Test scenario to check whether the communication between the 

client   

and server is over http. 

8.1.2 Test Scenario to check whether the DUT supports NULL encryption.  

8.1.3 Test Scenario to check what are the ciphers supported by the DUT 

and 

which TLS version is being used. 

 

 

8.2  Test Bed Diagram 

 

 
 

8.3 Tools Required 

- Testssl 

-  Browser 

8.4 Test Execution Steps 

− Open any web browser and initiate a connection to the target server using the 

HTTP protocol to verify whether the communication between the client and 

server occurs over HTTP. 

− The tester initiates a connection to the target server using the SSL/TLS 

protocol, specifying a particular version (e.g., TLS 1.0, TLS 1.2). 

− Take note of the cipher suites supported by the Device Under Test (DUT) 

during the SSL/TLS handshake. 

− Follow the steps for each supported cipher suite, both secure and weak, to 

thoroughly test the server's configuration. 
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− Check all supported ciphers and verify that the DUT supports secure ciphers. 

Ensure that the server does not support null encryption. 

Note: Utilize an automated tool such as Testssl to streamline and automate the 

testing process. 

− Verify CPE is protected against sniffing and  sidejacking attacks. 

 

9. Expected Results for Pass: 

Case 1: The Device Under Test (DUT) should not support HTTP; instead, 

communication between the client and web server should exclusively utilize the 

HTTPS protocol. 

Case 2: The ciphers supported by the Device Under Test (DUT) should align with the 

recommendations outlined in the Cryptography ITSAR. 

 

10. Expected Format of Evidence: Screenshots of Testing  

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC1_HTTPS 

11.1.2 Test Case Description: verify that Device Under Test (DUT) should not support 

HTTP 

11.1.3 Execution Steps: 

Step 1: Open browser and navigate to http://172.16.1.50 and observe that it is redirected 

to https://172.16.1.50. 

 

 

https://172.16.1.50/
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11.1.4 Test Observations: DUT has successfully redirected a user to secure channel. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC2_ SUPPORT_ CIPHERS 

11.2.2 Test Case Description: The communication between Web client and Web server 

shall be protected using TLS. 

11.2.3 Execution Steps: 

Step 1: Open kali Linux and type the command “testssl https://172.16.1.50” and observe 

the response  



384 
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From the above image, we verified the fingerprints, signature, TLS version, supported 

cipher and null encryption by the server.  

 

11.2.4 Test Observations:  

• The communication channel between the Network product and its client is 

encrypted using TLSv1.2, 

▪ The DUT supported the weak cipher, Fingerprint and signature algorithm 
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12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC1_HTTPS PASS  
 

2 TC2_ SUPPORT_ CIPHERS Fail DUT supported the weak cipher, 
Fingerprint and signature 

algorithm 
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1.11.2: logging 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.2 logging 

3. <Requirement Description: > Access to the webserver (both successful as well 

as failed attempts) shall be logged. The web server log shall contain the following 

information: 

o Access timestamp 
o Source (IP address) 
o Account (if known) 
o Attempted login name (if the associated account does not exist) 

o Relevant fields in http request. The URL should be included whenever 
possible. 

o Status code of web server response 

4. DUT Confirmation Details:  Screenshot below shows the DUT name ( Primary AP 

Name) , Model number, Serial Number, Software Version. 
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DUT Configuration Checksum: 

 
 

5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

 
Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And 

Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as 

Show in the below Screenshot. 
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Step 3 : Enter the Desire Credentials for admin account creation and click start 

 
Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required 

and click Next 
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Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions 

− Network Product documentation which contains information on log file location 

and procedure to access it. 

− Tester has the necessary privileges to access the log files. 
− Test environment with a Web Browser. 

 

7. Test Objective: Verify that all accesses to the webserver are logged with the required 

information. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check whether the web server is logging the user logging 

 

8.2  Test Bed Diagram 
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8.3 Tools Required:- Browser 

8.4 Test Execution Steps 

 

− Power up the testbed 

− The tester tries to login to the webserver using the correct and incorrect login 

credentials. 

− The tester verifies whether the login attempts were logged correctly with all 
the required information. 

9. Expected Results for Pass: 

Case 1: All webserver events are logged with all of the required information. 

 

10. Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 

11.1 Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_WEBSERVER_LOGGING 

11.1.2 Test Case Description:  Verify that all accesses to the webserver are logged with 

the required information 

The web server log shall contain the following information:    

− Access timestamp - Source (IP address)   

− Account (if known)  

− Attempted login name (if the associated account does not exist)  

− Relevant fields in http request. The URL should be included 

whenever possible.  

− Status code of web server response 

11.1.3 Execution Steps: 

Step 1 : Connect to the network with right and wrong credentials.  

Step 2: Navigate to advanced > logging and observe the logs.  

Step 3: Observed the logs are generating for both Success and Failed login attempts. 
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11.1.4 Test Observations: The CPE has failed to log all the information 

 

12Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_WEBSERVER_LOGGING FAIL  CPE has failed to log all the 
information 
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1.11.3 HTTP User sessions 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.3: HTTP User sessions 

3. <Requirement Description: >  

o The session ID shall uniquely identify the user and distinguish the session from all 
o other active sessions. 
o The session ID shall be unpredictable. 
o The session ID shall not contain sensitive information in clear text (e.g., account 
o number, social security, etc.). 
o In addition to the Session Idle Time out. 
o Session IDs shall be regenerated for each new session (e.g. each time a user logs 

in). 
o The session ID shall not be reused or renewed in subsequent sessions. 
o The CPE shall not use persistent cookies to manage sessions but only session 

cookies. 
o Where session cookies are used the attribute 'Http Only' shall be set to true. 
o Where session cookies are used the 'domain' attribute shall be set to ensure that 

the cookie can only be sent to the specified domain. 
o Where session cookies are used the 'path' attribute shall be set to ensure that the 

cookie can only be sent to the specified directory or sub-directory. 
o The CPE shall not accept session identifiers from GET/POST variables. 
o The CPE shall be configured to only accept server generate session ID's. 
 

4. DUT Confirmation Details: Screenshot below shows the DUT name ( Primary AP 

Name) , Model number, Serial Number, Software Version. 
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DUT Configuration Checksum: 

 
5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 
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Step 3 : Enter the Desire Credentials for admin account creation and click start 

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 
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Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

- Enable https on DUT  

- The tester has administrative privileges 

- A tester machine is available. 

- Test environment with a Web Browser. 

- The Network Product uses a session ID that is communicated between the 

client and Network Product to establish and maintain a session. 

- Documentation describing how a session is maintained and where the session 

ID is stored / and how this is communicated and after how long sessions 

expire. 

- The documentation should describe the algorithm used to generate the session 

IDs 

7. Test Objective: Verify that the above 12 session ID and session cookie requirements have 

been met. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check whether the user session ID is unique from other active sessions. 

8.1.2 Checking for the session ID vulnerabilities 

8.1.3 Check whether the session ID is disclosing any sensitive information in clear 

text / regeneration for each new session. 

8.1.4 Check whether the cookie is set to “max-age”, “Http Only”, “domain” attribute, & 

“path” attribute. 

8.1.5 Check if the CPE is not accepting session identifiers from GET/POST variables. 

8.1.6 Check if the CPE has been configured to only accept server-generated session 

IDs. 

8.1.7 Check if Session ID's are regenerated for each new session In addition to the 

Session Idle Timeout 
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8.2 Test Bed Diagram 

 

 
 

8.3 Tools Required 

- Browser 

- Burp Suite 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Web Server in the browser. 

− Access the Cookies and Session IDs and analyse them. 

− The tester logs in repeatedly with different user IDs and a number of times 

with the same user ID in a row and collects the session IDs according to the 

documentation and the user IDs associated with them. The tester verifies that: 

o a. The session IDs are different between sessions of the same and 

different users; 

o b. The session IDs seems random based on his/her own experience. The 

tester may use tests like the bitstream test or the count-the-1s-tests 

from the diehard test suite. The tester documents how randomness was 

verified;  

o c. The session IDs are always different between sessions, also when the 

user ID is the same. 

- The tester verifies that when session cookies are used 

o a. neither the "expire" or the "max-age" is set; 

o b. the 'HttpOnly' is set to true; 

o c. the 'domain' attribute is set to the correct domain; 

o d. the 'path' attribute is set to the correct directory or sub-directory. 
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- The tester verifies that it is impossible to: 

o a. access a session by retrieving the session ID and communicating the 

session ID through a POST or GET variable. 

o b. generate a session ID on the client by attempting to login with a custom 

generated session ID. 

o c. keep a session alive for longer than the configured maximum lifetime (by 

default 8 hours). 

9. Expected Results for Pass: 

− A list of session IDs and user IDs that are different between sessions even 

when the tester has logged in with the 

− same user and that are unpredictable as is confirmed by the entropy 

calculation. 

− A confirmation from the tester that the correct variables are indeed set. 

− A denied access to the tester when attempting the login via GET and POST 

when using and an expired session. 
 

10. Expected Format of Evidence: 

− Session IDs follow the rules 1-3, 5, 6. 

− A session times out after 8 hours or sooner according to the documentation. 

− The correct cookie settings are used. 

− The network product does not accept customly generated session IDs and that 

session IDs over GET or POST are ignored. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_SESSIONID_UNIQUE_TESTS 

11.1.2 Test Case Description:  Verify user session ID is unique from other active 

sessions. 

11.1.3 Execution Steps: 

Step 1 : Open browser and navigate to https://172.16.1.50 and attempt a login then send 

the request to repeater 
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Step 2: Observe the response from server with a unique session id that is created for the 

user admin 



404 
 

 
Step 3: Repeat the same steps for user cisco and observe that different session id is created. 

 

 

11.1.4 Test Observations: During the testing process DUT has created unique session 

ids for two different users 
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11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_SESSIONID_VULNERABILITIES_TESTS 

11.2.2 Test Case Description:   

− To check for predictable sessionID  

− To check for regeneration of sessionID for each new session,  

− To check if subsequent sessions are not reused or renewed,  

− To check if CPE is not using persistent cookies to manage sessions 

but only session cookies. 

11.2.3 Execution Steps: 

1. To check for predictable sessionID: 

Step 1: Open the browser and go to https://172.16.1.50 capture the login request and 

send it to the repeater. 

 

 

Step 2: Delete the session ID from the request and send and observe that a session id is 

created in the response. 
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Step 3:Now send the same request to the Intruder. 

 
Step 4: In the Intruder, navigate to the payloads tab.  

Step 5: Change the payload select Null payloads and make the required changes in 

settings as given in the screenshots below. 
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Step 6: Copy the set cookie sessionId. 

 

Step 7: Add it in the grep-extract. 
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Step 7: Start the attack by clicking on "Start 

 

 

2. To check for regeneration of sessionID for each new session: 

Step 1: Login with admin credentials over GUI intercept the request then send it to 

repeater and check for the sessionID 
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Step 2: Login with cisco credentials over GUI intercept the request then send it to 

repeater and check for the sessionID. 
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411 
 

 

Step 3: Observe if the session ID’s are regenerated for each new session. 

3. To check if subsequent sessions are not reused or renewed: 

Step 1: Login with admin credentials over GUI intercept the request then send it to 

repeater and check for the sessionID. 
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Step 2: Login with cisco credentials over GUI intercept the request then send it to 

repeater and check for the sessionID. 
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Step 3: Observe if the sessionID’s are not reused or renewed 

 

4. To check if CPE is not using persistent cookies to manage sessions but only session 

cookies 

Step 1: Login over GUI with two different credentials and observe if the CPE is not using 

persistent cookies to manage sessions but only session cookies. 
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11.2.4 Test Observations:  

• the session id is unpredictable. 

• t was observed that the session ID’s are regenerated for each new session 

• it was observed that the session ID’s are not reused or renewed 

• it was observed that the CPE is not using persistent cookies to manage sessions but 

only session cookies 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: TC_SESSIONID_ SENSITIVE_INFORMATION_TESTS 

11.3.2 Test Case Description:  Verify that the session ID is disclosing any sensitive 

information in clear text / regeneration for each new session. 

11.3.3 Execution Steps: 

Step 1: Login with admin credentials over GUI, intercept the request then send it to 

repeater and check for the sessionI D. 
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Step 2: Login with cisco credentials over GUI intercept the request then send it to 

repeater and check for the sessionID. 
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11.3.4 Test Observations: During the testing process it has been observed that session 

ID’s is not disclosing any sensitive information in clear text / regeneration for each 

new session. 

 

11.4 Test Case Number: 04 

11.4.1 Test Case Name: TC_SESSIONID_COOKIE_ATTRIBUTE 

11.4.2 Test Case Description:  Verify that the cookie is set to “max-age”, “HttpOnly”, 

“domain” attribute, & “path” attribute. 

11.4.3 Execution Steps: 

Step 1: Open browser and navigate to https://172.16.1.40 and login with valid 

credentials.  

Step 2: Press “f12” and navigate to cookie tab and observe that the cookie is properly set 

with “max-age”, “HTTP Only”, “domain” attribute, & “path” attribute. 
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11.4.4 Test Observations: During the testing process it has been observed that DUT is 

properly set the cookie with “max-age”, “HTTP Only”, “domain” attribute, & “path” 

attribute. 

 

11.5 Test Case Number: 05 

11.5.1 Test Case Name: TC_SESSIONID_ FROM_GET_POST 

11.5.2 Test Case Description:  Verify that the CPE is not accepting session identifiers 

from GET/POST variables. 

11.5.3 Execution Steps: 

Step 1: Login over GUI and intercept the request and send it to repeater 

 
Step 2: Navigate to Target > Site map > https://172.16.1.50 > copy URL’s in this host 
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Step 3: Paste the URL’s in a notepad and check for the session ID variables i.e. 

“ITZOLpxu0Kj8g4CoA0vy1TajnohOmra“ 

 

 

Step 5: To check if the CPE is not accepting session identifiers from POST variables 

navigate to burp > search and paste the session id. 
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step 6: Paste the session ID in search and select only request body as it only shows the 

POST content then click on go.  

Step 7: Observe if any session Ids are generated that are getting accepted from the POST 

variable. 

 

11.5.4 Test Observations: During the testing process it has been observed that the CPE 

is not accepting session identifiers from GET/POST variables.  

 

11.6 Test Case Number: 06 

11.6.1 Test Case Name: TC_ SERVER_GENERATED_SESSIONID_TESTS 

11.6.2 Test Case Description:  Verify that the CPE has been configured to only accept 

server-generated session IDs. 

11.6.3 Execution Steps: 
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Step 1: Log in to the CPE's root level access.  

Step 2: Check session management settings for server-generated session ID option.  

Step 3: Initiate a session and verify the session ID originates from the server.  

Step 4: Try accessing services with a non-server-generated session ID to ensure denial.  

Step 5: Navigate pages or refresh application to confirm session ID consistency 

 

11.6.4 Test Observations: OEM dependent 

 

11.7 Test Case Number: 07 

11.7.1 Test Case Name: TC_ SESSION_IDLE_TIMEOUT 

11.7.2 Test Case Description:  Verify that the DUT regenerates session IDs for each new 

session and adheres to the defined session idle timeout period. 

11.7.3 Execution Steps: 

Step 1: Navigate to https://172.16.1.50 and provide the credentials to login. 

 

Step 2: Press “F12“ to observe the session ID generated and also note the time. 
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Step 3: Observe that the session gets terminated after being idle. Also observe the session 

ID during this time 

Step 4: Navigate to https://172.16.1.50 and provide the same credentials as above to 

login. 
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Step 5: Press “F12“ to observe the session ID generated and also note the time. 

 

11.7.4 Test Observations: During the testing process it has been observed that the 

session ID gets changed for the same user after keeping the session idle and then 

relogging with the same credentials 

 

12. Test Case Result: 

 

S. 
No  

TEST CASE NAME  PASS/FAIL Remarks 

1  TC_SESSIONID_UNIQUE_TESTS  PASS  all the criteria 
have been met 

2 TC_SESSIONID_VULNERABILITIES_TESTS PASS  

3 TC_SESSIONID_ 
SENSITIVE_INFORMATION_TESTS 

PASS  

4 TC_SESSIONID_COOKIE_ATTRIBUTE PASS  

5 TC_SESSIONID_ FROM_GET_POST 

 

PASS  

6 TC_ SERVER_GENERATED_SESSIONID_TESTS OEM 
Dependent 

 

7 TC_ SESSION_IDLE_TIMEOUT PASS  
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1.11.4: HTTP input validation 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.4: HTTP input validation 

3. <Requirement Description: > The CPE shall have a mechanism in place to ensure that 

web application inputs are not vulnerable to command injection or cross-site scripting 

attacks. The CPE shall validate, filter, escape, and encode user-controllable input before 

it is placed in output that is used as a web page that is served to other users. 

4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning 

“Cisco Business-Setup” or Reset the CPE if not Visible 

 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 



429 
 

 

 

 

Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

- Enable https on DUT  

- The Vendor must provide a Certificate stating that the Web Application is 

tested and free from command injection or cross-site scripting attacks. 

- Network Product documentation which contains information on log file 

location and procedure to access it. 

- Tester has the necessary privileges to access the log files. 
- HTTPS access to DUT.  

- The tester should have a list of payloads to perform this attack.  

- Test environment with a Web Browser. 
- Knowledge about XSS and Command Injection attacks. 

7. Test Objective: The DUT shall have a mechanism in place to ensure that web application 

inputs are not vulnerable to command injection or cross-site scripting attacks 
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8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1. Test Scenarios for XSS attack 

- Manual check via Cheat Sheet 

- Automated check via tool  

8.1.2. Test Scenarios for Command Injection attack 

- Manual check via Cheat Sheet 

- Automated check via tool 

 

8.2 Test Bed Diagram 

 

 
 

8.3 Tools Required 

- Default DUT configuration tool for Web Server as per vendor. It can be command 

line, GUI or any other interface as specified in vendor documentation. 

- Browser  
- Burp Suite Professional v2023.9.3  

- XSStrike (https://github.com/s0md3v/XSStrike) 

- Commix (https://github.com/commixproject/commix) 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester manually tries to find the inputs/ entry points in the Web 

Application (such as search bar, username & password field, URL, etc.) 

− Perform manual test on inputs/ entry points for XSS and Command Injection 

vulnerability based on cheat sheets. 
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− The tester using automated tools like Burp suite, XSStrike and Commix to find 
XSS and Command Injection vulnerability. 

9. Expected Results for Pass: The Web Application must be free from XSS and 

Command Injection vulnerability. 

 

10. Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_XSS_TESTING 

11.1.2 Test Case Description:  Verify that all the input in the WEB Application is free 

from XSS attack. 

- Manual approach 

- Automated approach 

11.1.3 Execution Steps: 

Step 1 : The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go 

to the web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

 

Step2: Find all the input in the WEB Application/Page 

Step 3: Login to the account and navigate to management  
-> admin account -> Add new user.  
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Step 4: 

1. Manual Approach 

• Use the below cheat sheet for XSS and try it in the input and observe the behaviour. 

- (https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb41513479

5b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt) 

 

 

https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
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Note: Use any Proxy tool (Burp suite) to bypass the client-side validation and test server-

side input validation and intruder to inject the above payload    

1. Automated Approach. 

- Command used: xsstrike –crawl –u <URL of WEB Application> 

 
(Here we can see the tool has not detected any vulnerable object) 
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(Here we can see the tool has detected a vulnerable object this must be manually 

checked and if found vulnerable the test case will fail) 

 

11.1.4 Test Observations: It should be ensured that any input on the WEB Application 

should not be vulnerable to XSS attacks. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_CI_TESTING 

11.2.2 Test Case Description:  Verify that all the input in the WEB Application is free 

from Command Injection attack. 

- Manual approach 

- Automated approach 

11.2.3 Execution Steps: 

Step 1 : The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go 

to the web address/IP of the DUT. 

- URL: http://<IP address of DUT> 

 

Step2: Find all the input in the WEB Application/Page 

Step 3: Login to the account and navigate to management -> admin account -> Add new 
user.  
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Step 4:  

1. Manual Approach 

- Use the below cheat sheet for Command Injection and try it in the input and 

observe the behaviour. 

- (https://hackersonlineclub.com/command-injection-cheatsheet/) 
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Note: Use any Proxy tool (Burp suite) to bypass the client-side validation and test server-

side input validation and intruder to inject the above payload  

(A snapshot of few Command Injection payloads) 

a. Use any Proxy tool (Burp suite) to bypass the client-side validation and test server-

side input validation   

• Automated Approach. 

- Command used: <Read the utility documentation to get information about the 
usage> 

 
(Here we can see the tool has not detected any vulnerable object) 

 
(Here we can see the tool has detected a vulnerable object this must be manually 

checked and if found vulnerable the test case will fail) 

11.2.4 Test Observations:  It should be ensured that any input on the WEB Application 

should not be vulnerable to Command Injection attacks. 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_XSS_TESTING PASS  all the criteria 
have been met 

2 TC_CI_TESTING PASS  
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1.11.5: No unused HTTP methods  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.5 No unused HTTP methods 

3. <Requirement Description: > HTTP methods that are not required shall be 

deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other 

methods are required, they shall not introduce security leaks such as TRACK or TRACE.  

 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name (Primary AP Name), Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

 
Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And 

Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as 

Show in the below Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

− Enable https in DUT. 
− The tester has needed administrative privileges. 
− A tester machine is available. 
− Test environment with a provision to access the DUT. 
− Vendor list of Enabled and necessary methods in the DUT Web-Server. 
− Tester must have Burp Suite installed in his testing machine 
 

7. Test Objective: Check whether the DUT supports other methods apart from GET, HEAD, 

POST 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 
8.1.1 Check whether the DUT supports other methods apart from GET, HEAD, 

POST 

8.2  Test Bed Diagram 
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8.3 Tools Required 
- Browser 

- Burp suite 

8.4 Test Execution Steps 
− Open browser and navigate to https://wificpe-ip.  

− Intercept the request using burpsuite proxy and send it to repeater.  

− Change the Request Methods.  

− Replace all HTTP Methods one by one and observe the response.  
9. Expected Results for Pass: 

Case 1: System settings and configurations have been found adequately set, in all Web 

components of the system, to ensure that unneeded HTTP methods are deactivated. 

 

10. Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_UNUSED_HTTP_METHODS 

11.1.2 Test Case Description:  Verify that the Web server has deactivated all HTTP 

methods that are not required. 

11.1.3 Execution Steps: 

Step 1 : Open browser and navigate to https://172.16.1.50  

Step 2: Intercept the request using burp suite proxy and send it to repeater.  

Step 3: Change the Request Methods. 

GET: 

https://wificpe-ip/
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Step 4: Replace all HTTP Methods one by one and observe the response. Step 5: Check for 

TRACE Method 

 

Step 6: Check for TRACK Method 
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Step 7: Check for PUT Method 

 

Step 8: Check for PATCH Method 
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Step 9: Check for DELETE Method 

 

Step 10: Check for DEBUG Method 
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Step 11: Check for MOVE Method 

 

 Step 12: same step follow for other http method also  

 

11.1.4 Test Observations: The test confirmed that the web server is correctly configured 

to deactivate HTTP methods that are not required. Only the standard GET, HEAD, 

and POST methods are enabled, in line with the requirement. No other methods that 

could potentially introduce security leaks, such as TRACK or TRACE, are enabled. 

This ensures that the web server maintains a high level of security 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_UNUSED_HTTP_METHODS PASS  all the criteria 
have been met 
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1.11.6: No unused add-ons  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.6: No unused add-ons 

3. <Requirement Description: > All optional add-ons and components of the web server 

shall be deactivated if they are not required. In particular, CGI or other scripting 

components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are 

not required. 

 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 
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DUT Configuration Checksum: 

 
5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions 

- Enable https on DUT  

- The vendor has supplied a list of add-ons or scripting tools for Web server 

components needed for system operation, and that therefore need to be 

exempted from the test investigation. 

- The tester has administrative privileges. 

- A tester machine is available. 

7. Test Objective: To verify that the Web server has deactivated unneeded add-ons and 

unneeded scripting components. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check if the web server has WebDAV activated  

8.1.2 Check that the DUT is restricting execution of system commands with SSI 

(server side includes) Injection 
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8.1.3 Check if any CGI directories are accessible for file uploads. 

  

8.2 Test Bed Diagram 

 

 
 

8.3 Tools Required 

− Cadaver 

− Browser 

− Dirsearch 

− nikto 

 

8.4 Test Execution Steps 

− Power up the testbed 

− Check that the web server is only running and listening on known ports (e.g., 

tcp port 80 and/or 443). Check that 

− CGI or other scripting components, Server Side Includes (SSI), and WebDAV are 

deactivated if they are not required. 

− The tester verifies that nothing else has been installed than the web server. 

− The tester verifies that relevant system settings and configurations are correct 

to ensure fulfilment of the requirement. 

− The tester scans the Webserver using a suitable tool (e.g., Nikto) and verifies 

the tool report for availability of any default content. 
9. Expected Results for Pass: System settings and configurations have been found 

adequately set, in all Web components of the system, to ensure that all unneeded add-

ons or script components are deactivated. 

 

10. Expected Format of Evidence: Testing report contains copies of the log file showing the 

captured information. 
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11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_ WEBDAV_TESTING 

11.1.2 Test Case Description:  Verify that web server has WebDAV activated 

11.1.3 Execution Steps: 

Step 1 : Open kali linux and run the command cadver https://172.16.1.50 and follow the 

instructions.  

 

 
Step 2: Observe that WebDAV is not activated in the DUT.  

Step 3: Check if there are any other directories accessable for WebDav to be enabled by 

running the command “dirsearch -u https://172.16.1.40 -w /home/kali/Downloads/cgi-

files.txt“. 

Note: The 'cgi-files.txt' file contains the relevant payload based on the understanding of 

the Device Under Test (DUT) filesystem. 

 
 

11.1.4 Test Observations: DUT has no directories to access so the WebDAV is deactivated. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_ SSI_TESTING 

11.2.2 Test Case Description:  Verify that web server has SSI activated 

11.2.3 Execution Steps: 

Step 1: Open browser, navigate to https://172.16.1.50 and login 

Step 2: Navigate to Administrator panel then Add profile then in the profile name put the 

payload “#echo var="DATE"-->” 
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Step 3: Click f12 and click on “Apply to Device” and observe the network traffic. 

Step 4: Observe that the request has been proceeded by DUT. Step 5: Verifying whether 

the DUT have SSI, CGI & WebDAV active using Nikto tool. 

Step 5: Verifying whether the DUT have SSI, CGI & WebDAV active using Nikto tool. 

 
11.2.4 Test Observations:  It should be ensured that SSI is deactivated if not required 

 

11.3 Test Case Number: 03 

11.3.1 Test Case Name: TC_ CGI_TESTING 

11.3.2 Test Case Description:  Verify that web server has CGI activated 

11.3.3 Execution Steps: 

Step 1 : Open kali linux and run the command dirsearch -u https://172.16.1.50 -w 

/home/kali/Downloads/cgifiles.txt. 
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Step 2: Observe that there is no CGI directory available.  

Step 3: Word list to brute force for CGI bin directory 
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11.3.4 Test Observations:  It should be ensured that CGI is deactivated if not required 

 

12. Test Case Result: 

 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_ WEBDAV_TESTING PASS  all the criteria 
have been met 

2 TC_ SSI_TESTING PASS  

3 TC_ CGI_TESTING PASS  
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1.11.7: No compiler, interpreter, or shell via CGI or other server- side 

scripting 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.7: No compiler, interpreter, or shell via CGI 

or other server- side scripting 

3. <Requirement Description: > If CGI (Common Gateway Interface) or other scripting 

technology is used, the CGI directory- or other corresponding scripting directory - shall 

not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, 

Tcl interpreter/compiler or operating system shells). 

 

4. DUT Confirmation Details: 

 

Screenshot below shows the DUT name (Primary AP Name) , Model number, Serial 

Number, Software Version. 
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DUT Configuration Checksum: 

 
 

5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 
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Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

Step 3 : Enter the Desire Credentials for admin account creation and click start 

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 
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Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions 

- Enable https on DUT  

- The tester has administrative privileges. 

- A tester machine is available. 

7. Test Objective: To verify that there are no compilers, interpreters, or shell accessible via CGI 

or other scripting components. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1. Test Scenario for CGI and scripting directory 

- This test scenario is regarding CGI, scripting directory and check for 

compiler/interpreter or shell in CGI  

8.2 Test Bed Diagram 
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8.3 Tools Required 

− Cadaver 

− Browser 

− Dirsearch 

− Nikto  

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− Consult the web server configuration to identify all directories used for CGI or 

other scripting components.  

− In case the DUT is using other than CGI they must give the information about 

different technology used and further tests should be performed on that 

technology. (This document only deals with CGI Scripts) 

− The tester manually checks that there are no compilers or interpreters (e.g., 

PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or 

operating system shells) in the directory/directories used for CGI or for other 

scripting tools (including PERL®, PHP, and others). 

− The tester will run some web scanning tools like Nikto, to get the detailed 

information and verify that there are no compilers or interpreters (e.g., PERL® 

interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating 

system shells) in the directory/directories used for CGI or for other scripting 

tools (including PERL®, PHP, and others). 

9. Expected Results for Pass: 

− There are no compilers, interpreters or shells in directories accessible via CGI 

or other scripting components. 
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10. Expected Format of Evidence: Testing report contains copies of the log file showing 

the captured information. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_COMPILER_FOR_CGI_SCRIPTING 

11.1.2 Test Case Description:  There are no compilers, interpreters, or shells in 

directories accessible via CGI or other scripting components. 

11.1.3 Execution Steps: 

Step 1: Open browser and intercept the login page. 

 

Step 2: Send the request to the intruder and add position to the payload 

 

Step 3: Add cgi directories/ scripting directories in the payload tab. 
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Step 4: Start the attack and observed that no cgi directory or scripting directory is 

available by default. 

 

Step4: If we discover a CGI directory or scripting directory, we should verify that the 

directory does not contain any compilers or interpreters. 

 

11.1.4 Test Observations:  observe that there are no CGI or scripting directories 

available 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_COMPILER_FOR_CGI_SCRIPTING  PASS  all the criteria 
have been met 
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1.11.8: No CGI or other Scripting for uploads  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.8: No CGI or other Scripting for uploads 

3. <Requirement Description: > If CGI or other scripting technology is used, the 

associated CGI/script directory shall not be used for uploads.  

 
4. DUT Confirmation Details: 

  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 



468 
 

 
 

5. DUT Configuration: 

 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning 

“Cisco Business-Setup” or Reset the CPE if not Visible 

 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required 

and click Next 

 

 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

− The tester has administrative privileges 

− A tester machine is available. 

− Test environment with a Terminal. 

− Test Environment with a Browser 

− If the web server is configured with CGI/Scripting on, this test applies 

− The tester checks the vendor documentation for the “upload directory” 

 

7. Test Objective: To test whether the upload directory is equal to the CGI/Scripting directory. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1. Test Scenario for CGI/scripting and Upload Directory 
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- This test scenario is regarding CGI/scripting and Upload Directory 

8.2 Test Bed Diagram 

 

 
 

8.3 Tools Required 

 

- Dirsearch (cgi Wordlist) 

- Default DUT configuration tool for Web Server as per vendor. It can be 

command line, GUI or any other interface as specified in vendor 

documentation. 

 

8.4 Test Execution Steps 

 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− Consult the web server configuration to identify all directories used for CGI or 

other scripting components. 

− In case the DUT is using other than CGI they must give the information about 

different technology used and further tests should be performed on that 

technology. (This document only deals with CGI Scripts) 

− Consult the vendor documentation to identify all directories used for upload. 

− The tester manually checks that the CGI and upload directory are not different 

and verify it in the DUT. 

− The tester will run some web scanning tools like Nikto, to get the detailed 

information and verify that the CGI and upload directory are different. 

 

9. Expected Results for Pass: 
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− The configured upload directory is different from the CGI/Scripting directory. 

− Additional evidence might be provided that shows that the web server has no 

write rights for the CGI/Scripting directory. 

10. Expected Format of Evidence: A part of the configuration file / screenshot of the 

configuration showing that the web server is properly configured. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS 

11.1.2 Test Case Description:  To test whether the upload directory is equal to the 

CGI/Scripting directory. 

11.1.3 Execution Steps: 

Step 1: Open browser and intercept the login page. 

 

Step 2: Send the request to the intruder and add position to the payload 

 

Step 3: Add cgi directories/ scripting directories in the payload tab. 
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Step 4: Start the attack and observed that no cgi directory or scripting directory is 

available by default. 

 

Step4: If we discover a CGI directory or scripting directory, we should verify that the 

directory does not have wright right. 

Note: To verify that the directory does not have write permissions, we may require 

support from the OEM. 

Step 5: I should be ensured that CGI/scripting directory and upload directory are 

different. Additionally, check does not have write permissions. 

  

11.1.4 Test Observations:  observed that no CGI or scripting directories are being used. 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS  Not decided  Need OEM 
support 
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1.11.9: No execution of system Commands with SSI 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.9: No execution of system Commands with 

SSI 

3. <Requirement Description: >  If Server Side Includes (SSI) is active, the execution of 

system commands shall be 

deactivated. 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning 

“Cisco Business-Setup” or Reset the CPE if not Visible 

 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions 

− The tester has administrative privileges. 

− If the web server is configured with SSI active, this test applies. 

− A tester machine is available. 

− Test environment with a Terminal. 

7. Test Objective: To test whether it is possible to use the exec directive and if so, whether it 

can be used for system commands. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1. Test Scenario for SSI - This test scenario is regarding SSI. 

8.2 Test Bed Diagram 
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8.3 Tools Required 

- Dirsearch (cgi Wordlist) 

- Default DUT configuration tool for Web Server as per vendor. It can be command line, 

GUI or any other interface as specified in vendor documentation. 

 

8.4 Test Execution Steps 

− Power up the testbed 

− The tester tries to access the Shell of Web Server. 

− The tester checks whether execution of system commands is disabled in the 

web server configuration. 

− The tester actually attempts to use the exec directive in an SSI file with and 

without system commands. 

− Some web scanning tools like Nikto should be used to scan the webserver for 

the SSI exec. 
 

9. Expected Results for Pass: 

− The execution of system commands via SSIs exec directive is disabled in the 

web server configuration. 

− It is impossible to execute system commands via SSIs exec directives. 

 

10. Expected Format of Evidence: A part of the configuration file / screenshot of the 

configuration showing that the web server is properly configured. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_EXECUTION_OF_SYSTEM_COMMANDS  

11.1.2 Test Case Description:  To test whether DUT is restricting execution of system 
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commands with SSI (server side includes) 

11.1.3 Execution Steps: 

Step 1: Open browser, navigate to https://172.16.1.50 and login 

Step 2: Navigate to Administrator panel then Add profile then in the profile name put the 

payload “#echo var="DATE"-->” 

 
Step 3: Click f12 and click on “Apply to Device” and observe the network traffic. 

Step 4: Observe that the request has been proceeded by DUT.  

Step 5: Verifying whether the DUT have SSI active using Nikto tool. 

 
11.1.4 Test Observations:  Observed that SSI is not active  

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS  Pass  
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1.11.10: No Default Content 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.10: No Default Content 

3. <Requirement Description: > Default content (examples, help files, documentation, 

aliases) that is provided with the standard installation of the web server shall be 

removed. 

 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

 

6. Preconditions 

- Enable https on DUT  

- Tester must have Dir search installed on the testing machine  

7. Test Objective: To verify that there is no default content on the web server, that is not 

needed for web server operation, since such default content can be useful for an attacker. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check whether the webserver has any default content  

8.1.2 Test Bed Diagram 
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8.2 Tools Required 

- Browser 

- Dirsearch 

8.3 Test Execution Steps 

- Open the Linux machine (Test Machine)  
- Type the command dirsearch –u wificpe-ip -w /pwd/directorylist.txt  
- Observe the existing default directory with the status of 200  
- Check whether the existing directory on the GUI interface is accessible  
- Observe that the page is redirected to the login page  

9. Expected Results for Pass: No default content (examples, help files, documentation, 

aliases, un-needed directories or manuals) has been found to remain on any Web 

server component. 

 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_DEFAULT_CONTENT 

11.1.2 Test Case Description:  To verify that there is no default content on the web 

server, that is not needed for web server operation, since such default content can 

be useful for an attacker 

11.1.3 Execution Steps: 

Step 1 : Open the Linux machine.  

Step 2: Type the command “dirsearch –u 172.16.1.50 -w 

/home/kali/directorylist.txt“  

Step 3: Observe the existing default directory with the status of 200  
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Step 4: Check the existing directory on the GUI interface whether it is accessible. 

 

Step 5: Observe that the page is redirected to the login page 
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11.1.4 Test Observations: During the testing process it was observed that the DUT does 

not have any default content like help files, documentation, aliases etc available to 

the user. 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_DEFAULT_CONTENT  PASS  all the criteria 
have been met 
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1.11.11: No Directory Listing 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.11: No Directory Listing 

3. <Requirement Description: > Directory listings (indexing) / Directory browsing 

shall be deactivated. 

 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions 

- Enable https on DUT  

- Tester must have Dir search installed on the testing machine  

7. Test Objective: To verify that Directory listings / Directory browsing has been deactivated 

in all Web server components. 

 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check if webserver has any directory listing 

8.2 Test Bed Diagram 
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8.3 Tools Required 

- Browser 

- Dirsearch 

8.4 Test Execution Steps 

- Open the Linux machine (Test Machine)  
- Type the command dirsearch –u wificpe-ip -w /pwd/directorylist.txt  
- Observe the existing default directory with the status of 200  

- Check whether the existing directory on the GUI interface is accessible  
- Observe that the page is listing the file and directory  

9. Expected Results for Pass: Evidence that Directory listing / Directory browsing has 

been deactivated in all Web server components. 

 

10. Expected Format of Evidence: 

− Log files and screen shots of test executions. 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_DIRECTORY_LISTINGS 

11.1.2 Test Case Description:  To verify that Directory listings / Directory browsing 

has been deactivated in all Web server components. 

11.1.3 Execution Steps: 

Step 1 : Open the Linux machine.  

Step 2: run the command dirsearch -u https://172.16.1.50   

Step 3: Observe the existing directory with the status of 200  
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Step 4: Now try to access the directory 

 

Step 5: Observe that the webserver is not listing any directories 

 

11.1.4 Test Observations: During the testing process it has been observed that the DUT 

has not listed any directories 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_DIRECTORY_LISTINGS  PASS  all the criteria 
have been met 
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1.11.12: Information in HTTP Headers 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name > 1.11.12: Information in HTTP Headers 

3. <Requirement Description: > The HTTP header shall not include information on 

the version of the web server 

and the modules/add-ons used 
 

4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 

 
 

DUT Configuration Checksum: 
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5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 



501 
 

 

 

Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions Tester should have Burp suite installed in the test machine. 

7. Test Objective: To verify that HTTP headers do not include information on the version of the 

web server and the modules/add-ons used. 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check if any server information is disclosing in response headers 

8.2  Test Bed Diagram 
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8.3 Tools Required 

- Browser 

- Burp suite 

8.4 Test Execution Steps 

− Open browser and navigate to https://wificpe-ip.  

− Intercept the request using burpsuite proxy and observe the response. 

− Additionally the tester will run some web scanning tools like Nikto, to get the 
detailed information and verify that the HTTP headers do not include 
information on the version of the web server.  

9. Expected Results for Pass: Evidence that HTTP headers do not include information 

on the version of the web server and the modules/addons used 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_WEB_SERVER_HEADER_INFORMATION 

11.1.2 Test Case Description:  To verify that HTTP headers do not include information on 

the version of the web server and the modules/add-ons used. 

11.1.3 Execution Steps: 

Step 1 : Open the browser and navigate to http://172.16.1.40 and intercept the 

traffic and observe the response.  

https://wificpe-ip/
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11.1.4 Test Observations: During the testing process it was observed that the HTTP 

header has not disclosed information of the version of the web server and the 

modules/add-ons used. 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_UNUSED_HTTP_METHODS PASS  all the criteria 
have been met 
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1.11.13: Information in Error Page 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> cisco 10.5.2.0 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 11:  Web Server 

2. <Security Requirement No & Name >1.11.13: Information in Error Page 

3. <Requirement Description: > User-defined error pages shall not include version 

information about the web server and the modules/add-ons used. Error messages 

shall not include internal information such as internal server names, error codes, etc. 

Default error pages of the web server shall be replaced by error pages defined by the 

vendor. 

 
4. DUT Confirmation Details:  

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial 

Number, Software Version. 
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DUT Configuration Checksum: 

 
5. DUT Configuration: 

Initial Basic Configuration of CPE  

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi 

Scanning “Cisco Business-Setup” or Reset the CPE if not Visible 

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to 

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below 

Screenshot. 

Step 3 : Enter the Desire Credentials for admin account creation and click start 
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Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click 

Next 

Step 5 : Enter the Desire Network Name and Passphrase and click Next 
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Step 6 : Verify the Configuration done and Click on Apply

 
Step 7 : A popup will appear on the screen “Primary AP will reboot after these 

configurations are applied. Click Ok to continue or click Cancel to return to the set-up 

wizard.” 
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Step 8: Finished Step Now the AP is Ready to Be used. 

6. Preconditions Tester should have Burp suite installed in the test machine. 

7. Test Objective: To verify that error pages and error messages do not include information 

about the web server. 

8. Test Plan: 

8.1 Number of Test Scenarios: 

8.1.1 Check if the web server is disclosing any sensitive information when a error 

message is triggered. 

8.2 Test Bed Diagram 
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8.3 Tools Required 

- Browser 

- Burp suite 

8.4 Test Execution Steps 

− Open browser and navigate to https://wificpe-ip.  

− Intercept the request using burpsuite proxy  

− Remove the session id and then click send.  

− Observe that the error message is triggered. 

− Intercept the request and try to generate error page/error message at least 5 
times   

9. Expected Results for Pass: Evidence that generated error pages and error messages 

do not include information about the web server. 

10. Expected Format of Evidence: Log files and screen shots of test executions. 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION 

11.1.2 Test Case Description:  To verify that error pages and error messages do not 

include information about the web server. 

11.1.3 Execution Steps: 

Step 1 : Open the browser and navigate to http://172.16.1.50 and intercept the traffic and 

observe the response.  

https://wificpe-ip/
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  Step2 : send request to repeater 

Step 3: Remove the session id and then click send. 

 

Step 4: Observe that the error message is triggered 
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Step 5: Changed the session id and then click send and observer the error message is 

triggered. 
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Step 6: Changed the HTTP method and then click send and observer the error message is 

triggered. 
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Step 7: Changed the file path and then click send and observer the error message is 

triggered. 
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Step 8: Removed the HOST IP and then click send and observer the error message is 

triggered. 
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11.1.4 Test Observations: During the testing process it was observed that User-defined 

error page has not included version information about the web server and the 

modules/add-ons used. Error messages does not include internal information such 

as internal server names, error codes, etc 

 

12. Test Case Result: 

 

S. No  TEST CASE NAME  PASS/FAIL Remarks 

1  TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATI
ON 

PASS  all the 
criteria have 

been met 
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Section 1.12: Other Security Requirement  

1.12.1: Remote Diagnostic Procedure - Verification 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12 Other Security Requirement 

2. <Security Requirement No & Name > 1.12.1 Remote Diagnostic Procedure - 

Verification 

3. <Requirement Description: > If the CPE is providing Remote access for 

troubleshooting purposes/alarm maintenance, then it should be allowed only for 

authorized users and all activities performed by the remote user is to be logged with 

parameters like User id, time stamp, interface type, event level (e.g., CRITICAL, MAJOR, 

MINOR), result type (e.g., SUCCESS, FAILURE). 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

•   
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  
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• Verification of DUT Cisco WLC’s system information on Web access.  

  
5. DUT Configuration:  

Login to DUT with username ‘admin’ (with read-write privilege) and create a new user 

‘Test’ with read-only privilege.   

  

 Screenshot shows login with ‘admin’ user to DUT.   

  

Screenshot shows creating a new user with read-only permissions.  
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Screenshot shows the user is created in user database. 

show interface summary (to check the status of physical interfaces) 

 

 

 

 

Screenshot shows the available interface available in the DUT 

show sysinfo (it shows different parameters like, software version info, serial no, conf 

register, etc) 

 

 

 

 

 

 

 

Screenshot shows the DUT info like 1) manufacturer 2) DUT version 3) model etc. 

6. Preconditions: 

• OEM need to provide the documentation to identify authorized/unauthorized 
users for remote login 

• Vendor should provide documentation to verify parameters present in audit 

logs. 

7. Test Objective: To verify that DUT have remote login feature with only for authorized 

users  

8. Test Plan: 

• Validating the remote access of DUT by authorized persons only 

• Validating the activity performed by the remote user have logged properly in the DUT 

8.1 Number of Test Scenarios: 

8.1.1 Network product is providing Remote access 

8.1.2 Remote access for trouble shooting purpose should only be allowed to 

authorized users. 

8.2 Test Setup Diagram 
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8.3 Tools Used: 

- DUT terminal(Console) 

8.4 Test Execution Steps: Below are the execution steps, 

Case 1: Network product is providing Remote access. 
1) Attempt to login to DUT via SSH with admin user (read-write privilege). 

2) Verify the remote login is successful via audit logs. 
Case 2: Remote access for trouble shooting purpose should only be allowed to authorized  

users. 
NOTE: DUT has 3 privilege levels. Lobby-admin being the lowest and read-write being the 
highest,  

o Read-write: Users with read-write privilege can execute all the show, config, and  
exec commands. 

o Read only: Users with read only privilege can execute only the show commands.  
o Lobby-Admin: Users who can create only guest user accounts. While creating a  

guest user, a lobby ambassador can create and delete a guest user. 
A. Authorized user (read-only) can login remotely and perform trouble  

shooting/maintenance actions. 
B. Login to DUT with username ‘admin’ (with read-write privilege) and create a new  

user ‘Test’ with read-only privilege.  
Login with the username ‘user1’. 
Now for trouble shooting purpose execute below commands & check their output. 

▪ Show logging (to view audit logs for all the critical activities like (changing  
passwords, rebooting device etc.), login messages, config changes,  
physical interface related changes, Crypto parameter changes etc.). 

▪ Show Interface summary (to check the status of physical interfaces) 
▪ Show sysinfo (it shows different parameters like, software version info,  

serial no, conf register etc.) 
C. Verify that for each action performed in step a.3) above, the DUT generated audit  

records capturing the following details: 
▪ User ID of the user that issued the command. 
▪ Time Stamp 
▪ Interface type 

D. Event level (Critical, major, minor etc.) 
▪ Result type (success, failure) 
▪ Authorized user (Read-write) can login remotely and perform trouble  

shooting/maintenance actions. 
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▪ Login to DUT with username Admin (Read-write privilege). 
▪ Now for trouble shooting purpose execute below commands & check their 

output. 

i. Show logging (to view audit logs for all the critical activities like (changing  
passwords, rebooting device etc.), login messages, config changes, physical  
interface related changes, Crypto parameter changes etc.). 

ii. Show Interface summary (to check the status of physical interfaces) 
iii. Show sysinfo (it shows different parameters like, software version info, serial no,  

conf register etc.) 
iv. config mightier add Test Test@123 read-only (To create new user) 

E. Verify that for each action performed in step a.3) above, the DUT generated audit  
      records capturing the following details: 

i. User ID of the user that issued the command. 

ii. Time Stamp 
iii. Interface type 
iv. Event level (Critical, major, minor etc.) 

v. Result type (success, failure) 

F. Unauthorized user(Lobby-admin) can login remotely. 
i.      Login to DUT with username Admin (Read-Write Privilege) and create a new user  

        ‘test_lobby’ with privilege lobby-admin. 
ii.    Attempt to Login with the unprivileged user ‘test_lobby’. 

 

9. Expected Result for Pass: Authorized users only able to login remotely to the DUT at 

the same time the details of performed operations by a user will be logged. 

10. Expected Format of Evidence: Screenshot of DUT terminal(Console) 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_REMOTE_ACCESS 

11.1.2 Test Case Description:  Verifying the DUT have remote access 

11.1.3 Execution Steps: Below are the execution steps with evidence:  

1) Attempt to login to DUT via SSH with username ‘admin’ (read-write 

privilege).  

 

Screenshot showing login with ‘admin’ user remotely via SSH. 

2) Verify the remote login is successful via audit logs.  
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Screenshot showing successful login of ‘admin’ user via audit logs.  

11.1.4 Test Observations: It is observed that the DUT provides remote access to users via 

SSH. The admin user is logged in successfully remotely and can access audit logs for 

reference. 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_NO_REMOTE_ACCESS_WITH_AUTHORIZATION & LOG 

11.2.2 Test Case Description:  Verifying the DUT providing remote access to authorized 

persons only and all logs related to user performed. 

11.2.3 Execution Steps: 

 1) Authorized user (read-only) can login remotely and perform trouble 

shooting/maintenance actions. a)   

i. Login to DUT with username ‘admin’ (with read-write privilege) and create a 
new user ‘Test’ with read-only privilege.   

 
Screenshot showing login with ‘admin’ user remotely via SSH.  

Screenshot shows creating a new user with read-only permissions.  

Screenshot shows the user is created in user database.  

i. Login with the username ‘user1’.  

  
Screenshot showing successful login of newly created user ‘test’ with read-only privileges.  

ii. Now for trouble shooting purpose execute below commands & check their output.  
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iii. Show logging (to view audit logs for all the critical activities like (changing 

passwords, rebooting device etc), login messages, config changes, physical interface 
related changes, Crypto  parameter changes etc).  

 

Screenshot showing the audit logs of successful login of ‘Test’ user.  

iv. Show Interface summary (to check the status of physical interfaces)  

 

Screenshot showing the physical interfaces available on DUT.   

v. Show sysinfo (it shows different parameters like, software version  info, serial no, 

conf register etc.)  

Screenshot showing system info like 1) Manufacturer 2) Model 3) Product version etc.  
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Verify that for each action performed in step a.3) above, the DUT generated audit records 

capturing the following details:  

▪ User ID of the user that issued the command.  

▪ Time Stamp  

▪ Interface type iv. Event level (Critical, major, minor etc.)  

▪ Result type (success, failure)  

 

It is found out that for user Test no action performed above is logged in log message. The 

Log messages only show login events.  

Below are the details captured in log messages for login of user.  

1) Timestamp format:  Date and time of the message or event.  

2) Facility:   It denotes the source or the cause of the system message.  

3) Severity:  Single-digit code from 0 to 7 that is the severity of the message  

4) Mnemonic:  Text string that uniquely describes the message  

5) Description:  Text string containing detailed information about the event 

being reported.  

Note: The above list details are not like the details required in requirement description.  

2) Authorized user (Read-write) can login remotely and perform trouble 
shooting/maintenance actions. a)   

i. Login to DUT with username Admin (Read-write privilege).  

Screenshot showing the successful login of the ‘admin’ user.  

ii. Now for trouble shooting purpose execute below commands & check 

their output 

iii. ‘Show logging ’ (to view audit logs for all the critical activities like  

changing passwords, rebooting device etc), login messages, config 

changes, physical interface related changes, Crypto parameter 
changes  
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 Screenshot showing the ‘show logging’ output for successful login of ‘admin’ 
user.  

Interface summary’ (to check the status of physical interfaces) 

 

(it shows different parameters like, software version info,  

Manufacturer 2) Product version 3) Model etc.  Show  

Screenshot shows available interfaces on DUT. 

 

‘Show sysinfo’ serial no, conf register etc.) 

Screenshot shows the system info like 1)  

config mightier add Test Test@123 read-only’ (To create new user)  

 

Screenshot shows the user ‘Test’ created with read-only privileges and 
successfully login to DUT.  
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Verify that for each action performed in step a.3) above, the DUT generated 

audit records capturing the following details:  

▪ User ID of the user that issued the command.  

▪ Time Stamp  

▪ Interface type iv. Event level (Critical, major, minor etc.)  

▪ Result type (success, failure)  

  

It has been found out that only the last command to create new user can 

generate the audit log, above all events are not able to generate any audit logs, 
The Audit logs that generated contains below details.  

1) Timestamp format:  Date and time of the message or event.  

2) Facility:   It denotes the source or the cause of the system message.  

3) Severity:  Single-digit code from 0 to 7 that is the severity of the message  

4) Mnemonic:  Text string that uniquely describes the message  

5) Description:  Text string containing detailed information about the event 

being reported.  

Note: The above list details are not like the details required in requirement description.  

 

3) Unauthorized user (Lobby-admin) can login remotely.  a)   

i. Login to DUT with username Admin (Read-Write Privilege) and create a new 
user ‘test_lobby’ with privilege lobby-admin.  

Screenshot shows successful login to DUT with ‘admin’ user.   

 

Screenshot shows command to create the new user ‘test_lobby’ with lobby-admin 

privileges.  

 ii. Attempt to Login with the unprivileged user ‘test_lobby’.  
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Screenshot shows user ‘test_lobby’ can’t login cause of no read or write privileges.  

 

Screenshot shows the audit logs for login denied for ‘test_lobby’ user. elow are the 
execution steps with evidence:  

11.2.4 Test Observations: 

• It is observed that the authorized users with read-only privilege can login 
remotely and perform trouble shooting activities like show audit logs, show 
interface status, show system info, but DUT cannot generate audit logs for the 
activities performed by read-only users.  

• It is observed that the authorized users with read-write privilege (Admin 
users) can login remotely and perform trouble shooting activities like show 
audit logs, show interface status, show system info, create new users but DUT 
cannot generate audit logs for the activities performed by read-write users. 
Users with read-write privilege are admin users.  

• The DUT only generates audit logs for successful login.  

• It is observed that for unauthorized users with lobby-admin privileges DUT 
does not allow remote login, The unauthorized users can’t login remotely and 
hence the unauthorized users with Lobby-admin privileges cannot perform 
any trouble shotting activities.  

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_REMOTE_ACCESS PASS  

2 TC_NO_REMOTE_ACCESS_WITH_

AUTHORIZATION & LOG 

FAIL  
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1.12.2 No Password Recovery 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 1.12 Other Security Requirement 

2. <Security Requirement No & Name > 1.12.2 No Password Recovery 

3. <Requirement Description: > Network devices have a function that resets the 

current system password. In the event of system password reset, the entire 

configuration of the CPE shall be irretrievably deleted. No provision should exist for 

password recovery. 

4. DUT Confirmation Details:  

• Use the command line/GUI interface to get details of the machine on which test is 

conducted.  

• Use GUI to get Application No/Version No & hardware Info 

 

      The below screenshot shows the firmware version of the DUT 
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5. DUT Configuration:  

• The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine 

(192.168.29.118). 
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• The Tester attempts to login DUT using “admin” account.  

6. Preconditions: OEM need to provide documentation regarding how to reset the system 

credentials in the DUT by using password reset/factory reset 

 

7. Test Objective: To verify that it is possible to reset the system credentials in the DUT 

using password reset/factory reset 

 

8. Test Plan: 

• The tester list the list of system accounts available in the DUT 

• Reset the password of system account in the DUT 

• Factory reset the DUT 

8.1 Number of Test Scenarios: 

8.1.1 Reset the system accounts in the DUT 

8.1.2 Factory reset the DUT 
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8.2 Test Setup Diagram 

 

 

 

 

 

 

    

8.3 Tools Used: Web browser(client) 

8.4 Test Execution Steps: The tester must verify for the compliance to the pre-

requisites:  

- Reset the current system password in the DUT 

- Perform factory reset in the DUT 

 

9. Expected Result for Pass: System password recovery should not be possible in the DUT. 

10. Expected Format of Evidence: Screenshot of DUT webpage 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_CURRENT_SYSTEM_PW_RESET 

11.1.2 Test Case Description: Ensuring that DUT have system password reset option 

11.1.3 Execution Steps: 

1. Login to the DUT with admin credentials 

 

192.168.29.1 

192.168.29.118 
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2. Check the list of available users in the DUT 

 

3. Reset the system password for accounts “admin” and “guest” 

 

11.1.4 Test Observations: DUT have the capability to do the system password reset 

 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_NO_FACTORY_RESET 

11.2.2 Test Case Description: Ensuring that entire configuration of DUT(including 

system credential) recovery is not possible after performing factory reset 

11.2.3 Execution Steps: 

1. Login to the DUT with admin credentials 
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2. Check the list of available users in the DUT 

 

3. Create new system account in the DUT with the name of “tester1” 
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4. Again check the list of users available in the DUT 

 

5. Perform factory reset on the DUT 
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6. Login the DUT with default credentials(Username - admin & Password – 

Jiocentrum) 

 

7. Check the previously created user account “tester1” is there or not in the DUT 
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11.2.4 Test Observations: The previously created account is not there after performing 

factory reset. So, Password recovery is not possible. The previously configured 

information also deleted.  

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_CURRENT_SYSTEM_PW_

RESET 

PASS  

2 TC_NO_FACTORY_RESET PASS  
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1.12.3 Software Integrity Check - Installation  

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12 Other Security Requirement 

2. <Security Requirement No & Name > 1.12.3 Software Integrity Check - Installation 

3. <Requirement Description: > CPE should validate the software package integrity 

before the installation / upgrade. Tampered software shall not be executed or installed 

if integrity check fails. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  
Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

  
Verification of DUT Cisco WLC’s high-level system SW information by running 
command show sysinfo on CLI.  

  
 

Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  

1) Copy the updated software image from windows terminal to DUT with the help of 

TFTP.  

   

Screenshot showing the file transfer via TFTP from test terminal to DUT, the file transfer 
includes updated software image.  

    

Screenshot showing the updated software image being copied from test terminal to DUT 
via TFTP.  
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2) Run Hexeditor of terminal machine and change certificate values in the boot image.  

    

Screenshot showing the software image ‘part.bin’ is tampered using hexeditor.  
  Screenshot continues, 

 

Screenshot showing the values changed in certificate of the software image thus 

tampering the image. 

6. Preconditions: 

• Vendors should provide updated software package/image for upgradation.  

• Vendors should provide tampered software to perform validation check.  

• Vendor should provide the documentation related software integrity check 

7. Test Objective: To verify that DUT validate the software package integrity before the 

installation / upgrade stage or not 

 

8. Test Plan: Installation/upgrade of software in the DUT 

8.1 Number of Test Scenarios: 

8.1.1 8.1.1 DUT should validate the software package integrity before the 

installation/upgrade 

8.1.2 Tampered software shall not be executed or installed if integrity check fails. 

8.2 Test Setup Diagram 

 

 

8.3 Tools Used: 

• DUT terminal(Console), Hex Editor,TFTP for file transfer   

8.4 Test Execution Steps: Below are the execution steps, 
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CASE 1: DUT should validate the software package integrity before the 
installation/upgrade.  

• Login to DUT with Admin user and verify current version of the DUT firmware.  

• Copy the updated software image from windows terminal to DUT with the help of 

TFTP.  
• Verify that integrity check is executed before the updated software image is loaded.  

Verify that updated software image is loaded after successful integration check. 
 

CASE 2: Tampered software shall not be executed or installed if integrity check fails.  

• copy the boot image (part.bin) from DUT to terminal for tampering.  

• Run Hex editor of terminal machine and change certificate values in the boot image.  

• After editing save the edited image and copy the tampered boot image over TFTP.  

Verify that the DUT check the integrity of the software image downloaded from 
TFTP server before installation. Device failed to load the tampered image giving 
error message as Image signing verification failed. 
 

9. Expected Result for Pass: 

• DUT validating the software image by verifying their integrity 

10. Expected Format of Evidence: Screenshot of DUT terminal(Console), Configuration 

of Hex editor and configuration of TFTP server  

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_SOFTWARE_INTEGRITY_VERIFICATION 

11.1.2 Test Case Description:  Validating the DUT software installation based on 

integrity 

11.1.3 Execution Steps: 

Below are the execution steps with evidence:    

• Login to DUT with Admin user and verify current version of the DUT 

firmware.  
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Screenshot showing the current version of the software and model of DUT. 

• Copy the updated software image from windows terminal to DUT with the 

help of TFTP. 

  

 Screenshot showing the file transfer via TFTP from test terminal to DUT, the file transfer 

includes updated software image.  
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Screenshot showing the updated software image being copied from test terminal to DUT 

via TFTP.   

• Verify that integrity check is executed before the updated software image is loaded.  

  

Screenshot showing the DUT validating the integrity of the updated software image after it 

was transferred from test terminal to DUT. After a successful software integrity check DUT 

initiates the installation of new updated software image.  

Verify that updated software image is loaded after successful integration check.  

  

Screenshot showing that DUT got updated to new updated software image.  

11.1.4 Test Observations: It is observed that the DUT validates the software package 

integrity before the installation/upgrade. The DUT verifies the updates software 

image once it was transferred from test terminal to DUT, the software image 

integrity validated before installation takes place after image is copied from test 

terminal to DUT. 

11.2 Test Case Number: 02 

11.2.1 Test Case Name: TC_NO_TAMPERED_SOFTWARE_INTEGRITY_VERIFICATION 
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11.2.2 Test Case Description:  Verifying the DUT not installing the tampered image  

11.2.3 Execution Steps:  

1) Copy the boot image (part.bin) from DUT to terminal for tampering.  

 

    

Screenshot showing copying of image from DUT to test terminal with the help of TFTPd 

application installed on test terminal.   

2) Run Hexeditor of terminal machine and change certificate values in the boot image.  

  
Screenshot showing the software image ‘part.bin’ is tampered using hexeditor.  

  

Screenshot showing the values changed in certificate of the software image thus tampering 
the image.  

3) After editing save the edited image and copy the tampered boot image over TFTP.   
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Screenshot showing the image being transferred after modification/tampering.  

   

Screenshot showing the status of the tampered image copying from test terminal to DUT 

via TFTPD.  

  

4) Verify that the DUT check the integrity of the software image downloaded from TFTP 

server before installation. Device failed to load the tampered image giving error message 
as Image signing verification failed.  

Screenshot showing integrity check is completed and failed after file is copied, The DUT 

validate the integrity of the copied image after file is transferred via TFTP and integrity 

check failed cause of image certificate was tampered and integrity was changed. 

11.2.4 Test Observations: It is observed that the DUT does not allow to install the 

tampered image before validation check is successful, DUT validates the tampered 

software image before installation and when integrity check failed DUT gives an 

error message ‘Image signing verification failed’. 
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12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SOFTWARE_INTEGRITY_

VERIFICATION 

PASS  

2 TC_NO_TAMPERED_SOFTWARE

_INTEGRITY_VERIFICATION 

PASS  
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1.12.4 Software Integrity Check - Boot  

 

 

<DUT Details: > WiFi CPE  

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 

<Digest Hash of OS> Hash of DUT OS is required 

<Digest Hash of Configuration> Hash of DUT configuration is required 

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 

CPEs 

<ITSAR Version No:> 1.0.1 

<OEM Supplied Document list: > All the documents provided by OEM to be listed here 

 

1. <ITSAR Section No & Name> Section 12 Other Security Requirement 

2. <Security Requirement No & Name > 1.12.4 Software Integrity Check - Boot  

3. <Requirement Description: > The CPE shall verify the integrity of a software 

component at the time of boot / re-boot typically by comparing the result of a 

measurement (typically a cryptographic hash / CRC) of the component to the expected 

reference value. 

4. DUT Confirmation Details:  

• This section involves information about DUT like software/firmware version, 
Hardware version model.   

• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  

• Verification of DUT Cisco wireless LAN controller’s HW product series information 
by running command show inventory on CLI.  

  
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  

  
 

• Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  

After editing save the edited image and boot the DUT from tampered image stored 
on TFTP server.  

    

Screenshot showing the tftp server used to download the modified software image on 

DUT for loading.  

Run Hexeditor of terminal machine and change values in the boot image.  
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 Screenshot show hexeditor used to change the bit from the software image and the bit. 
before modification.   
Verify the boot image file in DUT (image software) and copy the boot image from DUT to 

terminal for tampering via TFTP.  

  

      

 Screenshot showing the TFTP server downloading the software image file from DUT to  
remote terminal for modification with hexeditor.  

 
6. Preconditions: 

• Vendors should provide the documentation to provide information on integrity 
algorithms used while booting.  

• Vendor should provide.   
o Valid image for boot.  
o Invalid/corrupt image for boot. 



548 
 

7. Test Objective: To validate that DUT verifying the integrity of a software image at the 

time of boot 

 

8. Test Plan: Rebooting the DUT and verifying the integrity of a software image at boot 

time of DUT 

8.1 Number of Test Scenarios: 

8.1.1 Rebooting the DUT  

8.2 Test Setup Diagram 

 

 
8.3 Tools Used: 

- DUT terminal(Console), Hex editor, TFTP server 

8.4 Test Execution Steps: 

Below are the execution steps, 

Case 1: Booting the DUT 

• Power on the CPE and login using proper credentials.  

• Verify different commands available to DUT and then restart the CPE.  

• Observe the boot process for self-test.  

• Verify that software integrity is checked as part of the booting process.  

9. Expected Result for Pass: At the boot time, The DUT should verify the integrity of a 

software image 

10. Expected Format of Evidence:  Screenshot of DUT terminal (Console), Hex editor, and 

TFTP server 

 

11. Test Execution: 

11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_SW_INTEGRITY_VERIFICATION_BOOT 

11.1.2 Test Case Description: Verifying the DUT have mechanism for verifying the 

integrity of software image at boot time 

11.1.3 Execution Steps: 

 Below are the execution steps with evidence:  

 • Power on the CPE and login using proper credentials.  
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  Screenshot showing login with default admin user.  

 • Verify different commands available to DUT for Admin user and then restart 
the CPE.  

   

Screenshot showing the commands allocated to admin user and “restart” 
command from the list, which executed on next line.  
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• Observe the boot process for self-tests.   

Screenshot showing different processes are stopped with acknowledge 

message as OK, It shows the processes are stopped without any error.  

• Verify that software integrity is checked as part of the booting process.  

  

 

 

 

 

 

 

 

 

 

 

Screenshot showing the message verification of image signature is successful 

and image is started to load.  

11.1.4 Test Observations: It is observed that when DUT is allowed to boot with 

correct/non-tampered image the DUT verifies the signing of the boot image, and 

upon successful verification DUT allows the image to load.   
 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_SW_INTEGRITY_VERIFICATION_BOOT 

 

PASS  
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1.12.5 Unused Physical Interfaces Disabling  

 
 
<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
1. <ITSAR Section No & Name> Section 12 Other Security Requirement 
2. <Security Requirement No & Name > 1.12.5 Unused Physical Interfaces Disabling 
3. <Requirement Description: > The CPE shall support the mechanism to verify all the 

physically accessible interfaces. Physically accessible Interfaces (including LAN ports) 
which are not under use shall be disabled by configuration so that they remain inactive 
even in the event of a reboot. 

4. DUT Confirmation Details:  
• This section involves information about DUT like software/firmware version, 

Hardware version model.   
• DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is 

AIRAP1852I-E-K9. The inventory shows model serial no. & model description.  
• Verification of DUT Cisco wireless LAN controller’s HW product series information 

by running command show inventory on CLI.  

  
• Verification of DUT Cisco WLC’s high-level system SW information by running 

command show sysinfo on CLI.  

  
 

• Verification of DUT Cisco WLC’s system information on Web access.  
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5. DUT Configuration:  Command to shut the AUX port execute command.   

‘config ap lag-mode support disable’  

 
Screenshot showing the command to disable the link aggregation mode 
which is used by AUX port it is same as disabling the physical AUX port.   

Verify the status of the AUX port with the command ‘show ap lag-mode’.   

 

Screenshot showing the AUX port is disabled.  

reboot the device with ‘restart’ command.  

  

 Screenshot showing the restart command executed and DUT has initiated restart. 

6. Preconditions: 
• Review the documentation provided by vendor to verify the mechanism for 

identifying all the physical interfaces present on DUT.  
• After identifying the physical interfaces available on DUT, review the document and 

verify the configuration to disable them permanently.  
7. Test Objective: To verify that DUT have capability to disable the unused physical 

interface and it’s status still disable after rebooting of DUT also 
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8. Test Plan: 

• Verify the list of physical interfaces available in the DUT 
• Disable the unused physical interfaces in the DUT 
• Reboot the DUT and verify the disabled interfaces still in disable state 

8.1 Number of Test Scenarios: 
8.1.1 Disable the unused interface in the DUT and verify status of disable interface 
after rebooting of DUT 

8.2 Test Setup Diagram 
 

 
8.3 Tools Used: 

- DUT terminal(Console) 

8.4 Test Execution Steps: 
Below are the execution steps, 
 

• Login with ‘admin’ user and run command ‘show interface summary’ to check the 
management physical interface and its status.  

• Run command. ‘Show ap lag-mode’ to check the status of AUX port.  
• Once interface list is displayed, evaluator found out that AUX port is an unused 

port, and it cannot be used as it poses threat of spanning tree loop. So, to shut the 
AUX port execute command.   

• Verify the status of the AUX port with command ‘show ap lag-mode’.  
• Now reboot the device with ‘reload’ command.  
• Once reload is complete login to DUT with admin user (mumuser with privilege 

15) 
• Verify the status of the disabled interface (It should remain disabled after reboot). 

 
9. Expected Result for Pass: Disabled interface should be disable state even after 

rebooting of DUT 
10. Expected Format of Evidence: Screenshot of DUT terminal(Console) 
11. Test Execution: 

11.1 Test Case Number: 01 
11.1.1 Test Case Name: TC_NO_DISABLE_PHY_INTERFACES 
11.1.2 Test Case Description: Verifying the DUT physical interfaces, disable the unused 

interfaces and reboot the DUT for any changing happen in DUT interface status. 
11.1.3 Execution Steps: 

 Below are the execution steps with evidence:    
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- To be completed after vendor provides documentation –  

i. The evaluator has identified that there are 2 physical interfaces available on DUT.   

• POE/ management port: The POE port or the management port is used to provide 
power to DUT, this port cannot be disabled, as this port is only power supply 
available for DUT.  

•  AUX port:  it is designed to perform port Link Aggregation (LAG). The AUX port 
will be disabled by default.   

• The AUX port is not manageable and is simply bridged back to the controller. 
Avoid connecting another AP to this port or devices such as switches/hubs or the 
same switch or uplink as the PoE port because it can create spanning tree loop 
issues. Case 2: DUT shall support the mechanism to identify all the physical 
interface and to disable them.  

ii. Login with ‘admin’ user and run command ‘show interface summary’ to check the 
management physical interface and its status.  

 

Screenshot showing the user admin logged in successfully.  

 

Screenshot showing 1st physical interface management interface with is the POE interface 
as well.   

iii. Run command. ‘show ap lag-mode’ to check the status of AUX port.  

   

Screenshot showing the link aggregation mode is by default disabled this is used by AUX 
port which is 2nd physical port and this port is only used for lag-mode.  
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iv. Once interface list is displayed, evaluator found out that AUX port is an unused port, 
and it cannot be used as it poses threat of spanning tree loop. So, to shut the AUX port 
execute command.   

  

Screenshot showing the command to disable the link aggregation mode which is used by 

AUX port it is same as disabling the physical AUX port.   

v. Verify the status of the AUX port with command ‘show ap lag-mode’.   

  

Screenshot showing the AUX port is disabled.   

vi. Now reboot the device with ‘restart’ command.  

   

Screenshot showing the restart command executed and DUT has initiated restart.   

vii. Once reload is complete login to DUT with ‘admin’ user.   

 
Screenshot showing the login successful with user admin   

viii. Verify the status of disabled interface. (It should remain disabled after reboot)  

  

Screenshot showing the AUX port remained disabled after reboot.  
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11.1.4 Test Observations: It is observed that the unused AUX port is by disabled by 
default, also it can be disabled manually with command. The unused physical aux 
port is not manageable directly, but it can be managed indirectly with lag mode 
commands, The AUX port remain disabled after reboot as well.  

 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DISABLE_PHY_INTERFACES PASS  
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1.12.6: No Default Profile 

 
<DUT Details: > WiFi CPE  
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20 
<Digest Hash of OS> Hash of DUT OS is required 
<Digest Hash of Configuration> Hash of DUT configuration is required 
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi 
CPEs 
<ITSAR Version No:> 1.0.1 
<OEM Supplied Document list: > All the documents provided by OEM to be listed here 
 
1. <ITSAR Section No & Name> Section 1.12 Other Security Requirement 
2. <Security Requirement No & Name > 1.12.6 No Default Profile 
3. <Requirement Description: > Predefined or default user accounts shall be deleted 

or disabled. Default accounts such as guest, master are generally preconfigured with 
known or nil authentication attribute and therefore such standard users shall be 
deleted or disabled. 

4. DUT Confirmation Details:  
• Use the command line/GUI interface to get details of the machine on which 

test is conducted.  
• Use GUI to get Application No/Version No & hardware Info 

 
      The below screenshot shows the firmware version of the DUT 

 
 



558 
 

 
 

 

 

5. DUT Configuration:  
• The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine 

(192.168.29.118). 
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• The Tester attempts to login DUT using “admin” account.  
 

6. Preconditions: OEM need to provide documentation regarding how to 
delete/disable/modify the default user accounts in the DUT 

 
7. Test Objective: To verify that it is possible to delete/disable/modify the default user 

accounts in the DUT 
 

8. Test Plan: 
• The tester shall identify what all user accounts available in the DUT 
• Delete the default user account in the DUT 

8.1 Number of Test Scenarios: 
8.1.1 Delete the Default user accounts in the DUT 

8.2 Test Setup Diagram 
 

 

 

 

 

 

 

 

192.168.29.1 
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8.3 Tools Used: 

- Web browser(client) 
8.4 Test Execution Steps: 

- The tester must verify for the compliance to the pre-requisites:  
- Perform factory reset on the DUT 
- Create new user with admin privileges 
- Delete/disable the predefined or default accounts on the DUT 

 
9. Expected Result for Pass: Predefined or Default user accounts possible to 

delete/disable in the DUT.  
 

10. Expected Format of Evidence: Screenshot of DUT webpage 
 

11. Test Execution: 
11.1 Test Case Number: 01 

11.1.1 Test Case Name: TC_NO_DEFAULT_ACCOUNT_DELETE 
11.1.2 Test Case Description: Ensuring that predefined or default user accounts are 

possible to delete/disable in the DUT 
11.1.3 Execution Steps: 

1. Login to the DUT with admin credentials 

 

2. Perform factory reset on the DUT 

192.168.29.118 
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3. Login the DUT with default credentials(Username - admin & Password – 
Jiocentrum) 

 

4. After 1st login, The DUT asking to change credentials for admin and guest user 
accounts. 
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5. After relogin the DUT with updated credentials(Username – admin, Password 
– Test@123) 

 

6. Create the new user in the name of “tester” with admin role privileges.  
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7. Logout the admin account and login with the tester account 
credentials(Username – tester, Password – Test@1234) 

 

8. Try to delete/disable the default account such as “admin” 
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11.1.4 Test Observations: The predefined or default accounts in the DUT not possible to 

delete 

12. Test Case Result: 

S. No TEST CASE NAME PASS/FAIL Remarks 

1 TC_NO_DEFAULT_ACCOUNT_DE
LETE 

FAIL  

 

 

 

 

 

 

 

 

 

 

 


