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Chapter 1: Common Security Requirement
Section 1.1: Access and Authorization

1.1.1 Authentication Policy

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

o

<ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name > 1.1.1: Management Protocols Entity Mutual

Authentication

<Requirement Description: > The CPE shall communicate with authenticated

management entities only. The protocols used for the CPE management shall support

mutual authentication mechanisms, preferably with pre- shared key arrangements or by

equivalent entity mutual authentication mechanisms. This shall be verified for all

protocols used for CPE management. (This feature shall be supported on all WAN

management interfaces).

DUT Confirmation Details:

DUT Configuration:

Preconditions

e OEM shall provide details of all management or/and maintenance interfaces &
respective protocols supported on those interfaces of the DUT

e OEM shall support to configure management protocol such as TELNET, SSH,
HTTP/HTTPS, TACACS+, SNMP v3 and SFTP) on Management Interface of DUT.

Test Objective:- To check if there is mutual authentication supported on the

management protocols supported by DUT

Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check the management protocols supported by DUT in
comparison to the protocols given in the OEM document
8.1.2. Test Scenario to check if mutual authentication supported on HTTPS
8.1.3. Test Scenario to check if mutual authentication supported on RADIUS server

(for wife access)

8.2. Test Bed Diagram
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8.3. Tools Required: - Only DUT needed
8.4. Test Execution Steps:-

e The tester shall run zenmap/nmap to check the management protocols
supported by DUT.

o The tester should check if any mutual authentication supported for HTTPS and
RADIUS

9. Expected Results for Pass: The DUT supports mutual authentication for the supported
management protocols

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: Supported management protocols

11.1.2 Test Case Description: The following testcase is done to check the supported
management protocols.

11.1.3 Execution Steps:

Button Connector
PORT Description
LAN 1 10/100 Mbps
LAN 2 10/100 Mbps




LAN 3 10/100 Mbps

WAN 10/100 Mbps

Power Connector  Input: 100 to 240 V AC, 50/60 Hz
Buttons WPS/Reset, Power
Antenna 5dBi External

2.Run zenmap for port scanning

B Zenmap
Scan  Too Profile He
Target 192.168.0.1 - Profile
Command nmap -p - -T4 -A 192.168.0.1
Hosts Services Nrnap Output

192.168.0.1 Starting Mmap 7.94 { https: //nmap org ) at 2023-89-86 18:01 India Standard Time
Mnap scan report for 192.168.0.
Host is up (©.00082s latency).
Not shown: 65533 closed tcp ports {reset)
PORT STATE SERVICE VERSIOM

20/tcp open http Boa HTTPd ©.94.14rc2l
|_http-server-header: Boa/0.94.14rc21
| http-auth:

| HTTP/1.1 481 Unauthorized\xeD

|_ Basic realm=D-LINK DIR-G50IN

|_http-title: 488 Bad Request

52881/tcp open upnp MiniUPnP

MAC Address: E@:1C:FC:AS:B2:82 (D-Link Internationall
Device type: general purpose

Running: Linux 3.X

0S CPE: cpe:/fo:linux:linux_kernel:3

0S details: Linux 3.2 - 3.16

Network Distance: 1 hop

TRACEROUTE
HOP R ADDRESS
1 0.82 ms 192.168.0.1

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IF address (1 host up) scanned in 18.71 seconds

11.2 Test Case Number: 02
11.2.1 Test Case Name: Mutual authentication on HTTPS
11.2.2 Test Case Description: The following testcase is done to check the mutual
authentication on HTTPS
11.2.3 Execution Steps:
a. In DUT have preconfigured IP address on DUT. (192.168.0.1).

D-Link DIR-650IN hetpy/192168.0.1 or

MAC: EO1CFCASB284

Il IIIIIIII||||||| LR TR

H/W Ver: 2.4G SSID: dhink-B284
F/W Ver: v_1 04 Password: (leave the field blank) Model No.- DIR-6501N

SN RVRT2L3426835 Made in China

RN TR Potarity: ©-a-o

InputSVv=—=1A

b. The Tester connects the DUT through LAN port and access HTTP using following
http://192.168.0.1 on web browser of test machine (192.168.0.22).



http://192.168.0.1/

@ 1521830 X+
& C  © 13218801
Signin
http://192166.0.1
Yaur connection to this site is not privte

Usemame | admin

Password | weese

m el

@ D-LINK DIR-650IN X +

€& > C A Notsecure | 192.168.0.1/wizardhtm

Advanced: | €3 |

4 D @ @

O Access Point (AP) @ Router O Repeater O Repeater (WISP) O Client O Ciient (WISP)

Network Name (SSID): dink-E254

Pre-Shared Key: 123456789

Connection Type: O Fixed 1P @ auto Config. (DHCP)  ppPoE Dizl-up

MAC Address Clone: (00X XHOEHN0)

Copyright © 2019.D-LINK All rights reserved.

c. The Tester captured traffic between DUT and test machine in Wireshark to verify
whether there is any mutual authentication between both the entities.

d. The tester observed that there is no mutual authentication between DUT and Test
machine established. In Wireshark, not able to see any key/certificate exchange
between Server and client to authenticate and verify each other to establish
mutual authentication.
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152.188.0.1 WP ase ceT / WTTR/LL
192.168.0.22 e 60 HTTP/L.1 461 Unauthorized (text/html)
192.168.0.1 WITE sas ceT / wre/La
5 192.168.9.22 WP 676 HTTP/1.1 200 0K (Rext/ntal)
62 107489768 152.16.0. 192,188.0.1 WP 558 GET /index.htw WITP/L1
6 167.400184  192.168.0. 192.168.0.1 HITP 459 GET /favicon.ico HTTP/1.1
65 107401768 192.168.0 192.168.0.22 WP 968 TTP/1.1 200 06 (text/heal)
73 107492509 192.169.0. 197.168.9.22 e 60 HITP/1.0 302 Redirect (text/ntal)
8 107.498003  192.158.9. 192.108.0.1 WITE 615 GET /boafrm/formklanRedirect?redirect-urlewizord, hindelan_id=0 NITP/L.1
35 167498850 192.165.0. 192.168.0.1 HITP 488 GET /favicon.ico HTTP/L.1
89 107409180 192.168.0.1 192.168.0.22 wrTe 60 NITP/L.6 32 Redirect {text/ntnl)
58 107.500132  192.168.0.1 192.168.0.22 e 6o WITP/1.0 302 Redirect {text/ntal)
101 107500877 152.168.0.22 192.108.0.1 B 568 GET /wizerd.htm HTTR/1.1
106 167.501480  152.163.8.22 192.168.0.1 HITP 485 GET /heme.htm HTTP/1.1
146 167516668 192.168.0.1 192.168.0.22 KR 62 HTTR/L.1 260 0K (text/henl)
202 107520112 192.168.0.22 192.168.0.1 WP a2 GeT /smyle.css miTRiLa
203 107500102 192.160.0.22 192.168.0.1 HITP 422 GET fwizsrd.css HTTR/1.1
206 107520268 152.188.8.1 152,158,022 HITE 1858 HTTF/1.1 268 0K (text/htal)
217 167520608 162.168.9. 192.168.0.1 KB 467 GET /util_gu.js HTTR/1.1
218 107570837 192.168.0. 192.188.0.1 WP a11 GeT /language_en.gs HTTP/1.1
219 107520663 192.169.0.. 192.168.0.1 HITE 408 GET /custom_en.js HTTP/L.1
25 er.snms 1521888 152.188.0.1 HITE 484 GET /menu.js HTTR/L.1
220 167523148 0. 192.168.9.22 HITP 1816 HTTP/1.1 200 OK (text/css)
240 107.520498  192.168.0.. 192.158.0.1 HITE 209 GET /languages.js WTTR/L.1
241 10754600 102.168.0.1 192.168.0.22 HITP 1421 HTTP/1.1 260 O (text/css)
268 107.528131 192,188, 192,168,022 WITP 1078 MITP/1.1 200 0K (spplication/x-favas
51 107577168 192.168.0 192.168.9.22 WP 708 HTTP/1.1 200 0K (application/x-smascrigt)
265 107520978 152.168.8.1 192.108.0.22 WITE 518 WTTR/1.1 268 06 (spplication/x-javascrizt)
523 107.500499  192.18.0.1 192.168.0.22 e 316 WTTP/1.1 200 0K (application/x- Javascrigt)
s62 107552178 192.168.0.22 192.168.0.1 WITP 47 66T /graphics/settings.pug WITP/1.1
591 107554292 192.168.0.1 197.168.9.22 WP 2251 WTTP/1.1 200 0K (application/x-jmascrigt)
599 107.555019 152.168.9.1 192.168.9.22 HITE 166 HTTP/1.1 200 OK  (text/html)
6o7 107556361 192.163.0.22 192.168.8.1 HITP 475 GET /graphics/omap.png HTTP/1.1
Frame S4: 545 bytes on wire (4360 blts), 545 b ptured (4368 bits) on interface \Device UIPF_(2518FB58-4009-3821-911C-TAZ7ARFa7ERA], 1d &
Ethernet 11, Sre: LCFCHeFe dbiad:fa (9c:2d: 4), Dst: D-LinkIn_a9:h2:82 (ebsic:fe:ad:h2iid)
Internet pratocol version 4, Sre: 192.158.0.22, DSt: 192.168.8.1
Transmission Control Protocol, Sr Port: 55158, Dst Port: 80, Seq: 1, Ack: 1, Len: 491
~ Pratocal
GET / WTTP/1.4%r\n
wose: 192.368.0.13rn
Connection: Keep-aliverrin
Cache-Cantrol: max-age=8trin
“ Authorization: Basic VMRtaAETHIta=\Fn
Credentials: aduinadain
UpRraGe-INSecure-REQUESTS: 1A\
User-agent: Mozilla/s.® (Windows WT 10.8; Windd; x64) AppledebKit/S37.36 (KNTML, like Gecko) Chrome/118.8.8.8 Safari/s37.36\rin
hccapt: text/htal,application/xhtmlexnl, application/xnl;qm8.9, nage/avit, o spng,”/";4-0.8, applL " R
accept-Encoding: grip, defloteirin
AcCept-LanguBge: en-US,en;q-0.9\r\n
[Fubl request URL: hitp://193.168.0.101
O 7 Croderta (riv. aulbbasi) Packets: 850 - Displayec: 30 (5.9%) Prosie: Defaut

11.3 Test Case Number: 03

11.3.1 Test Case Name: Mutual authentication on RADIUS
11.3.2 Test Case Description: The following testcase is done to check the mutual
authentication on HTTPS

11.3.3 Execution Steps:

a. The tester observed DUT supports RADIUS protocol for WiFi Access.

b. In DUT, tester have manually configured to use IP address. (192.168.1.1).

" 12-LAN

BASIC SETTINGS

ADVANCED SETTINGS
network.

_ R NETWORKC

This page allows you setup wireless security. Using WEP or WPA Encryption Keys will help prevent unauthorized access to your wireless

SECURITY SETTINGS

Save & Apply

ACCESS CONTROL

WPS SETTINGS .
Encryption:

Authentication Mode:
WPA?2 Cipher Suit

Management Frame
Protection:

SHA256:

RADIUS Server IP
Address:

RADIUS Server Port:
RADIUS Server

Select SSID:

) Enterprise (RADIUS)
Tkip B AEs

Personal (Pre-Shared Key)

)none @ capable O required

) disable O enable

—

c. Tester setup Freeradius server in Kali Linux testmachine using “apt-get install

freeradius’
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kali@kali: ~
File Actions Edit View Help

install freeradius
Done

Building dependency tree... Done
Reading state information ... Done
The following additional packages will be installed:

freeradius-common freeradius-config freeradius-utils libfreeradius3
Suggested packages:

freeradius-krb5 freeradius-ldap freeradius-mysql freeradius-postgresql freeradius-python3
The following NEW packages will be installed:

freeradius freeradius-common freeradius-config freeradius-utils libfreeradius3
@ upgraded, 5 newly installed, @ to remove and 1267 not upgraded.
Need to get 1,380 kB of archives.
After this operation, 5,960 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://http.kali.org/kali kali-rolling/main amd64 freeradius-common all 3.2.3+dfsg-2 [236 kB]
Get:2 http://http.kali.org/kali kali-rolling/main amd64 freeradius-config amd64 3.2.3+dfsg-2 [210 kB]
Get:3 http://http.kali.org/kali kali-rolling/main amd64 libfreeradius3 amd64 3.2.3+dfsg-2 [192 kB]
Get:4 http://http.kali.org/kali kali-rolling/main amd64 freeradius amd64 3.2.3+dfsg-2 [636 kB]
Get:5 http://http.kali.org/kali kali-rolling/main amd64 freeradius-utils amd64 3.2.3+dfsg-2 [107 kB]
Fetched 1,380 kB in 2s (644 kB/s)
Selecting previously unselected package freeradius-common.
(Reading database ... 398533 files and directories currently installed.)
Preparing to unpack .../freeradius-common_3.2.3+dfsg-2_all.deb
Unpacking freeradius-common (3.2.3+dfsg-2)

Selecting previously unselected package freeradius-config.

d. Tester adds client information to freeradius server in configuration file
“/etc/freeradius/3.0/clients.conf” with ip address and secret (testing123).

& root@kali: fetcffreeradius/3.0
File Actions Edit View Help
kali@kali:~ *  root@kali: /etc/freeradius/3.0 X

client dlink

se

"clients.conf”

e. Tester adds username and password for WiFi access to freeradius server in
configuration file “/etc/freeradius/3.0/mods-config/files/authorize”.
Username: testing

Password: password




root@kali: /etc/freeradius/3.0/mods-config/files

File Actions Edit View Help
root@kali: /etc/freeradius/3.0/mods-config/files x

kali@kali: ~ %

plesting Cleartext-Password :=

kali@kali: ~ X

"authorize" 207L, 6635B

f. Tester configures CPE with RADIUS server information, i.e., IP address and

secret.
1.
< WiFi -
= dlink-B284
Connecting
Enter your user name and password
Password
Cancel
More Wi-Fi setting

Tester attempts to capture the RADIUS traffic on Wireshark

< Wi-Fi

=5 dlink-B284
a8
Connecting

Enter your user name and password
testing

password

Cancel

ii.While connection in progress, tester open the Wireshark to capture the traffic and
starts capturing on the Ethernet interface of the test machine which CPE is

connected to




M diink_radius_positive.pcapng = a X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 = ® RE R &= A= CRCRC.E)

(W Jradius =[E -+

0. Ldius__} Source Destination Protocol  Length Info
169 23.467791 192.168.1.1 192.168.1.11 RADIUS 213 Access-Request id=100
170 23.469409 192.168.1.11 192.168.1.1 RADIUS 122 Access-Challenge id=100
171 23.474208 192.168.1.1 192.168.1.11 RADIUS 220 Access-Request id=181
172 23.475973 192.168.1.11 192.168.1.1 RADIUS 106 Access-Challenge id=:
173 23.497023 192.168.1.1 192.168.1.11 RADIUS 476 Access-Request id=102

t 174 23.500319 192.168.1.11 192.168.1.1 RADIUS 1110 Access-Challenge id=102

-+ 175 23.520971 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=103

[+ 176 23.522675 192.168.1.11 192.168.1.1 RADIUS 248 Access-Challenge id=103
177 23.529506 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=104
178 23.531561 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=104
179 25.100208 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=185
180 25.102581 192.168.1.11 192.168.1.1 RADIUS 140 Access-Challenge id=105
181 25.109380 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=106
182 25.110955 192.168.1.11 192.168.1.1 RADIUS 173 Access-Challenge id=106
184 25.121830 192.168.1.1 192.168.1.11 RADIUS 310 Access-Request id=107
185 25.123803 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=187
186 25.13 1 192.168.1.1 192.168.1.11 RADIUS 250 Access-Request id=108
187 25.132147 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=108
188 25.138655 192.168.1.1 192.168.1.11 RADIUS 259 Access-Request id=1@9
189 25.139818 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=1@9
261 29.278450 192.168.1.1 192.168.1.11 RADIUS 213 Access-Request id=11@
262 29.279627 192.168.1.11 192.168.1.1 RADIUS 122 Access-Challenge id=11@
263 29.284181 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=111
264 29.285416 192.168.1.11 192.168.1.1 RADIUS 106 Access-Challenge id=111
265 29.292802 192.168.1.1 192.168.1.11 RADIUS 476 Access-Request id=112
266 29.294798 192.168.1.11 192.168.1.1 RADIUS 1110 Access-Challenge id=112
268 29.306910 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=113
269 29.308471 192.168.1.11 192.168.1.1 RADIUS 248 Access-Challenge id=113
270 29.315522 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=114
271 29.316805 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=114
272 29.324060 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=115
273 29.325115 192.168.1.11 192.168.1.1 RADIUS 140 Access-Challenge id=115
274 29.331221 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=116
275 29.338692 192.168.1.11 192.168.1.1 RADIUS 173 Access-Challenge id=116
276 29.362147 192.168.1.1 192.168.1.11 RADIUS 310 Access-Request id=117
277 29.368773 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=117
278 29.373330 192.168.1.1 192.168.1.11 RADIUS 250 Access-Request id=118
279 29.376639 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=118
280 29.384820 192.168.1.1 192.168.1.11 RADIUS 259 Access-Request id=119
281 29.386978 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=119

iii.Tester observed that the communication between the CPE and the free radius
server installed in test machine is mutually authenticated as the Certificate/Key
exchange over EAP-TLS protocol has been verified in captured traffic in Wireshark

(vvvy

Frame 176

Ethernet II, Src: PosCompu_cbi7e:fS (@8:@0:27:cbi7e:f5), Dst: D-LinkIn_a9:b2:82 (e@:lc:fc:ad:b2:82)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.1

User Datagram Protocel, Sre Port: 1812, Dst Port: 41111

RADIUS Protocol

<

Code: Access-Challenge (11)
Packet identifier: @x67 (183)
Length: 206
Authenticator: 39e3a9csfodealabfefefsabld73eale
[This is a response to a request in frame 175]
[Time from request: ©.881764608 seconds]
Attribute Value Pairs
~ AVP: t=EAP-Message(79) 1=15@ Last Segment[1]
Type: 79
Length: 158
EAP fragment: ©1040094190014765 f fde5e7abdaa37b5ec70142b..
~ Extensible Authentication Protocol
Code: Request (1)
Id: 4
Length: 148
Type: Protected EAP (EAP-PEAP) (25)
> EAP-TLS Flags: @x00
> [2 EAP-TLS Fragments (1136 bytes): #174(994), #176(142)]
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLS 1.2 (@x@383)
Length: 53
Boaiocal cuco el

248 bytes on wire (1984 bits), 248 bytes captured (1984 bits) on interface \Dewice\NPF_{2518FB50-4000|

f v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (exe3es)
Length: 759
~ Handshake Protocel: Certificate
Handshake Type: Certificate (11)
Length: 755
Certificates Length: 752
v Certificates (752 bytes)
Certificate Length: 749
~ Certificate: 30820229308201d1a003020102021429Fb2ac5768b1

~ signedCertificate
version: v3 (2)
seriallumber: @x29fb2ac5768b169d5abdbc3Gaaaceddedablafie
signature (sha2SeWithRSAEncryption)
Algorithm Td: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
issuer: rdnSequence (9)
validity
subject: rdnSequence (@)
subjectPublickeyInfo
extensions: 3 items
~ algorithmIdentifier (sha2SeWithRSAEncryption
Algorithm Td: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
Padding: o
pted: 7 bes4sfesfcalad

~ TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange

Content Type: Handshake (22)

Versions TLS 1.2 (@8x8383)

Length: 300

v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)

296

<

ellman Server Params

37cd64178d57c892d3a07F6a0e7.

i
~ TLSvI.2 Record Layer: Handshake Protocol: server Hello Done
Content Type: Handshake (22)
version: TLS 1.2 (@x@383)
Length: 4
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length
> AVP: t=Message-Authenticator(8@) 1=18 val=dad3227f7e789fegfeba1ed1eadbfdbe
> AVP: t-State(24) 1-18 val-2f86b8d62c82a18a5aa383f53b@9ca7?
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iv.Tester observed the test machine was able to connect to the CPE’s WiFi
successfully, also verified the “Access-Accept” message in the Wireshark trace.




Sl RADIUS 111@ Access-Challenge id=112

266 29.204798 192.168.1.11 192.168.1

268 29.386918 192.168.1.1 192.168.1.11 RADIUS 219 Access-Request id=113
269 29.388471 192.168.1.11 192.168.1.1 RADTUS 248 Access-Challenge id=113
270 29.315522 192.168.1.1 192.168.1.11 RADIUS 316 Access-Request id=114
271 29.316885 192.168.1.11 192.168.1.1 RADIUS 157 Access-Challenge id=114
272 29.3240608 192.168.1.1 192.168.1.11 RADTUS 219 Access-Request id=115
273 29.325115 192.168.1.11 192.168.1.1 RADIUS 148 Access-Challenge id=115
274 29.331221 192.168.1.1 192.168.1.11 RADIUS 256 Access-Request id=116
275 29.338692 192.168.1.11 192.168.1.1 RADTUS 173 Access-Challenge id=116
276 29.382147 192.168.1.1 192.168.1.11 RADIUS 31@ Access-Request id=117
277 29.368773 192.168.1.11 192.168.1.1 RADIUS 182 Access-Challenge id=117
278 29.373338 192.168.1.1 192.168.1.11 RADTUS 25@ Access-Request id=118
279 29.376639 192.168.1.11 192.168.1.1 RADIUS 146 Access-Challenge id=118
281 29.386978 192.168.1.11 192.168.1.1 RADIUS 217 Access-Accept id=119 I

Frame 281: 217 bytes on wire (1736 bits), 217 bytes captured (1736 bits) on interface \Device\NPF_{2518FB58-4800
Ethernet II, Src: PcsCompu_cb:7e:f5 (88:00:27:cb:7e:f5), Dst: D-LinkIn_a9:b2:82 (e@:lc:fc:a9:b2:82)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 1812, Dst Port: 41111
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x77 (119)
Length: 175
Authenticator: fb98cbld53c8d2eab2869a3abed4ades
[This is a response to a request in frame 288]
[Time from request: 8.802158008 seconds]
Attribute Value Pairs
~ AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)

Type: 26

Length: 58

Wendor ID: Microsoft (311)

v USAs +_ME_MDDE DariVauf17) 1-87 1al-QI060FF1£079m36hT7hAGT 5201 740k 712k 20214042 -2 7611 d-R6A- 201251 1325

v v

<

v.Attached the Wireshark capture file below

LN

Capture File: dlink_radius_positive.pcapng

11.3.4 Test Observations: Tester observed that the communication between the CPE and
the free radius server installed in test machine is mutually authenticated as the
Certificate /Key exchange over EAP-TLS protocol has been verified in captured traffic
in Wireshark.

11.3.5 Evidence Provided: - Screenshots of Terminal

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 Supported Management protocols Pass

2 HTTPS protocols Fail

3 RADIUS protocol Pass

10




1.1.2 TSTP for Evaluation of Management Traffic Protection

| ITSAR Name: Wi-Fi CPEs 2.0.0 | ITSAR No: ITSAR40212YYMM | Clause No: 1.1.2

<DUT Details: > Wi-Fi CPE router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<0EM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name >12.1.2 : Management Traffic Protection

3. <Requirement Description: > All management traffic shall be protected by
integrity and encryption. Unprotected sessions shall not be accepted. The remote
access methods can support traffic encryption using protocols such as HTTPS,
SSHv2 or can be based on lower tunnelling protocols (IPsec VPN, TLS VPN, etc.).
Secure cryptographic controls prescribed in Table 1 of the latest document “Indian
Telecommunication Security Assurance Requirements (ITSAR) for Cryptographic
Controls” shall only be used for system management.

4. DUT Confirmation Details:

3‘ B | [ o-unkorssoin =
€ G & Notsscue | 18216801 m e @ %

B e o QX

[ -]

TGS

Global Address

@

5. DUT Configuration: The tester checks if the DUT is configured with the supported
management protocols

6. Preconditions:- OEM shall provide detail management protocols supported by the
DUT as well as the ciphers supported.

11




7. Test Objective:- To check if the DUT’s all management traffic shall be protected by
integrity and encryption as per secure cryptographic controls prescribed in Table 1
of the Ilatest document “Indian Telecommunication Security Assurance
Requirements (ITSAR) for Cryptographic Controls”

8. Test Plan

8.1. Number of Test Scenarios:

8.1.1. The Tester should check all the management protocols and the ciphers supported
by the DUT described in OEM Documentation and make a note if any cipher is not
permitted as per Crypto ITSAR Table-1 is present

8.1.2. Tester needs to verify that the traffic between DUT and Test Machine is protected
via permitted cipher only. (like through SSH, SSL/TLS etc.)

8.1.3. The Tester shall verify that the traffic between DUT and test machine is not
established with null or weak ciphers.

8.1.4. Secure traffic between AP and Controller (in case of split )(same procedure as
explained above)

8.2. Test Bed Diagram

Controller 2

—
[

N\
N

Client3

/Comrol(em N S
' \ P 1e/SSH/HTTPS)
J ™ | <__> 'C(Console/SSH! S)
. ’ —p SO00000
' Tapt %
On-Premise L2 Switch K
Management
Solution :
N
ISP i
Router
Cloud Client1 Client2

Management
Solution

Note :. The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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PC(Console/SSH/HTTPS)

e
VM.J ‘_-’
S— _ /" AP(virtual s
On-Premise B2 Wh /" Controller)
Management !
Solution
~ Router =y
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
8.3. Tools Required: - DUT, Wireshark
8.4. Test Execution Steps
e Tester shall check management protocols and cryptographic ciphers as per the OEM
document.
e Tester shall capture the traffic on wireshark to check for the ciphers
e Tester shall attempt connection with weak/null ciphers
e Tester shall also follow the same test procedure for split mode/cloud managed/on-
premise

9. Expected Results for Pass:- The DUT supports secure ciphers for the supported
management protocols

10. Expected Format of Evidence: Screenshots of Terminal , pcap

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Supported ciphers and management protocols
11.1.2 Test Case Description: The following testcase is done to check supported
ciphers and management protocols as per the OEM document
11.1.3 Execution Steps:

13




Run zenmap for port scanning

= Zenmap

s

can Tools Profile Help

Target: 152.168.0.1 - Profile:
Command: nmap -p - -T4 -A 192.168.0.1
Hosts Services Mmap Output
nmap -p - -T4 -A 192.162.0.1

. 192.168.0.1 Starting Mmap 7.94 ( https://nmap.org )} at 2023-89-86 18:01 India Standard Time
Nmap scan report for 192.168.0.1
Host is up (0.00082s latency).
Mot shown: 65532 closed tcp ports (reset)
PORT STATE SERVICE VERSION

88/ tcp open http Boa HTTPd ©.94.14rc2l
|_http-server-header: Boa/0.94.14rc2l
| http-auth:

| HTTP/1.1 401 Unauthorized\xoD

|_ Basic realm=D-LINK DIR-6S2IMN
|_http-title: 400 Bad Request
52881/tcp open upnp MiniuPnpP
MAC Address: E9:1C:FC:A9:B2:82 (D-Link Internationall
Device type: general purpose
Running: Linux 2.X

0S CPE: cpe:/fo:linux:linux_kernel:3
0S details: Linux 3.2 - 3.16
Network Distance: 1 hop

TRACEROUTE

HOP RTT ADDRESS

1 ©.22 ms 192.168.8.1

05 and Service detection performed. Please report any incerrect results at https://nmap.org/submits/ .
Mmap done: 1 IP address (1 host up) scanned in 18.71 seconds

<note ; NO OEM document available to check for secure ciphers>

11.2 Test Case Number: 02
11.2.1 Test Case Name: Secure ciphers for HTTPS
11.2.2 Test Case Description: The following testcase is done to check for secure ciphers
in HTTPS
11.2.3 Execution Steps:
e The Tester opens web browser in test machine (192.168.0.22) to connect DUT
(https://192.168.0.1) through HTTP protocol
e The Tester attempts to login DUT using pre-defined “admin” account.
e The Tester supplies the correct password and reach to DUT’s web browser.
e The Tester attempt to customize dashboard and captured the network traffic between
DUT and the Test machine in Wireshark.

X +

« C A Notsecure | 192.168.0.1/h

2 % 2 & %02 :

0day:15h:S5m:58s
V_1.04
Wed Nov 4 11:05:44 CST 2020

e
2.4 GHz (B+G+N)
dink-8284

2

WPA2 Mixed
eoricicasbass
o

REBOOT DEVICE Fixed 1P
| 192.168.0.1
255.255.255.0
192.168.0.1
Enabled
e0:1c:fc:a0:b2:62

PASSWORD




e The Tester analyzed the Wireshark output and observed that traffic is going in

unencrypted format on HTTP protocol.

xE Q & T ERQA_T

XE QesETisEaaan

MMMMMM

11.2.4 Test Observation: - The Tester verified that the secure communication
mechanism is not implemented for date transfer to and from the DUT

11.2.5 Evidence provided: - Screenshots above
11.2.6 Test Execution:

11.3 Test Case Number: 03

11.3.1 Test Case Name: Secure traffic between Controller and AP

11.3.2 Test Case Description: The following testcase is done to check supported

ciphers between AP and Controller (in case of split)

11.3.3 Execution Steps:
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client 1

Controller
Access Point

Management Ef—ﬂﬁ ‘\[
(000,000 e =

client 2

e The Tester shall refer the OEM documents to identify the management protocols
running between AP and CONTROLLER

e The Tester shall configure the communication between AP and CONTROLLER

e The Tester shall capture the management traffic communication between AP and
CONTROLLER using Wireshark and check for secure ciphers being used in traffic
encryption

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Bupported Secure ciphers No OEM document available
2 |Secure cipher HTTPS protocols Pass
3 |Secure traffic between Controller Procedures explained
and AP
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1.1.3 Role-Based Access Control

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name > 1.1.3: Role-Based Access Control

3. <Requirement Description: > CPE shall support Role-Based Access Control (RBAC)
which provides at least two different access levels or domains to guarantee that
individuals can only perform the operations that they are authorized for. The RBAC
system controls how users are allowed access to the various domains and what type of
operations.

4. DUT Confirmation Details:

5. DUT Configuration:

6. Preconditions

e Documentation describing the role-based access control system including details on
which user roles are defined.

e Highest privilege user configured while initial set up and ensured that the tester has
administrative i.e., read-write level access on DUT that all users with password
authentications are configured.

Test Objective: - To check if roles based access control supported in the DUT
8. Test Plan
8.1 Number of Test Scenarios:

» CASE I: Creation of Read Only user type in DUT with an administrative account
& Verification of the functionality supported by Read Only type.

» CASE II: Creation of another Read/Write user type in DUT with an
administrative account & Verification of the functionality supported by the
Read/Write type.

» CASE III: Creation of Lobby Ambassador user type in DUT with administrative
account & Verification of the functionality supported by Lobby Ambassador

type.

~

ON WEB-GUI

» CASE IV: Creation of Read Only user type in DUT with the account user1 (read
only type) logins on the web & verify the feature is not supportive.

» CASE V: Creation of another Read/Write user type in DUT with user2 account
(read/write type) logins & verify the user gets successfully created.

» CASE VI: Creation of Lobby Ambassador user type in DUT with user4 account
(lobby ambassador) & verify only the guest users get successfully created.

8.2 Test Bed Diagram
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D-Link switch

MGMTport:
Ce IP: 10.208.38.2
AP IP: 10.208.38.24 . i
Winl0
IPv4: 10.208.38.30
I Tool installed: putty
~ and Firefox browser.
[

I Console PC

O Test Tools:
DUT

8.3 Tools Required
e DUT
e Wireshark

8.4 Test Execution Steps:- Tester shall attempt to test all the roles-based access
supported in the DUT

9. Expected Results for Pass: The DUT supports secure ciphers for the supported
management protocols
10. Expected Format of Evidence: Screenshots of Terminal, pcap
11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Read only user type
11.1.2 Test Case Description: Creation of Read Only user type in DUT with an
administrative account & Verification of the functionality supported by Read Only
type.
11.1.3 Execution Steps:
11.1.4 Test Observation: - The Tester verified that the secure communication mechanism
is not implemented for date transfer to and from the DUT
11.1.5 Evidence provided: - Screenshots above

12. Test Case Result:

S.No TEST CASE NAME PASS /FAIL Remarks

1 |Supported Secure ciphers No OEM document available
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1.1.4 User Authentication - Local/Remote

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.
2.
3.

<ITSAR Section No & Name> Section 1.1: Access and Authorization

<Security Requirement No & Name > 1.1.4: User Authentication - Local/Remote
<Requirement Description: > Local/Remote access to the CPE for configuration and
maintenance purposes shall be granted only to authenticated users or machines using
at least one authentication attribute. This authentication attribute when combined with
the user’s name shall enable unambiguous authentication and identification of the
authorized user. No methods to exist providing authentication-bypass attacks to succeed
under all combinations of interface / methods of authentication.

DUT Confirmation Details:

DUT Configuration:

Preconditions
e The manufacturer shall supply the list of system functions which include network
services, local access via a management console, local usage of operating system
and applications.
e The manufacturer shall supply the list of access entries for system functions

Test Objective:- To check if there is at least one authentication attribute to access the
DUT

Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check the authentication feature of the DUT (GUI)

8.2. Test Bed Diagram

v

Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3. Tools Required: - Only DUT needed
8.4. Test Execution Steps
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— The tester shall attempt to login into the DUT using its management
interface (web GUI)

— The tester should check if any authentication attribute is checked before
giving the access to the DUT

9. Expected Results for Pass: The DUT supports at-least one authentication attribute
when attempting to access the DUT

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Login with DUT’s GUI
11.1.2 Test Case Description: The following testcase is done to login into the DUT to
check for authentication attribute
11.1.3 Execution Steps:
a. Access the web page of the DUT at 192.168.29.1
b. DUT offers an inisiaLlogin page as shown below.

X gP Keliance Industnies Limited :

re | 192.168.29.1/platform.cgi o

taps @ News

x
x
x
x
v
x
x
v
x

c. Click on the Manage gateway option for logging in to the Wi-Fi CPE modem. The
login page as offered by Wi-Fi CPE modem will be prompting for a password in
combination with username for logging in to the DUT.
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A Not secure | 192.168.29.1

ouTube @ Maps

d. The username and password are ‘Admin’ and ‘Jiocentrum’ respectively for the

& News

User Name

successful login. (as provided by the OEM)

A Not secure | 192.168.29.1/platform.cgi

suTube

11.1.4 Test Observations: It was observed that the tester attempting to login is asked for

Maps @& News
p

password authentication, upon which the tester gets the access to the DUT

11.1.5 Evidence Provided: - Screenshots of Terminal

12. Test Case Result:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

Login to DUT (GUI)

Pass
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1.1.5 Remote Management Standards

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

. <Security Requirement No & Name > 1.1.5: Remote Management Standards

. <Requirement Description: > The remote management mechanisms for CPE to be
fully compliant with the remote management standards that the OEM chose to
implement, example: TR-069 or any other relevant standards, such mechanisms to

include entity mutual authentication, encryption of the management traffic.

4. DUT Confirmation Details:

5. DUT _Configuration: The tester shall login with physical console and configure TR-069

to remotely connect to DUT

@ 19216801 x  +

¢« C @ 19216801

@ D-LINKDIR650IN x4+

« C A Notsecure | 192.168.0.1/wizard.htm

Signin

hitpy//192.168.0.1
Your connection to this site is not private

® e

© Access point (AP)

Network Name (SSID):
Pre-shared Key:

Connection Type:
Host Name:
MAC Address Clone:

© Repeater ) Repeater (WISP) [ © client (wIsP)

k5254

() Fixed IP ® Auto Config. (DHCP) () PPPOE Dial-Up
] o)

Copyright @ 2019.D-LINK All rights reserved.
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@ | D-UNKDIR-650IN x |+

« ]

& O A https//192.1680.1/home Atm S

SETUP WIRELESS NETWORK IPVE FIREWALL _

This page is used to configure the TR-069 CPE. Here you may change the setting for the ACS's parameters,

TIME ZONE SETTINGS AcS:
URL

©pisabled O Enabled

——

e ————
Password: —
Periodic Inform Interval: 0

SYSTEM LOG

—_—
Path:
SAVE/RELOAD SETTINGS Port: -

Save |  Save &Apply| Undo

Connection Request
User Name:
Password:

REBOOT DEVICE
|

a. The Tester Download (https://www.lan-secure.com/TR-069-ACS-Windows.htm)
and Install on test machine (192.168.0.22).

069 Manager 1

Secure TR

e Lan

Bn Lan-Secure

o Scan
Selected Device: | CPE =
Crovice rasults (soloct operation and double click resulks for details) searcn:
Operation: Name e
= RS Ger
e TR-069 Manager Devices
o o
Management 5 erver Salact Davice crE acs
Tims [ =viams
Sandces S CPE Cannmstion
Urer Inteiface Fimmate connecion propeies et il be ased for
L Farwarding Crneating b emate CRE.
Laverz Brdaing
Gt M anagerment
LAN Canfio 5 eeurit CPE Pare
e Deviee
CPE Intemet Addrass
CPE Static Address:
CFE Pram Addiess:
FE Lart with 1
DS Statistics .
e [ Pertorm Actions CPE L
Mo Dimvice " CRE P
O etete o
o Cancel
Pt Frecuis

b. Tester filled CPE details such CPE Port, Static IP address, CPE path , username and
password.

B Lan-Securs TR-069 Manager [ >

Lan-Secure

Dievics results [select operation and double click results for details): Search:
Operation: Marme e
() B Get/S et Parameters
e TR-069 Manager Dewvics
O cvice Confia
Managsment Serer Select Devics: CPE  acs
Time
My Dvices
Services B & e CFE Connection
User Interfacs Flemete connection properies Hhat will be used for
Laypera Formarding SoPnECtng Lo rermots C
Loyer2 Bridging
uisie M anagement
LM Canfio Smourity CPE Fart: 80
Lar Device
) SN Device 3 CFE Intemet Address
b Ve Statisies ©» CPE Static Address:  192.168.0.1
Fing Statistics L
Haosts Statistics .
Ethernet Statistios O CPE Prou dddross:
LAk S batistics
i Stariaties CFE Path [start with 71/
L Statistios
[ Perform actions CPE Username: admin
Mew Device Fename CPE Password: sssss
Delete Duplicate
ok Cancel

Print Flesults

c. Tester filled ACS Details such ACS path, username, password and click on OK
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https://www.lan-secure.com/TR-069-ACS-Windows.htm

@ Lan-Secure TR-069 Manager

Lan-Secure

Device results [select operation and double Sick | g, 1r 065 Manager Do =<
Operations Ma
= [Ef Get/Set Parameters Select Device: CFE ACS
r [ My Devices
Dewvice Config L [ CPE ACE Connection
Management S erver Local conmection propertiss that will be used For listening to
Time remote CPE
Services
User Interface
Lapers Fonwarding ACS Port: | 8080
Layer2 Bridging
Dusus Managerment ACS Path [start with /1 ’
Lar Config Security ars .
LaM Deviee SEMAmnS: admin
i Device
= [ “iows Statistics ACS Password escscscse
Fing Statistics
Hosts Statistics ACS URL [copy and paste the link to your CPE settings:
Ethernet Statistics hitp: /1 69,254, 29, 237: 0020,
LN Statistics
w5 tatistics
el Stonetios Mew Devies Fename
[ Parform éctions = Duplicate
=13 Cancel
Export Fiesults Frint Fiesults
B Lan-Secure TR-069 Manager — =) >

Lan-Secure

Device results (select operation and double click results for details):

Operations Mame Walue
= [Ef Get/Set Parameters
D

Device Config
tanagement Server
Time
Services
User Interface
Lawera Fonwarding
Layer2 Bridging
Queue Management
L&M Config Security
L&MN Device
BN Deviee

= [ Wiew Statistics
Fing Statistics
Hosts Statistics
Ethermnet Statistics
WLAN Statistics
WS Statistics
DSL Statistics

&3 Perform Actions

Export Results Print Results

d. The Tester clicks on Management > TR-069 config and fill details ACS and
connection request and click on save apply.

e D-LINK DIR-650IN x |+

<« &)

& O @ hitps/192.168.0.1/home.him bad

TR R TR T |
[re———
STATISTICS
TIME ZONE SETTINGS Acs:
URL
— ————
Password:
rero o, @t Oed
Periodic Inform Interval: 0
S
User Name:
— —
Path:
T
5 Save & Und
) )
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- D-LINK DIR-B50IN x|+

<« (e & O & nupsi//192.168.0.1/homehitm

DL

uuuuuuu

This page is used to configure the TR-069 CPE. Here you may change the setting for the ACS's parameters.

nnnnn

TROG9: © Disabled @ Enabled
Acs:

URL [http://169. 254,29, 237: 9080/
User Name: admin

Password: [admin123

Periodic Inform Enable: O Disabled @ Enabled
Periodic Inform Interval: 5

Connection Request

user Name: admin
Password: admin
Path: 7

s TINGS Port: I ———
Y e e Save | Save mApply| | Undo

@ | D-LINKDIR-630IN =+

<« [«] W O A hitps/192.168.0.1/homeditm

“m fIANACEMENT

Change setting successfully!
[ex ]

LocouT

6. Preconditions: - OEM shall provide details of all DUT supporting TR-069 configuration
7. Test Objective: - To check if there is mutual authentication supported on remote
interface connection to DUT

8. Test Plan
8.1. Number of Test Scenarios:
8.1.1.Test Scenario to check the mutual authentication is supported on the remote
interface connection to DUT
8.2. Test Bed Diagram

h

l
192 16301% %

dlink 650IN

Test Machinei
192.168.1.10
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8.3. Tools Required
e DUT,
e Wireshark
8.4. Test Execution Steps:- The tester shall attempt connection between TR-069 client
and DUT to remotely connect to DUT and simultaneously capture the traffic on
wireshark.
9. Expected Results for Pass: The DUT supports mutual authentication for the remote
interface connection
10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Mutual authentication on remote interface(TR-069 connection)
11.1.2 Test Case Description: The following testcase is done to check if DUT supports
mutual authentication for the remote interface connection
11.1.3 Execution Steps:

a. The Tester visit http://192.168.0.1:7547/ and login with username “admin”
and password.

@ 192.168.0.1

b. Tester verify TR-069 log and DUT log details.
TR-069 log

B | an-Secure TR-069 Manage - =

Sl ltk' TR-069 Manager

w3 CPE Manager

Scan

Selected Device: CPE ~

Dievice results [select operation and double click results for details] Search

TR-069 Manager Lo

Mams 4 B e

Last Connection Log  Last Operation Log

Date / Time Connection Status

132-09-2023 11:41:27 ng to hitp: 47192 1628.0.1: 7547/
12-09-2022 11:41:27
12-09-2022 11:41:27
13-09-2023 11:41:27
13-09-2023 11:41:27
132-09-2023 11:41:27
12-09-2022 11:41:27

=13 Cancel

E=port Results Print Results

DUT log
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http://192.168.0.1:7547/

— [m] >
@ D-LINK DIR-& x +

<~ C A Mot secure | 192.168.0.1/home.htm = @ H B O =

| AP =R.BEN.

ST— cerue | wmeess | werwonk | aeve | rmewse [N
System Log

STATUS

STATISTICS This page can be used to set a remote log server and view the system log.

Enable Log
System all wireless DoS
TIME ZONE SETTINGS ] Enable Remote Log Log Server IP Address:

DOS SETTINGS
Apply Changes

Sep 13 11:51:4 wian0:
Sep 13 11:51:44 wlan
Sep 13 11:51:44 wlan
Sep 13 11:51:44 wlan0: A STA is rejected by 802.1x daemon - BE:24:69:40:88:6E
Sep 13 11:51:46 wlan0: A wireless client is associsted - BE:24:69:40:88:6E

Sep 13 11:51:46 wlan
DIAGNOSTICS Sep 13 11:51:46 wlan
Sep 13 11:51:46 wlan
Sep 13 11:51:47 wlan
UPGRADE FIRMWARE Sep 13 11:51:48 wian
Sep 13 11:51:50 wlan
SAVE/RELOAD SETTINGS 2:3 g ﬁ;gg ::::
Sep 13 11:51:52 wlan0:

REBOOT DEVICE Ea

PASSWORD

TR-069 CONFIG connect success time: 0

SYSTEM LOG

[L1ETrr: £3 -]+ wh tewc tedet

152,158.0.
139 192,168
130 17.539750

145 17.945005 e @ 188, 2 1 192.168.10.15
143 17345818 n2.9% o 152.168.18.37 Tell 192.168.18.13

5 Complete, WITH DATA (313]

2

(relative sequence nusber)

1727001351

tive sequence nusber)]
4 st}

[Tinestanns]

> [SEQ/ACK amalysis]
YEP paylosd (322 bytes)
nuter protecal

~ mypertext Trar
= GET /£ WTTRAL.aNFAn
[Expert Info (Chat/Sequence)i GET / HTTP/1.1\rin)
Request Method: GET

Cache-Cantrol
e

-“adwin®,reale="realtsk. com. tu",nonce-"§581523f cas62eb14112", ur 1="/%, cronce=" c348788S T L responzes® 1, qop="auth®, opaque="41b71efo"\rin

Packete: £75  Displayed: 179 (i00.0%) - Dvopped: O 0.0 Prafie: Defadt

11.1.4 Test Observations: The Tester observed that there was NO mutual authentication
or encryption of the management traffic between the DUT and connected entities
remotely.

11.1.5 Evidence Provided: - Screenshots of Terminal

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 Mutual Authentication on remote Fail
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1.1.6 Remote Management Standards for Connected Devices, Additional
Features

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name > 1.1.6: Remote Management Standards for
Connected Devices, Additional Features

3. <Requirement Description: > The remote management mechanisms for devices
connected to CPE, or for configuration of additional features of CPE like DDNS, UPnP etc.,
are to be compliant with the respective. Latest standards published at the time of
commencement of security testing. These additional features are to be configured as
disabled in the factory default settings, with provision for user to enable individual
features on menu-selection. Such mechanisms to include entity mutual authentication,
encryption of the management traffic

4. DUT Confirmation Details:

5. DUT Configuration:

6. Preconditions
e Documentation describing the remote management defined for the system
including configuration of additional features of CPE like DDNS, UPnP etc
e OEM shall provide confirmation that additional features such as DDNS, UPnP etc.
are configured as disabled in the factory default settings, with provision for user to
enable individual features on menu-selection.
7. Test Objective:- To check if there is mutual authentication supported on remote
interface connection to DUT

8. Test Plan
8.1. Number of Test Scenarios:

8.1.1 test shall review the OEM documentation which describes the availability of
additional features such as DDNS, UPnP available on DUT.

8.1.2 The Tester shall verify that DDNS, UPnP mechanisms include entity mutual
authentication, encryption of the management traffic.
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8.2. Test Bed Diagram

Y T

e _J
192 168.0 § —
L 38 0.1 2 [ —

# dlink &58IM
# 0/0 Test Machine2
,J‘" 192 168.0.100
rd
* Fa0

A

Test Machinei
192.168.0.22

8.3. Tools Required

e DUT,

e Wireshark
8.4. Test Execution Steps

9. Expected Results for Pass: The DUT supports mutual authentication for the remote
interface connection
10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: Review the OEM document to check additional features.

11.1.2 Test Case Description: This test shall review the OEM documentation which
describes the availability of additional features such as DDNS, UPnP available on
DUT.

11.1.3 Execution Steps:

i.  Atthis stage OEM document is not available with the TSTL so this cannot be
verified at this stage.

ii.  The document available in the public domain confirms the availability of
the features like DDNS and UPnP.

11.1.4 Test Observations: The tester reviewed the document available in the public
domain confirms the availability of the features like DDNS and UPnP.
11.1.5 Evidence Provided: - None

11.2 Test Case Number: 02

11.2.1 Test Case Name: - Check the mutual authentication, encryption of the management
traffic

11.2.2 Test Case Description: The Tester shall verify that DDNS, UPnP mechanisms
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include entity mutual authentication, encryption of the management traffic
11.2.3 Execution Steps:

a. At this stage OEM document is not available with the TSTL to confirm that
whether these service supports mutual authentication or not.

C A Notsecure | 192.168.0.1/home.htm

u\N SETTINGS 'WAN Interface Setup

wm SETTINGS his page is used to the par: rs for jork which connects to the WAN port of your Access Point. Here you may
:mnge the access methud o static IP DHCP PPPDE PPTP or LZTF by dlick the item value of WAN Access type

WAN Access Type:

MTU Size: (1280-1500 bytes)
® Attain DNS Automatically
O set DNS Manually
DNS 1:
DNS 2:
DNS 32:
Clone MAC Address: 000000000000 | lone. Restore Default MAC |
Enable uPNP
Enable IGMP Proxy
IGMP Snooping
IGMP Fast Leave

[ Enable Ping Access on WAN
[ Enable web Server Access on WAN

Web Accessed port: 0
Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

(=] (o] (=]

11.2.4 Test Observation: - The tester reviewed the document available in the public
domain confirms the availability of the features like DDNS and UPnP.

12. Test Case Result:

S.No TEST CASE NAME PASS /FAIL Remarks

1 Review the OEM document to check
additional features.

2 Check the mutual authentication,
encryption of the management
traffic
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1.1.7 Unambiguous identification of the user & group

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.1: Access and Authorization

2. <Security Requirement No & Name > 1.1.7 Unambiguous identification of the user
& group

3. <Requirement Description: > The CPE shall identify each login user unambiguously.
CPE shall be able to assign individual accounts per user, where a user could be a person,
or, for Machine Accounts, an application, or a system. It is a desirable feature to configure
user preferred USERID name in configuration menu instead of pre-configured ADMIN
User ID. Use of group accounts or group credentials or sharing of the same account
between several users shall not be enabled by CPE

4. DUT Confirmation Details:

DUT Configuration:

6. Preconditions

v

8.1.1 OEM shall provide all predefined accounts available on DUT as categorized
below-

6.1.1  Machine Accounts: These will be used for authentication and authorization
from system to system or between applications on a system and cannot be
assigned to a single person or a group of persons.

6.1.2 Local access: The access from Console interface, from local Console
network, from LMT (Local Maintenance Terminal interface) or from DUT
local hardware interface.

6.1.3  Remote access: The access which is not Local access. This includes access
from the EMS (Element Management System) network, and access that
originates or passes through the internet.

8.1.2 OEM shall share configuration document to define unique identification (UID) to
each user accounts.

7. Test Objective: - To check if the DUT can unambiguously identify individual accounts

per user

8. Test Plan
8.1. Number of Test Scenarios:
8.1.1 Test Scenario to check the multiple user account creation with existing user
name
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8.1.2 Test case to verify the AAA support

8.1.3 Test case to create a multiple user (duplicate user id)

8.1.4 Test Case to check concurrent session

8.1.5 Test Case to verify unique user ids assigned to user accounts

8.2. Test Bed Diagram

Y
——
' ——
192.168.0.1 ., ’
# dlink &658IN
/’ 0/0

e
Vg

=
4 Ao

Test Machinel
192.168.1.10

8.3. Tools Required
e DUT,
e Wireshark,
e Burp suite

8.4. Test Execution Steps:- The tester shall perform tests with duplicate usernames,

duplicate user ids to prove the unambiguous identification of user accounts
9. Expected Results for Pass: The DUT supports the unambiguous identification of user
accounts

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: multiple user account creation with existing user name

11.1.2 Test Case Description: The following testcase is done to check if DUT supports:
multiple user account creation with existing user name
11.1.3 Execution Steps:

e The tester observed that CPE doesn’t support multiple user accounts. It
uses only one user account. Hence, ambiguity cannot be verified.

33




& D-LINK DIR-630IN X+

¢« C A Notsecure | 1924680.1/homehtm

WLAN Access Point SETUP WIRELESS NETWORK “ FIREWALL MANAGEMENT

STATISTICS This page is used to setup an account to access the web server of the Access Point. An empty user name and password will disable
password protection.

_ User Name:
TIME ZONE SETTINGS New Password:
Confirm Password:

TR-069 CONFIG

REBOOT DEVICE

PASSWORD

LOGOUT

11.1.4 Test Observations: The tester observed that CPE doesn’t support multiple user
accounts. It uses only one user account. Hence, ambiguity cannot be verified
11.1.5 Evidence Provided: - Screenshots

11.2 Test Case Number: 02
11.2.1 Test Case Name: verify the AAA support

11.2.2 Test Case Description: The DUT may support independent user data bases for
different access methods, e.g., one database for command shell access on OS level
and another data base for GUI access. User data bases may be stored locally on the
network product or on a central AAA system that the network product accesses for
user authentication.

11.2.3 Execution Steps:

. The Tester observed that DUT have one database for command shell access on
OS level (user Id : root) and another data base for GUI access (user Id : admin).

@ D-LINK DIR-650IN X+

€ C A Notsecure | 192.168.0.1/home.htm

DLinkK

'WLAN Access Point SETUP ‘WIRELESS NETWORK “ FIREWALL MANAGEMENT
STATISTICS This page is used to setup an account to access the web server of the Access Point. An empty user name and password will disable
passwerd protection.
_ User Name:
New Password:
Confirm Password:

TR-069 CONFIG

REBOOT DEVICE

PASSWORD

LOGOUT
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11.2.4 Test Observation: - The Tester observed that DUT does not have mechanisms of
central AAA system.
11.2.5 Evidence provided: - Screenshots

11.3 Test Case Number: 03
11.3.1 Test Case Name: Creation of multiple user and User ID verification

11.3.2 Test Case Description: The Tester shall verify that system should not allow
creation of duplicate user IDs..
11.3.3 Execution steps:

@ D-LINKDIR-650IN x o+

(3 CG A Notsecure | 192.168.0.1/homehtm

WEAN Access Point m“_
STATISTICS This page is used to setup an account to access the web server of the Access Point. An empty user name and password will disable
password pratection.
_ User Name:
TIME ZONE SETTINGS New Password:

‘Confirm Password:

TR-069 CONFIG

REBOOT DEVICE

11.3.4 Test Observation: Tester The Tester observed that in DUT there is no user
creation feature.

11.4 Test Case Number: 04
11.4.1 Test Case Name: Checking user concurrent sessions

11.4.2 Test Case Description: The Tester shall verify that simultaneous login is restricted
to one session per user ID (concurrent sessions
11.4.3 Execution Steps
a. The Tester login simultaneous two different browser with user “admin”.
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11.4.4 Test Observation: Tester Observed that the DUT is accepting multiple sessions with
the same user or allows concurrent sessions.

11.5 Test Case 05
11.5.1 Test case Name: unique UIDs are assigned for each account.
11.5.2 Test Case Description: The Tester shall verify that unique UIDs are assigned for
each account.
e Tool Used:
I.  Burp suite
11.5.3 Execution Steps:
ii.  Tester uses Burp suite to intercept the traffic during login via web browser.
iii. Tester login with default username and password, and intercepted
immediate responses from CPE.
iv.  Tester observed no signs of UID assigned to user “admin”
@ 192166.0.1 X+ o %
< C @ 19216801 2 * L o0 2 :

Sign in

hitpi//

v. Intercepted request from browser to CPE.
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r 2

Burp Project Intruder View Help Burp Suite Professional v2023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license] - [m] X

Target Dashboard Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Settings

r HTTP history WebSockets history {5} Proxy settings
P Request to http://192.168.0.1:80
Forward Drop Action Open browser Cor W | wen )
e Raw  Hex " = | Inspector wd = - @ X

1 BET / HTTP/1.1

> Host: 192.168.0.1 =
Cache-Control: max-age=0 Request attributes 2 -~
Authorization: Basic YWRtaW46YWRtawd=
Upgrade-Insecure-Requests: 1 Protocol  EIRLZRN HTTP/2

£ User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.36& (KHTML, like Gecko)

Chrome/117.0.5938.63 Safari/537.36 —

7 Accept: Name Value =
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*; q=0.8, application/sig Method GET N
ned-exchange; v=h3;q=0.7

2 Accept-Encoding: gzip, deflate, br path / >

@ Accept-Language: =n-US,en;q=0.9

0 Connection: close

Request query parameters 0 v
Request body parameters 0 v
Request cookies 0 v
Request headers g ~
Name Value =
Host 192.168.0.1 >
Cache-Control max-age=0 >
Authorization Basic YWRtaW46YW... >
Upgrade-insecure-R... 1 >
User-Agent Mozilla/5.0 (Window... >
Accept text/html,application... >
Accept-Encoding gzip, deflate, br >
Accept-Language en-US,en;q=0.9 >
Connection close >

@ {§} €[> £ 0highlights

Burp Project Intruder View Help Burp Suite Professional v2023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license] - o X

Target Dashboard Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Settings

HTTP history WebSockets history @ Proxy settings

Inter

é’ Request to http://192.168.0.1:80

Forward Drop Intercept is on Action Open browser

W wmen (0

Raw  Hex an " = | |nspector Y m | - & X
1 GET / HTTP/1.1 Do passive scan
2 Host: 192.168.0.1 i
Do active scan
Cache-Control: max-age=0 Bequestiatiribiites B~
Authorization: Basic YWRtaW4éYWRtaWi= Send to Intruder Ctrl+l
Upgrade-Insecure-Requests: 1 e —— CEHER Protocol AT
User-Agent: Mozilla/5.0 (Windows NT 10.0; ENCR0;RepEIEr. L (KHTML, like Gecko)
Chrome/117.0.5938.63 Safari/537.36 =
bl 6 Send to Sequencer e Value =
text/html, application/xhtml+xml,applicatio  Send to Comparer ‘bp, image/apng, */ *;¢=0.8, application/sig Niethod GEr >
ned-exchange; v=h3; q=0.7 Sendito Detader
¢ Accept-Encoding: gzip, deflate, br path / >
Accept-Language: en-US,en;q=0.9 Send to Organizer Ctrl+0
O Connection: close
Insert Collaborator payload Request query parameters 0 @
12 Request in browser >
Engagement tools > Request body parameters 0 v
Change request method
2 i v
Change body encoding Request cookies 4
Copy URL
24 Request headers 9 ~
Copy as curl command (bash)
Copy to file Name Value =
Paste from file Host 192.168.0.1 >
Save item Cache-Control max-age=0 >
Don't intercept requests > Authorization Basic YWRtaW46YW... >
Do intercept > Response to this request Upgrade-insecure-R... 1 >
onvert se User-Agent Mozilla/5.0 (Window... >
URL-encode as you type Accept text/html,application... >
& Accept-Encoding gzip, deflate, br >
= Accept-Language en-US,en;q=0.9 >
Paste Ctri+v B
Connection close >

Message editor documentation

Proxy interception documentation

o

£ 0 highlights

@{c}e?)
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vil.
identification of user UID.

Response from the router is observed in HTML format without any

3 Server: Boa/0.94. l4rcll

4 hecept-Ranges: bytes

5 Connection: close

¢ Pragma: no-cache

7 Cache-Control: no-store

© Expires: O

o Content-Length: 353

10 Last-Modified: Wed, 04 Nov 2020 03:00:19 GNT
11 Content-Type: text/html

13 <html>
<head>
<meta http-equiv="
<meta htep-equiv="
<meta HTTP-ecquiv:
<meta HTTP-EQUIV="Exp
<meta http-equiv="refresh" content="0; url=index.htm">
<title>
Vireless Router

</ritle>

21 </head>

22 </html>

tent-Type" conte /html;

cache"s

charset=utf-8" />

=" CONTENT="Mon, Ol Jan 18990 00:00:0L1 GMT">

Burp Project Intruder View Help Burp Suite Professional v2023.10.1.1 - Temporary Project - licensed to Granite River Labs India Services Private Limited [single user license] - a X
Target Dashboard Intruder Collaborator Sequencer Decoder Comparer Logger Qrganizer Extensions Learn @ Settings
HTTP history WebSockets history @ Proxy settings
Response from http://192.168.0.1:80/
Forward Drop Intercept is on Action Open browser \ﬁ @
v W = n = = =
Pretty Raw Hex Render \n = Inspector ™ m T I X
1 HTTP/Ll.l 200 OK
2 Date: Fri, 02 Jan 1970 02:03:36 GNT
e = ot Response headers 10 ~

11.5.4 Test Observation: Tester observed that the DUT is not assigning any user ID to the

user admin.

12. Test Case Result:

S.No TEST CASE NAME

PASS/FAIL

Remarks

1 |multiple user account
creation with existing user
name

No feature exists of multiple account
creation

2 |verify the AAA support

No feature for AAA support

3 |multiple user (duplicate
user id)

No feature for multiple user creation

4  |verify unique user ids
assigned to user accounts

Pass

Not assigning any user id
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Section 1.2: Authentication and Attribute Management

1.2.1 Authentication Policy

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.
2.
3.

<ITSAR Section No & Name> Section 1.2 Authentication and Attribute Management
<Security Requirement No & Name > 1.2.1: Authentication Policy

<Requirement Description: > The usage of a system functions such as network
services (like SSH, SFTP, Web services), management access, local usage of operating
systems and applications shall be allowed only after successful authentication on the
basis of the user identity and at least one authentication attribute (e.g., password,
certificate). This requirement shall also be applied to accounts that are only used for
communication between systems.

DUT Confirmation Details:

DUT Configuration:

Preconditions
e The manufacturer shall supply the list of system functions which include network
services, local access via a management console, local usage of operating system
and applications.
e The manufacturer shall supply the list of access entries for system functions
Test_Objective:- To check if there is at least one authentication attribute to access the
DUT

Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check the authentication feature of the DUT (GUI)
8.2. Test Bed Diagram

>
Tester machine Wifi CPE
192.168.129.13 192.168.29.1
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8.3. Tools Required
e Only DUT needed
8.4. Test Execution Steps
e The tester shall attempt to login into the DUt usin its management
interface(web GUI)
e The tester should check if any authentication attribute is checked before
giving the access to the DUT

9. Expected Results for Pass: The DUT supports at- least one authentication attribute
when attempting to access the DUT

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Login with DUT’s GUI
11.2.2 Test Case Description: The following testcase is done to login into the DUT to
check for authentication attribute
11.2.3 Execution Steps:
e Access the web page of the DUT at 192.168.29.1
e DUT offers anxinifial login page as shown below.

x @9 Relance Industnes Limited :

re | 192.168.29.1/platform.cgi or

faps @ News

x
x
x
x
v
x
x
v
x

e C(lick on the Manage gateway option for logging in to the Wi-Fi CPE modem.
The login page as offered by Wi-Fi CPE modem will be prompting for a
password in combination with username for logging in to the DUT.
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A Not secure | 192.168.29.1

ouTube @ Maps @ News

A Not secure | 192.168.29.1/platform.cgi

uTube @ Maps @ News

User Name

e The username and password are ‘Admin’ and ‘Jiocentrum’ respectively for
the successful login. (as provided by the OEM)

11.2.4 Test Observations: It was observed that the tester attempting to login is asked for
password authentication, upon which the tester gets the access to the DUT

11.2.5 Evidence Provided: - Screenshots of Terminal

12. Test Case Result:
S.No TEST CASE NAME PASS/FAIL Remarks
1 Login to DUT (GUI) Pass
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1.2.2 Authentication Support - External

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management

2. <Security Requirement No & Name > 1.2.2: Authentication Support - External

3. <Requirement Description: > If CPE supports external authentication (for the Cyber-
Cafe use-case scenario), the user authentication credentials should be protected and
securely communicated if the authentication credentials are managed by external
authentication servers

4. DUT Confirmation Details:

5. DUT_Configuration: Verify the configurations of the DUT for authentication and
authorization using the radius server.
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€ C A Not secure | 10.208.38.3

Microsoft Edge
c Would you like to set Microsoft Edge as your default browser?

Dual Band Selection

Wireless 2.4GHz

Disable Wireless Security

i WPA/WPA2/WPA3 - Personal (Recommended)
WPA2-PSK v
k AES v
Pa 50€
Wireless 5GHz pKey tipa
Guest Network ® WPAWPA2 - Enterprise
DHCP Auto v
Forwarding
i Auto v
Securlt
4 RADIL f 1 3 1
Parental Controls
L 1 191
s Control
I F adi2
fate F
Dynamic DNS
Sav
1Pve =

Verify the configurations of the radius server.

o Check the configurations of the clients. conf file to identify the hostname and shared
secret:

Open v =l clients.conf

1klient 10.208.38.3 {
2 secret=rad321

3 nastype=tplink

4}

The above screenshot shows the configured hostname and shares secret key ‘rad321..

o Check the “user” file to check the configurations file for allowed user to access the device.

1test1 Cleartext-Password := "test1111"
2

3 test2 Cleartext-Password := "test2222"
a

5%

The above screenshot shows the configured users in the user file of radius server to
perform authentication and authorization.

6. Preconditions:- Documentation from vendor stating whether DUT utilizes External
authentication server for its operation.
7. Test Objective:- To check if external authentication supported by DUT is secure or not
8. Test Plan
8.1. Number of Test Scenarios:

8.1.1. Test Scenario to check communication channel between external
authentication server and DUT is encrypted.
8.2. Test Bed Diagram
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D-Link Switch

DUT: TP-LINK Win10 (Host1): Ubuntu (Host2):
Archer AC750 1P: 10.208.38.30 IP:10.208.38.11

& Tool: Freeradius

DUT IP: 10.208.38.3
SSID: TP-LINK_052D

8.3. Tools Required
e DUT, freeradius
8.4. Test Execution Steps

e The tester shall attempt to login into the DUt using its management interface(web
GUI)

e The tester should check if any authentication attribute is checked before giving the
access to the DUT

9. Expected Results for Pass: The DUT supports secure communication with external
authentication

10. Expected Format of Evidence: Screenshots of pcap

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Secure communication of external authentication
11.1.2 Test Case Description: Verifying if communication channel between external
authentication server and DUT is encrypted
11.1.3 Execution Steps:
e (Check the freeradius server service status
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root@APMUMCSAE®02D: /etc/freeradius/3.0# systemctl status freeradius service
Unit service.service could not be found.
freeradius.service - FreeRADIUS multi-protocol policy server
Loaded: loaded (/lib/systemd/system/freeradius.service; enabled; vendor preset: enabled)
Active: since Wed 2023-08-16 14:46:00 IST; 57s ago
Docs: man:radiusd(8)
man:radiusd.conf(5)
http://wiki.freeradius.org/
http://networkradius.com/doc/
Process: 513279 ExecStartPre=/usr/sbin/freeradius SFREERADIUS_OPTIONS -Cx -lstdout (code=exited, status=0/SUCCESS)
Main PID: 513280 (freeradius)
Status Processing requests”
Tasks: 6 (limit: 4600)
Memory: 78.6M (limit: 2.6G)
: 427ms
: [/system.slice/freeradius.service
L 513280 Jusr/sbin/freeradius -f

16 2 59 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type PAP for attr Auth-Type
16 14:45:59 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type CHAP for attr Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Auth-Type MS-CHAP for attr Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Autz-Type New-TLS-Connection for attr Autz-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type REJECT for attr Post-Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type Challenge for attr Post-Auth-Type
16 APMUMCSAE002D freeradius[513279]: Compiling Post-Auth-Type Client-Lost for attr Post-Auth-Type
16 9 APMUMCSAE002D freeradius[513279]: radius #### Skipping IP addresses and Ports ####
16 14:45:59 APMUMCSAE002D freeradius[513279]: Configuration appears to be OK
g 16 14: 00 APMUMCSAE@02D systemd[1]: Started FreeRADIUS multi-protocol policy server.
root@APMUMCSAE®02D: /etc/freeradius/3.0#

o Run the freeradius server service in debug mode.

root@APMUMCSAEGO2D: fetc/freeradius/3.0# freera

FreeRADIUS Version 3.0.26

Copyright (C) 1999-20821 The FreeRADIUS server project and contributors
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE

You may redistribute copies of FreeRA S under the terms of the

GNU General Public License

For more information about these matters, see the file named COPYRIGHT
Starting - reading configuration files ...

including dictionary file /usr/share/freeradius/dictionary

including dictionary file /usr/share/freeradiusfdictionary.dhcp
including dictionary file /fusr/share/freeradius/dictionary.vgp
including dictionary file /etc/freeradius/3.0/dictionary

including configuration file fetc/freeradius/3.0/rad d.conf
including configuration file /fetc/freeradius/3.0/proxy.conf

Authenticate to DUT using radius server credentials.

AUl guests

ﬁo

Airtel lice line

S\D

CleBISe4blr3atde

ﬁl:b

corporate-access

s\m

5\\“

TP-Link 052D

Enter your user name and password

t
test1111

e Checklogs generated on radius server
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(8) Cleaning up request packet ID 10 with timestamp +59 due to cleanup_delay was reached
(9) Cleaning up request packet ID 11 with timestamp +59 due to cleanup_delay was reached

Ready to process reguests

(10)_Received Access-Reguest Id 1 from 10,208,38,3:54946 to 10,208,38,11:1812 lenath 130

User-Name = "test1"
NAS-IP-Address 10.208.38.3
NAS-Identifier alinkAPO"
NAS-Port = ©
Called-Station-Id = "40-ED-80-ED-05-2D"
Calling-Station-Id = "A4-42-3B-06-5F-36"
Framed-MTU = 1400
NAS-Port-Type Wireless-8602.11
EAP-Message = 0x02010AAAA17465737431
Authenticator = ©xah896c48cf011fhceb171153dbfhaace

g section authorize from file /etc/freeradius/3.0/sites-enabled/default

authorize {
policy filter_username {

if (&User-Name) {

if (&User-Name) -> TRUE

if (&User-Name) {
if (&User-Name DT
if (&User-Name / /) -> FALSE
if (&User-Name Je[~el*e/ ) {
if (&User-Name /e[~@1*@/ ) -> FALSE
if (&User-Name INa\=/ ) {
if (&User-Name /\-\./ ) -> FALSE

if ((8User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/))
if ((&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/))

if (&User-Name NS 1
if (&User-Name /\.S/)
if (&User-Name Je\-/) {
if (&User-Name /@\./) -> FALSE
} # if (&User-Name) otfound
} # policy filter_username = notfound
[preprocess] = ok
[chap] = noop
[mschap] noop
[digest] = noop
: Checking for suffix after "@"
in User-Name = "test1", looking up realm NULL

-> FALSE

The above screenshot shows the logs that are generated on radius server after successful
login using credentials of user “testl”, which confirms DUT using radius server for

authentication and authorization purpose.

« Verifying the communication channel between the external authentication server

(radius server) is encrypted or not.

No. Time Source Destination

Protocol Length Info

172 Access-Reauest

510 757.079950063 10.208.38

511 757.084880668 10 11 16.208.38.3
512 757.087793476 10.208.38.3 10.208.38.11
513 757.093336987 10.208.38.11 10.208.38.3
514 757.110658387 10.268.38.3 10.208.38.11
515 757.114302666 10.208.38.11 10.208.38.3
516 757.126608331 10.208.38.3 10.208.38.11
517 757.128191149 10.208.38.11 10.208.38.3
518 757.159012081 160.208.38.3 10.208.38.11
519 757.161617501 16.208.38.11 10.208.38.3
[The response to this request is in frame 511]

- Attribute Value Pairs

AP “Name(1) =7 val=testi]

AVP: IP-Address(4) 1=6 val=10.208.38.3

AVP: S-Identifier(32) 1=11 val=RalinkAPe

AVP S-Port(5) 1=6 val=e

AVP: t=Calling-Station-Id(31) 1=19 val=Ad4-42-3B-06-5F-36
AVP: t=Framed-MTU(12) 1=6 val=1460
» AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-862.11(19)
~ AVP: L=EAP-Message(79) 1=12 Last Segment[1]
Type: 79
Length: 12
EAP fragment: 9202000a017465737431
~ Extensible Authentication Protocol
Code: Response (2)

» AVP: t=Called-Station-Id(30) 1=19 val=40-ED-00-ED-85-2D

RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS

122 Access-Challenge id
187 Access-Request 1d=3
106 Access-Challenge id
352 Access-Request id=4
1110 Access-Challenge id
186 Access-Request 1d=5
262 Acc: hallenge id
283 Access-Request 1d=6
157 Access-Challenae id

Type: 80
Length: 18

Message-Authenticator: 483fefcSee98ba5h70a81bed76fdac79

2

3

4

9e 0d
6b dé
45 59
65 73

45 44
41 34
36 6c
02 00
98 ba

Frame (172 bytes)

21
40
07
7e

50
30
34
00
01
70

ef

00 4

14
86

30
30
32
00
74
a8

ed
11
8a
14
0a

as
33
78
73
ed

05
0a
o1

a fa

03
00
30
30
00
50
ac

2d 08 00 45 00 i@

do 26 03 0a do ée

62 00 82 ec 73 &

ec fe 55 01 87 EV-~ f
20 6b 52 61 6¢c  testl 8
00 le 13 34 30  inkAP@

35 2d 32 44 1f  -ED-00-E D-
36 2d 35 46 2d Ad4-42-3 B
00 00 13 4f 6c 36 =
12 48 3f ef c5 tes t1
79 P v

Reassembled EAP (10 bytes)

It is evident from the above screenshot that the request from DUT is not encrypted and

requested data is visible in wire-capture.

11.1.4 Test Observations: It was observed that the communication channel between
external authentication server is not encrypted. This does not meet the testing

requirement

11.1.5 Evidence Provided: - Screenshots of Terminal , pcap

12. Test Case Result:

S.No TEST CASE NAME

PASS/FAIL

Remarks

1 Secure communication of
external authentication

Fail
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1.2.3 Protection against brute force and dictionary attacks

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management

2. <Security Requirement No & Name > 1.2.3: Protection against brute force and
dictionary attacks
3. <Requirement Description: > CPE shall have a mechanism that provides a protection
against brute force and dictionary attacks which aim to use manual/automated
guessing to obtain the passwords for user and machine accounts. CPE to detect
repeated invalid attempts to sign into an account with incorrect passwords during a
short period of time and it may implement at least one of the following most commonly
used protection measures:
o  Increasing the delay (e.g., doubling) for each newly entered incorrect
password.
o Blocking an account after a specified number of incorrect attempts (typically
5) for a certain period of time.
o Using CAPTCHA to prevent automated attempts.
This feature to be enabled for login attempts for CPE and on authentication attempts on
WiFi access through SSID with PSK

4. DUT Confirmation Details:
5. DUT Configuration:
6. Preconditions: - The OEM shall provide the supported documents needed to configure
the DUT to configure for protection against brute force attack
7. Test Objective:- To check if there if the DUT has the feature of protection against brute
force attack and dictionary attack
8. TestPlan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check the protection feature of the DUT against brute
force attack

8.1.2. Test Scenario to check protection feature of DUT against dictionary attack

8.2. Test Bed Diagram
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v

Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3. Tools Required:- Only DUT needed
8.4. Test Execution Steps:- The tester shall attempt to login into the DUT using its
management interface multiple times with incorrect password and check the
outcome
9. Expected Results for Pass: The DUT supports protection feature against brute force
attack/dictionary attack
10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test Case Name: Protection against brute force attack

11.1.2 Test Case Description: The following testcase is done by attempting to login
into the DUT multiple times with incorrect credentials.

11.1.3 Execution Steps:
e Access the web page of the DUT at 192.168.29.1
e DUT offers an initial login page as shown below.

x @9 Rehance Industnes Limited : x B

re | 192.168.29.1/platform.cgi ov

taps @ News

Voip v
Registration Status x
Outgoing Call to N/A
Incoming Call from ~ N/A
Cal Status N/A
veAGR/ v Ea
JoFber-QVES

o Mo o..) v &((9
Attached Disk(s)
NA:INA =—10%

Resource Utilization c

100 %

x
x
x
x
v
x
x
v
x
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e Click on the Manage gateway option for logging in to the Wi-Fi CPE modem.
The login page as offered by Wi-Fi CPE modem will be prompting for a
password in combination with username for logging in to the DUT.

A Not secure | 192.168.29.1

ouTube ') Maps @ News

User Name

e Tester tries to login into the device with incorrect credentials continuously.

11.1.4 Test Observations: It was observed that the user credentials could not be
blocked even after indefinite and continuous attempts of incorrect password
login. Hence, the test case is failing.

11.2 Test Case Number: 02
11.2.1 Test Case Name: Protection against dictionary attack <Same observed as
above as there is no protection feature in the DUT against brute force and
dictionary attack>
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12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Protection against brute force Fail No protection feature
attack available
2 Protection against dictionary Fail No protection feature
attack available
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1.2.4 Enforce Strong Password

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management
2. <Security Requirement No & Name > 1.2.4: Enforce Strong Password
3. <Requirement Description: > CPE shall only accept passwords that comply with the
following complexity criteria:
e Password containing a minimum length of 8 characters are only permitted by
default. Shorter lengths shall be rejected by the NE.
e Minimum password length - the default minimum value of 8 characters.
e Password comprises at least three of the following categories:
o atleast 1 uppercase character (A-Z)
o atleast 1 lowercase character (a-z)
o atleast 1 digit (0-9)
o atleast 1 special character (e.g., @; $.)
e CPE shall support password field length of minimum 64 characters.
This Feature to be enabled for CPE Login-IDs as well as for the PSK key associated with
SSID for Wi-Fi access.

4. DUT Confirmation Details:

5. DUT Configuration:

6. Preconditions: - The OEM shall provide the supported documents needed to configure
the DUT to configure idle timeout (if present)

7. Test Objective: - To check if there if the DUT has strict password policy in accordance
to the requirement

8. Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check whether the DUT password supports min of 8
character

8.1.2. Test Scenario to check whether DUT supports password policy as follows
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- atleast 1 uppercase character (A-Z)

- atleast 1 lowercase character (a-z)

- atleast 1 digit (0-9)

- atleast 1 special character (e.g., @; $.)

8.2. Test Bed Diagram

- >
Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3. Tools Required:- Only DUT needed
8.4. Test Execution Steps

e The tester shall attempt to login into the DUT using its management interface
e The tester sall attempt to create a user with password that opposes the
password policy as mentioned in the requirement and check if DUT rejects
that or not
9. Expected Results for Pass: The DUT supports the password policy as mentioned in
the requirement

10. Expected Format of Evidence: Screenshots of Terminal

11.  Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Password min characters
11.1.2 Test Case Description: The following testcase is done by attempting to check if
the DUT supports min of 8 characters
11.1.3 Execution Steps:
e Access the web page of the DUT at 192.168.29.1 and login with the admin
credentials
e DUT offers an initial login page as shown below.
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e C(Create a user with a weak password with the following credentials
O username: test
o password: 1234

A Not secure | 192.168.29.1/platform.cgi?page=users.html

Tub M N
vube @ Maps @ News 192.168.29.1 says

Password field length should be between 8 and 32 characters only _
Us ) .
Users Configuration

Sh

User Name test

Password

Confirm Password

User Type admin v
Description user 1
“
Sh ldle Time Out " L T

‘ ' Save
e Create a user with a weak password with the following credentials

o username: test
o password: 12345678
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Users Configuration

User Name test

Password

Confirm Password ceanenns

User Type admin N
Us Description user 1
Sh

s

N ldle Time Out 1

Fimmaare version: EHM 1TET_JUUES00_H1 20 Senal Numiber: HWUUH L0094

Adminiatration » Users Menu Search...

Users

Show 10w entrics Record(s) Search

Liser Mame & User Type Cescription

admin admin System Administrator

guest guest (Suest User with read only Bcosss
=t admin user 1

Snovang 1 to 3 of 3 entries Firat

Add New User

11.1.4 Test Observation: It was observed that DUT doesn’t accept password of length
less than 8

11.2 Test Case Number: 02
11.2.1 Test Case Name: Password policy

11.2.2 Test Case Description: The following testcase is done by attempting to check
if the DUT supports password policy as per the requirement
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11.2.3 Execution Steps:

e Login into the DUT with admin credentials
A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e Attempt to create a user with a weak password violating the password policy
e Create a user with a weak password with the following credentials
username: test
password: 12345678

Users Configuration

User Name test

Password

Confirm Password |

User Type admin v
Us Description user 1
Sh
y;
B Idle Time Out 1 [ T 4 AAAT B i dan
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11.2.4 Test Observations:- It was observed that DUT accepts the password that
violates the password policy(as per the requirement)

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Password min characters Pass
2 Password policy Fail DUT supports the password that
violates the password policy

56




1.2.5 Inactive Session Timeout

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management

2. <Security Requirement No & Name > 1.2.5: Inactive Session Timeout

3. <Requirement Description: > CPE shall monitor inactive sessions of administrative
login users, Data users either on LAN or Wi-Fi and initiate session locking mechanism
based on user configurable timers.

Unlocking the session shall be permissible only by authentication. If the inactivity period

further continues for a defined period, Session /user ID time out must occur after this

inactivity. The timer values can be admin configurable as per requirement. When the time

out occurs, the same screen must be cleared of all displayed information.

4. DUT Confirmation Details:

5. DUT Configuration:
¢ Login to router using the following admin credentials

e Configure the timeout

Status Network Security Administration Advar

A8 \ysers Configuration
Us
Password  eeerescsesessirasannnns
Sh
Confirm Password
Us
User Type admin
ad
Description u 1
qu
te:
P
= Idle Time Out 1 [Range: 1 - 999] Minutes
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Preconditions:- The OEM shall provide the supported documents needed to configure
the DUT to configure idle timeout (if needed)
Test Objective: - To check if there if the DUT has the feature of idle timeout

Test Plan
8.1. Number of Test Scenarios:

8.1.1.Test Scenario to check whether the DUT has timeout upon inactivity
8.2. Test Bed Diagram

Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3. Tools Required:- Only DUT needed
8.4. Test Execution Steps

e The tester shall attempt to login into the DUT using its management interface
o The tester shall keep the DUT inactive until the certain (configured in the DUT) and
checks the outcome

9. Expected Results for Pass: The DUT supports timeout feature upon inactivity

10.

11.

Expected Format of Evidence: Screenshots of Terminal

Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: Inactivity logout
11.1.2 Test Case Description: The following testcase is done by attempting to login
into the DUT and checking if the DUT logs out upon inactivity
11.1.3 Execution Steps:
e Access the web page of the DUT at 192.168.29.1
e DUT offers an initial login page as shown below.
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X gD Kehance Industries Limited : x “+

re | 192.168.29.1/platform.cgi o

laps @ News

Manage
Gateway

Resource Utllization
100 %
5% °
e

XAXXAX XXX

¢ C(lick on the Manage gateway option for logging in to the Wi-Fi CPE modem.
The login page as offered by Wi-Fi CPE modem will be prompting for a
password in combination with username for logging in to the DUT.

A Not secure | 192.168.29.1

ouTube %@ Maps @ News

User Name

e Attempt to login
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e Wait for a minute without performing any activity on the web GUI.

A Notsecure | 192.168.29.1/platform.cgi

wTube @ Maps @ News

User Name

Password

11.1.4 Test Observations:

e [t was observed that after 1 minute of time out the user gets logged out of the
device as shown in the screenshot above
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e The test case is passing in the case of device management account login users.

The test case is failing for the data users (LAN and Wi-Fi).

12. Test Case Result:

S. No

TEST CASE NAME PASS/FAIL Remarks

1

L.ogout on inactivity Pass
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1.2.6 Password Change facility, 1st Installation /Factory Reset

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

u

<ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management
<Security Requirement No & Name > 1.2.6: Password Change facility, 1st
Installation /Factory Reset
<Requirement Description: > CPE shall enforce change of authentication attribute
(eg: - password) on 1st installation configuration or on factory reset conditions. If a
password is used as an authentication attribute, then the CPE shall provide a function
that facilitates the user to change his password at any time. However, the CPE shall not
allow the previously used passwords up to a certain number (Password History)
DUT Confirmation Details:
DUT Configuration: No configuration needed
Preconditions: - The OEM shall provide the supported documents for credentials to
access the admin and other features of DUT
Test Objective:- To check if there if the DUT enforces password change upon factory
reset, at any other time and if previous passwords are disabled to be used
Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check whether the DUT enforces the user to change the
password upon 15t time login
8.1.2. Test Scenario to check if DUT allows the user to change the password at
any time
8.1.3. Test Scenario to check if DUT allows user to use previous passwords upon
password change
8.2. Test Bed Diagram

v

Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3. Tools Required: - Only DUT needed
8.4. Test Execution Steps
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The tester shall attempt to reset the DUT and check if password is enforced
to be changed from the default credentials

The tester shall also attempt to change the credentials of a user account to a
new password

The tester will check if a previously used password can be used again

9. Expected Results for Pass: The DUT supports the features as mentioned in the
requirement.

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: Enforce Password change upon reset
11.1.2 Test Case Description: The following testcase is done by attempting to reset
the DUT to check if password change is enforced for the user
11.1.3 Execution Steps:
e Resetthe DUT

A Not secure | 192.168.29.1/platform.cgi?page=backupRestore.html

YouTube

Maps & Mews
@ Maps M Ne 192.168.29.1 says

Preparing to restore factory default settings. Are you sure you want to

300_RH .20
ST procesd?

WARMNIMNG: Current configuration will be erased. |
)
Administration = Maintenance = Backup / Restore
Backup / Restore
Save Current Settings
Restore Saved Settings | Choose File |Ha file chosen

Factory Default settings

Reboot

¢ Login using default admin credentials. (Admin & Jiocentrum)
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¢ Jio Wi-Fi CPE modem prompts to change the default password immediately
after 1 login post factory reset as shown below.

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4

Change Password
New password for user Admin
Confirm new password for user Admin
New password for user Guest

Confirm new password for user Guest

o Tester changes the password for the default Admin user as well as guest user
with the following passwords.
New password for user admin: Ajio@1234
New password for user guest: 12345678
And attempts to login with the updated password
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User Name

Password

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSFS04F4

Status MNetwork Security Ad

Menu Search

Administration » Users

Users

Show 10 “ entries Record(s)

User Name 4 User Type Description
admin admin System Administrator
guest gusst Guest user with read only access

Showing 1 to 2 of 2 entries

Add New User

11.1.4 Test Observation:- It was observed that DUT enforces the user(admin) to
change the password upon initial login

11.2 Test Case Number: 02
11.2.1 Test Case Name: Change password anytime
11.2.2 Test Case Description: The following testcase is done by changing the

password of user to a new password
11.2.3 Execution Steps:
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e C(Create a user with the following credentials,
o User: testerl
o Password: 12345678

Users Configuration

User Name testert
Password I
Us Confirm Password
oh User Type admin W o,
Description usEr i
P | |
au R - v

; «»

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDO5SF504F4 e,

Administration Save password?

Username tester]
Administration » Users

Password sesssans -
m Meve
Users
Show 10~ entries Record(s) Search Q,
Iser Name 4 User Type Description
admin admin System Administrator
guest guest Guest user with read only access
tester’ admin usar

Showing 1 to 3 of 3 entries First Pravious 1 MNext ast

e Now login with the created user account
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tester1

Change the password of the tester1 account with the following credentials,
Password: 87654321

Users Configuration

User Name tester1

v
Password
Confirm Password |
User Type admin v
Us Description user
Sh o
P |
ry
N Idle Time Out . P 4 AAR A R " .
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Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDO5F504F4 ‘
Status MNetwork Security Advanc
Administration » Users Menu Searchl..
Operation succeeded
Users
Show 10 % entries Record(s) Sean
User Name 4 User Type Description
admin admin System Administrator
guest guest Guest user with read only access
testerd admin user

Showina 1 ta 3 Af 2 antrize Ciema o

e Attempt to login with the updated password

testerl

11.2.4 Test Observation:- It was observed that DUT supports password changing
at any time

Test Case Number: 03
11.3.1 Test Case Name: Password History
11.3.2 Test Case Description: The following testcase is done to check if previously used
password can be used
11.3.3 Execution Steps:
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e Login with the tester account

testerl

e Asseen from the Test Case : 02, the tester account’s password was changed from
12345678 to 87654321.

e Hence attempt to change the tester account’s password again to 12345678

Users Configuration

User Name testerd =

Password
Confirm Password |

User Type admin v

Us Description user

Sh

Idle Time Out 1 ™ 4 AT Rl v
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Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4 ‘

Status Metwork Security Advanc
Administration » Users
Operation succeeded

o
&
[#]

Menu Searchi..

Users

Shaw 10 % entries Record(s) Sean

User Name 4 User Type Description

admin admin System Administrator

guest gusst Guest user with read only access
testerd admin user

Showina 1t 2 nf 3 antrice

11.3.4 Test Observation: - It was observed that DUT allows previously used password
to be used to update the password again

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Enforce Password change upon Pass
reset
2 Change password anytime Pass
3 Password History Fail
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1.2.7 Protected Authentication feedback

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

. <ITSAR Section No & Name> Section 1.2 Authentication and Attribute Management
<Security Requirement No & Name > 1.2.7: Protected Authentication feedback
<Requirement Description: >

When a user enters the password at the local console, local or remote management GUI,
the CPE should give obscure feedback by displaying characters like “*”".

. DUT Confirmation Details:

. DUT Configuration: No configuration needed

. Preconditions

. Test Objective:- To check if there if the DUT obscures the password display with
characters like “*".

. Test Plan

8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check whether the DUT obscures the password display with
characters like “*” when user logs into the DUT
8.1.2. Test Scenario to check whether the DUT obscures the password display with
characters like “*” during new account creation
8.2. Test Bed Diagram

v

Tester machine Wifi CPE
192.168.129.13 192.168.29.1
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8.3. Tools Required:- Only DUT needed
8.4. Test Execution Steps

e The tester shall attempt to login into the DUT, entering the password to
check how it is displayed

e The tester shall also attempt to create a new account entering the password
to check the password display

9. Expected Results for Pass: The DUT obscures the password display during login and
password change

10. Expected Format of Evidence: Screenshots of Terminal

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Password during user login
11.1.2 Test Case Description: The following testcase is done by attempting to login

into DUT by entering the password to check how it is displayed
11.1.3 Execution Steps:

e Login into DUT with admin credentials

admin

11.1.4 Test Observation:- It was observed that DUT obscures the user password when
entered during login

72




11.2 Test Case Number: 02

11.2.1 Test Case Name: Password during account creation

11.2.2 Test Case Description: The following testcase is done by attempting to create
a new user account and entering the updated to check its display

11.2.3 Execution Steps:

e Create a user with the following credentials,
User: testerl
Password: 12345678

Users Configuration

User Name testerd
Password I
Confirm Password REPTERS
Us
User Type admin v
Sh a,
Description user ||
Us 5
ad
_ £ | |
gu ldle Time Out 1 e 4 AAAT R lics snn M
4 [ see
Administration » Users
* X X
Operation succeeded
—
Users
| Save password?
Show 10 v entries Username  testerl -
User Mame 4 User Type Description Password ~ esessnes - @
admin admin System Administrator m Never
guast guast Guest user with reed only access
test admin user 1
tester admin user 2
tastert admin user
testing admin user3

Showing 1 to & of & entries Eirst Previous 1 Next

Add New User
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Relogin with the updated password

vice authenticating, please wait!

tester

= )

11.2.4 Test Observation: - It was observed that DUT obscures the password when entered
during account creation

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Password during user login Pass
2 Change password anytime Pass
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1.2.8 Removal of predefined or default authentication attributes

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.

<ITSAR Section No & Name> Section 1.2 Authentication and Attribute
Management

<Security Requirement No & Name > 1.2.8: Removal of predefined or default
authentication attributes

<Requirement Description: > When a user enters the password at the local console,
local or remote management GUI, the CPE should give obscure feedback by displaying
characters like “*".

DUT Confirmation Details:

DUT Configuration: No configuration needed

Preconditions

Test Objective:- To check if there if the DUT obscures the password display with
characters like “*”.

Test Plan
8.1.  Number of Test Scenarios:
8.1.1. Test Scenario to check whether the DUT obscures the password display with
characters like “*” when user logs into the DUT
8.1.2. Test Scenario to check whether the DUT obscures the password display with
characters like “*” during new account creation
8.2.  Test Bed Diagram

- >
Tester machine Wifi CPE
192.168.129.13 192.168.29.1

8.3.  Tools Required:- Only DUT needed
8.4. Test Execution Steps
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e The tester shall attempt to login into the DUT, entering the password to
check how it is displayed
e The tester shall also attempt to create a new account entering the password
to check the password display
9. Expected Results for Pass: The DUT obscures the password display during login
and password change

10. Expected Format of Evidence: Screenshots of Terminal

11.  Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Password during user login
11.1.2 Test Case Description: The following testcase is done by attempting to login
into DUT by entering the password to check how it is displayed
11.1.3 Execution Steps:
e Login into DUT with admin credentials

admin

11.1.4  Test Observation :- It was observed that DUT obscures the user password when
entered during login

11.2 Test Case Number: 02
11.2.1 Test Case Name: Password during account creation
11.2.2 Test Case Description: The following testcase is done by attempting to create
a new user account and entering the updated to check its display
11.2.3 Execution Steps:

e C(Create a user with the following credentials,
User: testerl

76




Password: 12345678

Users Configuration

User Name testert
Password I
Confirm Password
Us
User Type admin v
Sh a,
Description usEr ||
Us 5
sl | |
gu ldle Time Out 1 LS — 4 AOAT R lies bnn T
Administration »  Users
* Kk
Operation succeeded
—
Users
Save password?
Show 10 W entries Username  tester] -
User Name 4 User Type Description Passwerd e M
admin admin System Administrator m Never
guast guast Guest user with read only access
test admin user 1
tester admin user 2
testert admin user
testing admin userd

Showing 1 to 6 of & entries F Prevous| 1] [Next

Add New User

Relogin with the updated password

77




)evice authenticating, please wait!

tester1

L )

11.2.4 Test Observation: - It was observed that DUT obscures the password when

12. Test Case Result:

entered during account creation

S.No TEST CASE NAME PASS/FAIL Remarks
1 Password during user login Pass
2 Change password anytime Pass
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1.2.9: Storage of Passwords in encrypted form
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Section 1.3: Software Security

1.3.1 Secure Update

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:>1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

<ITSAR Section No & Name> Section 3 - Software Security

<Security Requirement No & Name > 1.3.1 Secure Update

<Requirement Description: >

The update process should verify the authenticity of the source repository and the
integrity of the software patch preferably employing Digital Certificate for
authenticity and hashing (example: SHA2) for integrity before updating the
software in the CPE. The update mechanism should prevent illegal software
patching.

DUT Confirmation Details:

This section involves information about DUT like software/firmware version,
Hardware version model.

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.

Verification of DUT Cisco wireless LAN controller’s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

BUPNEd=1n MAC AAAPESE . /v wicoia iaiajoeisinin iais/seisiain minisioe

Maximum number of APs supported..................
NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC19310euu

Verification of DUT Cisco WLC'’s high-level system SW information by running
command show sysinfo on CLL
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(Cisco Controller) >show sysinfo

Manufacturer's N .. Cisco Systems Inc.
Product Name .. Cisco Controller
Product Version.. 8.10.183.0

........................ N/A

Aironet-Controller

.9.1.2250
. 1: reload command
System Up! TAMEL S/ s cis afs-eien ohoshomsistots siaveis-ooysie orsraaole @ days 3 hrs 33 mins 5 secs
System Timezone Location .... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
System Stats Realtime In 2 S
System: StatsiNormal  Intervall o o e e ake 180
Configured COURtRY s et vais vaieinisnaissimeoissaisss IN - India

State of 802.11b Network .... Enabled
Statelofi802 1 1a Netwo ke e e e Enabled

More or (alui

e Verification of DUT Cisco WLC’s system information on Web access.

System Information

System Name Aironet-Controller 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |P Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50

4 > i

5. DUT Configuration: Configuration of DUT as per this test:

Casel: positive test case -
e Selecting TFTP server (tool) interface
_‘% Tftpd64 by Ph. Jounin = O X

Current Directory E:\Users\Mumuser\Deskt\AP ima Browse l
| Serverinterfaces 10.208.38.30 IntelR)Etr | ShowDir |
|

Thtp Server l Titp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress

About | Settings | Help

81




e O o o o

Settings are given below to update/upgrade image of the DUT.

e A o ¢ @

@ Monitoring Transfer Mode (TETP
'b Wireless Settings IP Address(IPv4)/Name *  10.208.38.30

L3 Management File Path *  AIR-AP1830-K9-ME-8-10-185-0/
© Access
Schedule Update

& Admin Accounts

O© Time Set Update Time

v

& Advanced

Auto Restart

¥ Predownload Image Status

Total Number of Aps 1
Number of APs initiated
Number of APs Currently Being Updated 1

Number of APs Completed

Number of APs that are waiting/failed

Preconditions:

A document containing information regarding the following:

software package integrity checks.

Including details of how the integrity check is carried out.

Where public keys or certificates of sources authorized to sign software packages

are stored on the DUT and who these sources are.

What evidence is created to prove that the integrity check has been executed and

what the result of the check was.

Documentation which describes the installation procedure including how a user is

authorized and authenticated to perform installation process.

Valid package for installation/boot and one tampered image (tampered with hex

edit).

Hex Editor for modifying the DUT Image. - TFTP server for image transfer -
Valid package for installation/boot.

A network product document containing information regarding software package

integrity checks, including details of how the integrity check is carried out.

A valid network product software load /package and one that is not-valid.

Test Objective: To verify that DUT have mechanism that validates the software
package integrity during installation/update stage

Test Plan:

Software package integrity shall be validated in the installation/upgrade stage.
Network product shall support software package integrity validation via
cryptographic means, e.g. Digital Certificate(digital signature). To this end, the
network product has a list of public keys or certificates of authorised software
sources, and uses the keys to verify that the software update is originated from
only these sources.

Tampered software shall not be executed or installed if integrity check fails.
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e A security mechanism is required to guarantee that only authorized individuals
can initiate and deploy a software update, and modify the list mentioned in bullet

2.

8.1 Number of Test Scenarios:

8.1.1 Software update in DUT verifying the integrity using digital certificate(digital
signature)/public keys
8.2 Test Setup Diagram

D-Link switch

MGMTport:
IP: 10.208.38.2

Win10
IPv4: 10.208.38.30

Tool installed: tftp
= server, hex-editor.
s

Console PC

8.3 Tools Used:

- Web browser(client) Win10, tftp-server, hex-editor, putty for console.
8.4 Test Execution Steps:

Below are the execution steps with evidence:
Casel: Positive testcase -

o

O O O O O

©)

The settings on tool i.e., TFTP server - Selecting image to be updated.

Settings On DUT:

Now login as user1 (ReadOnly privilege)

Verifying user1 can’t update/upgrade the image of DUT.

Now login with Admin (ReadWrite privilege)

Settings are given below to update/upgrade image of the DUT. (Current iOS

image version is 8.10.183.0).

After clicking on update transfer of image from TFTP to DUT starts -
verification of image transfer on TFTP server.

e Uploading of image to DUT from TFTP server completed.

o

©)
@)
@)

DUT auto restarts after completion of uploading image to DUT.

DUT starts boot process automatically.

DUT performing Image Signing verification while booting to new image.
DUT performing Cryptographic checks while starting image process -
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o Verifying the version of the DUT Image updated - on controller after login
with user Admin on console and GUI.

Case2: Negative testcase - (note: this test performed earlier before updating
the image) - copy the boot image (part.bin) from DUT to terminal for
tampering.
¢ Run Hexeditor of terminal machine and change certificate values in the
boot image.
e After editing save the edited image and reboot the device with the
tampered boot image over TFTP.
e Updating from rommon mode require IP to be change of TFTP server as
per DUT ask for it.
e Verify the integrity of the boot image manually by command. Device failed
to load the tampered image giving error message as Image signing
verification failed.

9. Expected Result for Pass: Software package integrity shall be validated using
cryptographic means, e.g. Digital certificate(digital signature) in the
installation/upgrade stage. Tampered software shall not be executed or installed if
integrity check fails. Only authorized person, can able to do software update.

10. Expected Format of Evidence: Screenshot of DUT webpage and terminal

11.Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_SECURE_UPDATE
11.1.2 Test Case Description: In this test scenario tester will perform the positive test
to update/upgrade the DUT image using the TFTP server and DUT settings were
configured for an image update. The update will be verified by low privilege user
and highest privilege user also image signing verification and cryptographic
library will be checks during update/upgrade on console. In the negative test,
tester will try to update on DUT and observed the process will get fail or not for
image signing verification.
11.1.3 Execution Steps: Below are the execution steps with evidence:
Casel: Positive testcase - Below are the settings on tool i.e., TFTP server:
Selecting server interface
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@5 Tftpd64 by Ph. Jounin = a X

Current Directory C:\Users\Mumuser\Deskto\AP imag vI Browse |
| Serverinterfaces  |10.208.38.30 IntelR)Etr »| _ Show Dir |
|

Titp Server l Titp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress

About | Settings | Help |

- Selecting image to be updated.
Browse to the directory where the new image downloaded.

AP image X | 4 X

> Deskiop > APimage > v G Search APimage »

£ Home O na

@ OneDrive - Persc 8" AIR-AP1830-K9-ME-8-10-185-0
5 AIR-AP130-K9-ME-8-10-182-02ip 5152
W Oescop 4 55 AIR-AP130-K9-ME-8-10-183-0zip ;
L Downloads # % AIR-AP1830-K9-ME-8-10-185-0zip 820231052 Compressed (zipp.. 515345 KB
& Documents #
IR picures
© Music

Browse correct path in current directory of TFTP server.

BV oI ERTT T\ sers\Murnuser'\D esktop\AP ima e Browse |

int C:\Program Files\T ftpd64 .
SHVE Dimacet C:AUsers\Mumuser\Desktop\AP image Show Di

Titp Server I Thtp Client | DHCP server | Syslog server | Log viewer |
peer file starttime | progress |

About I Settings Help

- Settings On DUT:
First Login as user1 (ReadOnly privilege)
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© 't cisco Aronet 1850 Series Moty Expr Q © B = %
NETWORK SUMMARY =
ACCESS POINTS =x CLIENTS o wnx

- Settings are given below to update/upgrade image of the DUT.

& C A& Notsecure | hups//10208382,
@ Monitoring Transfer Mode  (TETR
£ Wireless Settings IP Address(IPv4)/Name *  10:208:38.30

ﬁ- Management File Path *  AIR-AP1830-K9-ME-8-10-185-0/

© Access

& Admin Accounts Schadulelipdate

O Time Set Update Time
v
Auto Restart

& Advanced
¥ Predownload Image Status
Total Number of Aps 1

Number of APs initiated 0

Number of APs Currently Being Updated 1

Number of APs Completed 0
Number of APs that are waiting/failed 0
- After clicking on update error occurs.
€ c O A = hips/10.20838.2/screens/dashboard. ntmi#i/swipdate o Ly 9 & a8 =

- Here it has been observed that User - “userl” does not have Readwrite
privilege so can’t update/upgrade. So, “insufficient privilege error occurred.
- Note: Only users with Read-write privilege can update/update i0OS

image of DUT.
- Now login as Admin (ReadWrite privilege)

hboard htmi#/swUpdat

@ e "c','s'élo" Cisco Aironet 1850 Series Mobility Express Q A © = &
onitoring
$¥ Wireless Settings User - Admin(ReadWite)
[ 5 Management SOFTWARE UPDATE
© Access
wromnncens [ SRR

© Time
¥
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- Settings are given below to update/upgrade image of the DUT. (Current i0OS

image version is 8.10.183.0).

<« C A Notsecure | hips//10.208.382

@ Monitoring Transfer Mode  (TFTP

IP Address(IPv4)/Name *  10.208.38.30

L wireless Settings

ﬁ' Management File Path *  AIR-AP1830-K9-ME-8-10-185-0/
© Access

& Admin Accounts Schedulo:Update
© Time Set Update Time

v
[ Auto Restart

& Advanced

¥ Predownload Image Status

Total Number of Aps 1

Number of APs initiated 0
Number of APs Currently Being Updated 1
Number of APs Completed 0
Number of APs that are waiting/failed 0

o = @

- After clicking on update transfer of image from TFTP to DUT starts

& C A Notsecure | hiips//10208382;

1 (11 | PP ARt
* Monitoring Clscg RIS
'n' Wireless Settings
M Management SOFTWARE UPDATE

© Access
& Admin Accounts

@ Time
¥

& Advanced

3C

Auto AP-Type Conversion

Efficient Join

Transfer Mode = TFTP

- On TFTP server
| % Tftpd64 by Ph. Joun

I Current Directory Browse
| Sewverinterfaces [10208.38 30 Intel(R) Etr »| _ Show Dir
Iﬂpsﬁ’fl JLpC’IienlliDHCPsEer ] Syslog server I Log viewer ]
@5 AIR-AP1830-K9-ME-8-10-185-O\ap... X lime | progress

File size : 63651840 - !
1271296 Bytes sent 158912 Bytes/sec

About Settings Help
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On tftp server itis seen that transfer of image from TFTP server to DUT has been
started. Till this step it can be concluded that only Admin (mgmtuser with
highest level of access i.e., read-write privilege)

After some time on DUT- uploading progress is more than 50%

< G A worsear m ¢ B

g -

tps/10.208.382 !

Scneaule upaate

Set Update Time
* Monitoring

Auto Restart

# Wireless Settings

.3 Management

© Access

& Admin Accounts ¥ Predownload Image Status
@ Time
v

& Advanced

Total Number of Aps
Number of APs initiated
Number of APs Currently Being Updated

Number of APs Completed

o o B - B

Number of APs that are waiting/failed

Here it can be noted that “Auto restart” is checked which means DUT auto
restart after completion of image transfer to DUT.

Uploading of image to DUT from TFTP server completed.

10208.38.2/5¢ m = @ | -

e

Scneaule upaate

Set Update Time
®* Monitoring
£ Wireless Settings Auto Restart

.3 Management
© Access

& Admin Accounts
O Time
L2

& Advanced

¥ Predownload Image Status

Total Number of Aps

Number of APs initiated

Number of APs Currently Being Updated 0
Number of APs Completed 1

Number of APs that are waiting/failed 0

[* pretix indicates Cisco Mastor AP

Image transfer completed 100%.

DUT auto restart after completion of uploading image to DUT.

(Cisco Controller)
User:

Predownload COMPLETE!! Triggering the REBOOT in 5 secs.

Predownload COMPLETE!! Triggering the REBOOT in 5 secs.

DUT starts boot process automatically.
Continue booting process.
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link missing during
link ing during
link ing durin
< i du
during
g during

.8210] ing during
2.8210] i ing during unregister: /net/ipv6/neig

terms of
available here:
2.0.html

261 [256 MiB]
F [4 MiB]

PCI1 Link Intialized
Net:

PHY ID

PHY ID

Valid

Others detect

continue to run...

PHY ID = 0x4dde74, eth@® found ARS8
PHY ID = 0x4dde74, ethl found ARS8
AP 1832/1852 detected...
Power Type: 802.3af POE
)

g continue to run.
Auto boot mode, use bootipq directly
Hit ESC key to stop autoboot: @
Specified BOOT: part2

Read 1024 bytes from volume part2 to 4
Read 63274950 bytes from volume part2
I continue to run...
Using machid ©x126¢ trom environment

Starting image

Here it has been observed that image signing verification is success of the new
image which means it is valid image and continue to run then continue to
“starting image”.

- Here DUT performing Cryptographic checks while starting image process -
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Shell DSA Host Key ...
ure Shell RSA Hc <
g Secure Shell versio CDSA Host Key ...

Inc.
. All rights

Initializing Ne
Starting PNP:

Unable t pe
Startir ARP S

Starting Trap

» Network Int lanagement ces: i
In above screenshot it has been observed that cryptographic library self-test
passed!
Tested cryptographic library are - shal, sha256, sha384, hmac-Shal, hmac-
sha256, hmac-sha384.

- After successful update/upgrade of the image and completion of all booting
process DUT ask for login to controller with “enter username “dialog.
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mmand

Logged-in with user “Admin.”
Verifying the version of the Image on controller after login with user Admin:
Verifying sysinfo of the controller via console.

(Cisco Controller) >sk sysinfo

ManufacturerssiNames St Do T i o st s cleteie et e Cisco Systems Inc.
Product Name.......couovuuunn RO Cisco Controller
Product Version............ oo

UL File Last Update TImMes. cco e oscosseoss . N/A

R [ e my om0 R O R I Cisco-Aironet-Controller
System Location.

System Contact

System ObjectID............ Slete s otate

IP Address AR et 10, 208. 382

LS SR o cn o000 D00 m 0 O OO OO O O 00 . @: unknown

Up Time....... > Sietes Mlate s e 0 days 8 hrs 13 mins 46 secs

Timezone Location...
Stats Realtime Interval O OTaS
Stats Normal Interval......ccceeueuenn . 180

(€2 R T e b B Y (TR B oy e O e oo 0 e O O e R AL - Albania
State 'of 802.11b NetWorkics oo s sooscesssesesesss Enabled

State of 802.11a Network......ceeeeeeeceennnns . Enabled
NI S G N AN S e e e e na ke o e ) et J4k:

--More-- or (g)uit

Continue sysinfo
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(qjuit
tive Clients...veeeienennnnnnnncnnnan 5]

OUI Classification Failure Count................. 5]

Flash Card

(C ontroller) >?2

Here it has been observed that WLC-MIC certificate type is SHA1/SHAZ2
Verifying the running configuration on the controller with the following command: Cmd:
Show running-config on controller.

(C Controller) >

.................................. ronet-Controller

Here it has been observed that product version has been change. Now it is 8.10.185.0
(earlier it was 8.10.183 which can be verified in DUT confirmation details).
- Verification of image in AP mode:

Processor rev @ (v7l) with 996248/375964K byte

It has been observed that 8.10.183.0 becomes now a backup image after update/upgrade.
- Verifying on Web gui.
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System information of the DUT.

System Information

System Name Cisco-Aironet-Controller
Model AIR-AP1852I-E-K9

Serial Number ’
Software Version

Up Time 0 day, 8 hours, 3 minutes
System Time Wed Sep 13 21:43:16 2023
Timezone

Country AL - Albania
Management IP Address

Memory Usage 66%

Max Access Points Supported 50

The image of the DUT successfully updated after cryptographic check of the new
image. Now product version is 8.10.185.0 (earlier, before update, it was
8.10.183.0).

Case2: Negative testcase — (note: this test performed earlier before updating the
image)

= copy the boot image (part.bin) from DUT to terminal for tampering.

« 57

= Run Hexeditor of terminal machine and change certificate values in the boot
image.
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= After editing save the edited image and reboot the device with the tampered
boot image over TFTP.

&
Current Directory @ ﬂ Browse
Server interfaces |1921581.254 Intel(R) Etr LJ Show Dir

Titp Server | Titp Client | DHCP server | Syslog server | Log viewer |

peer file start time | progress

About ‘ Settings ‘ Help
Updating from rommon mode require ip to be change of TFTP server as per DUT
ask for it.

= Verify the integrity of the boot image manually by comand. Device failed to

load the tampered image giving error message as Image signing verification
failed.

It has been observed that image signing verification of corrupted image return gives
signature return “-3” means verification is failed. So it can be concluded that given image
is not a valid image.

11.1.4 Test Observations:

e Casel: Positive Test Case
» The TFTP server settings were configured and the image to be updated was
selected. The DUT settings were adjusted, but an error occurred when attempting
to update with a user that only had read-only privileges. After logging in as an
admin with read-write privileges, the image transfer from the TFTP server to the
DUT began. The DUT automatically restarted after the image transfer was
completed. During the booting process, the DUT performed image signing
verification and cryptographic checks. After successful login, the new image
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version was verified on the controller. The image was also verified in AP mode

and on the Web GUL

e (Case2: Negative Test Case

* The boot image was copied from the DUT to the terminal for tampering. After
editing and saving the image, the device was rebooted with the tampered boot
image over TFTP. The integrity of the boot image was manually verified, and the
device failed to load the tampered image, indicating that image signing

verification had failed.

12.Test Case Result:

S.No | TEST CASE NAME PASS/FAIL

Remarks

1

TC_NO_SECURE_UPDATE FAIL
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1.3.2 Secure Upgrade

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security
2. <Security Requirement No & Name > 1.3.2 Secure Upgrade
3. <Requirement Description: > CPE should support authenticity and integrity check
while performing software upgrade Preferably employing Digital Certificate for
authenticity and hashing (example: SHAZ2) for integrity software patching.
4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,
Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.

e Verification of DUT Cisco wireless LAN controller’'s HW product series information by
running command show inventory on CLI.

(Cisco Controller) >show inventory

Butned=in MAC AdAPESS . o= s wieliaialszeisrsintaia s/szetareis abatalsze

Maximum number of APs supported..................

NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: Ve1l, SN: KWC1931eeuu

e Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name . Cisco Systems Inc.
. Cisco Controller

- 10.183.0

OUI File Last Update Time... el N/A

System Name .... Aironet-Controller
System Locatio

System Contact e

System ObjectI . 1.3.6.1.4.1.9.1.2250
IP Address.... . 10.208.38.2

Last Reset.... 1: reload command

System Up Time .... @ days 3 hrs 33 mins 5 secs

System Timezone Location .... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
System Stats Realtime Interval.... S

System Stats Normal Interval e 80

Configured Country

State of 802.11b Network Enabled
Stateiliof 802 1 1a NetworKe o S e e e Enabled

e Verification of DUT Cisco WLC'’s system information on Web access.
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System Information

System Name Aironet-Controlier
Model AIR-AP1852I-E-K9
Serial Number KWC193100UU
Software Version 8.10.183.0
Up Time 0 day, 1 hour, 23 minutes
System Time Tue Aug 8 15:15:23 2023
Timezone Colombo, New Delhi, Chennai, Kol...
Country IN - India
Management IP Address 10.208.38.2
Memory Usage 60%
Max Access Points Supported 50
4 > ’

5. DUT Configuration: Configuration of DUT as per this test:
Casel: positive test case -

e Selecting TFTP server (tool) interface
| @5 Ttpd64 by Ph. Jounin — ] X

|
|

VT GTTI -\ sers\Mumuser\D esktop\&P imadig Browse |

Server inteifaces |10.208.38.30 Intel(R) Et- | Show Dir [
Thp Server I Titp Client | DHCP server | Syslog server | Log viewer |
peer file | starttime | progress |

About | Setings | Hep |

e Settings are given below to Upgrade/upgrade image of the DUT.
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o o 0o o &

@ Monitoring Transfer Mode [ TETP
L Wireless Settings IP Address(IPv4)/Name *  10.208.38.30

*‘ Management File Path *  AIR-AP1830-K9-ME-8-10-185-0/
© Access

& Adnn Acoounts Schedule Update

O Time Set Update Time

v
Auto Restart

<3 Advanced

¥ Predownload Image Status

Total Number of Aps 1
Number of APs initiated 0
Number of APs Currently Being Updated 1

Number of APs Completed

Number of APs that are waiting/failed

Preconditions:

A document containing information regarding the following:

software package integrity checks.

Including details of how the integrity check is carried out.

Where public keys or certificates of sources authorized to sign software packages
are stored on the DUT and who these sources are.

What evidence is created to prove that the integrity check has been executed and
what the result of the check was.

Documentation which describes the installation procedure including how a user is
authorized and authenticated to perform installation process.

Valid package for installation/boot and one tampered image (tampered with hex
edit).

Hex Editor for modifying the DUT Image. - TFTP server for image transfer -
Valid package for installation/boot.

A network product document containing information regarding software package
integrity checks, including details of how the integrity check is carried out.

A valid network product software load /package and one that is not-valid.

7. Test Objective: To verify that DUT have mechanism that validates the software

package integrity during installation/Upgrade stage

8. TestPlan:

Software package integrity shall be validated in the installation/upgrade stage.
Network product shall support software package integrity validation via
cryptographic means, e.g. Digital Certificate(digital signature). To this end, the
network product has a list of public keys or certificates of authorised software
sources, and uses the keys to verify that the software Upgrade is originated from
only these sources.

Tampered software shall not be executed or installed if integrity check fails.

A security mechanism is required to guarantee that only authorized individuals
can initiate and deploy a software Upgrade, and modify the list mentioned in bullet
2.

8.1 Number of Test Scenarios:
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8.1.1 Software Upgrade in DUT verifying the integrity and using digital

certificate/public keys
8.2 Test Setup Diagram

D-Link switch

MGMTport:
Le IP: 10.208.38.2

Win10
IPv4: 10.208.38.30

Tool installed: tftp
<3 server, hex-editor.
=

Console PC

8.3 Tools Used: Web browser(client) Win10, tftp-server, hex-editor, putty
for console.

8.4 Test Execution Steps:

Below are the execution steps with evidence:
Casel: Positive testcase -

o

O O O O O

o

The settings on tool i.e., TFTP server - Selecting image to be Upgraded.
Settings On DUT:

Now login as userl (ReadOnly privilege)

Verifying user1 can’t Upgrade/upgrade the image of DUT.

Now login with Admin (ReadWrite privilege)

Settings are given below to Upgrade/upgrade image of the DUT. (Current iOS
image version is 8.10.183.0).

After clicking on Upgrade transfer of image from TFTP to DUT starts -
verification of image transfer on TFTP server.

e Uploading of image to DUT from TFTP server completed.

©)

@)
©)
@)
@)

DUT auto restarts after completion of uploading image to DUT.

DUT starts boot process automatically.

DUT performing Image Signing verification while booting to new image.
DUT performing Cryptographic checks while starting image process -
Verifying the version of the DUT Image Upgraded - on controller after login
with user Admin on console and GUI.

Case2: Negative testcase - (note: this test performed earlier before updating the

image) -

copy the boot image (part.bin) from DUT to terminal for tampering.
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o Run Hexeditor of terminal machine and change certificate values in the boot
image.

o After editing save the edited image and reboot the device with the tampered
boot image over TFTP.

o Updating from rommon mode require IP to be change of TFTP server as per
DUT ask for it.

o Verify the integrity of the boot image manually by command. Device failed to
load the tampered image giving error message as Image signing verification
failed.

9. Expected Result for Pass: Software package integrity shall be validated using
cryptographic means, e.g. digital certificate in the installation/upgrade stage.
Tampered software shall not be executed or installed if integrity check fails. Only
authorized person, can able to do software Upgrade.

10. Expected Format of Evidence: Screenshot of DUT webpage and terminal

11. Test Execution:

11.1.1 Test Case Number: 01
11.1.2 Test Case Name: TC_NO_SECURE_UPGRADE
11.1.3 Test Case Description: In this test scenario tester will perform the positive test
to Upgrade/upgrade the DUT image using the TFTP server and DUT settings
were configured for an image Upgrade. The Upgrade will be verified by low
privilege user and highest privilege user also image signing verification and
cryptographic library will be checks during Upgrade /upgrade on console. In the
negative test, tester will try to Upgrade on DUT and observed the process will
get fail or not for image signing verification.
11.1.4 Execution Steps:
Below are the execution steps with evidence:
Casel: Positive testcase -
Below are the settings on tool i.e., TFTP server:

Selecting server interface
@5 Tftpd64 by Ph. Jounin - O X

Current Directory | AU sers\Mumuser\D esktop\&P imad LJ Browse
| Serverinterfaces (10.208.38.30 Intel(R) Et+ »| _ Show Dir

| Thp Server I Titp Client | DHCP server | Syslog server | Log viewer |

peer file start time | progress

About Settings Help J
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Selecting image to be Upgraded.
Browse to the directory where the new image downloaded.

AP image x ¥ o x

@ New X © () W Nostv = Vew

» Deskiop > AP image >

23 Home 0
@ OneDrive - Persc B AR-AP1830-K9-ME-8-10-185-0 5.09-2023 16:44

% AIR-AP130-K9-ME-8-10-182-02ip 515
@ Desicop » 54 AIR-AP1830-K9-ME-8-10-183-0.7ip 515
L Downloads # % AIR-AP1830-K9-ME-8-10-185-0zip 153
& Documen
I8 pictures
© Mus

Browse correct path in current directory of TFTP server.

BV G -\ sers\Mumuser\D esktop\AP ima g Browse

S interf C:\Program Files\T ftpd64 » -
iedldontia C:\Users\Mumuser\Desktop\AP image ——S how Di

Thtp Server I Titp Client | DHCP server | Syslog server | Log viewer |

peer file start ime | progress
About I Settings ] Help [
Settings On DUT:
First Login as user1 (ReadOnly privilege)
> O & # hitps/10208382 # 8 =
Q o ® = o

e alialn
cisco

@ Monitoring
=

NETWORK SUMMARY c
© Applications

+ Rogues

ACCESS POINTS CLIENTS ownx

K Interferers
BY USAGE

NO DATA TO DISPLAY

@ wireless Dashboard

¥ Best Practices

Settings are given below to Upgrade/upgrade image of the DUT.
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€ O A Notsecure | hitps//10.208.38.2/screens/das! htm#!/swilpdate \ o ¢ @

@ Monitoring Transfer Mode (TFTP

£+ Wireless Settings IP Address(IPv4)/Name *  10.208.38.30

% Management File Path *  /AIR-AP1830:K9-ME-8-10-185-0/
© Access

& Admin Accounts Schedule:Update

O Time Set Update Time

L 4
Auto Restart

& Advanced

¥ Predownload Image Status

Total Number of Aps 1
Number of APs initiated 0

Number of APs Currently Being Updated 1

Number of APs Completed 0
Number of APs that are waiting/failed 0
After clicking on Upgrade error occurs.
€ c O B =2 hitps/10.208382/screens/dsznboard himikl/swUpdate % | Y 9 & A =

e Here it has been observed that User - “user1” does not have Readwrite privilege so
can’t Upgrade/upgrade. So, “insufficient privilege error occurred.

e Note: Only users with Read-write privilege can Upgrade/Upgrade iOS image of DUT.

e Now login as Admin (ReadWrite privilege)

2 DD i ter x |+ - a8 x
« C M/10.208382sereing/dushbosrd inswUpdats r DB B R - (D)
® © Ul isco ironet 1850 Series Mobility Express Q A o = &

Monitori

onitoring —
0 Wireless Settings User
M Management SOFTWARE UPDATE

© Access

wromnnccms [Lter SRR

@ Time
¥

e Settings are given below to Upgrade/upgrade image of the DUT. (Current iOS image
version is 8.10.183.0).
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€ G A Notsecure | hips//10208382, [0 IR )

@ Monitoring Transfer Mode TFTP
L Wireless Settings IP Address(IPv4)/Name *  10.208.38.30
ﬁ- Nanagement File Path *  AIR-AP1830-K9-ME-8-10-185-0/

© Access
Schedule Update

& Admin Accounts

Set Update Time

@ Time
v
& Auto Restart
& Advanced
¥ Predownload Image Status
Total Number of Aps 1
Number of APs initiated 0

Number of APs Currently Being Updated 1

Number of APs Completed 0
Number of APs that are waiting/failed 0
After clicking on Upgrade transfer of image from TFTP to DUT starts
€ O A Notsecure | hups//10208382 re ; ot e B - (b
*R Monitoring Ciagg AT < A 9 . -
ﬁ Wireless Settings
P Management SOFTWARE UPDATE
© Access
& Admin Accounts m P10 1938
@ Time
L 2
& Advanced
©
®

Auto AP-Type Conversion

Efficient Join

Transfer Mode = TFTP

On TFTP server
{_\'&}W:u:?iw Ph. Joun —

I Current Directory Browse
| Serverinterfaces [10.208.38.30 IntelR)Et v | Show Dir
Titp Server ] Titp Client | DHCP server ] Syslog server | Log viewer |
,"?t} AIR-AP1830-K9-ME-8-10-185-0\ap... X time | progress

File size : 63651840 e 2 1
1271236 Bytes sent 158912 Bytes/sec

About | Settings | Help |
On tftp server it is seen that transfer of image from TFTP server to DUT has been started.
Till this step it can be concluded that only Admin (mgmtuser with highest level of access
i.e., read-write privilege)
- After some time on DUT- uploading progress is more than 50%
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Scneaule upaate

Set Update Time

1) Monitoring
£ Wireless Settings Auto Restart
.3 Management
© Access
W Admin Accounts ¥ Predownload Image Status
@ Time
£ Total Number of Aps. 1
& Advanced Number of APs initiated 0
Number of APs Currently Being Updated 1
Number of APs Completed 0
Number of APs that are waiting/failed 0
Q
=

Here it can be noted that “Auto restart” is checked which means DUT auto restart after
completion of image transfer to DUT.
Uploading of image to DUT from TFTP server completed.

& G A& Notsecure | hipsy/10.20838.2/5 s A M = @ % - (L
scneauie upaate

Set Update Time
@ Monitoring

£ Wireless Settings Auto Restart

B Management
© Access

& Admin Accounts ¥ Predownload Image Status

@ Time

+ Total Number of Aps 1
& Advanced Number of APs initiated 0
Number of APs Currently Being Updated 0
Number of APs Completed 1

Number of APs that are waiting/failed 0

[~ orefix indicates Cisco Master AP

Image transfer completed 100%.
DUT auto restart after completion of uploading image to DUT.

(Cisco Controller)
User:

Predownload COMPLETE!! Triggering the REBOOT in 5 secs.

Predownload COMPLETE!! Triggering the REBOOT in 5 secs.

DUT starts boot process automatically.
Continue booting process.
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link missing during
link m ng during
link missi durin,
link missi during u
ring

g during

.8210] i issing during
8210] ing during

ome s i d under the

cense, vers 2 vided with

und

en 2 available here:
2.0.html

[256 MiB]

PCI1 Link Intialized
Net:

PHY ID

PHY ID

Valid

rs detect
continue to run...

ise bootipq d ctl
p autoboot:

DUT performig Image Signing verification while booting to new image.

PHY ID = @x4dd@74, eth® found AR803
PHY ID = 4, 74, ethl found ARS8

AP 1832/1852 detected...
Power Type: 802.3af POE or Ot
)
g continue to run...
Auto boot mode, use bootipq directly
Hit ESC key to stop autoboot: @
Specified BOOT: par

Read 1024 bytes from volume part2 to 4500
Read 63274950 bytes om volume part2 to

continue to run...

uUsing machld Yxizo9 rtrom environment

Starting image

Here it has been observed that image signing verification is success of the new image which
means it is valid image and continue to run then continue to “starting image”.
Here DUT performing Cryptographic checks while starting image process -
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11 DSA Host Key ...

ECDSA Host Key ...

Inc.

c. All rights reserved.

Initiali
Initiali

In above screenshot it has been observed that cryptographic library self-test passed!
Tested cryptographic library are - shal, sha256, sha384, hmac-Shal, hmac-sha256, hmac-

sha384.

After successful Upgrade/upgrade of the image and completion of all booting process DUT
ask for login to controller with “enter username “dialog.
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Logged-in with user “Admin.”

mmand

Verifying the version of the Image on controller after login with user Admin:

(Cisco Controller) >show sysinfo

OUI File L

System Contact...
System ObjectI

ystem Up Time......
ystem Timezone Location.
System Stats Realtime Interval
stem Stats Normal Interval................

G iR T e b (B Y (N et o o O B O o IR

State 'of 802.11b NetWworkics cceossoosccossesesesss
State of 8062.11a Network.
Number of WLANS..........

--More-- or (

Continue sysinfo

Verifying sysinfo of the controller via console.

Systems Inc.
o Controller

Cisco-Aironet-Controller

unknov

days 8 hrs 13 mins 46 secs

80
AL - Albania
Enabled

Enabled
1
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t Flash Card

(C ntroller) »?
Here it has been observed that WLC-MIC certificate type is SHA1/SHAZ2
Verifying the running configuration on the controller with the following command: Cmd:
Show running-config on controller.

( Controller) >

run-config".

............................. Aironet-Controller
em Contact.
Sy bjectID 1.4.1.9 @
[l S S
Here it has been observed that product version has been change. Now it is 8.10.185.0
(earlier it was 8.10.183 which can be verified in DUT confirmation details).
Verification of image in AP mode:

K9 ARMv7 Processor rev 8 (v71) with 996248/375964K byte:

It has been observed that 8.10.183.0 becomes now a backup image after Upgrade/upgrade.
Verifying on Web gui.
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System information of the DUT.

System Information X

System Name Cisco-Aironet-Controller
Model AIR-AP18521-E-K9

Serial Number ’
Software Version

Up Time 0 day. 8 hours, 3 minutes
System Time Wed Sep 13 21:43:16 2023
Timezone

Country AL - Albania
Management |IP Address

Memory Usage 66%

Max Access Points Supported 50

The image of the DUT successfully Upgraded after cryptographic check of the new image.
Now product version is 8.10.185.0 (earlier, before Upgrade, it was 8.10.183.0).

Case2: Negative testcase - (note: this test performed earlier before updating the image)
copy the boot image (part.bin) from DUT to terminal for tampering.

After editing save the edited image and reboot the device with the tampered boot image
over TFTP.
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%

Current Directory @ LI Browse
Serverinterfaces  [192.168.1.254 IntellR)Etr v | Show Dir
Thtp Server ‘ Titp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress
About I Settings | Help

Updating from rommon mode require ip to be change of TFTP server as per DUT ask for it.

Verify the integrity of the boot image manually by command. Device failed to load the

tampered image giving error message as Image signing verification failed.
[ EFETTETZEETEETEE T

It has been observed that image signing verification of corrupted image return gives
signature return “-3” means verification is failed. So it can be concluded that given image
is not a valid image.

11.1.5 Test Observations:

e C(Casel: Positive Test Case
The TFTP server settings were configured and the image to be Upgraded was
selected. The DUT settings were adjusted, but an error occurred when attempting
to Upgrade with a user that only had read-only privileges. After logging in as an
admin with read-write privileges, the image transfer from the TFTP server to the
DUT began. The DUT automatically restarted after the image transfer was
completed. During the booting process, the DUT performed image signing
verification and cryptographic checks. After successful login, the new image version
was verified on the controller. The image was also verified in AP mode and on the
Web GUIL

e (Case2: Negative Test Case
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The boot image was copied from the DUT to the terminal for tampering. After editing and
saving the image, the device was rebooted with the tampered boot image over TFTP. The
integrity of the boot image was manually verified, and the device failed to load the
tampered image, indicating that image signing verification had failed.

12. Test Case Result:

S.No

TEST CASE NAME

PASS/FAIL

Remarks

1

TC_NO_SECURE_UPGRADE

FAIL
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1.3.3 Source Code Security Assurance

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

<ITSAR Section No & Name> Section 3: Software Security

<Security Requirement No & Name > 1.3.3 Source Code Security Assurance
<Requirement Description: >

Source code of the CPE (in high level programming language) shall be free from known
security vulnerabilities, the high security critical weaknesses listed in the CWE database
and all the exploitable security vulnerabilities listed in the latest SANS Top 25 and OWASP
Top 10. OEM may provide Software Test Document (STD) in this regard.

DUT Confirmation Details:

Use the command line/GUI interface to get details of the machine on which test is
conducted.
Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

Firmnware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSFS04F4

Administration » Maintenance » Upgrade Via Network

Upgrade Via Network

Firmware Information

Current Firmware Version FHMTF1_JCO300_R1.20
Current Firmware Date Mon Jun 19 15:02:51 IST 201

Firmware Upgrade
Locate & Select the Upgrade File | Choose File | No file chosen
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x P HReliance Industnes Limited : x 3

re | 192.168.29.1/platform.cgi ov

taps @ News

Device Status

Systern Name rellance
FHMTF1_JCOS00_R1.20
RWUOTGDOSFS04F4
X DHCP)

VRAGR)/ v BGH) Manage

Resource Utilization
100 %

x
x
x
x
v
x
x
v
x

Firmwere Viersion: FHMTF _JCO300_R1.20 Serial Number: RWUOTGDOSFE04F4

Status v etwork Se Administration Advanced
Status » Device Status Menu Search.. a,
System Information WAN Information LAN Information Wireless Information
Systam Name MAC Address MAC Address Wiraless LAN 1
reliance &3:27:05:f5:04:74 &5:e7:05:15:04:f6
Operating Frequency

Firmware Version IPva IP Address IPva IP Address 2.4 GHz
FHMTF1_JCO300_R1.20 0.0.0.0/0.0.0.0 ‘392.182.29.1 / 255.255.255. Mode
Serial Number IPvE IP Address ng
RWUOTGDOSFS04F4 IPvE IP Address

NAT (IPv4 only) fd00::1/64 Channel
Modal Name Enablad faB0:-aaeT Sff-fafs: 476/64 2
JCO300

IPv4 Connection Type |Pv4 DHCP Sarver Wireless LAN 2

IPv4 Automatic (DHCR) Enabled Operating Fraquency

IPvE Connection Type IPv4 DHCP Relay 5 GHz

IPv8 DHCP (Stateful) Disabled Mode

IPv4 Connaction State |PvE DHCP Sarver sniee

SETTING UP CONNECTION Enabled Channel

IPv6 Connection State IPvE DHCP Relay .

SETTING UP CONNECTION Disablad

GPON State

INIT {01}

IPv4 Gateway

0.0.0.0

DUT Configuration:
Nil
Preconditions:
Below are the preconditions for this test case:

Vendor must provide documentation such as Software Development Lifecycle and evidence
of Implemented processes (such as integrity of code base, management of code, etc.), and
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Secure coding guidelines for the vendor developed code, and any third party and
opensource software used/embedded in the product.

Vendor to provide SAST/SBA report for DUT that cover SANS Top 25 and OWASP Top 10,
Also report of known security vulnerabilities, security weaknesses listed in the CWE
database.

Vendor to provide Software Test Document (STD) stating that no known vulnerabilities
exist and that Secure Software Life cycle practices were followed.

7. Test Objective: To Verify that:
e Best security practices including secure coding are followed for software
development.
e softwareis free from CWE top 25 and OWASP top10 security weaknesses on the date
of testing.
e The binaries of DUT and upgrades/updates thereafter generated from the source
code are free from all known security vulnerabilities.
8. Test Plan:
Validating the STD document provided by OEM
8.1Tools Used:

e A suitable source code analysis tool having support for the programming language
of the source code & having capabilities to detect weaknesses/vulnerabilities as per
the requirement clause.

e A suitable static binary analysis tool can be wused to find the
weakness/vulnerabilities in the DUT binary file.

8.2 Testbed Diagram: As per Vendor STD document
8.3 Test Execution Steps: verification of software test document submitted by OEM :

e Examine and authenticate the Software Test Document (STD) given by the Original
Equipment Manufacturer (OEM).

o Verify that the source code of the Device Under Test (DUT) is free from all known
security vulnerabilities and high-security critical weaknesses listed in the CWE
database.

e Verify that the binary code of the Device Under Test (DUT) is free from known
security vulnerabilities and high-security critical weaknesses listed in the CWE
database.

9 Expected Result to Pass: Validate that source code and binary code in DUT are free from
known security vulnerabilities and critical vulnerabilities from the CWE database, this can
be validated from vendor-provided test reports such as Static Application Security Test
(SAST) report.

10 Expected Format of Evidence: Tester validation of source code analysis/static binary
analysis reports.

11 Test Execution:
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11.1 Number of Test Cases: 1

11.1.1  Test Case Number: 1

11.1.2  Test Case Name: TC_VEIFY_STD_DOC

11.1.3  Test Case Description: To Verify the software test document provided by Vendor
11.1.4 Execution Steps:

Case 1: verification of software test document submitted by vendor
verification of software test document submitted by OEM :

e Examine and authenticate the Software Test Document (STD) given by the
Original Equipment Manufacturer (OEM).

e Verify that the source code of the Device Under Test (DUT) is free from all known
security vulnerabilities and high-security critical weaknesses listed in the CWE
database.

e Verify that the binary code of the Device Under Test (DUT) is free from known
security vulnerabilities and high-security critical weaknesses listed in the CWE
database.

11.1.5 Test Observations: Based on Software Test Documentation submit by OEM the
result will vary

12 Test Case Result:

S.No | TEST CASE NAME PASS/FAIL Remarks

1. TC_VERIFY_STD_DOC OEM dependent
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1.3.4 Known Malware Check

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security
2. <Security Requirement No & Name > 1.3.4 Known Malware Check
3. <Requirement Description: >
The Operating System and the applications installed in the CPE shall be free from any
known malware. The CPE shall support mechanism to carry out anti-malware checks.
OEM to submit Software Test document (STD) to establish that the CPE is free from
Known Malware.
4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,
Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.
e Verification of DUT Cisco wireless LAN controller’'s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

Burned-=in MAC AdAPESS. /.« cceicoiseisceniacs-sisee s 38:ED:18:C8:10:60
Maximum number of APs supported.................. 50
: "Mobility Express"™ > DESCR: "Cisco Aironet 185@ Series Mobility Express”
: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuu

e Verification of DUT Cisco WLC'’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name . .. ... Cisco Systems Inc.
....... s 5 ... Cisco Controller
........... S e 8.10.183.0
........................ N/A

System Name. . /- oo cicicie-cisioia siaielozaiareie) siaielszaiatein sra elazats Aironet-Controller
System

System e

System ObjectID ... 1.3.6.1.4.1.9.1.2250
IP Address....... 5 3 1208 3R TD

TGS IS0 s a bt 0 a0t 6 0 e DI e 0 S e ) 1: reload command

Sy ST em D T I Ne . e s o e io el st feis el she oo o e e als- = oo © days 3 hrs 33 mins 5 secs

System Timezone Location....... i ... (GMT +5:30) Colombo, New Delhi, Chennai,
System Stats Realtime Interval. e

System Stats Normal Interval................c.....

Configured COURERY: i -<icisvs onnicamae o csimi e seiess IN - India

State:of /802 11 blNetwo rka o e Enabled
Stateiof 802 SlTaNetworks sl e oot i Joeais s e

116




e Verification of DUT Cisco WLC’s system information on Web access.

System Information

System Name Aironet-Controlier

Model AIR-AP1852I1-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day., 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
< G > i

DUT Configuration:
OEM dependent

Preconditions:

e Vendor to provide Software Test Document (STD) stating that software does not
contain known malware and provide a mechanism to perform anti-malware check
at certain lifecycle.

e Binary (.bin file) of DUT copied to a win10 machine.

Test Objective: To verify that DUT don’t have any known malware

Test Plan:

8.1 Number of Test Scenarios:
8.1.1 Validate that the DUT don’t have any known malware

8.2 Test Setup Diagram

D-Link switch

DUT: Cisco-1852i WLC

= MGMTport:
e IP: 10.208.38.2

Win10
IPv4: 10.208.38.30

Tool installed: tftp
‘ server, hex-editor.

‘ Console PC
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8.3 Tools Used:
- clamAV tool

Note : Depending on vendor input the malware scan will vary(online or offline).
8.4 Test Execution Steps:

e Vendor shall submit Software Test Document (STD) of the network product proving
that the network product is free from known malware/spyware to lab for scrutiny.

e Vendor to provide documentation for network product support mechanisms to
carry out anti-malware checks.

e We will require binaries/packages to scan for malware.

e As tester, We will verify existence of malware using clamAV (prior to using clamAYV,
database will be updated such that latest malware are captured.)"

9. Expected Result for Pass: The DUT software should not have any known malware
10.  Expected Format of Evidence: Screenshot of malware test report

11.  Test Execution:

11.1.1 Test Case Number: 01

11.1.2 Test Case Name: TC_ZNO_KNOWN_MALWARE_CHECK

11.1.3 Test Case Description: In this test scenario tester will perform the positive test
to Upgrade/upgrade the DUT image using the TFTP server and DUT settings were
configured for an image Upgrade. The Upgrade will be verified by low privilege
user and highest privilege user also image signing verification and cryptographic
library will be checks during Upgrade/upgrade on console. In the negative test,
tester will try to Upgrade on DUT and observed the process will get fail or not for
image signing verification.

11.1.4 Execution Steps:

Below are the execution steps with evidence:

a. Vendor shall submit Software Test Document (STD) of the network product
proving that the network product is free from known malware/spyware to lab for
scrutiny.

b. Vendor to provide documentation for network product support mechanisms to
carry out anti-malware checks.

c. We will require binaries/packages to scan for malware.

As tester,

-We will, verify existence of malware using clamAV (prior to using clamAYV, database will be
updated such that latest malware are captured.)"”

« Validate that all the operating systems and the applications installed in the DUT shall be
free from any known malware. Also, Identify the list of known malwares by running anti-
malware checks using software.
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.win.x64\clamav-1.0.0.win.x64>clamscan.exe -r -i -v --scan-archi
op\part.bin

rs\MumAdmin\Desktop\part.bin"

It has been observed that the image of the DUT is free from known malware as per clam AV

tool scanned image report. Its showing infected file is “0”.

Note : DUT don’t have anti-malware checks feature

11.1.5

malware scan.

Test Observations: The DUT software don’t have

Note : DUT don’t have anti-malware checks feature

12. Test Case Result:

any known malware based on

S.No

TEST CASE NAME

PASS/FAIL

Remarks

1

TC_NO_
KNOWN_MALWARE_CHECK

Depend on OEM
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1.3.5 No unused software

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 Software Security
2. <Security Requirement No & Name > 1.3.5 No unused software
3. <Requirement Description: >
Unused software components or parts of software which are not needed for operation or
functionality of the CPE shall not be installed or shall be deleted after installation. This
includes also parts of a software, which will be installed as examples but typically not be
used (e.g., default web pages, example databases, test data). OEM to provide Software Test
Document (STD) in this regard.
4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,
Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.
e Verification of DUT Cisco wireless LAN controller’'s HW product series information by
running command show inventory on CLI.

(Cisco Controller) >show inventory

Butned=in MAC AdAPESS . o= i ciuliaialszelrsintaie s/szetateis batalsze

Maximum number of APs supported..................

NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuu

e Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLL

(Cisco Controller) >show sysinfo

.............................. Cisco Systems Inc.
........ .... Cisco Controller
VOR Stoieie o sl oo cots <ses 8.10.183.0
OUI File Last Update Time... relsion N/A

System: Namel . o i cuieiseiscn . .... Aironet-Controller
System Locatio

System Contact -

System ObjectIl - 1.3.6.1.4.1.9.7.2250
IP Address.... . 10.208.38.2

(558 IR 0 5 a0t 00 DA 60 SR0EaB6,0 DGR G 60 S0 1: reload command

System Up! Time. . .e coaje-cioion s .... @ days 3 hrs 33 mins 5 secs

System Timezone Location.... . (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
System Stats Realtime Interval. 5

System Stats Normal Interval... . 180

Configured Country............. «... IN - India

State of 802.11b Network. .. Enabled
State of 8062.11a Network.... .... Enabled

e Verification of DUT Cisco WLC’s system information on Web access.
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System Information X

4

o

System Name Aironet-Controller

Model AIR-AP18521-E-K9
Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes
System Time Tue Aug 8 15:15:23 2023
Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |P Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50

v
=/ — = >

5. DUT Configuration: Depending on vendor inputs.
6. Preconditions:

O O O O O O O O O e

Document provided by vendor should include the following details:
List of available software, Libraries, and components.

name of the software / library.

version of the software / library installed.

list of dependencies and versions.

any add-ons and functions.

any special hardware/debugging ports.

software support type.

licensing information.

brief description of their purpose.

7. Test Objective: Unused software components should not be present in the DUT

8. Test Plan: Validating the SBOM provided by the OEM

8.1 Number of Test Scenarios:
8.1.1 Validating the list of components provided by OEM

8.2 Test Setup Diagram :- Depents on vendor input
8.3 Tools Used: Syft, Blackduck SCA
8.4 Test Execution Steps: Below are the execution steps:

e This requirement is associated with Software Bill of Material (SBOM). It is

assumed that vendor will be maintaining such list of software, libraries and
associated components, and can provide for verification purpose.

Check the list of software, libraries and associated components provided by
the vendor.

Identify how the software libraries or components can be modified.

[dentify the software/libraries or components using tool like syft or blackduck.
Validate that there is no unnecessary software, libraries installed in the system
apart from the ones that have been mentioned.

Identify the example webpages/documents in the DUT.
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9. Expected Result for Pass: Unused software disabled/deleted in the DUT
10. Expected Format of Evidence: Screenshot of tools used

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test Case Name: TC_NO_UNUSED_SOFTWARE

11.1.2 Test Case Description:

11.1.3 Verifying the DUT not have any unused software, default webpages and examples

11.1.4 Execution Steps:

o Identify the software/libraries or components using tool like syft (for

demonstration purpose).

¢ Identify the example webpages/documents in the DUT

mumadmin@APMUMCSAE@O2D: ~/Desktop/SDadhwal/syftS ./bin/syft dir:/home/mumadmin/Desktop/SDadhwal/Image/

v Indexed /home/mumadmin/Desktop/SDadhwal/Image
[156 packages]

v Cataloged packages

NAME
CherryPy
PyYAML

backports.ssl_match_hostname

busybox
certifi

cffi

chardet
cheroot
cov-core
coverage
cryptography
docker
docker-pycreds
email

enum34
falcon
functools32
futures

idna
ipaddress
jsonschema
libvirt-python
libvirt-python
mock

mock

mockito
netaddr
oauthlib

pam

pep8

pexpect
psutil

Py

pyopensSL
pyaes

pyasni

POWARONUVOGOWNUVORKHNREROOWUMNNNbDLO

ORKERKENNHOROORORKERNRNNWRKHLAOWR WK LW

o

VERSION
3.2.5

3.4.0.2
1.29.3
2017.11.5
.1

2
0

NGO R R

wo

O BWRNKODLNR R

~

®

TYPE

python
python
python
binary
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python
python

11.1.5 Test Observations:

e List of software components present in the DUT(syft generated) compare
with OEM SBOM.
e Example webpages/documents not verified due to OEM dependency.

12. Test Case Result:

S.No | TEST CASE NAME

PASS/FAIL | Remarks

1 TC_NO_UNUSED_SOFTWARE

Testcase is incomplete
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1.3.6 Unnecessary Services Removal

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security
2. <Security Requirement No & Name > 1.3.6 Unnecessary Services removal
3. <Requirement Description: > The OEM to provide list of essential services and the
related ports required for functioning of CPE, list of optimal services supported by CPE
and their related ports. The CPE shall only run protocol handlers and services which
are needed for its operation, and which do not have any known security vulnerabilities.
In particular, by default the following services and their ports shall be initially
configured to be disabled on the CPE by the vendor.
-FTP
- TFTP
- Telnet
- rlogin, RCP, RSH
- HTTP - SNMPv1 and v2
- SSHv1, HNAP
- TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
- Finger - BOOTP server
- Discovery protocols (CDP, LLDP)
- [P Identification Service (Identd)
-PAD
- MOP
4. DUT Confirmation Details:
e Use the command line/GUI interface to get details of the machine on which
test is conducted.
e Use GUI to get Application No/Version No & hardware Info
The below screenshot shows the firmware version of the DUT
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Firrnware Version: FHMTF1_JCO300_R1.20

Status Ne

Serial Mumber: RBWUOTGDOSFS04F4

Administration » Maintenance » Upgrade Via Network

Upgrade Via Network

Firmware Information

Current Firmware Version
Current Firmware Date

Firmware Upgrade

Locate & Select the Upgrade File

x P Relance Industnes Limited : x g

re | 192.168.29.1/platform.cgi

& News

1aps

FHMTF1_JCO300_R1.20

Maon Jun 19 15:02:51 IST 2017

Choose File |No file chosen

Menu Search..

Device Status

SystemName  rellance
FHMTF1_JCOS00_R1.20
RWUOTGDOSFS04F4
X DHCP)
JRAGR)/ v BGH)

x
x
x
x
v
x
x
v
x

VOIP v
Registration Status
Outgoing Call to

Incorming Cal from

x
N/A
N/A
N/A

Manage
Cateway

Resource Utilization

100 %
5%
50% -
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Firmwere Viersion: FHMTF _JCO300_R1.20 Serial Number: RWUOTGDOSFE04F4 e

Status v Ad A
Status » Device Status Menu Search.. a,
System Information WAN Information LAN Information Wireless Information

Systam Name MAC Address MAC Address Wiraless LAN 1

reliance ed:e ad:
rehanes : : Operating Frequency
Firmware Version IPva IP Address IPva IP Address 2.4 GHz
FHMTF1_JC 20 0.0 ) 192.168.281 /7 2 Mode
Serial Number IPvE IP Address - ng
RWUOTGDOSFS04F4 IPvE IP Address

NAT (IPv4 only) fd00:-1/64 Channel
Model Name Sff.faf5: 416/54 i3
B IPv4 Connection Type IPv4 DHCP Servar Wirsless LAN 2

[Pv4 Automatic (DHCP) Enabled Operating Frequency

IPvE Connection Type IPv4 DHCP Relay 5 GHz

IPv8 DHC uly Disabled Mode

a/n/ec

IPv4 Connection Stata |PvE DHCP Server

SETTING UP CONNECTION Enabled Channel

IPv6 Connection State IPvE DHCP Relay 8

SETTING UP CONNECTION Disablad

GPON State

INIT {01}

IPv4 Gateway

5. DUT Configuration:
e The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine

(192.168.29.118).

A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News
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8.1

8.2

The Tester attempts to login DUT using “admin” account.

Preconditions: A list of all required network protocols and services containing at
least the following information shall be included in the documentation
accompanying the Network Product, provided by the Vendor:
e protocol handlers and services needed for the operation of network product;
e Their open ports and associated services;
¢ And a description of their purposes.
The tester machine must be equipped with a port scanning tool, for scanning the
ports of the DUT to get information required the status of the ports and the
protocols/services running on them.
The firewall on DUT must be disabled for allowing network traffic/requests from
the tester machine.
Test Objective: To ensure that on all network interfaces, there are no unnecessary
and unsecure services or protocols that might be running.

Test Plan:

e The Tester shall identify what all services or protocols are running on DUT.

e Verify identified protocols and services of the Network product and their
purpose with documentation provided by OEM.

e If any services or protocol running by default but that shall be initially
configured to be disabled on the DUT by the OEM then check with OEM for
justification.

e The Tester shall record all above configurations steps and observations with
evidences.

Number of Test Scenarios:

8.1.1 Based on the OEM document disable the unnecessary/unsecure services in the
DUT

Test Setup Diagram

T

E = ; 192.168.29.1

i 192.168.29.118
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8.3 Tools Used: Zenmap (a Port scanning Tool)

8.4 Test Execution Steps:

a. The tester must verify for the compliance to the pre-requisites:

e Verification that the list of available network services and protocol handlers is
available in the documentation of the Network Product.

e Validation that the entries in the list do not contain the prohibited
protocols/services from the list mentioned above or any other protocol that is
known to have security vulnerabilities, and it should be reasonably necessary for
the operation of the Network Product class.

b. The tester must identify the protocols and services running on the DUT using an
appropriate port scanning tool.

c. The tester must validate that there are no entries in the list of network services and
handlers apart from the ones that have been mentioned and deemed necessary for
the operation of the Network Product in the attached documentation.

d. The tester shall reboot the network product and re-execute execution steps 2 and 3
without further configuration.

9. Expected Result for Pass: The report will contain:

e The names and version of the tool(s) used. - Information of all the protocol
handlers and services running in the network product.

Result will show:

e There are no unnecessary services running in the network product except for the
ones which are deemed necessary for its operation.
Any undocumented services running on the network product should be highlighted and
brought out in the report. - The network product behaves the same after reboot as
before.

10. Expected Format of Evidence: Screenshot of Nmap scan, DUT CLI
11. Test Execution:

11.1.1 Test Case Number: 01
11.1.2 Test Case Name: TC_NO UNNECESSARY_SERVICE
11.1.3 Test Case Description: Ensuring that on all network interfaces, there are no
unnecessary and unsecure services or protocols that might be running.
11.1.4 Execution Steps:
Test Casel: Identify what all by default services or protocols running on DUT.

e Login to the DUT
e Perform the factory reset of DUT
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A Not secure | 192.168.29.1/platfoerm.cgi? page=backupRestore.himl

YouT Maps i News
YouTube @ Maps @ Ne 192.168.29.1 says

Preparing to restore factory default settings. Are you sure you want to

Firmnww sion: FHMTF1_JCO300_R1.20 proceed?
WARNING: Current configuration will be erased. |
)
Administration » Maintenance » Backup / Restore
Backup / Restore
Save Current Settings
Restore Saved Settings | Choose File |No file chosen

Factory Default settings

Reboot

e Run the Zenmap port scanner tool to the DUT(192.168.29.1) by command
nmap -sS -sU -A -v 192.168.29.1 (-sS for TCP, -sU for UDP, -A for service
Version info)

Note : SCTP protocol also need to be check in the DUT

Scan  Tools Profile Help
Target: | 192.168.29.1 ~ | Profile | Intense scan plus UDP

Command: | nmap -s5-sU -T4 -A -v 192.168.29.1

Hosts Nmap Output Ports/ Hosts Topology Host Details Scans

Service - nmap -s5 -sU -T4-A -v 192.168.29.1

Starting Nmap 7.88 ( https://nmap.crg ) at 2021-83-18 14:25 India Standard Time
NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 14:25

Completed NSE at 14:25, 8.88s elapsed

Initiating NSE at 14:25

Completed NSE at 14:25, @.88s elapsed

Initiating WSE at 14:25

Completed NSE at 14:25, @.88s elapsed

Initiating ARP Ping Scan at 14:25

Scanning 192.168.29.1 [1 port]

Completed ARP Ping Scan at 14:25, 8.89s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:25

Completed Parallel DNS resclution of 1 host. at 14:25, ©.88s elapsed
Initiating SYN Stealth Scan at 14:25

scanning reliance.reliance (192.168.29.1) [1888 ports]

Discovered open port 21/tcp on 192.168.29.1

Discovered open port 88/tcp on 192.168.29.1

Discovered open port 443/tcp on 192.168.29.1

Discovered open port 8888/tcp on 192.168.29.1

Discovered open port 8443/tcp on 192.168.29.1

Completed SYN Stealth Scan at 14:25, 4.88s elapsed (1888 total ports)
Initiating UDP Scan at 14:25

Scanning reliance.reliance (192.168.29.1) [188@ ports]

Completed UDP Scan at 14:25, 4.23s elapsed (1888 total ports)
Initiating Service scan at 14:25

Scanning 1883 services on reliance.reliance (192.168.29.1)

Discovered open port 53/udp on 192.168.29.1

Discovered open|filtered port 53/udp on reliance.reliance (192.168.29.1) is actually open
Service scan Timing: About @.78% done

Service scan Timing: About 3.69% done; ETC: 15:53 (1:24:51 remaining)
Service scan Timing: About 6.68% done; ETC: 15:38 (1:88:13 remaining)
Service scan Timing: About 2.67% done; ETC: 15:33 (1:8€:52 remaining)
Service scan Timing: About 12.66% done; ETC: 15:38 (@:56:86 remaining)
Service scan Timing: About 15.65% done; ETC: 15:28 (8:52:38 remaining)

After factory reset, by default the unsecured(FTEBHTTP) protocols
running in the DUT.
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e Based on the OEM document disable the unnecessary/unsecure protocols

running in the DUT.

=rver

FTP Server

FTP Server

FTP Port

%]

The above screenshot shows disable the FTP service(Port No :21)
running in the DUT

¢ Run the Zenmap port scanner tool to the DUT(192.168.29.1), for validating
the FTP service are disabled. The command is nmap -p 1-65535 -T4 -A -v

192.168.29.1

Zenmap

Scan  Tools Profile Help

Target: | 192.168.28.1 ~ | Profile | Intense scan, all TCP ports
Command: | nmap -p 1-65335-T4 -A -v 192.168.29.1

Services

Nmap Output Ports / Hosts Topology Host Details Scans
nmap -p 1-65535 -T4 -A -v 192168.29.1

Starting Nmap 7.8@ ( https://nmap.crg ) at 2021-@3-18 14:06 India Standard Time
NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 14:86

Completed NSE at 14:86, 8.88s elapsed

Initiating NSE at 14:86

Completed NSE at 14:86, 8.88s elapsed

Initiating NSE at 14:86

Completed NSE at 14:86, 8.88s elapsed

Initiating ARP Ping Scan at 14:86

Scanning 192.168.29.1 [1 port]

Completed ARP Ping Scan at 14:86, 8.89s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:86

Completed Parallel DNS resolution of 1 host. at 14:86, ©.88s elapsed
Initiating SYN Stealth Scan at 14:86

Scanning reliance.reliance (192.168.29.1) [65535 ports]

Discovered open port 88/tcp on 192.168.29.1

Discovered open port 8@88/tcp on 192.168.29.1

Discovered open port 443/tcp on 192.168.29.1

05 4 Host

Increasing send delay for 192.168.29
SYN Stealth Scan Timing: About 1.94%
Increasing send delay for 192.168.29
SYN Stealth Scan Timing: About 2.13%
SYN Stealth Scan Timing: About 3.58%
SYN Stealth Scan Timing: About 4.88%

B

7

SYN Stealth Scan Timing: About 6.33%
SYN Stealth Scan Timing: About 7.77%
SYN Stealth Scan Timing: About 9.439%
SYN Stealth Scan Timing: About 11.
SYN Stealth Scan Timing: About 14,
SYN Stealth Scan Timing: About 17.
SYN Stealth Scan Timing: About 21.
SYN Stealth Scan Timing: About 25.
SYN Stealth Scan Timing: About 29.
SYN Stealth Scan Timing: About 34.
SYN Stealth Scan Timing: About 38.
SYN Stealth Scan Timing: About 43.

7%
48%
G4%
46%
49%
67%
16%
78%
55%

.1 from @ to 5 due to 11 out of 16 dropped probes since last increase.
done; ETC: 14:33 (@:26:87 remaining)

.1 from 5 to 18 due to 11 out of 11 dropped probes since last increase.
done; ETC: 14:54 146:42 remaining)
done; ETC: 14:58 158:88 remaining)
done; ETC: 14:55 :47:86 remaining)
done; ETC: 14:52 143:12 remaining)
done; ETC: 14:58 148:34 remaining)
done; ETC: 14:48 138:19 remaining)
done; ETC: 14:47 136:86 remaining
done; ETC: 14:46 :34:83 remaining
done; ETC: 14:45 132:83 remaining
done; ETC: 14:44 :38:84 remaining
done; ETC: 14:44 128:87 remaining
done; ETC: 14:43 :26:14 remaining
done; ETC: 14:43 124:19 remaining
done; ETC: 14:43 :22:27 remaining

)
)
)
)
)
)
)
)
done; ETC: 14:42 128:34 remaining)

The above screenshot shows the FTP service is not active

e Reboot the DUT
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Administration » Maintenance » Backup / Restore

Backup / Restore

Save Current Settings
v urr ing Backup

Restore Saved Settings Choose File |Mo file chosen

Factory Default settings

=backupRestore.html

192.168.29.1 says

Preparing to reboot. Are you sure you want to proceed?
WARMING: All current sessions will be closed and the system will be
down for about 110 seconds

.20
Cancel

it Administration

e Run the Zenmap port scanner tool to the DUT(192.168.29.1), for validating the FTP
service are disabled after reboot also. The command is nmap -p 1-65535 -T4 -A -v
192.168.29.1

Zenmap

Scan  Tools Profile Help
Target: | 192.168.28.1 ~ | Profile | Intense scan, all TCP ports

Command: | nmap -p 1-65335-T4 -A -v 192.168.29.1

Services Nmap Output Ports / Hosts Topology Host Details  Scans
05 4 Host & |nmap -p 1-65535-T4 -A -v 192.168.29.1

Starting Nmap 7.88 ( https://nmap.ocrg ) at 2021-03-18 14:06 India Standard Time
NSE: Loaded 151 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 14:86
Completed NSE at 14:86, 8.88s elapsed
Initiating NSE at 14:86
Completed NSE at 14:86, 8.88s elapsed
Initiating NSE at 14:86
Completed NSE at 14:86, 8.88s elapsed
Initiating ARP Ping Scan at 14:86
Scanning 192.168.29.1 [1 port]
Completed ARP Ping Scan at 14:86, 8.89s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:86
Completed Parallel DNS resclution of 1 host. at 14:86, 8.88s elapsed
Initiating SYN Stealth Scan at 14:86
Scanning reliance.reliance (192.168.29.1) [65535 ports]
Discovered open port 88/tcp on 192.168.29.1
Discovered open port 8@88/tcp on 192.168.29.1
Discovered open port 443/tcp on 192.168.29.1
Increasing send delay for 192.168.29.1 from @ to 5 due to 11 out of 16 dropped probes since last increase.
SYN Stealth Scan Timing: About 1.94% done; ETC: 14:33 (8:26:87 remaining)
Increasing send delay for 192.168.29.1 from 5 to 18 due to 11 out of 11 dropped probes since last increase.
SYN Stealth Scan Timing: About 2.13% done; ETC: 14:54 (8:45:42 remaining)
SYN Stealth Scan Timi About 3.58% done; ETC: 14:58 (©:50:88 remaining)
SYN Stealth Scan About 4.88% done; ETC: 14:55 (8:47:86 remaining)
B
7

SYN Stealth Scan Timing: About 6.33% done; ETC: 14:52 (8:43:12 remaining)
SYN Stealth Scan Timing: About 7.77% done; ETC: 14:58 (8:48:34 remaining)
SYN Stealth Scan Timing: About 9.49% done; ETC: 14:48 (8:38:19 remaining)
SYN Stealth Scan Timing: About 11.77% done; ETC: 14:47 (B:36:86 remaining)
SYN Stealth Scan Timing: About 14.48% done; ETC: 14:46 (8:34:83 remaining)
SYN Stealth Scan Timing: About 17.64% done; ETC: 14:45 (8:32:83 remaining)
SYN Stealth Scan Timing: About 21.46% done; ETC: 14:44 (@:38:84 remaining)
SYN Stealth Scan Timing: About 25.49% done; ETC: 14:44 (8:28:87 remaining)
)
)
)
)

SYN Stealth Scan Timing: About 29.67% done; ETC: 14:43 (8:26:14 remaining
SYN Stealth Scan Timing: About 34.16% done; ETC: 14:43 (8:24:19 remaining
SYN Stealth Scan Timing: About 38.78% done; ETC: 14:43 (8:22:27 remaining
SYN Stealth Scan Timing: About 43.55% done; ETC: 14:42 (@8:28:34 remaining
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11.1.5 Test Observations:
e The DUT by default running unsecure protocols/services(HTTP,FTP)

e Based on OEM documentation the tester able to disable the unsecure
protocols/services

e disabled services remain disabled after reboot also.

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL Remarks
1 TC_ Based on OEM document the
NO_UNNECESSARY_SERVICE result will vary
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1.3.7 Secure Time Synchronization

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

=

<ITSAR Section No & Name> Section 3 - Software Security

<Security Requirement No & Name > 1.3.7 Secure Time Synchronization

3. <Requirement Description: > The CPE shall support time synchronization feature for
its core functionality or for the additional supported functionality. For CPEs that have
time synchronization feature, it shall support the secure time synchronization feature
preferably by using Network Time Protocol NTP. The CPE clock shall be synchronized
with NTP server in a secure manner. The CPE client should be able to verify the
authentication and authorization of the NTP Server. OEM shall plugin well known
vulnerabilities, input validation vulnerabilities related to NTP feature.

N

4. DUT Confirmation Details:
e Use the command line/GUI interface to get details of the machine on which test is

conducted.
e Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

Administration » Maimenance » Upgrade Via Network

Upgrade Via Network

Firmware Information
Current Firmware Version FHMTF1_JCO300_R1.20

Current Firmware Date Mon Jun 19 15:02:51 IST 2017

Firmware Upgrade
Locate & Select the Upgrade File | Choose File | No file chosen
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x P Heliance Industnes Limited : x =

re | 192.168.29.1/platform.cgi

taps @ News

Device Status

SystenName  rellance
FHMTF1_JC0S00_R1.20
RWUOTGDOSFS04F4
X HCP)
VRAGR)/ /BEGD
JoFber-QVES
JoFber-a&VES

X4AXX4X XXX

Firrmwere Viersion: FHMTF _JC0300_R1 20

Status v

Status » Device Status

System Information

Systam Name
reliance

Firmware Version
FHMTF{_JCO300_R1.20

Serial Number
RWUOTGDOS

4F4

Model Name

JCO300

WAN Information

MAC Address
a5:a7-05:15:04:74

IPva IP Address
0.0.0.0/0.0.0.0

IPvE IP Address

NAT (IPv4 only)
Enabled

IPv4 Connection Type
IPv4 Autometic {CHCP)
IPvE Connection Type
|Pv6 DHCP (Stateful)

IPv4 Connection Stata
SETTING UP CONNECTION

IPvé Connection Stata
SETTING UP CONNECTION

GPON State
INIT {01}

IPv4 Gateway
0.0.0.0

VOIP ¢

Registration Statue X
Outgoing Call to
Incorming Call from

N/A

Call Statue

Resource Utilization

100 %

Serial Nurnbar: FMWUCTGD0SFE04R4

o

LAN Information

MAC Address
&5:e7:05:15:04:f6

IPva IP Address
192.168.29.1 7 255.255.255.

0

IPvE IP Address

a8l aaa7:offfafs: 4f6/64

IPv4 DHCP Servar
Enabled

|Pv4 DHCP Relay
Disabled

IPvE DHCP Servar
Enabled

IPvE DHCP Relay
Disabled

Manage
Cateway

c

Menu Search.. a,

Wireless Information

Wirsiess LAN 1

Operating Frequency
2.4 GHz

Mode

ng

Channel
13

Wiraiess LAN 2

Operating Frequency
5 GHz

Mode
a/n/ec

Channel

36

5. DUT Configuration:

e The Tester opens GUI(webpage) of DUT(192.168.29.1) in tester machine
(192.168.29.118).
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e The Tester attempts to login DUT using “admin” account.
Preconditions: The OEM need to provide documentation regarding on how to configure
NTP in the DUT with securely
. Test Objective: To ensure that DUT time sync with NTP server in a secure manner.
. Test Plan:
e The Tester configure the NTP services(client) on the DUT
e Verify the DUT time sync with NTP server
e Verify the DUT time sync with NTP server securely

8.1 Number of Test Scenarios:
8.1.1 DUT time sync with NTP server
8.2 Test Setup Diagram

Co="

2 = ; 192.168.29.1

I | I 192.168.29.118
[

NTP server
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8.3 Tools Used: Wireshark (a Packet Capture Tool)

8.4 Test Execution Steps:
The tester must verify for the compliance to the pre-requisites:
Check the time/date of DUT
Configure the NTP Server in the tester machine
Configure the DUT(NTP client)
Check the time/date of DUT
e Check the authentication of NTP packets
9. Expected Result for Pass: The DUT time sync with NTP server by securely

10. Expected Format of Evidence: Screenshot of Wireshark, DUT CLI

11. Test Execution:

11.1.1 Test Case Number: 01

11.1.2 Test Case Name: TC_NO_SECURE_TIME_SYNCHRONIZATION

11.1.3 Test Case Description: Ensuring that DUT time sync with NTP server in a
secure manner.

11.1.4 Execution Steps:
e Login to the DUT with Admin credentials
¢ Go to Administration in the GUI(webpage) and select Date & Time

Configuration

Firmiwere Version: FHMTF1_JOC300_R1.20 |  Serisl Number: RWUOTGDOSF504F4 e

Administration » Date & Time Configuration

Date & Time Configuration

Data & Time
Current Router Time

Time Zone (GMT+05:20) Bombay, W
Configure NTP Servars ]

NTP Servers Configuration
Default NTP Sarver ®

NTP Servers via DHCP MSA
Custom NTP Sarver

Time to Rasynchronise
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e In GUI option Configure NTP Servers select Custom NTP Server like
below screenshot.

Configure NTP server IP address 192.168.29.118 in the DUT

Firmwere Version: FHMTF_JCO300_RA1.20 Senal Number: AYUDTGDOSFE04F4 o

Administretion = Dete & Times Configurstion

Operation auccesded

Date & Tima Configuration

Dats & Time
Current Router Time Vednszday, May 15, 2013, 12:20:26
[GMT <0530
Time Zone (GMT+05:30) Bombay,
Canfigure NTP Servers ®

NTFP Bervers Configuration

Default NTP Server o]
Custom NTP Server ®
Primary NTP Server pool.ntp_org
Secondary NTP Server pool.ntp.org

Time to Resynchronise

Note : NTP server should be run locally

e Check time/date of DUT after NTP configuration
e Check the DUT have NTP server authentication option.
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Firmmwe Senal Number: RVAUOTGDOSFE04Fd o
sk S rit A Erre

sre Version: FHMTF_JCO300_F1.20

Adminiziretion » Dete & Time Configuration

Operation succesded

Date & Tima Configuration

Date & Time

Current Router Time

ay 15, 2013, 12:20:26

Time Zone (GMT+05:20) Bombay,

Caonfigure NTP Servers

®

NTP Bervers Configuration
Default NTP Server [#]
Custom NTP Server =

Primary NTP Server 0.pool.ntp.org

Secondary NTP Server 1_pool.ntp_org

Time to Resynchronise

The above screenshot shows that there is no option mention regarding NTP server
authentication. So, it's not possible to configure DUT with NTP server securely.

11.1.5 Test Observations:

The DUT supports time sync with NTP server. But The DUT doesn’t support
secure time sync with NTP server.
12. Test Case Result:

S.No |TEST CASE NAME PASS/FAIL | Remarks

1 TC_

FAIL
NO_SECURE_TIME_SYNCHRONIZATION

DUT not supporting NTP
authentication mechanism
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1.3.8 Self-Testing

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security
2. <Security Requirement No & Name > 1.3.8 Self-Testing
3. <Requirement Description: >
The CPE shall support the detection mechanism for identification of failure of
underlying security mechanisms (such as software image integrity, runtime integrity,
cryptographic modules etc.) used. The CPE to perform such self-tests periodically/at
the time of booting, visual indication on failure is a desirable feature.
4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,
Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.
e Verification of DUT Cisco wireless LAN controller’s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

Burned-in MAC AdAPESS .o -.icouviaiajoisiom winisineisisi winioinze

Maximum number of APs supported..................
NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express”
PID: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuu

e Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name.. ... Cisco Systems Inc.
Product Name . Cisco Controller
Product Version.... . 8.10.183.0

OUI File Last Update Time.. ... N/A

System Name ... Aironet-Controller
System Location.

System Contac G

System Object - 1.306.1.4.1.9.1.2256

IP Address... . 10.208.38.2
Last Reset ... 1: reload command

System Up Time ... © days 3 hrs 33 mins 5 secs

System Timezone Location ... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatg
System Stats Realtime Interva 5

System Stats Normal Interval «-oer 180

Configured Country

State of 802.11b Network Enabled
State of 8062.1la Network Enabled
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e Verification of DUT Cisco WLC’s system information on Web access.

System Information x

System Name Aironet-Controlier 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
< G > ’

DUT Configuration: No additional configuration required for this test case.

Preconditions:

e Tester has the highest level of access to DUT.
¢ Document from OEM having details of cryptographic modules implemented on DUT,
self-testing mechanism and the evidence produced by DUT on self-test (start-up logs,
any specific command to enable such logs etc.), command for initiating self-test by
Admin etc.
Test Objective: To verify that DUT have mechanism that validates the cryptographic
module when bootup

Test Plan:
e Validating the DUT is performing POST in the device bootup stage
e Validating the DUT software image when bootup

8.1 Number of Test Scenarios:

8.1.1 Verifying the integrity of DUT crypto modules and image

8.2 Test Setup Diagram

D-Link switch

DUT: Cisco-1852i WLC

= MGMTport:
e IP: 10.208.38.2

Winl10

IPv4: 10.208.38.30
Tool installed: tftp
server, hex-editor.

, Console PC
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8.3 Tools Used: DUT terminal (Console)
8.4 Test Execution Steps: Below are the execution steps,

Self-test for AP (1852i) - when Power On/restart.
Power on the DUT (AP 1852i) and verify the self-test to identify cryptographic functions
security mechanism.

9. Expected Result for Pass: The DUT performing self-testing for crypto module and
software image.
10. Expected Format of Evidence: Screenshot of DUT terminal (Console)
11. Test Execution:

11.1.1 Test Case Number: 01

11.1.2 Test Case Name: TC_NO_SELF_TESTING

11.1.3 Test Case Description: Verifying the self-test when DUT boot up.
11.1.4 Execution Steps: Below are the execution steps with evidence:

When DUT powered on of restart firstly DUT Boot up at AP mode the after 2 to 3 minutes
automatically boot up for controller mode.

-Tester powered on the DUT.

Verification under AP MODE are as follows.
U-Boot 2012.087 (btldr release 41) (Jan 05 2021 - 13:03:00)

This product contains some software licensed under the
"GNU General Public License, version 2" provided with
ABSOLUTELY NO WARRANTY under the terms of

"GNU General Public License, version 2", available here:
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html

DRAM: 1 GiB

NAND (ONFI): Detected SPANSION S34MS@2G1 [256 MiB]
SF: Detected Macronix MX25U3235F HA MiB]

MFG data loaded

Scanning shenv data blocks

Total valid parts=4

Active shenv part[0:1], write_counter=18

PCI® Link Intialized

PCI1 Link Intialized

Net:
PHY ID = ©0x4dde74, eth@® found AR8033 PHY
PHY ID = ©0x4dde74, ethl found AR8033 PHY

Valid I2C chip addresses: 51 52

AP 1832/1852 detected...

Power Type: 802.3af POE or Others detected...
Signature returns ©

BL signing verification success, continue to run...
uto boot mode, use bootipg directly

Hit ESC key to stop autoboot: 5 BEEE 4 EEE 3 BEE 2 BEE 1 B3E ©
Specified BOOT: partl

Booting from partl

Read 1024 bytes from volume partl to 45000000

Read 63251588 bytes from volume partl to 45000000
Signature returns @

Image signing verification success, continue to run...
Using machid 0x1260 from environment

Ftarting image ... I

For partl image verification is success (above screenshot).
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Starting image ...

[01/01/1970
[01/01/1970
[01/01/1970
(01/01/1978
[01/01/1970
[01/61/1970 0.2
[01/81/1978 ©0:00:00.2200] +++ hydra_ap_gpio_value =3
[01/01/1970 00:00:39.5978] ACPU PVS: 1

:00:00.0000] CPU: PIPT / VIPT nonaliasing data cache, PIPT instruction cache

:00:00.0000] Machine: Cisco Systems 1lac Wave2 Wifi Access Point

: ECC disabled, Data cache writealloc

d line: ubl.mtd-@ crashkernel-508M-:64M@1280M usbcore.authorized_default-@ console-ttyHSL1,9680n8 activepart-partl activeboot-8 wdgtriggered-8

00
0.
20,
0.
00
00

:00:
o

[01/81/1970 ©0:00:41.3772] buginf tty flushing thread started, ttyport=eed5c290
[*01/01/1970 ©0:00:47.3753] buginf() enabled.

[*01/01/1970 09:00:47.3853] Made it into bootsh: Dec 12 2022 82:42:57 T-b2b6ad8bc2dd6bl3d79591cc3badOT0c8O3c630F -gh2b6adsh-aut
Welcome to Cisco.

Usage of this device is governed by Cisco's End User License Agreement,
available at:
http://wwi.cisco. com/c/en/us/tH/docs/general /warranty/English/EUIKEN_.htal .

Above screenshots show starting Image after all checks done success and image is valid.

Starting Cisco seed generation...

Starting Cisco platform file generation...

Starting Cisco fips check...
[B[32m OK &[Om] Started Cisco system time setup.
[B[32m OK B[@m] Started Cisco seed generation.
[*06/13/2023 ©5:39:17.4998] GCM-128 POST passed

[*06/13/2023 ©5:39:17.4998] GCM-256 POST passed

[E[32m OK E[@m] Started Cisco platform file generation.

[E[32m OK BE[@Bm] Started Cisco fips check.

[B[32m OK @[@m] Reached target Local File Systems.
Starting Cisco pkg install service...
Starting Cisco S10 boot service...

[B[32m OK B@[@Bm] Started Cisco system time saving.
Starting Cisco system time saving...

Above screenshot evident that POST pass for GCM-128 and GCM-256.

e Verification under WLC MODE are as follows:
¢ Following screenshot is evident the Cryptographic self-test

Starting the Switchdriver...
Starting Switchdriver...

Cryptographic library self-test....
Testing SHA1 Short Message 1
Testing SHA256 Short Message 1

ort Message 1

Testing HMAC SHA1 Short Message 1
Testing HMAC SHA2 Short Message 1
Testing HMAC SHA384 Short Message 1
passed!

e SHA1 POST passed.

Cisco Aire0S Version 8.10.183.0

Initializing OS Services: Starting DB Services...
ok

Initializing Serial Services: ok

Initializing Network Services: ok

Starting Statistics Service: ok

Unable to open dx flag file

Starting ARP Services: ok

Starting Trap Manager: Starting PNP: ok

ok
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o - Various services check

11.1.5 Test Observations:

o Power on the DUT (AP 1852i) and verify the self-test to identify cryptographic
functions security mechanism.

o Ithasbeen observed that cryptographic library all test passed which includes SHA1,
SHA256, SHA384, HMAC SHA1, HMAC SHA2, HMAC SHA384.

12. Test Case Result:

S.No |TEST CASE NAME PASS/FAIL | Remarks

1 TC_NO_SELF_TEST FAIL
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1.3.9 Feature / Service Activation Policy

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security
<Security Requirement No & Name > 1.3.9 Feature / Service Activation Policy
3. <Requirement Description: >
The CPE shall have factory default settings such that only the essential features /
services and ports required for main operational needs of CPE are only enabled.
Optional features, added services, futuristic service / applications are disabled by
default. Such disabled services could only be enabled after successful
authentication and selection by ADMIN user.
4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,
Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model
is AIRAP1852I-E-K9. The inventory shows model serial no. & model description.
e Verification of DUT Cisco wireless LAN controller’'s HW product series
information by running command show inventory on CLI.

(Cisco Controller) >show inventory

N

Burned-an MAC AdARESS. oo saismeision winieinzeisien sinieivze 38:ED:18:C8:10:60

Maximum number of APs supported..................

NAME: "Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC19310euu

e Verification of DUT Cisco WLC'’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name.. .. Cisco Systems Inc.
Product Name......... Cisco Controller
Product Version...... 8.10.183.0

OUI File Last Update Time..... ... N/A

System Name........ .. Aironet-Controller
System Location....

1.3.6.1.4.1.9.1.2256
......... ... 10.208.38.2
......... ... 1: reload command

System Up TAime. . :c s ajssieien ... © days 3 hrs 33 mins 5 secs

System Timezone Location (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatg
System Stats Realtime In 5

System Stats Normal Interva 180

Configured Country.........couvun ... IN - India

State of 8062.11b Network... ... Enabled
Stateiofi 802 11a NeEworke ot St Tt e Enabled

e Verification of DUT Cisco WLC’s system information on Web access.
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System Information X

System Name Aironet-Controller 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50

4 > i

5. DUT Configuration: No additional configuration required as tester test this
requirement on by default configuration (after initial setup done).
6. Preconditions:
Below are the preconditions: -
= Vendor/OEM documentation requires stating what are the essential
service/feature and port which are required for operational of the DUT.
= Vendor/OEM documentation require stating what are the service/feature or
port are enabled and disabled.
= Vendor/OEM documentation require how to disable or enabled the services.
= Tester has the highest level of access to DUT.
Connectivity is through as per diagram.
7. Test Objective: To verify that DUT have factory default settings such that only the
essential features / services and ports required for main operational needs of CPE
are only enabled.

8. Test Plan:
e Validating the DUT have factory default settings
e Validating the DUT disabled services only be enabled by ADMIN user.
8.1 Number of Test Scenarios:
8.1.1 Validating the default services enabled by DUT after factory reset.

8.2 Test Setup Diagram
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DUT: CISCO WLC 1852i AP

|

8.3
8.4

MgmtPort:
IP: 10.208.38.2
|2
e Kali:
= Wirl0: IP: 10.208.38.32
i e 1|0.208|.|3i;..30 Tool installed:
Console PC: Tool Installed: G
Tool installed: Web Browser e

Putty for console access

Tools Used: DUT terminal(Console), DUT Webpage and Nmap
Test Execution Steps:

Below are the execution steps:

O

9.

10.

11.

Run nmap scan for tcp/udp and verify all those services have well defined in
oem/vendor documentation about their enable or disable status by default.
Restart the DUT and verify the services while booting the DUT and check all those
services are listed in booting guide.

Loging to DUT via web-interface and verify the services which are enable able
disable by default.

Expected Result for Pass: Optional features, added services, futuristic service /
applications are disabled by default. Such disabled services only enabled by ADMIN
user.

Expected Format of Evidence: Screenshot of DUT terminal(Console), DUT
Webpage and Nmap

Test Execution:

11.1.1 Test Case Number: 01

11.1.2 Test Case Name: TC_NO_FEATURE_ACTIVATION

11.1.3 Test Case Description:
In this requirement the tester use Nmap to scan TCP/UDP services and verifying
their status against the vendor documentation. After restarting the DUT, the
services are checked during the boot process to ensure they match the booting
guide. Finally, by logging into the DUT via the web interface, the default status
of the services is verified and all those services should enable or disable as per
the admin guide or vendor document.

11.1.4 Execution Steps:

11.1.5 Evidence Provided

Below is the execution step with evidence:

1. Run nmap scan for tcp/udp and verify all those services have well defined in
oem/vendor documentation about their enable or disable status by default.
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e Perform nmap TCP scan on Cisco WLC.

L. 10.208.38.2

starting Nmap 7.93 ( htt imap.org ) at 2023-08-08 16:19 IST
NSE: Loaded 155 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 16:19

Completed NSE at 16:19, 0.00s elapsed

, 0.00s elapsed
9
, 0.00s elapsed
Initiating Ping Scan at 16:19
2 [2 ports]
an at 16:19, 0.00s elapsed (1 total hosts)
Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns-servers

Initiating Service
Scanning 7 services on 1
Completed Service scan at 1

Nmap scan report for 10.208.38.2
Host is up (0.00265 latency).
Not shown: 65517 closed tcp ports (conn-refused)
PORT STATE  SERVICE  VERSION
filtered ftp

tcp  open h
| ssh-hostks

2048 9! 266fc1ddb7798ab6c6422e285 (RSA)

Cisco Wireless LAN Controller sshd (protocol 2.0)

/home/mumuser
16.208.38.2 > Cisco_AP_UDP_Nmap_scan_65k_FR.txt
warning: Unable to determine any DNS servi Reverse DNS is disabled. Try using --system-dns or specify valid servers with --di

- Result of UDP nmap scan

btarting Nmap 7.93 ( https://nmap.org ) at 2023-08-09 13:06 IST
Initiating ARP Ping Scan at 13:06

Scanning 10.208.38.2 [1 port]

Completed ARP Ping Scan at 13:06, ©.06s elapsed (1 total hosts)
Initiating UDP Scan at 13:06

Scanning 10.208.38.2 [65535 ports]

UDP Scan Timing: About 2.18% done; ETC: 13:29 (0:23:14 remaining)
UDP Scan Timing: About 4.82% done; ETC: 13:29 (©:22:02 remaining)
UDP Scan Timing: About 9.02% done; ETC: 13:29 (©:20:51 remaining)
UDP Scan Timing: About 13.87% done; ETC: 13:29 (©:19:40 remaining)
UDP Scan Timing: About 18.73% done; ETC: 13:28 (©:18:31 remaining)
Discovered open port 161/udp on 10.208.38.2

UDP Scan Timing: About 22.59% done; ETC: 13:27 (©:16:20 remaining)
UDP Scan Timing: About 44.33% done; ETC: 13:18 (0:06:37 remaining)
UDP Scan Timing: About 73.06% done; ETC: 13:14 (0:02:08 remaining)
Completed UDP Scan at 13:12, 369.37s elapsed (65535 total ports)
Nmap scan report for 10.208.38.2

Host is up (0.0021s latency).

Not shown: 65534 open|filtered udp ports (no-response)

PORT STATE SERVICE

161/udp Bp 5]
MAC Address: 00:00:5E:00:01:01 (Icann, Iana Department)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 369.62 seconds
Raw packets sent: 131257 (6.339MB) | Rcvd: 379 (26.989KB)

After TCP nmap completion it has been observed that DUT has HTTP service
enabled by default. To disable HTTP initially on DUT, vendor doc required.

After UDP nmap completion it has been observed that DUT has SNMP service
enabled by default. To disable SNMP initially on DUT, vendor doc required.

2. Restart the DUT and verify the services while booting the DUT and check all
those services are listed in booting guide or administrator guide.
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XML config selected

Starting SSHD: Generating Secure Shell DSA Host Key ...

Generating Secure Shell RSA Host Key ...

Generating Secure Shell version 2 ECDSA Host Key ...

ok

Starting Redis-Server: ok

Starting naconnector: ok

Starting nginx: ok

Starting NA Connector...

creating logs dir

Validating XML configuration

Cisco is a trademark of Cisco Systems, Inc.

Software Copyright Cisco Systems, Inc. All rights reserved.

Cisco Aire0S Version 8.10.183.0

Initializing OS Services: Starting DB Services...
ok

Initializing Serial Services: ok

Initializing Network Services: ok

Starting Statistics Service: ok

Unable to open dx flag file

Starting ARP Services: ok

Starting Trap Manager: Starting PNP: ok

ok

Starting Data Externalization services: ok
Starting Network Interface Management Services: ok
Starting System Services: ok

Starting SNMP services: ok

Starting Fastpath Hardware Acceleration: Starting Switching Services:

Starting QoS Services: ok

Starting Policy Manager: ok

Starting Data Transport Link Layer: ok
Starting Access Control List Services: ok
Starting System Interfaces: ok

Starting Client Troubleshooting Service: ok

Starting Certificate Database: PnP config is saved to storage

Initializing Curl Globally..
ok

During boot process after image signing process, DUT start the abovementioned

services.

Note: It is required that vendor should give all relevant documentation or guide so that

tester can verify services for testing requirement.

3. Loging to DUT via web-interface and verify the services which are enable able

disable by default.

Logged-in with Admin command. Below screenshot represent the services

which are enable or disable by default.
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tps://10.208.38.2/5¢

@ Monitoring MANAGEMENT ACCESS

¥ Wireless Settings O Enabled

*- Management
-]

& Admin Accounts

@ Time

¥ Software Update

& Advanced

BB Access |RiSEBIE8 (Default)

PS8 Access |

SIS Mode Risabied (Default)
-Access - (Default)

iisfuumSesueieh  DISEBIE (Default)
|LCGOUNEGRIE |DISEBIEY (Default)

By default, on web-gui interface of DUT it has been observed that HTTPS, sshv2,
HTTPS redirection services are enabled by default.

11.1.6 Test Observations: It has been observed that after completion of
Nmap scan for TCP/UDP services on the Cisco WLC, the results showed that the
HTTP and SNMP services were enabled by default. To disable these services,
vendor documentation is required. Upon restarting the DUT, the services were
verified during the boot process. Logging into the DUT via the web interface
showed that HTTPS, SSHv2, and HTTPS redirection were enabled by default. It's
important to have all relevant vendor documentation for verification of services

for testing requirements.

12. Test Case Result:

S.No

TEST CASE NAME

PASS/FAIL

Remarks

TC_NO_SELF_TEST

Based on OEM document
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1.3.10 Restricted reachability of services

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 3 - Software Security

2. <Security Requirement No & Name > 1.3.10 Restricted reachability of services

3. <Requirement Description: > The CPE shall restrict the reachability of services so
that they can only be reached on interfaces where their usage is required. OEM to
map the essential services required to be accessed from WAN side, LAN side to limit
access to services only on need / functionality basis. For Interfaces on which services
are active, the reachability to be limited to legitimate communication peers. One such
Use-case scenario is to restrict web management access of CPE to only LAN ports and
not to permit access on Wi-Fi, WAN side.

4. DUT Confirmation Details:
e Use the command line/GUI interface to get details of the machine on which test is

conducted.

e Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

Upgrade Via Network

Firmware Information
Current Firmware Version FHMTF1_JCO300_R1.20

Current Firmware Date Mon Jun 19 15:02:51 IST 201

Firmware Upgrade
Locate & Select the Upgrade File | Choose File |No file chosen
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x P HReliance Industnes Limited : x 3

re | 192.168.29.1/platform.cgi ov

taps @ News

Device Status

Systern Name rellance
FHMTF1_JCOS00_R1.20
RWUOTGDOSFS04F4
X DHCP)
Y RAGR)/ /B

Manage
Cateway

Resource Utilization
100 %

X4AXX4X XXX

Firmwere Viersion: FHMTF _JCO300_R1.20 Serial Number: RWUOTGDOSFE04F4

Status v

o

Status » Device Status Menu Search.. a,

5. DUT Configuration
The Tester opens GUI(https) of DUT(192.168.29.1) in tester machine (192.168.29.118).

System Information

Systam Name
reliance

Firmware Version

FHMTF1_JCO300_R1.20

Serial Number
RWUOTGDOS

4F4

Model Name

JCO300

WAN Information

MAC Address
a5:a7-05:15:04:74

IPva IP Address
0.0.0.0/0.0.0.0

IPvE IP Address

NAT (IPv4 only)
Enabled

IPv4 Connection Type
IPv4 Autometic {CHCP)

IPvE Connection Type
|Pv6 DHCP (Stateful)

IPv4 Connection Stata
SETTING UP CONNECTION

IPvé Connection Stata
SETTING UP CONNECTION

GPON State
INIT {01}

IPv4 Gateway
0.0.0.0

LAN Information

MAC Address
ad:a7:05:15:04:f6

IPva IP Address

192.168.28.1 7 255.255.255.

i}

IPvE IP Address
fd00::1/64
a8l aaa7:offfafs: 4f6/64

IPv4 DHCP Servar
Enabled

|Pv4 DHCP Relay
Disabled

IPvE DHCP Servar
Enabled

IPvE DHCP Relay
Disabled
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Wireless Information

Wirsiess LAN 1

Operating Frequency
2.4 GHz

Mode

ng

Channel
13

Wiraiess LAN 2

Operating Frequency
5 GHz

Mode
a/n/ec

Channel
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

The Tester attempts to login DUT using “admin” account.

Preconditions: OEM need to provide documentation regarding how to restrict the services
in the DUT

Test Objective: To verify that it is possible to bind the services only to the interfaces from
which they are expected to be reachable.

Test Plan:
e The tester shall identify what all interfaces available on the DUT.

¢ Bind the services to particular interface, verify the services are active on that interface
only (other interfaces should not get service)

e Verify legitimate communication peers only getting services

8.1 Number of Test Scenarios:
8.1.1 Restricted reachability of services
8.1.2 Legitimate communication peers
8.2 Test Setup Diagram

e 192.168.29.1
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192.168.29.118
=
S

I 192.168.29.100
>

i
[

8.3 Tools Used: Web browser(client)
Note : Nmap or Zenmap can be used to verify the services available to particular interfaces.
8.4 Test Execution Steps:
e The tester must verify for the compliance to the pre-requisites:
e Restricted reachability of services
¢ Bindthe servicesto LAN(wired- 192.168.29.118) interface, verify the DUT webpage
accessible on that interface only(other interfaces(wireless) should not load
webpage)
e Legitimate communication peers
e Configure ACL in the DUT to allow access from ip address 192.168.29.1 and deny
others. Verify legitimate communication peers only getting reachable(other than
192.168.29.1 should not reachable)

9. Expected Result for Pass:
Services can be enabled on per-interface basis.

10. Expected Format of Evidence:

- Screenshot of DUT webpage
11. Test Execution:

11.1.1 Test Case Number: 01
11.1.2 Test Case Name: TC_NO_RESTRICTED_REACHABILITY_OF_SERVICES
11.1.3 Test Case Description: Ensuring that DUT can be accessible by configured
interface only
11.1.4 Execution Steps:
e Login to the DUT with admin credentials
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e Configure LMUI(Local Mode User Interface) option for restricting the DUT
webpage access from WiFi interface(Wired allowed).

Administration » Web Management

Web Management

Block LMUI from WiFi @

e (Check the DUT access from wireless connected tester machine ip address
192.168.29.100.
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@ piv | @ vl [ @ Dor [Q ow | Q) Gitt [Q Gt |@ WS | G nca |16 Nee |[gl ssh |@ Wo | 2 Hoo [@ em [@ em & 1S [ off @ x  + o u]
< C 0 O 192168291

8 ioFiber-
ﬁ .:loFxber dzVES

lo Internet, securec

Propert

(/7 DOTUSER

Disconnect

This site can't be reached
-}
192.168.29.1 refused to connect. ﬁ DG Sa3

Try:
® Checking the connection

(7@ DOT Guest

® Checking the proxy and the firewall
9 Y &ﬁ BSNL1207
ERR_CONNECTION_REFUSED

8 DbpG-sc

n £ Type here to search O &i 9 O m v L] ~ { ne =)

06-04-2021

e Access DUT from wired interface tester machine ip address 192.168.29.118
x @9 Rehance Industnies Limited : x g
re | 192.168.29.1/platform.cgi

taps @ News

x
x
x
x
g
x
x
v
x

Note : The tester same need to be perform for WAN interface also.
11.1.5 Test Observations:

e The DUT only accessible from configured interface(wired) only. Not accessible from
unconfigured interface(WiFi).

Test Case Number: 02
11.2.1 Test Case Name: TC_NO_LEGITIMATE_COMMUNICATION_PEERS

11.2.2 Test Case Description: Ensuring that DUT can be accessible by legitimate host
only
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11.2.3 Execution Steps:
Positive case :
e Configure the ACL rule to allow access from WiFi interface tester machine ip

address 192.168.29.100

e Ping the DUT from tester machine ip address 192.168.29.100

e It should be reachable
Negative case:

e Configure the ACL rule to deny access from WiFi interface tester machine ip

address 192.168.29.100

¢ Ping the DUT from tester machine ip address 192.168.29.100
e Itshouldn’t be reachable

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_RESTRICTED_REACHABI | PASS DUT accessible from Wired
LITY_OF_SERVICES interface(LAN) and not accessible
from wireless(LAN)
2 TC_NO_LEGITIMATE_COMMUNI Not performed
CATION_PEERS
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Section 1.4: System Secure Execution Environment

1.4.1 System Secure Execution Environment

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 4 System Secure Execution Environment

2. <Security Requirement No & Name > 1.4.1 No unused functions

3. <Requirement Description: > Unused functions of the CPEs' software and hardware
shall be deactivated. During installation of software and hardware often functions will
be activated that are not required for operation or function of the system. If unused
functions of software cannot be deleted or de-installed individually, such functions
shall be deactivated in the configuration of the CPE in permanent manner. Also,
hardware functions which are not required for operation or function of the system (e.g.,
unused interfaces) shall be permanently deactivated. Permanently means that they
shall not be reactivated again after CPE reboot. OEM to provide report in this regard,
List of the used functions of the CPE's software and hardware as given by the OEM shall
match the list of used software and hardware functions that are necessary for the
operation of the CPE.

4. DUT Confirmation Details:
e This section involves information about DUT like software/firmware version,

Hardware version model.
e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.

e Verification of DUT Cisco wireless LAN controller’s HW product series information

by running command show inventory on CLI.

(Cisco Controller) >show inventory

BUrNEd=3n MAC AdAPBSS . oo winigpreisinim winisjmaisisin winisjnme

Maximum number of APs supported..................
NAME: "Mobility Express" ,» DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC1931eeuu

e Verification of DUT Cisco WLC'’s high-level system SW information by running
command show sysinfo on CLI.
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(Cisco Controller) >show sysinfo

Manufacturer's Name
Product Name.....
Product Version..

QUT: EXltel FastiUpdate iTamess: inr - nin s ek o a ae

Sy stem Name . e el S nats e e e e e s e
System Location
System Contact.
System ObjectID

IP Address..
Last Reset..

System Up! TAMEL S/ /cc s iajs oot sreshe-eistoie sraveis-olotsia sre

System Timezone Location
System Stats Realtime In

System Stats Normal Interval.................

Configured COURtRY s ool sncinssaisameeos

State of 802.11b Netwo

. Cisco Systems Inc.
. Cisco Controller

10.183.0
N/A

Aironet-Controller

1.3.6.1.4.1.9.1.2250

10.208.38.2

. 1: reload command

@ days 3 hrs 33 mins 5 secs

. (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
5

180

IN - India

. Enabled

Statelofi802 1 1a Netwo ke e e e
Mo o] !

e Verification of DUT Cisco WLC’s system information on Web access.

System Information

System Name Aironet-Controller 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |P Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
< > g

5. DUT Configuration: Depending on vendor inputs.

6. Preconditions: The vendor shall provide the following list of requirements:

a. Alist of all software and hardware functions that are included in the product, with
the identification of all necessary functions that are required for operation of
system, along with their physical or logical interfaces.

b. A list of all available software and associated components containing at least the
following information shall be included in the documentation accompanying the
Network Product:

e Name of the software

e Version of the software installed.

e Listof dependencies and versions

e Any add-ons and functions

e Any special hardware/debugging ports.

e Software support type

¢ Licensing information

¢ Requirement during functioning of system
e Brief description of their purpose
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c. List of available software or Hardware and its associated components which are
not required for operations should be mentioned with their physical & logical
interfaces.

d. Process of how to disable unused software and hardware functions/interfaces
permanently, with their detailed configurations.

7. Test Objective: Unused software and hardware components deleted/disabled in the
DUT

8. Test Plan:
¢ Identify the unused software and hardware components in the DUT
e Delete/Disable the unused software and hardware components in the DUT
e Reboot the DUT and check the status of Delete/Disable the unused software and
hardware components in the DUT
8.1 Number of Test Scenarios:
8.1.1 Validating the unused software/hardware in the DUT

8.2 Test Setup Diagram

= o — —
=
I- ) \m
< >
—

Testing Terminal

Test Terminal OS: Linux Ubuntu 22.04.3 DUT
IP Address: 10.208.38.11 Cisco AP Aironet 1850
Putty V 0.76 IP Address: 10.208.38.2

OpenSSH_8.9p1

8.3 Tools Used:

- Syft, Blackduck SCA, Cmdline/GUI of DUT
8.4 Test Execution Steps:

(i) Identify from vendor’s list all ports/interfaces which are required for

operation and using the vendor documentation, perform the following steps:
e For Example: To verify the physical aux interface enter command "Show line aux0"
(ii) Identify from vendor’s list all ports/interfaces which are not required for
operation and using the vendor documentation, perform the following steps:
e Check document provided by vendor on how to disable the unused services/
interfaces.
e Attempt to perform disabling functions on interfaces as per documentation
provided & verify that the interface is disabled.
e Verify the unused ports/services remains disabled on reboot of the DUT.

(iii) Identify the hardware and software functions installed in the DUT which
might have been disabled by using any suitable command line tools or any
other suitable means of determination.

(iv) Validate that there are no entries in the vendor provided list of ‘hardware and
software functions’, apart from those that were identified as ‘necessary for
the operation of the wifi cpe’
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(v) Verify the list of software, libraries and associated components, versions
using Nessus, Black Duck from SBOM provided by vendor.

NOTE: When user will have root access following points will be considered
o Additional services/functionalities may get activated.
o Tester will run Nmap scan or Nessus scan to find any additional
service/functionalities vulnerability.
9. Expected Result for Pass: Unused software/hardware will be disabled/deleted in the
DUT
10. Expected Format of Evidence: Screenshot of tools used
11. Test Execution:

11.1.1 Test Case Number: 01
11.1.2 Test Case Name: TC_NO_UNUSED_SOFTWARE_HARDWARE
11.1.3 Test Case Description: Verifying the DUT not have any unused
software/hardware will be deleted/disabled
11.1.4 Execution Steps:
Depending on the vendor inputs.
For one such hardware functions instance considered here for demo:
» Case 1: Vendor shall provide documentation to verify list of default used physical
interfaces/ports.

- To be completed after vendor provides documentation -

= The evaluator has identified that there are 2 physical interfaces available on DUT.
. POE/ management port: The POE port or the management port is used to
provide power to DUT, this port cannot be disabled, as this port is only power
supply available for DUT.
. AUX port: itis designed to perform port Link Aggregation (LAG). The AUX port
will be disabled by default.
The AUX port is not manageable and is simply bridged back to the controller.
Avoid connecting another AP to this port or devices such as switches/hubs or
the same switch or uplink as the PoE port because it can create spanning tree
loop issues.
» Case 2: DUT shall support the mechanism to identify all the physical interface and
to disable them.
* Login with ‘admin’ user and run command ‘show interface summary’ to check the
management physical interface and its status.
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AUTH ADMIN 4 Authen ion succeeded f

f channel. y ‘32" not 1 in country dat

~ this release are suppc
d-referen

Screenshot showing the user admin logged in successfully.

(Cisco Controller) >show interface summary

Number of Interfaces.......oiiceiirinennnnncns 2

Interface Name Port Vlan Id IP Address Type Ap Mgr Gu

management 1 untagged 10.208.38.2
virtual N/A  N/A 1P el

Screenshot showing 1st physical interface management interface with is the
POE interface as well.

=  Run command. ‘show ap lag-mode’ to check the status of AUX port.

(Cisco Controller) >show ap lag-mode

LAG-Mode Support Disabled

Screenshot showing the link aggregation mode is by default disabled this is used
by AUX port which is 2nd physical port, and this port is only used for lag-mode.

= Once interface list is displayed, evaluator found out that AUX port is an unused
port, and it cannot be used as it poses threat of spanning tree loop. So, to shut the
AUX port execute command.

(Cisco Controller) >config ap lag-mode support disable

Warning! All APs with LAG enabled will be rebooted.
And non lag APs will have DTLS connection teared down causing
them to disjoin and rejoin again.

Are you sure you want to continue? (y/n) y

Screenshot showing the command to disable the link aggregation mode which
is used by AUX port it is same as disabling the physical AUX port.
Verify the status of the AUX port with command ‘show ap lag-mode’.

(Cisco Controller) >show ap lag-mode

EAG=MOTE i SHUPPOLT Naleaiaiate atarsta atarslaratata s atata s atatata atalala ats Disabled

disable after

» Case 3: All the unused e Interface shall remain
reboot.
Now reboot the device with ‘restart’ command. Screenshot showing the restart command

executed and DUT has initiated restart.

physically accessib
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(Cisco Controller) >restart

The system has unsaved changes.

Would you like to save them now? (y/N) y

Configuration Saved!

Once reload is complete login to DUT with ‘admin’ user. Screenshot showing the login
successful with user admin.

lUser: Admin
Password: 3 % ok %k %
Warning: Missing TFTP/CCO params, Please Configure the Image Download Params

Welcome to the Cisco Mobility Express command line interface.
Only commands which are listed in the command reference guide for this release a
http://www.cisco.com/c/enfus/support/wireless/mobility-express/products-command-

Verify the status of disabled interface. (It should remain disabled after reboot)
Controller) >show ap lag-mode

LAG-Mode Support .......ccceieccenecccancaaannaas Disabled

(Cisco Controller) >f

Screenshot showing the AUX port remained disabled after reboot.

11.1.6 Test Observations:

» Case 1: Itis observed that the evaluator has identified there are 2 physical ports on
DUT,

» POE/ management port: The POE port or the management port is used to provide
power to DUT, this port cannot be disabled, as this port is only power supply
available for DUT.

= AUX port: it is designed to perform port Link Aggregation (LAG). The AUX port will
be disabled by default. The AUX port is not manageable and is simply bridged back
to the controller. Avoid connecting another AP to this port or devices such as
switches/hubs or the same switch or uplink as the PoE port because it can create
spanning tree loop issues.

» Case 2: It is observed that the unused AUX port is by disabled by default, also it can
be disabled manually with command. The unused physical aux port is not
manageable directly, but it can be managed indirectly with lag mode commands,
The AUX port remain disabled after reboot as well.

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_UNUSED_SOFTWARE_H Testcase is incomplete
ARDWARE
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1.4.2 No unsupported components

<DUT Details: > WiFi CPE
<DUT Software Version:> Jio FHMTF1_JCO300_R1.20
<Digest Hash of OS> Hash of DUT OS is required
<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:> 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.4 System Secure Execution Environment

N

<Security Requirement No & Name > 1.4.2 No unsupported components

3. <Requirement Description: > The CPE shall not contain software and hardware
components that are no longer supported by their vendor, producer or developer, such
as components that have reached end-of-life or end- of-support. Excluded are
components that have a special support contract. This contract shall guarantee the
correction of vulnerabilities over components' lifetime. OEM to provide report and
declaration to this effect.

4. DUT Confirmation Details:

e Use the command line/GUI interface to get details of the machine on which
test is conducted.

e Use GUI to get Application No/Version No & hardware Info

TP-LINK'

Status

i Quick Setup
Network
Dual Band Selection
Wireless 2.4GHz

" Wireless 5GHz
Guest Network

l DHCP
USB Settings
NAT
Forwarding
Security
ParentControl

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

1Pv6

AC750 Wireless Dual Band Gigabit Router
Model No. Archer C2

Status Help

The Status page displays the Router's current status and
All {

Firmware Version:

Hardware Version:

0.9.1 3.1 v0032.0 Build 150803 Rel.44383n
Archer C2 v1 00000000

is read-only.

LAN - The following parameters apply to the LAN port of the
Router. You can configure them on the Network -> LAN
page.

+ MAC Address - The physical address of the Router,
as seen from the LAN.

« IP Address - The LAN IP address of the Router.

« Subnet Mask - The subnet mask associated with
LAN IP address.

Wireless 2.4GHz/5GHz - These are the current settings or
information for Wireless.You can configure them in the
Wireless 2.4GHz/5GHz -> Basic Settings page.

LAN

MAC Address:  C4:6E:1F:92:C8:2C

IP Address:  192.168.0.1

Subnet Mask:  255.255.255.0

Wireless 2.4GHz
Wireless Radio:  Disabled
Name(SSID):  TP-LINK_C82C
Mode:  11bgn mixed
Channel:  Auto(Channel 6)

Channel Width:
MAC Address:
WDS Status:

Auto
C4:6E:1F:92:C8:2C
Disabled
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« Wireless Radio - Indicates whether the wireless
radio feature of the Router is enabled or disabled.

+ Name(SSID) - The SSID of the Router.

+ Mode - The current wireless mode which the Router
works on.

« Channel - The current wireless channel in use.

« Channel Width - The bandwidth of the wireless
channel.

+ MAC Address - The physical address of the Router,
as seen from the WLAN.

+ WDS Status - The status of the WDS connection is
displayed




TP-LINK'

Status

- WDS Status:  Disabled
Quick Setup Status Help
Network The Status page displays the Router's current status and
Dual Band Setects configuration. All information is read-only.
e S Wireless 5GHz
Wialess 24GH:E LAN - The following parameters apply to the LAN port of the
= Wireless Radio:  Disabled Router. You can configure them on the Network -> LAN

Wireless 5GHz

Name(SSID): TP-LINK_CB82C_5G
. = |
Guest Network Mode:  11a/n/ac mixed :r"s‘sie‘:\dv‘r’o';stshe Bﬁ\lphyslca address of the Router,
DHCP Channel:  Auto(Channel 40) « IP Address - The LAN IP address of the Router.
USB Settings = Subnet Mask - The subnet mask associated with
9 Channel Width:  Auto LAN IP address.

NAT

MAC Address:  C4:6E:1F:92:C8:2B Wireless 2.4GHz/5GHz - These are the current settings or
Forwardungr WDS Status:  Disabled information for Wireless.You can configure them in the

Security

Parent Control

Access Control
Advanced Routing
Bandwidth Control
| 1P & MAC Binding
Dynamic DNS

AC750 Wireless Dual Band Gigabit Router
Model No. Archer C2

MAC Address:

C4:6E:1F:92:C8:2C

WAN

MAC Address:

IP Address:
Subnet Mask:
Default Gateway:
DNS Server:

C4:6E:1F:92:C8:2D

10.0.0.100(Dynamic IP)

255.255.255.0
10.0.0.1
10.0.0.1 0.0.0.0

page.

Wireless 2.4GHz/5GHz -> Basic Settings page.

+ Wireless Radio -
radio feature of the Router is enabled or disabled.

+ Name(SSID) - The SSID of the Router.

+ Mode - The current wireless mode which the Router

Indicates whether the wireless

works on.

« Channel - The current wireless channel In use.

« Channel Width - The bandwidth of the wireless
channel.

« MAC Address - The physical address of the Router,
as seen from the WLAN.

+ WDS Status - The status of the WDS connection is

displayed

5. DUT Configuration: No additional configuration is required to perform this test case.
6. Preconditions:

e OEM shall provide the testing report regarding network product shall not contain
software and hardware components that are no longer supported by their vendor,
producer, or developer, such as components that have reached end-of-life or end-of-
support.

¢ OEM need to provide supportive documents for how to check software and hardware
components information on the DUT.

7. Test Objective: To verify that there is no EoL/EoS software and hardware components
available in the DUT.
8. Test Plan:
e The tester should verify the OEM providing composition analysis testing report for
opensource(SCA) / third-party(SLA) / proprietary(OEM) software components
e The tester should verify the EoL/EoS of hardware components like CPU(+chipset),
Network and other components in the DUT.
8.1 Number of Test Scenarios:
8.1.1 Validate the composition analysis test report from OEM

8.2 Test Setup Diagram

==

192.168.29.118
L

8.3 Tools Used: Blackduck SCA tool
8.4 Test Execution Steps:
e Validate the software list provided by vendor
e Validate the Hardware list provided by OEM
9. Expected Result for Pass: There should be no EoL/EoS components present in the
DUT at the time of testing
10. Expected Format of Evidence: Screenshot of tool used for finding the EoL/EoS
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11. Test Execution:

11.1.1
11.1.2
11.1.3

11.1.4

Test Case Number: 01
Test Case Name: TC_NO_UNSUPPORTED_COMPONENTS
Test Case Description: Ensuring that DUT not have any EoL/EoS component
present in the DUT.
Execution Steps:
Note : Currently, we don’t have vendor support
Find Software components :
e Validate the Software composition analysis report shared by the OEM.
SCA tool running in tester machine(192.168.29.118)
¢ Note : For demo purpose, I have taken source code of TP link WiFi CPE
from their website. Suppose, If the DUT vendor not providing source
code of DUT, then we need to ask binary code of DUT in unobstructed
mode(No encryption).
e Download the source code(GPL code) of TP Link archer C2 in TPlink
website.

oo MMO x wRAvEO ceoMma s M=o e kwikmnroc/ valclc|2|c + SO R L
e ] % tp-link.com/in/support/download/archer-c2/v1/#GPL-Cod 2 0 & O @3 evwN =
@ GPL Code Center
‘ Utility ‘ Setup Video FAQ ‘ ‘ Firmware
Apps Emulators H Flexible USB Sharing
GPL Code
Sign up for news & offers Follow Us

. - 7 = - p S, 15:24
» x X A Z (x
n P Type here to search C T 16-04-2024 ES

e Scan the TPlink source code using Blackduck SCA tool
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X Synopsys Detect
Edit View

Window Help

B Local Scan History € Scans on Black Duck

New Scan :01: [main] --- Creating status file: C:\Users\DELL\AppData\Roaming\synopsys Detect\results|N

Source Directory - :01: [main] ---
[main] skipping cleanup, it is disabled.

[main] ---
Intelligent - 1 [main] ---

fiose 8 et e [main] --- Detect Result
C:\Users\DELL\Downloads\GPL_ArcherC: (@ -01: [main] --
[main] --- Black buck Project BoM: https://poc303.blackduck.synopsys.com/api/projects/|
2024-04-16 :01: [main] ---
2024-04-16 [main] -- == Detect Status ==
Project Settings m 2024-04-16 | e
ect Nas 2024-04-16 [main] Signature scan / Snippet scan on C:\Users\DELL\Downloads\GPL_Archerc2vl: su|
RA9 TP link GPL code 2024-04-16 [main] overall status: SUCCESS - Detect exited successfully.
2024-04-16 [main] ---
2024-04-16 [main] --
‘ 2024-04-16 :01:21 [main] ---
Source code 2024-04-16 [main] --- Detect duration: 00h 20m 12s 942ms

Scan Complete
Nan Scanned C:\Users\DELL\Downloads\GPL_Archerc2vl - check out the Scan History for more information.

RA9

N -

1527

Scan Settings
£ Type here to search 4 ‘ 16-04-2024 53

o verify the list of components with their vulnerabilities in the blackduck
dashboard

SEE BE BNy B v i@de ocela i | el | g | e GAlRES x [ V_Dx’
e [ % poc303.blackduck.synopsys.com/api/proj bc67-af 0a. o |2 | @ 20 L O @B ewN =

SYﬂUPSYS Search... Q + Create Project Q7‘- @ - ® nees

RA9
RA9 TP link GPL code > Default Detect Version

Project | % Phase: In Development Scans: Up to Date  Status: Up to Date  Last Updated: 1:06 PM

omponents O Security  </>Source |~ Reports (@ Details 3 Settings

Security Risk License Risk Operational Risk
Number of Components Number of Corr Numbe
Critical — N—UT1 High 98 High

High -

'gn 21 Medium 19 Medium 4

Medium 12

Lo ‘ms Low 0 Low 1

None 92 None 24 None 18

G » G (=] Add - k Actions Igriore | Notignored » | X | SnippetMatchStatus | Confirmed ' | X' | Matchig Notignored v x [EESNETTISS
Admin
Compare to... S Print ilter Component =
Component Source Match Type Match Score Usage License Security Risk Operational Risk
SSLeay-
OpenssL 0.9.7e D) 57 Matches  Exact File 23% Dynamically gy standalone 15 IR High 0 -
oo @09 All nnhre roconuod
" < g 1315
= @ x W % A = 7 q
Ll © Type here to search . e B B = L4 B 2 & 4 1602004 0B

e Check vulnerability and operational risk for each component in the report. If
component having vulnerability and it’s not patched for longtime we consider as a
EoL/EoS component.
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He @ o @ 0 8§ O »RAviIEe@codaeamP@ G|G || w |G| mi|n|G|n x| + v = mE e

SN 4 L O B ewN =

< (@) A % poc303.blackduck.synopsys.com/api/projects/e

Synopsys Search... Q + Create Project C_}ﬂv ®- @ ncs~

RA9
RA9 TP link GPL code > Default Detect Version
Project | % Phase: In Development Scans: Up to Date  Status: Up to Date  Last Updated: 1:06 PM
i= Components @ Security  </> Source |~ Reports (@ Details 3 Settings
Security Risk License Risk Operational Risk
Number of Components Number of Components Number of Compone
Critical  m—8—11 High 98 High
High: -1 Medium 19 Medium 4
Medium 12
o . Low 0 Low 1
None 92 None 24 None 18
G 8 Add - ulk Actions » lgnore Notlgnored » X  Snippet Match Status Confirmed v X Match Ignore Notignored » X m
Compare to... v S Print Filter Component =
Component Source Match Type Match Score Usage License Security Risk Operational Risk
SSLeay-
d ally stand. .
OpenssL 0.9.7¢ D) 57 Matches  Exact File 23% Dyriaimically guy stand 15 IES High Vel -
20 @024 All rinhte roco:

13:15
16-04-2024

6. I have selected “GNU Binutils 2.21.1” vulnerable component in the dashboard of
blackduck. The vulnerable component have newer version for rectifying the
vulnerability.

(4]
(a)
s
i
-
¥

v iiE @ ceoeldaaml

< e (R] 2 poc303.blackduck.synopsys.com/api/projects/e5 e @ & & [ B evew

®- @ ncs~

7
Search.. Q + Create Project  L\'~

RA9
RA9 TP link GPL code > Default Detect Version
Project | % Phase: In Development Scans: Up to Date  Status: Up to Date =~ Last Updated: 1:06 PM

i= Components O Security  </>Source |~ Reports (@ Details 3 Settings

o = Llow 0 low 1 =
None 92 None 24 None 18
Add « Bulk Actions » Compare to... v Securitv Risk  Critical » X [o High v+ X + Filter «

Operational Risk Factors

Filter Components =
8 This version was released on Jun 27,
2011 (4,677 days ago) rrational Risk v

Component Source Match Type Match Score  Usage

Dynamically
Linked 309 Newer versions available.

uClibc 0.9 D 116 Matches Exact File 6%

GNU Binutils Dynamically

Admin 1 Match g
2211 LIRS Hlesodinicd 0% Linked | —  The project source is stable. m P

Dynamically [ aK
Linked

Libav 0.5.10 O 2 Matches Exact File 100% Commits over the last 12 months.

Contributors over the last 12
months.

Dynamically

Ll © Type here to search = m g = M
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ecReveeBEO s “RAviiIecomaam

(R % poc303.blackduck.synopsys.com/api/components/15

Search...

. GNU Binutils > 2.21.1

= Description

GNU binary utilities, for powerpcé4le-linux-gnu target This package provides GNU assembler, linker and
binary utilities for powerpc64le-linux-gnu target, for use in a cross-compilation environment. You don't need
this package unless you plan to cross-compile programs for powerpcé4le-linux-gnu

@ Released < Newer Versions © Approval Status @ Updated

Jun 27, 2011 309 Unreviewed

Activity Community

Last 12 Month: 6 commits|Jtable Last 12 Months: 223 contributors

[Last Commit: Apr 14, 2024

Project Version Released Phase

RA9 TP link GPL code Default De rsion - In Development

Displaying 1-1 of 1

LIl O Type here to search

= Versions: 350 O Security

D

Vulnerabilities
& Licenses
GNU Lesser General Public License v3.0 or lat
GNU Library General Public License v2
s)NU General Public License v ater
= Notes
w8 Open Hub
https://www.openhub.net/p/7278

@ Component Links

htp://wn

O Tags

£ Cryptography

+ Create Project

© Copyrights

174

© VPN

Q. @+ @ ncese

(B Details

16-04-2024

@ Settings

15:52

7.The above figure shows that the component providing organization have active
commits.

Note : For third party/proprietary software components, OEM need to give SLA

and warranty support.

Find Hardware Components :
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1. Through public search of TP-Link Archer C2 AC750 chipset details,




Fopenwrt 3 . -

ads

Switch
Boot
Contributing PIO
Forum Threads
Sub
ags
Hardware Highlights OpenWit support Hardware details Firmware dow
Project Model Archer C2 ACT50
Version vivit
cPU lediaTek MT7620A
CPU MHz 580
Flash MB 8
RAM MB 64
WLAN Hardware MediaTek MT7620A, MediaTek MT7610EN
WLAN 2.4GHz bghn
WLAN 5.0GHz aln/ac

Ethernet 100M ports

Ethernet 1Gbit ports

Modem

USB ports 1x2.0

2. Check the CPU support status in the CPU vendor website

clovooMEOc LBvEOCOmAaMEG 6k 6l x + v.oooBx
e [0 © Notsecure | hitps//www.mediatek.com/p e PO O B evwn

Products Technology Investors About Press Blog e Q

L 2T2R 802.11n platform for N300/AC750/AC1200 router and repeater

MEDIANTEK

16:04

L © Type here to search X 6-04-2024 %

Note : Same thing need to be done for all hardware components available in the DUT

11.1.7 Test Observations:

e It was observed, the SCA scan shows the components with their security
risk(vulnerability) and operation risk.

e For proprietary and third party software components not tested
e The hardware component vendor not showing supporting status of CPU used in DUT
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https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=MediaTek+MT7620&search_type=all&isCpeNameSearch=false

12. Test Case Result:

S.No

TEST CASE NAME

PASS/FAIL

Remarks

TC_NO_UNSUPPORTED_COMPO
NENTS

Testcase incomplete
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1.4.3 No Known Vulnerabilities in System on Chip (SOC) solution

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.4 System Secure Execution Environment

2. <Security Requirement No & Name > 1.4.3 No Known Vulnerabilities in System
on Chip (SOC) solution

3. <Requirement Description: >
This test is applicable for such CPEs which have System on Chip solutions, where
majority of CPE functions are realized in a VLSI chip. OEM to provide self-test /
third-party / Chipvendor test report indicating that the SOC is free from malware,
known-vulnerabilities.

4. DUT Confirmation Details:
Use the command line/GUI interface to get details of the machine on which test is
conducted.
Use GUI to get Application No/Version No & hardware Info

Staws

Status Help

Router

5. DUT Configuration: Depending on the vendor input.
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6. Preconditions: Note that the DUT in the lab does not have System on Chip solutions.
OEM to provide selftest / third-party / Chip-vendor test report indicating that the
SOC is free from malware, known-vulnerabilities. However, the test steps to be
followed, in case we have a DUT with System on chip solutions have been listed
down on Test Steps.

7. Test Objective: To verify that there is no malware and known vulnerability in the
SoC of DUT(If applicable)

8. Test Plan: The tester should verify the OEM providing documents such as self-test
/ third-party / Chip vendor test report indicating that the SOC is free from malware,
known-vulnerabilities

8.1 Number of Test Scenarios:
8.1.1 Validate the test report of SoC

8.2 Test Setup Diagram:- Depending on the vendor input.
8.3 Tools Used: Depending on the vendor input.
8.4 Test Execution Steps:

e For testing SOC, Fault induction testing can be performed using the
simulation platform or command line tool/scripts to conduct a test
campaign on specific board from a test PC.

¢ On the software side, any of the following static analysis tools can be used to
scan the code for vulnerabilities. These tools can pick up issues in code
development such as buffer overflows and uninitialized variables.

e Note: SAST tool can be used to detect vulnerabilities in the source code such
as memory corruptions, buffer overruns, resources leaks, insecure data
handling, use of resources that have been freed etc.

9. Expected Result for Pass: There should be no malware/ known vulnerability
present on the SoC of DUT

10. Expected Format of Evidence: Screenshot of tool used for finding the malware/
vulnerability

11. Test Execution:

11.1.1 Test Case Number: 01

11.1.2 Test Case Name: TC_NO_SoC_VULNERABILITIES

11.1.3 Test Case Description: Ensuring that DUT SoC not have any known
vulnerabilities/malware

11.1.4 Execution Steps:

Note : If the DUT have SoC solutions then following execution steps will apply

e Through public search of TP-Link Archer C2 AC750 chipset detalils,
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=

ads

Contributing

Sut

Project

Hardware Highlights ~ OpenWitsupport  Hardware detalls  F
Model Archer C2 AC750

Version vivit

cPy

CPU MHz 580

Flash MB 8

RAM MB 64

WLAN Hardware MediaTek MT7620A, MediaTek MT7610EN

WLAN 2.4GHz big/n

WLAN 5.0GHz aln/ac

Ethernet 100M ports

Ethernet 1Gbit ports

Modem

USB ports 1x2.0

- EEm

B
o
3 &
Switch 1+
Boot
P10
Forum Threads

Tags

Tester validate the testing report provided from OEM for selftest/ third-party /

Chipvendor test report of SoC.

Tester need to check known vulnerability for SoC in NVD database

JKCVE-2021-32468 Detail

Description

QUICK INFO

MediaTek microchips, as used in NETGEAR devices through 2021-11-11 and other devices, mishandle the WPS (Wi-Fi CVE Dictionary Entry:

e T R T P T N S L AL ER M T7603E, MT7610, MT7612, MT7613, MT7615, MT7620, MT7622, MT7628, CVE-2021-32468

MFEN D REIE: Affected Software Versions 7.4.0.0; Out-of-bounds read).

severity TR o0 |

CVSS 3.x Severity and Metrics:

\il ) NIST: NVD Base Score: [SHIGH]

Ecm\: MITRE Base Score: [[EEHIGH]

Vector:

NVD Published Date:
12/25/2021

NVD Last Modified:
01/10/2022

Source:

MITRE

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Vector:

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:L

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS

information provided within the CVE List from the CNA.

The above screenshot showing that the MT7620 chip affected by CVE-2021-32468
vulnerability.

11.1.5 Test Observations:
¢ Note that the DUT in the lab does not have System on Chip solutions. OEM to provide
self-test / third-party / Chip-vendor test report indicating that the SOC is free from
malware, known vulnerabilities. However, the test steps to be followed, in case we

have a DUT with System on chip solutions have been covered on Test Steps.

12. Test Case Result:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

TC_NO_SoC_VULNERABILITIES

OEM dependent
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https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=MediaTek+MT7620&search_type=all&isCpeNameSearch=false

Section 1.5: User Audit
1.5.1 Audit Event Generation

<DUT Details: > Wi-Fi CPE

<DUT Software Version:> 8.10.183.0

<Digest Hash of OS> Hash of OS required

<Digest Hash of Configuration> Hash of configuration required.

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs
<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1

<OEM Supplied Document list: > OEM Supplied Document list required

1. <ITSAR Section No & Name> Section 1.5: User Audit

2. <Security Requirement No & Name > 1.5.1 Audit Event Generation

3. <Requirement Description: >
CPE to have capability to log important Security events. The audit logs may
preferably be stored in non-volatile memory. If applicable (for cyber-cafe, Public
Data Office usage scenario) provision for secure log export should exist and logs
may capture unique System Reference such as website address, IP Address, MAC
address, hostname, login attempts etc.

4. DUT Confirmation Details: This section involves information about DUT like
software/firmware version, Hardware version model.
DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIR-AP1852I-E-K9. The inventory shows model serial no. & model description.
Verification of DUT Cisco wireless LAN controller’s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

Burned-in MAC Address

Maximum number of APs supported
NAME: “"Mobility Express" , DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@l, SN: KWC1931eeuu

Verification of DUT Cisco WLC’s high-level system SW information by running command
show sysinfo on CLI.
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(Cisco Controller) >show sysinfo

Manufacturer's Name ChOuCC ... Cisco Systems Inc.
Product Name.... Cisco Controller
Product Version 8.1©.183.0

OUI File Last Up i N/A

System Name.. Aironet-Controller
System

System

System j Pe3t6 142179002250
IP Address. 1©.208.38.2

Last Reset. = . .. 1: reload command

System Up Tim .. © days 3 hrs 33 mins 5 secs

System Timezone Location .. (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatsg|
System Stats Realtime Interva

System Stats Normal Interval

Configured Country IN - India

State of 8062.11b Network
State of 802.11a Network Enabled

Verification of DUT Cisco WLC’s system information on Web access.

System Information x

System Name Aironet-Controller 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50

< >

5. DUT Configuration: Config buffered logging on DUT.

(Cisco Controller) >config logging buffered ?

<0-7> Set buffer logging message severity level.

alerts Set buffer logging severity to ‘alerts’ (severity 1).
critical Set buffer logging severity to 'critical’ (severity 2).
debugging Set buffer logging severity to ‘'debugging' (severity 7).
emergencies Set buffer logging severity to ‘emergencies’ (severity 0).

errors Set buffer logging severity to ‘errors’' (severity 3).
informational Set buffer logging severity to 'informational’ (severity 6).
notifications Set buffer logging severity ‘notifications' (severity 5).
warnings Set buffer logging severity to ‘warnings' (severity 4).

(Cisco Controller) >config logging buffered 7

6. Pre-Conditions:

e Vendor to provide documentation (administration guide or any other
document) on how to configure audit logs to be access controlled for various
privilege levels.

e The following information shall be provided by the documentation
(administration guide or any other document) accompanying the network
product:

o The log where the event is recorded and how it can be accessed (e.g.,
the complete path).
o Ifthe event type is enabled by default or how to enable it.
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e Documentation (administration guide or any other document) describing
where logs are stored and how these logs are accessed, and the Network
Product interfaces that these logs can be accessed from.

e Tester has the highest level of access to DUT.

7. Test Objective: CPE to have capability to log important Security events. The audit
logs may preferably be stored in non-volatile memory. If applicable (for cyber-cafe,
Public Data Office usage scenario) provision for secure log export should exist and
logs may capture unique System Reference such as website address, IP Address,
MAC address, hostname, login attempts etc.

8. Test Plan:
8.1 Test-Bed Diagram

DUT: CISCO WLC 1852i AP

MgmtPort:
IP: 10.208.38.2
NTP-client

A

" -

i Ubuntu Win10: Kali:

' IP: 10.208.38.11  IP: 10.208.38.30 IP: 10.208.38.32
= Tool installed: Tool Installed:

Console PC: Syslog server Web Browser

Tool installed:
Putty for console access

8.2 Number of test scenarios/test cases: 2
8.3 Tools used: Command line of DuT, syslog server , wireshark
8.4 Test case Execution:
» CASE I: Authenticate the client. Unsuccessful WLAN SSID client authentication
» Attempt incorrect PSK for SSID

« Verify system event generated.

» CASE II: Enabling communications between a pair of components.

» Insert syslog server ip set up on Web GUI
= Verify logs generated on syslog server.
= Verify system event generated.

= Verify packet capture syslog communication is encrypted or not
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9. Expected Results for Pass: The tester checks CPE to have capability to log
important Security events. The audit logs may preferably be stored in non-volatile
memory. If applicable (for cyber-cafe, Public Data Office usage scenario) provision for
secure log export should exist and logs may capture unique System Reference such as
website address, IP Address, MAC address, hostname, login attempts etc.

10. Expected Format of Evidence: Screenshots

11. Test Execution:

11.1 Test Case Number: 1
11.1.1 Test Case Name: TC_LOGGING_IMPORTANT_SECURITY_EVENTS
11.1.2 Test Case Description: The tester checks that DuT logs important security

events.
11.1.3 Test Execution: Unsuccessful WLAN SSID client authentication
+ Attemptincorrect PSK for SSID

& Wi-Fi a

’r,?ﬁ\ UltestatiMS

Connecting

Enter the network security key

kdjhaksdjhaksdj
The network security key isn‘t correct. Please
try again.
Next Cancel
—

“A AULguests

A Airtel lice line

More Wi-Fi settings

A

Verify system event generated.
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11.1.4 Test Observations: It is evident that system log has client MAC address and
date references, as logs are enabled in debug mode.

11.2 Test Case Number: 2
11.2.1 Test Case Name: TC_SECURE_LOG_EXPORT
11.2.2 Test Case Description: The tester checks that DuT logs are securely
exported.
11.2.3 Test Execution:

Add syslog server IP on DUT (Web GUI access)

v ‘[ 10. ]
e o G Q A © B =z &
( Airon e y Expre =

*R Monitoring s
L Wwireless Settings
B Management LOGGING SETUP
< Advanced

¥ SNMP

=)

il RF Optimization Logging Level  Debugging

# Controller Tools

Syslog Facility  Syslog (Default)
£ Security Settings
CMX
4s
x =T

Verify logs generated on syslog server.

! $ tatl syslog
Sep 8 17:53:39 10,208.38.2 Atronet-Controller: *emWeb: Sep 08 18:00:26.960: %CLI-3-LOGIN FAILED: cliutil.c:724 Login failed. User:test lobby, Service type
wn service type,
8 17:53:55 APMUMCSAE0020 charon: 11[IKE] retransmit 4 of request with message 10 0
155 APMUMCSAEB020 charon: 11[NET] sending packet: from 10.208.37.11[4500] to 16.208.37,34[4500] (464 bytes)
APMUNCSAEO020 charon: 11[IKE] retransmit 4 of request with message ID 0
¢ 11[NET] sending pac from 10.208.37.11[45066] to 10.268.37,34[4500] (464 bytes)
8.2 Alronet-Controller: *emWeb: 0 45,893 SAAA-5-AM_AUTH_ADMIN_USER: aaa.c:3313 Authentication Succeeded for admin user "Admin' o

2 Aironet-Controller: femieb: Sep 08 18:00:47,567: %AAA-5-AAA_AUTH_ADMIN_USER: aaa.c:3313 Authentication Succeeded for admin user 'test_lob

2 Alronet-Controller: *emWeb; Sep 08 18:00:47,567: %CLI-3-LOGIN_FAILED: cliutil.c:724 Login failed, User:test_lobby, Service type:11. unkno
0.208.38.2 Alronet-Controller: * Sep 08 18 790: XAAA-5-AAA_AUTH_ADMIN_USER: aaa.c:3313 Authentication Succeeded for admin user ‘Adnin' o

0.208,38.2 Alronet-Controller: f*em) ep 08 18:61 } -COUNTRY_NOT_FOUND: apf channel,c:3621 Country 'J2' not found in country database.

* Verify system event generated on DUT.
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(Cisco Controller) »show msglog

DEBUGGING
leb: Sep 08 18:01:13.807: WAPF-5-COUNTRY NOT FOUND: apf channel.c:3621 Country "J2" not found in country database.
Sep 08 18:01:13.790; AM-5-AAA AUTH ADMIN USER: aaa.c:3313 Authentication Succeeded for adnin user ‘Adwin’ on 10.208.38.10
Sep 08 18:00:47,57: ACLI-3-LOGIN FAILED: cliutil.c:724 Login failed. User:test lobby, Service type:1l. unknown service type.
Sep 0 18:00:47.567: HAMA-5-ARA AUTH ADMIN USER: aaa.c:3313 Authentication Succeeded for admin user 'test lobby" on 10.208.38.10
Sep 08 18:00:45.893; HAAA-5-AAA AUTH ADMIN USER: aaa.c:3313 Authentication Succeeded for admin user ‘Adwin’ on 10.208.38.10

It is evident that DUT logs with all timestamps are fetched same & stored at the syslog
server end too.

Verify packet capture syslog communication is encrypted or not.

A [ip.addr==10.208.38.2 B -0

No. Time Source Destination Protocol Length Info
1445 507.317831365 10.208.38.2 10.208.38.11 202 SYSLOG.NOTICE: Aironet-Controller: *emwWeb: Sep 68 18:00:16.255: %AAA-5-AAA_AUTH_ADMIN |

1446 507.317831550 10.208.38.2 10.208.38.11 Syslog 199 SYSLOG.ERR: Aironet-Controller: *emwWeb: Sep 68 18:808:16.255: %CLI-3-LOGIN FAILED: cliut

1469 518.020893791 10.208.38.2 16.208.38.11 Syslog 202 SYSLOG.NOTICE: Aironet-Controller: *emWeb: Sep 08 18:00:26.960: %AAA-5-AAA_AUTH_ADMIN_U
1470 518.020894316 10.208.38.2 10.208.38.11 Syslog 199 SYSLOG.ERR: Aironet-Controller: *emWeb: Sep 08 18:00:26.960: %CLI-3-LOGIN FAILED: cliut
1519 536.953427904 10.208.38.2 10.208.38.11 Syslog 197 SYSLOG.NOTICE: Aironet-Controller: *emWeb: Sep 08 18:00:45.893: %AAA-5-AAA_AUTH_ADMIN_U
1524 538.627874721 16.208.38.2 16.208.38.11 Syslog 202 SYSLOG.NOTICE: Aironet-Controller: *emWeb: Sep 68 18:00:47.567: %AAA-5-AAA_AUTH_ADMIN_U
1525 538.627875506 10.208.38.2 16.208.38.11 Syslog 199 SYSLOG.ERR: Aironet-Controller: *emWeb: Sep 68 18:00:47.567: %CLI-3-LOGIN_FAILED: cliut
1592 564.857363163 10.208.38.2 10.208.38.11 Syslog 197 SYSLOG.NOTICE: Aironet-Controller: *emWeb: Sep 08 18:01:13.790: %AAA-5-AAA_AUTH_ADMIN_U
1593 564.867449131 10.208.38.2 16.208.38.11 Syslog 183 SYSLOG.NOTICE: Aironet-Controller: ‘*emWeb: Sep 08 18:01:13.807: ¥APF-5-COUNTRY_NOT_FOUN

» Frame 1445: 202 bytes on wire (1616 bits), 202 bytes captured (1616 bits) on interface ens192, id @
» Ethernet II, Src: IETF-VRRP-VRID 61 (00:00:5e:00:01:01), Dst: VMware 69:21:ef (00:0¢c:29:69:21:ef)
» Internet Protocol Version 4, Src: 10.208.38.2, Dst: 10.208.38.11 007
» User Datagram Protocol, Src Port: 51815, Dst Port: 514
~ Syslog message: SYSLOG.NOTICE: Aironet-Controller: *emWeb: Sep 08 18:00:16.255: %AAA-5-AAA_AUTH_ADMIN_USER: aaa.c:3313 Authentication Succeeded for admin user '
0010 1... = Facility: SYSLOG - messages generated internally by syslogd (5)
.. .101 = Level: NOTICE - normal but significant condition (5)
Message: Aironet-Controller: “emWeb: Sep 68 18:00:16.255: NAAA-5-AAA AUTH ADMIN USER: aaa.c:3313 Authentication Succeeded for admin user 'test_lobby' on 10.2(

11.2.4 Test Observations: It is evident that DUT system log is not communicated in
encrypted manner to syslog server.

Note: Testing to be performed to check if the audit logs may preferably be stored in
non-volatile memory. Testing to be also performed to check logging of all important
security events in DuT. ( above test scenario shows only one security event).

12 . Test Case Result:

S.No | OUTCOME OF RUNNING THE | PASS REMARKS
SCRIPT (CASE 1/CASE2) /FAIL
1 TC_LOGGING_IMPORTANT SEC | Pass It is evident that system log has
URITY_EVENTS client MAC address and date
references, as logs are enabled in
debug mode.

2 TC_SECURE_LOG_EXPORT Fail It is evident that DUT logs with all
timestamps are fetched the same &
stored at the syslog server end too
and DUT system log are not
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communicated in an encrypted
manner to the syslog server.
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Section 1.6: Data Protection

1.6.1 Cryptographic Based Secure Communication

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.
2.

3.

<ITSAR Section No & Name> Section 1.6 Data Protection

<Security Requirement No & Name > 1.6.1: Cryptographic Based Secure
Communication

<Requirement Description: > The communication security dimension ensures that
information flows only between the authorized end points (the information is not
diverted or intercepted as it flows between these end points). The data is protected
against well know attacks related to Sniffing, Disclosure, reconnaissance etc., The secure
communication mechanisms between the CPE and connected entities shall use industry
standard protocols such as IPSEC, VPN, SSH, TLS/SSL, etc., and NIST specified
cryptographic algorithms with specific key sizes such as SHA, Diffie-Hellman, AES etc
DUT Confirmation Details:

DUT Configuration: No configuration needed

Preconditions

e The manufacturer shall supply the list of system functions which include network
services, local access via a management console, local usage of operating system and
applications.

e The manufacturer shall supply the list of access entries for system functions

Test Objective:- To check if data communicated is protected with secure protocols (with

secure ciphers)

Test Plan

8.1. Number of Test Scenarios:
8.1.1.Test Scenario to check the secure communication using SSH
8.1.2.Test Scenario to check the secure communication using HTTPS

8.2. Test Bed Diagram
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MgmtPort:
1P: 10.208.38.2

5
=) Win10: Kali:
l IP: 10.208.38.30 IP: 10.208.38.32
=Vt Tool installed: Tool installed:
Console PC: 1. Putty for SSh OpenSSH, OpenSSL
Tool installed: 2. Firefox browser
Putty for console access for Web-Gui access

8.3. Tools Required
e DUT, Wireshark
8.4. Test Execution Steps
— The tester shall attempt to login into the DUT using SSH and simultaneously
capture the packets on wireshark
— Similarly while accessing through GUI

9. Expected Results for Pass: The DUT supports secure communication through SSH
and GUI using secure ciphers

10. Expected Format of Evidence: Screenshots of Terminal and pcap file

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Login into DUT through SSH
11.1.2 Test Case Description: The following testcase is done to login into the DUT
through SSH
11.1.3 Execution Steps:
e Attempt to login into DUT

/home/mumuser

ssh 10.208.38.2

(Cisco Controller)

User: Admin

Password : * ki

Welcome to the Cisco Mobility Express command line interface.

only commands which are listed in the command reference guide for this release are supported.
http://www.cisco.com/c/en/us/support/wireless/mobility-express/products-command-reference-list.html

Warning:In SNMPV2 No Defaults Presents.
Please use command: config snmp community create <name>

Warning:In SNMPV3 No Defaults Presents.
Please use command: config snmp v3user create <username>

(Cisco Controller) >
(Cisco Controller) >logoutConnection to 10.208.38.2 closed.

/home/mumuser

e Analyze the captured packets on wireshark
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File Edt View Go Caplure Anolyze Statistics Telephony Wireless Tools Help

Am ® X &) == Li
AIp.addr == 10.208.38.2 &8 ssh
No Time Source Destination Protocol_Length Info
7602 32.497125618  10,206.38.2 10.206.36.32 SSv2 1034 Server: Key Exchange Tnit
74733 10.268.38.2 SSHv2 114 Client: ELUIptic Curve DAffie-Hellsan Key Exchange Init
[ 2605 32 523121657 10.208.30.2 10.201

SSHv2 82 Clie
110 Cli

1 32.553645091  10.208.38.32 New Keys
8

0 32.58834471 8.32

v xchange Reply (31)
- KEX host key (type: ecdsa-shaz-nistp236)

Host key length: 104

Host key type length: 19

Host key type: ecdsa-sha2-nistp256

ECDSA elliptic curve identifier length: 8

ECDSA elliptic curve identifier: nistp2se

ECDSA public key length: 65

ECOSA publlic key (Q): 337
ECON server's epheneral public key length: 32

1514691 9bSesC

oM 0 0

[KEX Tost signature (type: ecdsa-shaz-nistpase

~ Wost_signature length: 100
= Tepert 1nfo (varning/Protocol): Decoded 27 bytes, but packet legnth s 180 bytes]

[Decoded 27 bytes, but packet legnth is 100 byte:

[Severity level: Warning]

[Group: Protocol]

signature type length: 19

signature type: ecdsa-sha2 nistp2se]

- KEX host signature (type: ecdsa-sha2-nistp2se)
- Host signature length: 168
- [Expert Info (Warning/Protocol): Decoded 27 bytes, but packet legnth is 180 bytes]
[Decoded 27 bytes, but packet legnth is 10 bytes)
[Severity level: Warning]

Host signature type length: 19

Host signature type: ecdsa-shaz-nis!
Padding String: 06009898000003880000
Sequence nunher: 1

com_compr i

Padding Length

ey urmncv{(mwhm Curve25519-shazs6@1ibssh.org) ]
Message Coder Wew Keys (21
Padding String: 0000906666000600000
Sequence nusber
SSH Version 2 (encryption W1 con conpr )
[Direction: server-to-client]

Even the apphcatlon data i is encrypted

5:12:51.013069891 10,2083 ~208,
5:12:51.041114155 16,
12:51.042091251 10
5:12:51.042444357 10.2
:12:51.059065872 16
11

S8 Client: Protocol (SSA-2.0-0penSSH_9.2p1 Debian-2)
85 Server: Protocol (SSH-2.6-CISCO_WLC)

1576 Client: Key Exchange Init
1034 Server: Key Exchange Init
§ : 114 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
51.088440176 16.268.38.2 .38.37 S 430 Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys
51.098963630 10.208.38. 32 208.38.2 S 82 Client: New Keys
51.133663327 10.208.38.3 268,38, 2 SSHv?2 116 Client
:51.135734332 10,208 268,38 116 Server:

2 126 Client

on wire
IETE-VRRP
ion 4,
f6 97 5f od

c
SSH Version 2 (encryption:chacha2e-po ens: <none 5 47 78 7f a7 9d aa
ent] 2b 64 42 de c9 f3 b1

Adming)10.208.38.2 Hos y 1 I sha?2 2" KexAlgorithms=ecdh-sha2-nistp52

Unable to negotiate wit no matching cipher found. Their offer: chacha2@-poly130@5gopenssh.com,aes128-ctr,aes192-ctr,a

es?Sﬁ—ctr,aeleB—gcr‘ﬁopenssh .con,aesZSG-gcr@openssh.com

/home/mumuser

/home/munuser
| Adming10.208,38.2 } gorithms=diffie-hellman-groupl4-shal -c chacha20-poly13e5gopenssh.con -n hmac-nds
Unable to negotiate with 10.208.38.2 port 22: no matthmq host key type found. Their offer: ssh-rsa,rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256

/home/munuser

11.1.4 Test Observations: It was observed that the secure ciphers are used in the
SSH connection. Also on attempting to connect with weak ciphers, DUT rejects
the connection.

11.1.5 Evidence Provided: - Screenshots of Terminal

11.2 Test Case Number: 02
11.2.1 Test Case Name: Login into DUT through HTTPS
11.2.2 Test Case Description: The following testcase is done to login into the DUT
through GUI
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TR

e .
& Monitoring cisco

= o
2 Network Summary

Ve - A
APPLICATIONS

n 1w . . o B
£ \f\'.rele::::::ngs.
¥ Management
& Advanced
11.2.3 Execution Steps:
e Attempt to login into DUT though GUI
Monit © U5t cisco Avonet 1650 senes oty Ssprss Q4doeB =m0

B2 Network Summary

e biomnio_|
APPLICATIONS

I Interterers

@ Wireless Dashboard
» pertormance

¥ Best Practic
Wireless Settings
Management

Advanced

e Simultaneously capture the packets on wireshark

10.208.36.2 88 6

Destration
10.208.38.2
10.208.38.30
10.208.38.2
10.208.35.2

Info
Client Hello

Server Mello, Change Cipher Spec, Encrypted Handshake
Change Cipher Spec, Encrypted Handshake Messag

668 2023-08-20 23:22:13.902090

663 2023-08-20 23:22:13.004806

664 2023-98-20 23:22:1

566 2023-08-20 23:22:13.005387
23

Meszoge

Application De
569 2023-08-28 23:22:13.808923 10.203.33.38 Application Data
i o E 889 10,208.38.30 ication Det e 2
673 2023-88-20 23:22:13.809463 10.208.38.2 Encrypted Alert
Ethernet II, Src: IETF-VRRP-VRID_O1 (80:80:5¢:00:01:01), Dst: Dell_71:0a:36 (cc:48:3a:71:8a:36)
Internet Protocol Version 4, Src: 10.208.38.2, Dst: 10.208.38.38
Transmission Control Protocol, Src Port: 443, Dst Port: 5€89€, Seq: 1, Ack: 520, Len: 137

Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Helle
Content Type: Handshake (22)

Version: TLS 1.2 (@x0303)

Length: 81
~ Hand:

shake Protocol: Server Hello

Handshake Type: Server Hello (2)

Version: TLS 1.2 (@x@303)

337060178¢ e216e0 79a84¢58370
© ©0:55:03.000002002 India Standard Time
7060178<3961a6c20747¢216eba5F4b179a54¢5837d

GHT Unix Time: Sep 17, 1
Random Bytes: ce6ddBAfSEb:
Session 10 Length: 32
scioo 10: 412261202
[[ctoner sutte:
Extensions Length: 5
~ Extension: rencgotiation info (len-1)
Type: renegotiastion_info (65281)

TLS_RSA_WITH_AES_256_GCM_SHASSA (0n005a) |

[JA3S Fullstring: 771,157,65281
475682535b2279c07D3 16300 207 €b87 ]

(343
v TLSv1.2 Record Layer: Change Cipher Spec Protocol
Content Type: Change Cipher Spec (20
Version: TLS 1.2 (ex@303)
Length: 1
v Change Cipher Spec Message

Change Cipher Spec

[Expert Info (Note/Sequence): This session reuses previously negotiated keys (Session resumption)]
session reuses previously negotiated keys (Session resumption))
(Severity level: Note]

A secure cipher been observed to be used between server and client
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10.208.38.288.8

(W To-0der

™. Tme Destnaton Protocol  Length Info
660 2023-05-20 23:22:13.002090  10.208.35.30 10.208.38.2 TLSV1.2 573 Client Hells
663 2023-08-20 23:22:13.004806  10.208.38.2 10.208.33.30 TISV1.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message
664 2023-08-20 23:22:13.005144  10.208.38.30 10 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message

666 2023-08-20 23:22:13.005387 TLSV1:2 742 Application Data
659 2023-03-20 23:22:13.008923 _10.208.38.2 10.2¢8.38.38 TLSv1.2 446 Application Data

673 2023-08-20 23:22:13.00463  10.208.38.30 10.208.38.2 TiSvi.2 85 Encrypted Alert
Frame 666: 742 bytes on wire (5935 bits), 742 bytes captured (5936 bits) on interface \Device\NPF_(74675C31-CAG
> Ethernet II, Src: Dell_71:0a:36 (cc:43:3a:71:0a:36), Dst: IETF-VRRP-VRID_O1 (00:00:Se:00:01:01)

Internet Protocol Version 4, Src: 10.208.36.39, Dst: 19.268.38.2

Transmission Control Protocol, Src Port: 50899, Dst Port: 443, Sea: 571, Ack: 138, Len: 688
v Transport Layer Security

v TUSV1.2 Record Layer

Application Data Protocol: Hypertext Transfer Protocol
A tion Date (23)

Version: 115 1.2 (x0303)

Encrypted Appli
ipplication Deta

00000000000000015¢240385022082¢078e1
Tiypertext

0c4221005 446909051

Application data encrypted

11.2.4 Test Observation:- It was observed that GUI access to DUT is using secure cipher

and application data is observed to be encrypted.

12. Test Case Result:

S.No

TEST CASE NAME PASS/FAIL Remarks

1

SSH connection Pass

GUI connection Pass
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1.6.2 Cryptographic Based Secure Communication on Wi-Fi Access

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.
2.

3.

<ITSAR Section No & Name> Section 1.6 Data Protection

<Security Requirement No & Name > 1.6.2: Cryptographic Based Secure
Communication on Wi-Fi Access

<Requirement Description: > The CPE to have protection mechanisms against access
to keys in the CPE against Key disclosure, reconnaissance, re-installation attacks,
nonce-resets, Zeroing blocks of key etc.

DUT Confirmation Details:

DUT Configuration: No configuration needed

Preconditions:- OEM shall provide documentation describing how confidential system
internal information is handled by system functions.

Test Objective:- To verify that the DUT has protection against against Key disclosure,
reconnaissance, re-installation attacks, nonce-resets, Zeroing blocks of key etc.

Test Plan

8.1. Number of Test Scenarios:

8.1.1. Test Scenario to review the documentation provided by the vendor describing
how confidential system internal information is handled by system functions

8.1.2. Test Scenario to try to gain access to the CPE and its configuration files to see
if you can find any plaintext keys.

8.1.3. Test Scenario to install malicious firmware on the CPE to see if it can be
detected and prevented. This can be done by creating a fake firmware update
and trying to install it on the device.

8.2. Test Bed Diagram
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Cloud Client1 Client2
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :

W] s PC(Console/SSHHTTPS)

e

ise L2 Switch / AP(virtual s,
fanagemen / Controller)
Management 3

Solution

ISP

‘ Router

Client 1 Client 2
Cloud
Management
Solution
Note : The execution steps remain same for all the above scenarios. Further scenarios

please check OEM datasheet.

8.3. Tools Required
e DUT,
e Wireshark

8.4. Test Execution Steps:- The tester shall the mechanism to protect the keys in DUT
by simulating attacks

9. Expected Results for Pass: The DUT has protection feature against Key disclosure,
reconnaissance, re-installation attacks, nonce-resets, Zeroing blocks of key
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10. Expected Format of Evidence: Screenshots of Terminal and pcap file

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test Case Name: review the documentation provided by the vendor.

11.1.2 Test Case Description: The Tester shall review the documentation provided
by the vendor describing how confidential system internal information is
handled by system functions.

11.1.3 Execution Steps:

Note: The software test document is not available with the lab because this is the market-
purchased product used for demo testing.

11.1.4 Test Observations:
Note: The software test document is not available with the lab because this is the market-
purchased product used for demo testing.

11.1.5 Evidence Provided

11.2 Test Case Number: 02

11.2.1 Test Case Name: try to gain access to the CPE and its configuration files to see
if you can find any plaintext keys

11.2.2 Test Case Description: Key disclosure and reconnaissance: The Tester shall
try to gain access to the CPE and its configuration files to see if you can find
any plaintext keys. You can also use network scanning tools to see if any keys
are transmitted in plaintext.

11.2.3 Execution Steps:

e The Tester logged into the DUT’s Web GUI (http://192.168.0.1) in the web
browser of the test machine (192.168.0.22) account “admin” using the
respective authentication attribute (password).

e The Tester changes the Pre-Shared Key and captures the change request
using Wireshark.

e The Tester observed Pre-Shared Key are transmitted in plaintext.
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11.2.4 Test Observations: The Tester observed Pre-Shared Key are transmitted in
plaintext.

11.2.5 Evidence Provided:- Screenshots of the Pre-Shared Key are transmitted in the
plaintext.

11.3 Test Case Number: 03
11.3.1 Test Case Name: attempt to install malicious firmware on the CPE to see if it
can be detected and prevented
11.3.2 Test Case Description: Re-installation attacks: The Tester shall attempt to
install malicious firmware on the CPE to see if it can be detected and prevented.
This can be done by creating a fake firmware update and trying to install it on
the device.
11.3.3 Execution Steps
e Thetesterlogsin tothe DUT’s Web GUI (http://192.168.0.1) in the web browser
of the test machine (192.168.0.22) account “admin” using the respective
authentication attribute (password).
o The tester clicked on MANAGEMENT > UPGRADE FIRMWARE and observed the
current firmware version.

@ D-LINK DIR-650IM x  X» Firmware's = | 4+

< (= 4 Not secure | 192.168.0.1/home.htm @ 1= e @@ - @ EH O O O & oy W@ s = O O

Upgrade Firmware

This page allows you to upgrade the Access Point firmware to the latest version. Please note, do not power off the device during the
upload as it may crash the

(- o R B

Firmware Version: V_1.04
TIME ZOME SETTINGS Select File: Choose File | No file chosen
Fewer

TR-069 CONFIG

SYSTEM LOG

UPGRADE FIRF MW ARE

SAVE/RELOAD SETTINGS

REBOOT DEVICE
PASSWORD

LOGOUT

e The Tester downloaded different versions of firmware and attempted to upload
them on DUT to verify if DUT has a detection feature or not.

@ D-LINK DIR-650IN x I Firmware's x o+ ~ = a

< (<) @ dlink.co.in/firmware/ftp.aspx S 1 A e @ 2 ® l e OO A& Gy W & O = O & » 0O

Do NOT upgrade firmware on any D-Link product over a DOWNLOAD @

gol
This firmware is engineered for Indian products only.
Using this firmware on a device outside of India will

void your warranty and may render the device unusable.

odified Download

-10-2019
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e The Tester clicked on the “Choose File” feature and uploaded the downloaded
firmware and clicked on the upload button.

@ D-LINK DIR-650IN x DD Firmware's x | + ~

<& G A Notsecure | 192.168.0.1/home htm @1 K @2 ol S 0O ED T e 8 OE O 6 »

STATUS

SETUP WIRELESS NETWORK “ FIREWALL MANAGEMENT

This page allows you to upgrade the Access Point firmware to the latest version. Please note, do not power off the device during the
upload as it may crash the system.
_ Firmware Version: V_1.04
TIME ZONE SETTINGS Select File: Choose File | DIR-1360.bin
SYSTEM LOG
DIAGNOSTICS

e The Tester observed that DUT has detected other version firmware so stop itself
for update.

@ D-LINK DIR-650IN x I Firmware's x| + ~

< C A Notsecure | 192.168.0.1/home.htm 2 Yr buw

_ SETUP WIRELESS NETWORK IPVe FIREWALL MANAGEMENT

STATUS

&
»
&
[ |
©
=]
o
=]
&
P
2
L
(4]
2
Qo
o

STATISTICS

TIME ZONE SETTINGS
DOS SETTINGS
TR-069 CONFIG
SYSTEM LOG

DIAGNOSTICS E

T The connection was reset.
SAVE/RELOAD SETTINGS
REBOOT DEVICE

PASSWORD

LOGOUT
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@ D-LINK DIR-650IN x I Firmware's X | + v

&« C A Notsecure | 192.168.0.1/home.htm 2 % oew @ 2 ©® B DO & @ "E'ﬁ" >« @ O = 0O 6 »

[— serwe | wmeess | wewome | wve | rmewau HANAGEMENT

Invalid file format!ID error detected!

STATUS

STATISTICS

TIME ZONE SETTINGS

DOS SETTINGS

TR-069 CONFIG

SYSTEM LOG

DIAGNOSTICS

UPGRADE FIRMWARE

SAVE/RELOAD SETTINGS

REBOOT DEVICE

PASSWORD

LOGOUT

11.3.4 Test Observations: The Tester observed that DUT has detected other versions
of firmware so stop itself for update.

11.3.5 Evidence Provided: - Screenshot of the DUT detecting other versions of
firmware.

12. Test Case Result:

S.No TEST CASE NAME PASS /FAIL Remarks
1 review the documentation provided by the No document
vendor available

2 try to gain access to the CPE and its configuration FAIL
files to see if you can find any plaintext keys

3 attempt to install malicious firmware on the CPE PASS
to see if it can be detected and prevented
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1.6.3 Cryptographic Algorithm selection for Wi-Fi Access <DUT Details: > Ex:
Router

<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 2.6 Data Protection

2. <Security Requirement No & Name > 1.6.3 Cryptographic Algorithm selection for Wi-
Fi Access <Requirement Description: > When Wi-Fi CPE is not in debug
(maintenance) mode, there shall be no system function that reveals confidential system
internal data in the clear to users and administrators. Such system functions could be,
for example, local or remote OAM CLI or GU], error messages, logging messages, alarms,
configuration file exports etc. Confidential system internal data contains authentication
data (i.e., PINs, cryptographic keys, passwords, cookies) as well as system internal data
that is not required for systems administration and could be of advantage to attackers
(i.e., stack traces in error messages). Access to maintenance mode shall be restricted
only to authorized privileged users.

3. DUT Confirmation Details:

4. DUT Configuration: No configuration needed

5. Preconditions
¢ OEM shall provide documentation describing the supported functions
e Also to review about the accessibility of debug mode of the DUT

6. Test Objective:- To verify that DUT has no system function that exposes sensitive
data in clear text in normal operational mode. Also the maintenance mode should

be accessible to authorized users only
7. Test Plan
7.1. Number of Test Scenarios:
7.1.1. Test to verify confidentiality of sensitive data in system functions
7.1.2. Test to verify confidentiality of sensitive data in logs
7.1.3. Test to verify confidentiality of sensitive data in configuration file exports
7.1.4. Test to verify access to maintenance mode by authorized users only

7.2. Test Bed Diagram
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet

7.3. Tools Required
e DUT,

e Wireshark

7.4. Test Execution Steps
e The tester shall access the DUT through the CLI and the GUI and check for
password visibility
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e The tester shall check for configuration files (startup and running config) for
reveal of sensitive data in clear text as well as the logs

e The tester shall check in the config file exports for any sensitive data in clear
text

e The tester shall check the authorized accessibility of maintenance mode of
the DUT

8. Expected Results for Pass: The system functions of the DUT do not reveal the sensitive
data in clear text and has authorized accessibility on maintenance mode

9. Expected Format of Evidence: Screenshots of cli and the GUI of the DUT

10. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: confidentiality of sensitive data in system functions
11.1.2 Test Case Description: The following test case is performed to check for
sensitive data in system functions.
11.1.3 Execution steps
e Access the DUT in the GUI and check for the password visibility

e Similarly access the DUT at the console level and check for the password visibility

e Access the configuration files such as running-config to check for
password/PINs/cryptographic key visibility

e (Capture the 4-way wifi handshake and check if any KEY is found in the capture
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11.1.4 Test Observations: It was observed that the password dis not visible in the
GUI No KEY was found in the handshake capture
11.1.5 Evidence Provided

11.2 Test Case Number: 02
11.2.1 Test Case Name: Test to verify confidentiality of sensitive data in logs
11.2.2 Test Case Description: The following test case is to verify that confidentiality
of sensitive data in logs (errors, auth, debug logs)
11.2.3 Execution Steps:
e Attempt to access the DUT with incorrect credentials to generate error logs
o Verify the error logs for any sensitive data in clear texts
e Access the DUT with correct credentials and verify from the session
logs/auth logs for the sensitive data in clear texts
e [Initiate debug session of a process and verify from debug logs for any
sensitive data in clear texts
11.2.4 Test Observations:

11.2.5 Evidence Provided:- (check for screenshots)

11.3 Test Case Number: 03
11.3.1 Test Case Name: confidentiality of sensitive data in configuration file exports
11.3.2 Test Case Description: The following test case is to verify the confidentiality
of sensitive data in the configuration file exported from DUT
11.3.3 Execution Steps: - (the following test case is performed on Cisco AP AC-145)
e Access the DUT with appropriate credentials

| ® https://192,168.1.124 is requesting your username and password. The site says: "Cisco Business
Wireless”

User Mame: |admin |

Password: |uuuu |

Cancel

e Head to the directory of the configuration file of the DUT and attempt to
download the same
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Restart Master AP Configuration Management  Troubleshooting Files

Config Update

Uploading a configuration might disrupt the network and wireless connectivity shall be lost
Pop-up blocker should be disabled in Browser settings to upload or downlic

Direction  Download = 2]

Transfer Mode HTTP v

3

Download Configuration

Are you sure you want to download this file.?

¢ download the config file test machine where the management platform
(GUI) of the DUT is running and access it
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| config.txt - Notepad — O X

File Edit Format View Help

[# WLC Config Begin <Fri Nov 13 ©9:34:09 2020>! Number of APs: A
2! PID: CBW145AC-B, SN: FGL2418L84T ! Product Version:

10.3.1.8 [ | ¥¥eediirsdiokeseioir ¢ PORT SUMMARY
tt*ttft#*#tt***#x#***t!

! STP  Admin Physical Physical Link Link

| Pr Type Stat Mode Mode Status Status Trap

POE
R et e ot A e R A gt S 8 G K el 8 08 v R A S P PO R
! 1 Normal Forw Enable Auto 1000 Full Up Enable
N/A | | #%ksssbisssssisssiss CDP NEIGHBOUR SUMMARY

"'!*'?7*&?!?%&???**'?!
| Capability Codes: R - Router, T - Trans Bridge, B - Source

Route Bridge
! S - Switch, H - Host, I - IGMP, r -

Repeater,

! M - Remotely Managed Device

|

! Device ID Local Intrfce Holdtme Capability
|Platform Port ID

| c47d4fece3s2 wirede 152 S I

SG200-50P giSconfig location expiry tags 5 config macfilter
add 6¢:71:0d:55:73:c4 © © CBW14S5AC-73c4 config macfilter add
6¢:71:0d:55:5d:a4 @ © 141ACM config countries-list add US
config rf-profile data-rates 802.11a disabled 6 High-Client-
Density-8@2.11a config rf-profile data-rates 802.11a disabled
9 High-Client-Density-802.11a config rf-profile data-rates
802.11a mandatory 12 High-Client-Density-8@2.11a config rf-
profile data-rates 862.11a supported 18 High-Client-Density-
|802.11a config rf-profile data-rates 802.11a mandatory 24
High-Client-Density-802.11a config rf-profile data-rates
|802.11a supported 36 High-Client-Density-802.11a config rf-
profile data-rates 862.11a supported 48 High-Client-Density-
802.11a config rf-profile data-rates 882.11a supported 54
High-Client-Density-802.11a config rf-profile data-rates

¢ check for the confidentiality of any sensitive data

11.4 Test Case Number: 04
11.4.1 Test Case Name: verify for access to maintenance mode
11.4.2 Test Case Description: The following test case is to verify the authorized
access to maintenance mode
11.4.3 Execution Steps
e Review the OEM documentation for the availability /accessibility of
maintenance mode
e Attempt to access the maintenance mode by a normal user(unauthorized
user) and verify if its permitted or not
11.4.4 Test Observation
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11.4.5 Evidence Provided
11. Test Case Result:

S.No TEST CASE NAME PASS/FAIL

Remarks

1 |verify confidentiality of sensitive
data in system functions

No document available

2 |verify confidentiality of sensitive
data in logs

3 |confidentiality of sensitive data in
configuration file exports

4. |verify for access to maintenance
mode
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1.6.4 Crypto-Key Protection Mechanism

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 2.6 Data Protection
2. <Security Requirement No & Name > 2.6.4: Crypto-Key Protection Mechanism
3. <Requirement Description: > For sensitive data (persistent or temporary) in storage,
read access rights shall be restricted.
a. Sensitive files of Wi-Fi CPE that are needed for the functionality shall be protected
against manipulation strictly using the Secure cryptographic controls prescribed in
Table 1 of the latest document “ITSAR for Cryptographic Controls” with appropriate
non-repudiation controls.
b. In addition, the following rules apply for:

(i)

(i)

(iii)

Systems that need access to identification and authentication data in the
clear/readable form e.g., in order to perform an activity/operation. Such
systems shall not store this data in the clear/readable form, but scramble or
encrypt it by implementation-specific means.

Systems that do not need access to sensitive data (e.g., user passwords) in the
clear. Such systems shall hash this sensitive data strictly using the cryptographic
controls prescribed in Table 1 of the latest document “ITSAR for Cryptographic
Controls” only.

Stored files in the Wi-Fi CPE shall be protected against manipulation strictly
using Secure cryptographic controls prescribed in Table 1 of the latest
document “ITSAR for Cryptographic Controls” only

DUT Confirmation Details:

5. DUT _Configuration: No configuration needed

6. Preconditions: - OEM shall provide details of sensitive data (persistent or temporary)
where it is stored and who all have access to read/ write.

7. Test Objective: - To verify that sensitive data in storage is access restricted and

protected against manipulation using the Secure cryptographic controls

prescribed in Table 1 of the latest document “ITSAR for Cryptographic Controls”
with appropriate non-repudiation controls. To check DUT’s protection mechanism
against confidential data in storage being exposed

Test Plan
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8.1. Number of Test Scenarios:

8.1.1. Test scenario to verify that user passwords/sensitive data are stored in
encrypted form / one-way hash algorithm.

8.1.2. Test Scenario to check access control on such system functions where
passwords/sensitive data is stored

8.2. Test Bed Diagram

2 E Controller 2

Client3

TN

PC(Console/SSH/HTTPS)

== Fapt

On-Premise
Management

Solution

ISP 0
Router

Cloud Client1 Client2
Management

Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
= Bl R P le/SSHIHTTP
m . ] ‘__’ C(Console/SS S)
— =
=

é&k L2 Switch / AP(virtual s,

On-Premise S Controller)

Management ~

Solution X )

)5}
&,

S o

Client 1 Client 2

Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
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8.3. Tools Required: - DUT
8.4. Test Execution Steps

e Access the directory of sensitive data/password in accordance to the OEM
documentation. Verify the access rights
e Also verify if DUT has protection against manipulation of sensitive

9. Expected Results for Pass:

10. Expected Format of Evidence: Screenshots of Terminal and pcap file

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: verify that user passwords/sensitive data are stored in
encrypted form / one-way hash algorithm.
11.1.2 Test Case Description: The Tester shall check the sensitive data/password
is not stored in clear text
11.1.3 Execution Steps:
e The tester logged into the DUT’s Web GUI (http://192.168.0.1) in the web
browser of the test machine (192.168.0.22) account “admin” using the
respective authentication attribute (password).

S 19216801 X ap

< C @ 19216801 )

Sign in

e The Tester clicked on Management > Diagnostics> Select ping
e Put command line injection payload in the Host (Domain) input field. i.e.,

payload =192.168.0.1 & cat /proc/wlan0/mib_auth to reveal the wireless
password.
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https://192.168.10.3/

L7 D-LINK DIR-630IN * + ~

<« C O 8 192.168.0.1/homehtm?t= 1694720444756 w

A

STATUS

WLAN Access Point SETUP WIRELESS NETWORK 1PVE FIREWALL MANAGEMENT
Diagnostics

SULTESTIES This page can be used to run target system command.

Diagnostic Command: PING v

Number:

TIME ZOME SETTINGS Host {Domain): 192.168.0.1 & cat jproc/wland/mib_auth Apply
Diagnostic Results:

DOS SETTINGS Dot1180211AuthEntry...

dot11AuthAlgrthm: 2
dot11PrivacyAlgrthm: 2
TR-063 CONFIG dot11PrivacykeyIndex: 0
dot11PrivacyKeylen: 0
dot11EnablePsk: 3
SYSTEM LOG dot11W/PACipher: 10
dot11WPAZCipher: 10
dot11IEEEBO211W: O
dot11EnablesHA256: 0
dot11PassPhrase: 123456789
UPGRADE FIRMWARE dot11PassPhraseGuest:
dot11GKRekeyTime: 86400
dot11UKRekeyTime: O
SAVE/RELOAD SETTINGS Dot118021xAuthEntry...
dot118021xAlgrthm: 1
dot118021xDefaultPort: 0
SEECONDEVICE dot11802 1xcontrolport: 0
RADIUS Accounting...

Enabled: 0

Idle period to leave STA: 0 min(s)

Idle throughput to leave STA: 0 Kbpm
LOGOUT Dot11RsnIE...
rsnie: dd 1a0050f20101000050f20202000050F2020050f20401000050f20230180 10000020020 200000fac0 2000fac040 100000fac0 20000
rsnielen: 54

DIAGNOSTICS

PASSWORD

A W

o After the execution of the command line injection payload, DUT revealed the
wireless password in clear text.

e The Tester concludes that the data and information are not stored in
encryption format.

11.1.4 Test Observations: The Tester concludes that the data and information are
not stored in encryption format.
11.1.5 Evidence Provided: - Screenshots

11.2 Test Case Number: 02
11.2.1 Test Case Name check access control on such system functions where sensitive
data/password is stored.
11.2.2 Test Case Description: The Tester shall check access control on such system

functions where sensitive data is stored.
11.2.3 Execution Steps:
e In DUT, there is only one pre-defined “admin” account that has access to
sensitive data stored in DUT.
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- L Default router settings:
D-Link DIR-650IN hetp//152.168.0.7 o

Password=admin

MAC: EO1CFCASB284

H/W Ver: 2.4G SSID: dhink-B284
F/W Ver: v 1.04 Password: (leave the field bilank) Model No.- DIR-6501N

SN RVRT2L3426835 Made in China

U YRR Potarity: ©-a-

Input- SV =1A

e The tester shall verify the access control of a particular sensitive file of
different user roles supported by the DUT ( by appropriate commands or by
OEM documentation)

e The tester shall check attempt to access the sensitive file(such as /cat/passwd
where the password is stored) as normal user/non privileged user and verify
if the DUT permits the same or not

e The tester shall access the same sensitive file as privileged user and verify if
the DUT permits the access or not

11.2.4 Test Observations: - The Tester verified there is only one pre-defined “admin”

account that has access to sensitive data stored in DUT.
11.2.5 Evidence Provided: - Screenshots

12. Test Case Result:

S.No |TEST CASE NAME PASS/FAIL Remarks

1 |verify that user passwords are stored in |[FAIL
encrypted form / one-way hash algorithm
2 |check access control on such system Procedures
functions where sensitive data is stored. mentioned
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1.6.5 Protecting data and information - Confidential System Internal Data
<DUT Details: > Ex: Router

<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 2.6 Data Protection

2. <Security Requirement No & Name > 2.6.5: Protecting data and information -
Confidential System Internal Data

3. <Requirement Description: > CPE shall have protection against creating a copy of
data in use / data in transit. Protective measures should exist against use of available
system functions / software residing in CPE to create copy of data for illegal
transmission. The software functions, components in the CPE for creation of data copy
are to be disabled or sufficiently secured to prevent illegal copy of data.

4. DUT Confirmation Details:

5. DUT Configuration: No configuration needed

6. Preconditions: - OEM shall provide details of available system functions/software
supported by the DUT with which copy of data can be done and protective measures

against using it

7. Test Objective: - To check DUT’s protection mechanism against illegal copying of data

in use and in transit

8. Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to verify protection against copy of data in use and data in transit
8.1.2. Test Scenario to verify protection against copy of data in use and data in transit
(in split mode)

8.2. Test Bed Diagram
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H Controller 2

Client3

=
Controller 1 A ﬂ
SN
PC(C le/SSH/HTTPS)
‘_-’ (Console: )
= OO0
; AP1
On-Premise L2 Switch
Management
Solution

Cloud
Management
Solution

please check OEM datasheet.

Client2
Note : The execution steps remain same for all the above scenarios. Further scenarios
AP Integrated Mode :

e
s
s

=

<-_’ PC(Console/SSH/HTTPS)
—
= P .
/e : / AP(virtual s,
On-Premise L2 Switch / Controller) Y
Management .
Solution
e ISP {3‘3’3’
~ Router
Cloud
Management
Solution

Client 1

please check OEM datasheet.

Client 2
8.3. Tools Required

DUT

8.4. Test Execution Steps
[ ]

Note : The execution steps remain same for all the above scenarios. Further scenarios

secured

The tester shall if the supported copy function are disabled or sufficiently
9. Expected Results for Pass:

The tester will perform copying of files with the supported communication
protocols and check if they are secure
e The DUT has copy functions disabled or sufficiently secured

e The DUT transfers file in encrypted format
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10. Expected Format of Evidence: Screenshots of Terminal and pcap file

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: verify protection against copy of data in use and data in
transit
11.1.2 Test Case Description: The following test case to check if the DUT has
protection against copy of data in use and data in transit
11.1.3 Execution Steps:

e The Tester shall review the OEM documentation regarding software functions,
components, etc., in the AP that can create or copy data and ensure that the
documentation explains the protective mechanisms to prevent illegal copying
or transmission

e The testerlogsin to the DUT’s Web GUI (http://192.168.0.1) in the web browser
of the test machine (192.168.0.100) account “admin” with using the respective
authentication attribute (password).

@ | D-LINKDIR-650IN x4+

« ¢] O & 192.168.0.1/homehtm

-j'rf;-ahilii—‘l

STATUS -
Save/Reload Settings

BLIREHS This page allows you to save current settings to a file or reload the settings from a file that was saved previously. You can also reset the
current configuration to factory defaults.

DDNS

TIME ZONE SETTINGS Save Settings to File: M

DOS SETTINGS Load Settings from File: [ Browse... | Mo file selected. Uplozd
Reset Settings to Default: Reset |

TR-069 CONFIG

SYSTEM LOG

DIAGNOSTICS

UPGRADE FIRMWARE

SAVE/RELOAD SETTINGS

REBOOT DEVICE

PASSWORD

LOGOUT

o The Tester clicked on MANAGEMENT > Save/Reload Settings.

e The Tester found the “Save Settings to File” option to save the DUT configuration
to the file system.

e The Tester clicks on the save button to save the configuration file to the local
machine and attempts to read the config file but all data is in an unreadable
format.

205




| config.dat - Notepad - | x

File Edit Format View Help
fompcs 1 #Qy6ge3 07y 2 A" Iy « Yy B - 0
I- il ®gdd ~igdEl+Ila wi [

°md$

2358 2 DIR-65¢@IN/0d
. [+ 00 HcomedIIA DI09 ad'min Oxl- CluméBE0ld-0h 00 e [-I3F 0g!lp j MulL~p,”|
k91as0/0/1)/

W0GBIU%EY /k/ 3/ /1 /3 /<#Y H/D/B/ R&2BI<HPT/c2u?1I™ w24 <HBR?E 2020000080 <#3x2m0I0 ‘O£OIMOCO<#aN\0B00 0_p(_:_L_<#p ? -UIIGITO1Ta*
GTI¢TUMGT
eRIGTI¢ TUIE TIETO¢ TIL TUAFR=C ! cFR&C!UEFREC! &FRIFRIFRE )R_,0<#laqo o:%&zolo /100 Ho&jlpo’ &1l &10<13,5ZFfR6-MGFRETVOSFR=-11M1 _ [, mONEO[
IBIIN}uY @Y™V e IYUTOdYEaY A~ "0 B T UPU *R, qIQUAISVIS\"T\?UziWziV I Le6’zj62 1.xC 1.yl 1.z I«#{ 2¢? | a5*}+ [0="~ [3y0F°]

% 92y83.117.1Y80.36@Q¢ %>y Bpool.n?tp.orgheded »O40I4 3yhost.dynCdnsYe/T
% ~INI~T1EcomieOpl 3¢AAOIAjOAZ; Q AOI"E VIM»>OIZOISGOGONG |SS?ID-RPTH2[R*

{i0ly x1IRTM0 MEogRpla2l=¥iHb 2%ASHS &¥%A*b db jb3 i¥A~; &0+20;,00ez;0z;X200Vz;ptdyz;GOUS [ j=z;r D0pRII(i:iLi~ipil,i”i!i iEi <O
coeeM)T 1407-1239DI9M19P1$0°1902¢Qe 00 207 A Oolix0e1)T IT*14+14,D1U-D1L56MP6M06MI06MA01$0Uro *TET pICT0TETI0R! RIRIERWRIRSSYET
D11- ¢TI0V *0I0T4ID1,,B« 3 &5y iyl 7IT0[ImUDBI41°142
QH31442145
61471482~
914:14;"~
<214-14>"

Q-¢I*TAKTA\D1 z[j A~ ;NAIC 1D2 1E IF-1® 19§ 1% R&IIUID1iD18D16T4A-& [UDEOKNI T47 Alded X//@/B/ /[f/x/5/ &/®/hj0/5/6/102 ,?52P?b:
16*0. Iwg
R-

e Review the OEM documentation for the supported copy functions and verify it
in the DUT

FortiWiFi-61F # copy
command parse error before 'copy’

FortiWiFi-61F #
config Configure object.
Get dynamic and system information.
Show configuration.
Diagnose facility.
Execute static commands.
Execute alias commands.
Exit the CLI.

FortiWiFi-61F # alias
name Alias command

FortiWiFi-61F # alias
<Enter>

FortiWiFi-61F # alias name
name is invalid alias command.

FortiWiFi-61F # |

e Tester unable to copy the files in other location within the DUT (if the copy
functions are supported by the DUT)

e Attempt to copy data in use (for eg. Running-config) to a removable media
mounted location (as means of illegal transmission)

e Verify that data is allowed to copied or not

o I[f access roles are set on the copy functions attempt the above execution steps
as an unauthorized user
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11.1.4 Test Observations: The Tester observed that the data stays encrypted as a
protection against copy of data. The data cannot be copied as copy functions are
not supported by the DUT

11.1.5 Evidence Provided: - Screenshots are provided above

11.2 Test Case Number: 02
11.2.1 Test Case Name: verify protection against copy of data in use and data in
transit (in split mode)
11.2.2 Test Case Description: The following test case to check if the AP has
protection against copy of data in use and data in transit
11.2.3 Execution Steps
e Review the OEM documentation of the controller to check the access rights of
the Controller users to manage the AP and its supported copy functions data
e Access the AP from the controller as a normal user and attempt to copy the data
in use(running-config, logs)
o Verify if copy functions are sufficiently secured. Or if its disabled
e Attempt to connect to the AP with a different OS image version. Due to which
the controller pushes its own image to be installed in the AP for upgrade.
Capture this communication and verify that the data in transit is secure on the
CAPWAP /equivalent channel

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 verify protection against copy of data in
use and data in transit

2 verify protection against copy of data in
use and data in transit(in split mode)
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1.6.6: Protecting data and information in storage

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 2.6 Data Protection

2. <Security Requirement No & Name > 2.6.6: Protection against Data Exfiltration -
Overt Channel

3. <Requirement Description: > Wi-Fi CPE shall have mechanisms to prevent data
exfiltration attacks for theft of data in use /data in transit. Establishment of outbound
overt channels such as FTP, HTTP, HTTPS IM, P2P, Email etc. are to be forbidden if they
are initiated by / originate from the Wi-Fi CPE. Outbound-use of such services are to
be disabled in the Wi-Fi CPE, if it is essential to have some of these services for
outbound-use (remote management etc.,), facility to exist for monitoring anomalous
channels. Session logs shall be generated for establishment of any session initiated by
either user or Wi-Fi CPE

4. DUT Confirmation Details:

2 O O cuncomson = [+ - o
& © A& Notsecure | 192.1630.4momentm T

P e o Qx

o ®

DIR-450IN
Oday:0h:33m:21s

Vo1

Wed Nov 4 11:05:44 CST 2020

iR

ap
2.4 GHz (B+G+H)
dink-8264

+

255.255.255.0
192.168.0.1
Enabled
en:1cfcanbzez

Gatting 1P from DHCP server..
0.0.0.0

0.0.0.0

0.0.0.0

e0:1c:Ca9:02:83

f£800000000000008 21 cFcfffeash2s2/64
f2B0000D000D0I00E2 1cfcfifeath282/64
s0:1ca9bze2

1P link
DHCPvS

1680000000000000e 21 fcfffeash283/64

00000000000000090000000009000000
en:1cfcag:b2:83

5. DUT Configuration:

6. Preconditions:- OEM documentation

7. Test Objective
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eTo check DUT’s protection against establishment of overt channel for data
exfiltration

e To verify if DUT monitors any anomalous channels

e To verify if DUT generates the session logs for every session established
8. Test Plan

8.1. Number of Test Scenarios:

8.1.1. Test Scenario to review the OEM documentation to check for the overt
channels mentioned

8.1.2. Test Scenario to Check if the outbound overt channels initiated by WiFi CPE is
forbidden

8.1.3. Test Scenario to check if any monitoring system exists upon the establishment
of outbound overt channel

8.1.4. To verify if DUT generates the session logs for every session established

8.2. Test Bed Diagram

Controller 2

oo i
N\
Qr\\_‘w,‘\!
Client3 E
(000000
/ Controller 1
PC(C: le/SSH/HTTPS)
M ‘_—b (Console. )
- 000000
e, = —
/ AP1
On-Premise L2 Switch
Management ¢
Solution
N
ISP b
Router
Cloud Client1 Client2

Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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~ =S PC(Console/SSH/HTTPS)
- » oo 0
S— _ /" AP(virtual s
On-Premise L2 SWich /" Controller) X
Management :
Solution
~ Router =y
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
8.3. Tools Required
e DUT
8.4. Test Execution Steps

e The Tester shall review the document from OEM explaining the mechanism
implemented to meet the clause and the default configuration

e The tester shall trigger scenarios for Wifi Cpe to initiate outbound overt
channel and verify that its forbidden.

e The Tester shall check if any of the services are used for the Outbound
channel by any unauthorized users

e The tester shall check if any monitoring system exists upon the
establishment of outbound overt channel

9. Expected Results for Pass: The DUT prevent the use of outbound-overt channel, that
is if they are initiated or originated by Wifi CPE. Also, the session logs are maintained
for any outbound channel established

10. Expected Format of Evidence: Screenshots

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: Review the OEM documentation for outbound overt
channels
11.1.2 Test Case Description: The Tester shall check if all of the services
mentioned in the OEM documentation are used for the Outbound overt
channel
11.1.3 Execution Steps: The Tester explored the DUT and didn’'t find any
outbound overt channels such as FTP, HTTPS IM, P2P, Email, etc. other than
HTTP. HTTP channel is used for the management/configuration of DUT.
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However, Tester shall verify with OEM to conclude the verdict for
this clause.

11.1.4 Test Observations: The Tester explored the DUT and didn’t find any
outbound overt channels such as FTP, HTTPS IM, P2P, Email, etc. other than
HTTP. HTTP channel is used for the management/configuration of DUT.

However, Tester shall verify with OEM to conclude the verdict for this clause.
11.1.5 Evidence Provided:- Screenshots

11.2 Test Case Number: 02
11.2.1 Test Case Name: Check if the outbound overt channels initiated by WiFi CPE
is forbidden
11.2.2 Test Case Description: the following test case is done to check if overt channel
initiated by Wifi CPE is disabled
11.2.3 Execution steps :
o If the Wifi CPE supports scripting, the tester must integrate the script that
will make Wifi CPE establish an outbound channel
For eg Cisco I0S supports an inbult common scheduler called “kron”, using
the tester may simulate the established of an TFTP channel by Wifi CPE

kron policy-list TFTP_BACKUP

cli show running-config | redirect tftp://10.0.0.5/cpe_config.txt
exit

Verify if the DUT forbids the establishment of this TFTP channel

e The tester needs to verify that the auto-update configuration that enables
Wifi to automatically download and install new firmware updates without
user intervention is disabled and must verify it in actual working.

e The tester must integrate an opensource malware that forces DUT to
exfiltrate config data to an external entity and verify that its forbidden

11.3 Test Case Number: 03

11.3.1 Test Case Name: Scenario to check if any monitoring system exists upon the
establishment of outbound overt channel

11.3.2 Test Case Description: the following test case is done to check if DUT
monitors any anomalous activity happening in the established overt channel

11.3.3 Execution steps:

e Review the OEM documentation to check if there exists any monitoring

system for anomalous channel
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e Attempt to simulate this by sending data of various
sizes/frequencies/patterns over the overt channel and verify if the DUT has
detected/logged/alerted
the same

11.4 Test Case Number: 04
11.4.1 Test Case Name: Check for session logs
11.4.2 Test Case Description: The Tester shall check if any monitoring system exists
that can log upon the establishment of outbound overt channel
11.4.3 Execution Steps:
e The Tester shall establish an outbound overt channel from DUT to another
connected entity(eg; using SFTP)
e The tester shall also trigger scenario to make wifi cpe initiate an outbound
overt channel
e The tester shall check if any session log is maintained upon the establishment
or closing the overt channel in both cases
11.4.4 Test Observations:

11.4.5 Evidence Provided

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 Review the OEM documentation No such protocols found
2 the outbound overt channels
initiated by WiFi CPE is
forbidden
3 Scenario to check if any

monitoring system exists upon
the establishment of outbound
overt channel

4. Check for session logs
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1.6.7: Protection against Copy of Data

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1.
2.
3.

4.

5.

6.

8.

<ITSAR Section No & Name> Section 2.6 Data Protection

<Security Requirement No & Name > 1.6.7: Protection against Copy of Data
<Requirement Description: > Wi-Fi CPE shall have mechanisms to prevent data
exfiltration attacks for theft of data in use /data in transit. Establishment of outbound
covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel, TLS, SSL,
SSH, IPSEC VPN, RTP Encapsulation etc. are to be forbidden if they are initiated by /
originate from the Wi-Fi CPE. Outbound use of such services are to be disabled in the
Wi-Fi CPE, if it is essential to have some of these services for outbound-use (remote
management etc.,), facility to exist for monitoring anomalous channels. Session logs shall
be generated for establishment of any session initiated by either user or Wi-Fi CPE.

DUT Confirmation Details:
DUT Configuration: No configuration needed

Preconditions: - OEM shall provide details on what mechanisms are used to prevent
data exfiltration attacks for theft of data in use/data in transit and Establishment of
outbound covert channels and tunnels such as DNS Tunnel, HTTPS Tunnel, ICMP Tunnel,
TLS, SSL, SSH, IPSEC VPN, RTP Encapsulation, etc. are to be forbidden, if they are initiated
by CPE and how to monitor anomalous channels.

Test Objective: - To check DUT’s protection against establishment of covert channel for
data exfiltration and monitoring of anomalous channel

Test Plan
8.1. Number of Test Scenarios:

8.1.1. Test Scenario to review the OEM documentation and check if the mentioned
covert channels are used in the DUT

8.1.2. Test Scenario to check for the establishment of covert channel

8.1.3. Test Scenario to check if any monitoring feature exists for channel
establishment and data transfer

8.1.4. Test Scenario to generate session logs for sessions established in the
mentioned tunnels/channels

8.2. Test Bed Diagram
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3. Tools Required
e DUT

8.4. Test Execution Steps

e The Tester shall review the OEM documentation to check if any outbound
covert channels are used in the DUT

e The Tester shall trigger the Wifi Cpe to initiate outbound covert channel and
verify if DUT restricts it.

e The Tester shall check for any monitoring features present in DUT upon
establishment of channel and data transfer

e The tester shall verify if the DUT generates session logs for

sessions/channels established
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9. Expected Results for Pass: The DUT prevent the use of outbound-covert channel, that
is if they are initiated or originated by Wifi CPE. Also, the session logs are maintained for
any outbound channel established and DUT monitors all the anomalous activities

10. Expected Format of Evidence: Screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.2.1 Test Case Name: Review the OEM documentation

11.2.2 Test Case Description: The Tester shall ask for any available OEM
documents, to verify the allowed outbound channels / tunnels.

11.2.3 Execution Steps: The Tester shall review the OEM documentation for the
mentioned covert channels and figure out the possible covert channels and
verify if it’s disabled by default

11.2.4 Test Observations: OEM dependent

11.2.5 Evidence Provided: - Screenshots

11.2 Test Case Number: 02
11.2.1 Test Case Name: Monitoring anomalous activities
11.2.2 Test Case Description: The Tester shall attempt to establish the outbound
channels from DUT to any other connected entity and verify that the DUT
monitors the anomalous activities happening on the channel
11.2.3 Execution Steps:
o Dns tunnel
o Attempt to connect the WIFI CPE to a testing machine via ethernet and capture
the same on wireshark
o filter the packets captured on port 53 and inspect the packet traces. Check if
any dns tunnel query is found in the traces (looking for unusual characteristics
like frequent, short queries with seemingly random domain names, large
numbers of subdomains within a single domain, or unusual query types, which
could indicate data being encoded within the DNS requests)
e Ifthe DUT supports the tool “iodine” or “dnscat2”, thesetools can be used
to establish dns tunnel

o Tcp tunnel
e Attempt to establish a tcp tunnel from wifi cpe to the testing machine
(either by script or some malware)
¢ Send the data from the wifi cpe in the tcp header (and not in the data field)
and check if its received at the tester machine side

o Verify if the DUT has monitored this entire above activity or maybe has
logged it at some directory
The Tester shall attempt to establish tcp tunnel (covert channel)

Initiate a connection from the test machine
afssr_kubegafssrkube:~% nc -lvnp 2080

Listening on 0.0.0.0 8080

Send the data from the DUT
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root@freeSgc-af-b675c0d68-szdsr: /freeSge# eche "Covert channel Test Message” | nc 192.168.20.121 8020

Now check on the test machine side if the data sent from the DUT is received

Connection received on 10

vert channel Test Mes

Verify if the DUT has monitored this data transmission (in alerts, logs etc..)
(Similarly the tester can check for the establish of other covert channels from DUT using
relevant commands/scripts)

11.2.4 Test Observations:
11.2.5 Evidence Provided: - Screenshots

11.3 Test Case Number: 03
11.3.1 Test Case Name: Covert channel initiated by WiFi
11.3.2 Test Case Description: The Tester shall trigger scenario to make WIFI initiate
an outbound covert channel to verify if its forbidden by the DUT

11.3.3 Execution Steps

e The tester shall trigger a scenario to make wifi cpe self-initiate a covert
channel with another entity and check if its forbidden

e This could either be done using a malware, script or scheduled task

11.4 Test Case Number: 04
11.4.1 Test Case Name: Verify the session logs
11.4.2 Test Case Description: The Tester shall check for any monitoring features
present in DUT upon establishment of covert channel and verify that session
logs are generated

11.4.3 Execution Steps:
o The Tester shall attempt to establish an outbound covert channel
o The tester shall also trigger the Wifi Cpe to initiate an outbound covert
channel
o The Tester shall check if the session logs for the establishment of the covert
channels in both the cases
Attempt scp from DUT to an external enitity

ure you want tO contln
1y

192.168.20.120]:9

100% 931 4.7MB/s 00:00
rootLdtree gc at-5d475c8c77-mltxp: /freeSgc/contig# |
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: afkube
Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

3c77-mltxp
3c77-mltxp
c-af-5d475c8c77 -mltxp
c-af-5d475c8c77 -mltxp
3c77-mltxp
3c77-mltxp
3c77-mltxp

3c77-mltxp
3c77-mltxp
3c77-mltxp
75¢8c77-mltxp

n* "afkube" auth.log

sion)
ion):

session closed for us
unable to open env fil

n opened for

led to connect to

ion opened for user fre
Failed to connect to
unable to open env file
session closed for u
to open env fil

d for user root
ion opened for user fre
Failed to connect to
Unable to open env file
n closed for user fre

uch file or directory
locale: No such file or directory

ch file or directory

/etc/default/locale: No such file or directory

: No such file or directory

ch file or directory
: No such file or directory
"

to open env fil

sion cl,
ble to op

1 opened for user

session closed for user

to open env file:

1 opened for user

d for user

: jetcsdefault;

root by (uid
root
setesdefault
root by (uid=
root

setc/default/locale:

root by (uid
root

setc/default/locale:

root by (
root

: No such file

le: No such file or directory

directory
No such file

directory

No such file directory

on opened for user freeSgc by (ui
Failed to connect to : No such
to open env file
closed for u
s on opened for user freeSgc by (ui
n): iled to connect teo : No such
Unable to open env
Unable to open env file: setc/default/lo
1 opened for user root by (uid
1): session closed for user root
to open env file: /etc/default/locale: No such file or directory
1 opened for user root by (uid
1 closed for user root

file or directory
i No such file or directory

file or directory
No such file or directory
ich file or directory

0 comm="cups-

11.4.4 Test Observations: It was observed that DUT doesn’t log the scp session
11.4.5 Evidence Provided: - Screenshots provided above

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 |Review the OEM documentation No such protocols found

2. |Covert channel establishment

3. |Covert channel initiated by WiFi Procedure mentioned

4. |Verify the session logs Fail Session logs not recorded
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1.6.8: Protection against Data Exfiltration - Overt Channel
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1.6.9: Protection against Data Exfiltration - Covert Channel
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N =

Section 1.7: Network Services

2.7.1 Traffic Filtering — Network Level

<DUT Details: > Wi-Fi CPE

<DUT Software Version:> 0.9.1 4.19

<Digest Hash of OS> Hash of OS required

<Digest Hash of Configuration> Hash of configuration required.

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPE
<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1

<OEM Supplied Document list: > OEM Supplied Document list required

<ITSAR Section No & Name> Section 2.7: Network Services
<Security Requirement No & Name >2.7.1 Traffic Filtering - Network Level
<Requirement Description: >Wi-Fi CPE shall provide a mechanism to filter incoming IP
packets on any interface (Refer to RFC 3871) In particular the Wi-Fi CPE shall provide a
mechanism:
a) To filter incoming IP packets on any IP interface at Network Layer and Transport layer
of the stack ISO/Open Systems Interconnection (OSI).
b) To allow specified actions to be taken when a filter rule matches. In particular at least
the following actions should be supported:

e Discard/Drop: the matching message is discarded; no subsequent rules are
applied and no answer is sent back.

e Accept: the matching message is accepted.

e Account: the matching message is accounted for i.e. a counter for the rule is
incremented. This action can be combined with the previous ones. This
feature is useful to monitor traffic before its blocking.

c) To enable/disable for each rule the logging for Dropped packets, i.e. details on
messages matching the rule for troubleshooting.

d) To filter on the basis of the value(s) of source IP, destination IP and port addresses of
the protocol header

e) To reset the accounting.

f) Wi-Fi CPE shall provide a mechanism to disable/enable each defined rule.

[Ref: TSDSISTD T1.3GPP 33.117 17.2.0 V1.2.0 Section 4.2.6.2.1]
[Ref: RFC 3871 - Operational Security Requirements for Large Internet Service Provider
(ISP) IP Network Infrastructure]

DUT Confirmation Details:
e Use the command line interface to get details of the machine on which test is
conducted.

e Use command to get IP and Interfaces details
e Use command to get OS Version/No

Command used: Use the show ip interface brief command to display details of all
network interfaces and associated IP addresses
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9300 _TSTPlashow ip interface brief
Interface Method Status Protocol
Vlanl NVRAM up up
Vlan21 ' 21,2 NVRAM up up
Vlan22 ' ' NVRAM up up
23.23.23.C NVRAM up up
V1lang83 13.1.0. NVRAM up up
Vlang4 84.1.0. NVRAM up up
85 unset up up
NVRAM up up
NVRAM up up
NVRAM up up
10.138 3¢ NVEAM up up
2141 45.1.140, NVEAM up up
Vlan2142 45.1.141.; NVRAM up up
V1lan2143 45.1.142.: NVRAM up up
Vlan2144 45.1. ' NVRAM up up
VirtualPortGroupd 2. 168.35. manual up up
GigabitEthernetd/o ); 1. 20,140 NVRAM up up
GigabitEthernetl/e/ unset down down
GlgabitEthernetl/8/: 72.16.18. NVRAM  down down
GigabitEthernetl/8/3 unset up up
GigabitEthernetl/o/: unset down down
GigabitEthernetl/8/5 unset up up
GigabitEthernetl/0/¢ unset down down
GigabitEthernetl/0/7 unset down down
GigabitEthernetl/0/8 unset down down
GigabitEthernetl/E unset up up
GigabitEthernetl/8; unset down down
GigabitEthernetl/8/11 unset  down down

Command used: show version (Use the following command to get the operating system
version)

e, Version [17.16.01

5. DUT Configuration: DUT network interfaces and IP details.
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C9300 TSTPlashow ip interface brief

Interface IP-Address Method Status Protocol
Vlanl unassigned NVRAM up up
Vlan21 21.21.21.2 NVRAM up up
Vlan22 22.,22.22.2 NVRAM up up
Vlan23 23.23.23.2 NVRAM up up
V1lang83 83.1.0.1 NVRAM up up
Vlang4 84.1.0.1 NVRAM up up
V1an8s unassigned unset up up
Vlan250 10.136.250.254 NVRAM up up
Vlan251 10.130.130.254 NVRAM up up
Vlan252 10.137.1.254 NVRAM up up
Vlan253 10.138.250.254 NVRAM up up
Vlan2141 45,1.140.2 NVEAM up up
Vlan2142 45,1.141.2 NVEAM up up
Vlan2143 45.1.142.2 NVEAM  up up
Vlan2144 45.1.143.2 NVRAM up up
VirtualPortGroupd 192.168.35.1 manual up up
GigabitEthernetd/o 192.168.20.140 NVRAM up up
GigabitEthernetl/e/1  unassigned unset down down
GigabitEthernetl/e/2 172.16.18.1 NVRAM  down down

GigabitEthernetl/8/3
GigabitEthernetl/8/4
GigabitEthernetl/8/5
GigabitEthernetl/0/6
GigabitEthernetl/0/7
GigabitEthernetl/0/8
GigabitEthernetl/8/9
GigabitEthernetl/8/10
GigabitEthernetl/8/11

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unset
unset
unset
unset
unset
unset
unset
unset
unset

up
down
up
down
down
down
up
down
down

up
down
up
down
down
down
up
down
down

Host 1 and Host 2 details, make sure hosts and DUT are in the same subnet.
Host 1:
C9300_SwW2#tshow ip interface brief

Interface

Vlanl

Vlan2141

Vlan2142

Vlan2143

Vlan2144
VirtualPortGroup®
GigabitEthernetd/o
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/8/3
GigabitEthernetl/0/4
GigabitEthernetl/8/5
GigabitEthernetl/8/6
GigabitEthernetl/8/7
GigabitEthernetl/8/8
GigabitEthernetl/8/9
GigabitEthernetl/8/18
GigabitEthernetl/8/11
GigabitEthernetl/8/12
GigabitEthernetl/8/13

Host 2:

IP-Address
unassigned
45.1.140.3
45.1.141.3
45.1.142.3
45.1.143.3

192.168.100.1
192.168.20.143

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

Method Status

NVRAM
NVRAM
NVRAM
NVRAM
NVRAM
NVRAM
NVRAM
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

up
up
up
up
up
up
up

down
down
down
down
down
down
down
down

up

down
down
down
manual up

Protocol
up
up
up
up
up
up
up
down
down
down
down
down
down
down
down
up
down
down
down

up




sr-virtual-machine:~%|ifconfig vlan2141
: Tlags=4163<UP, BROADCAST . RUNMNING, MULTICAST= mtu 1500
inet 3, ) broadcast 45.1.140.255
inet6 5:140 2t - opeid BxB=globa

f prefixlen 64 scopeid Ox28<Llink=
ueuelen 1080 (Ethernet)
2 (1.5 MB)
runs @ frame ©
140 30.0 MB)
carrier @ collisions @

Make sure the policy rules are configured in DUT.

Using ACL commands, configure the following rules for the network interface.
Create the extended ACL

ip access-list extended TRAFFIC_FILTERING

1. Allow ICMP from Host 1 and log it
permit icmp host 45.1.140.3 any log

2. Allow TCP and UDP from Host 1 and log it
permit tcp host 45.1.140.3 any log
permit udp host 45.1.140.3 any log

3. Deny ICMP from Host 2 and log it
deny icmp host 45.1.140.1 any log

4. Deny TCP and UDP from Host 2 and log it
deny tcp host 45.1.140.1 any log
deny udp host 45.1.140.1 any log

5. Deny and log all other traffic from any host
deny ip any any log

Configured policies in DUT.

)8_TSTP1#ishow access-1lists TRAFFIC FILTERING
nded IP access 1 TRAFFIC FILTERING
10 permit tcp host 45.1.1: any log
20 permit icmp host 45.1.1: any log
30 permit udp host 45.1.148.3 any log

40 deny icmp host 45.1.1408.1 any log
58 deny tcp host 45.1.148.1 any log
68 deny udp host 45.1.148.1 any log
70 deny ip any any log

a_TSTP1:l

Configured policies in DUT Interface.
 TSTP1{config)#interface Vlan2141
| TSTP1(config-1f)#ip access-group TRAFFIC FILTERING in
_TSTP1{config-1if)#exit

)8 TSTPL{config)#]
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GBDD TSTPlishow running-config 1nteerce Wlan2141
Bu11d1ng contTiguration.

Current configuration : 119 bytes

I

interface Vlian21l4l

ip addr 45.1.140.2 255.255.255.0
ip access-gqroup TRAFFIC FILTERIMNG in
ip ospt 1 area ©

end

9300 _TSTP1#]

Generating ICMP traffic from Host1 to DUT to get a successful response.

e es cdpe equence tD dbnrt
Sending 5. 100-byte ICMP Echos to 45.1.148.2, timeout is 2 seconds:

53/5), round-trip minfavg/max = 1/1/1 ms

Generating TCP traffic from Host1 to DUT to get a successful response.

C9300_SWZ#ssh -1 csradmin 45.1.1408.2

e e e e e e e e e e e o e o e o e e e e e B e 2 e 2 e e e 2 e e e 2 e e e 2 e 2k e 2 e 2 e 2k e 2k e 2k e 2k e ok
* Welcome to the Lab Network! *
* Use your authorized credentials to log in. *
* This system is monitored and controlled by law. *
* Access is restricted to authorized personnel only. *
* iew. *
e e e e e e b e b b 2 c e 2 e e ok X H2 ¥ e 24 2 ¢ 2 e e 2 e o e e ok

Password:

C9360 TSTP1=
Preconditions:
e The Network Product has packet filtering enabled.
e The Network Product has 2 different logical or physical Ethernet ports and each port
is connected to a host.
¢ Vendor to provide documentation (administration guide or any other document) on
how to configure incoming IP packets filtering on any IP interface (LAN and wan
port).
e Tester has the highest privilege access to DUT to configure and monitor the DUT.
e Before starting the test, connectivity should be through as per Test Bed diagram.
e ACL rules defined.

Test Objective: Verify that the DUT provides functionality for incoming packet filtering.
Test Plan:

NOTE: This plan has been executed on a vlan interface. Based on the available interface on
the DUT, the tests can be conducted.

8.1. Number of Test Scenarios: 9
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8.1.1 TC_PACKET_FILTERING_NETWORKLAYER

8.1.2 TC_PACKET_FILTERING_TRANSPORTLAYER

8.1.3 TC_PACKET_FILTERING_RULE_LOGGING

8.1.4 TC_PACKET_FILTERING_ACCOUNTING

8.1.5 TC_PACKET_FILTERING_RESET_ACCOUNTING

8.1.6 TC_PACKET_FILTERING_HEADER_VALUE_NETWORKLAYER
8.1.7 TC_PACKET_FILTERING_HEADER_VALUE_TRANSPORTLAYER
8.1.8 TC_PACKET_FILTERING_ENABLE_RULE

8.1.9 TC_PACKET_FILTERING_DISABLE_RULE

8.2 Testbed Diagram:

AP + Controller mode:

Controller 2

/ Controller 1
—p
o

PC(Console/SSH/HTTPS)

On-Premise L2 Switch
Management
Solution

A
N
ISP ovy

Router o

Cloud Client1 Client2
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios

please check OEM datasheet.
AP Integrated Mode :
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PC(Console/SSH/HTTPS)
M ‘_-’ : '
- » oo 0
On-Premise L2 SWich ggr:trlglrearl‘:
Management ; ‘
Solution

P

ISP ‘ B0

~ Router s
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3 Tools Required:

e Access control List.
e Ping
e SSH Client

8.4 Test Execution Steps
o The tester configures the Network Product to only allow any type of traffic
(TCP/ICMP/SSH etc) from host 1.
o The tester initiates ping traffic from host 1.
o The tester initiates ping traffic from host 2.

9. Expected Results for Pass:

» Case 1: DUT receives a configured traffic and answers back to Host 1.

» Case 2: DUT blocks/receives the configured traffic and doesn’t answer back
from Host 2.

» Case 3: DUT drops the configured traffic and logging the traffic from Host 1 and
Host 2.

» Case 4: DUT should account for the matching messages and increment the rule
counter for each match.

» Case 5: DUT should reset the accounting.

» Case 6: DUT should be able to filter incoming IP packets on any IP interface at
Network layer.

» Case 7: DUT should be able to filter incoming IP packets on any IP interface at the
Transport layer.

» Case 8: DUT should provide a mechanism to enable each defined rule.

» Case 9: DUT should provide a mechanism to disable each defined rule.
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10. Expected Format of Evidence: Analyse the Captured packet from DUT and put
screenshots.

11. Test Execution

11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_PACKET_FILTERING_NETWORKLAYER
11.1.2 Test Case Description: To filter incoming [P packets on the interfaces at the
Network Layer of the ISO/0SI stack. To allow specified actions to be taken when a
filter rule matches, such as accepting packets.
11.1.3 Execution Steps:

Step 1: Make sure the DUT is capable of configuring policies for Network interfaces. if the
DUT supports, go through the DUT documentation and assign the policies for the selected
host.
Configured policies in DUT to allow only ICMP traffic from Hostl.
C9300 TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access 1 - C_FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit icmp h 45.1.140.3 any log

30 permit udp ho .1.148.3 any log

40 deny icmp host 45.1.148.1 any log
58 deny tcp host 45.1.148.1 any log
60 deny udp host 45.1.140.1 any log
70 deny ip any any log

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface

of DUT from host1.
EQ”BE_TSTP]#Eth access-1lists TRAFFIC FILTERING

Extended IP access 1 TRAFFIC_FILTERING
10 permit tcp host 45.1.140.3 any log
20 permit|icmp| host [45.1.14 any log
38 permit udp host 45.1.140.3 any log
40 deny icmp host 45.1.148.1 any log
58 deny tcp host 45.1.148.1 any log
60 deny udp host 45.1.140.1 any log
70 deny ip any any log

Step 3: Make sure the configuration other than Step 2, all protocols are blocked in all
network interfaces.

nded IP access 1

18 permit tcp ho 5.

20 permit icmp h 5.1.148.3 any log
30 permit udp host 45.1.140.3 any log

40 deny icmp host 45.1.148.1 any log
58 deny tcp host 45.1.148.1 any log
60 deny udp host 45.1.140.1 any log
70 deny ip any any log

Step 4: Generate network layer traffic (ICMP) from hostl to DUT and Analyse the DUT

captures.
ICMP traffic is generated from HOST1. ICMP traffic is allowed in the DUT.
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300 SWZ4ping 45.1.148.2

pe escape sequence to abort.
Sending 5, 180-byte ICMP Echos to 45.1.146.2, timeout is 2 seconds:
L
Success

TRAFFIC FILTERING denied tcp 4

DP: list|TRAFFIC_FILTERING denied icmp 45.1.148.

11.1.5 Test Observations: DUT receives the configured traffic and answers back to Host
1.
11.2 Test Case Number: 02

11.2.1 Test Case Name: TC_PACKET_FILTERING_TRANSPORTLAYER

11.2.2 Test Case Description: To filter incoming IP packets on the interfaces at the
Transport Layer of the ISO/0SI stack. To allow specified actions to be taken when a
filter rule matches, such as discarding/dropping the packets.

11.2.3 Execution Steps:

Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the
DUT supports go through the DUT documentation and assign the policies for the Selected
host.
Configured policies in DUT to allow TCP traffic from Host1.
(9300 _TSTPl#show access-lists TRAFFIC _FILTERING
Extended IP access list TRAFFIC FILTERING
10 permit tcp host 45.1.140.3 any log
20 permit 1cmp host 45.1.140.3 any log
30 permit udp host 45.1.140.3 any log

40 deny 1cmp host 45.1.140.1 any (og
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface

of DUT from host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING
10 permit|tcphost 45.1.140.3]any log
20 permit 1icmp host 45.1.140.3 any log
30 permit|udp|host|45.1.140.3 any log

40 deny 1icmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1ip any any log

Step 3: Make sure the configuration other than Step 2, all protocols are blocked in all
network interfaces.
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(9300 _TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC_FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit icmp host 45.1.140.3 any log

30 permit udp host 45.1.140.3 any log
40 deny 1cmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140 1 any log
70 deny 1ip any any log

Step 4: Generate Transport Layer traffic (TCP) from the host to the DUT and Analyse the
DUT captures.

Generating TCP traffic from Host 1 to DUT using SSH. Captured on the DUT side.

C9300 SW2#ssh -1 csradmin 45.1.140.2

3 =3 C 40 0 0 R R R 0 R S R R 0 R R R S R R R S R
* Welcome to the Lab Network! *
* Use your authorized credentials to log in. *
* This system is monitored and controlled by law.

* Access 15 restricted to authorized personnel only.

* ALL - i are logged and subj i

Password:

C9300 TSTP1=
Generatln UDP traffic from Host 1 to DUT using the DNS. Captured on the DUT side.
) SW2#ping section8.csrssr
5 dpe sequence to abort.
5end1ng 5, 188-byte ICMP Echos to|45.1.140.2, timeout is 2 seconds:

). round-trip min/avg/max = 1/1/

csr@csr-virtual-machine:~%/ssh csradmin@45.1.140.2
ssh: connect to host 45.1.140.2 port 22: No route
csr@csr-virtual-machine:~$ D

PINh :ectlnn .C5 [4“. .140.2) 56(84) bytes of data.

From sectiong. (45.1.140.2) icmp_seg=1 Packet filtered
From sectiong. (45.1.140.2) icmp_seg=2 Packet filtered
From section8.csrssr (45.1.140.2) icmp_seq=3 Packet filtered
From sectiong. (45.1.140.2) icmp_seg=4 Packet filtered

--- section8.csrssr ping statistics ---
4 packets tran: . B received, +4 errors| 108% packet loss, [time 3004ms

csr@csr-virtual-machine:~%
TCP traffic are generated from HOST1, TCP traffic are allowed in DUT.
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5 denied tcp 4

denied tcp 4

G odenied tep A

5 denied tcp 4
G denied tcp 4

FILTERINh denied
' FILTERING denied
. FILTERING denied
. FILTERING denied
. FILTERING denied
C_FILTERING denied

STP1#show logging

| include udp

Logging to 21.21.21.1 (udp pDrt 514, audit d
5 1 16

_TSTP1#show logging | include udp
Logging to 21. .1 {udp port 514, audit d
17: . 3 P: 1

bled,
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERINh

led,
FILTERING
FILTERING
FILTERING
FILTERING
FTI TERTNG
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERING
FILTERINh

denied udp
denied udp 4:
denied udp 4:
denied udp 4°
denied udp
permitted udp

permitted udp 4

permitted udp
permitted udp
permitted udp

permitted udp

denied udp 45
permitted udp

denied udp 45
denied udp 4:
denied udp 4:
denied udp
denied udn 4
permitted udp
permitted udp
permitted udp

permitted udp 45

permitted udp
permitted udp
denied udp 4:

. 1 packet
). 1 packet

acket

. B packets

.1 packet

). 1 packet
). 1 packet
). 1 packet
. 1 packet
). 1 packet
). 1 packet
. 1 packet
), 1

. 1 packet
3). 1 packet
1 packet
. B packets

1 packet

1 packet

). 1 packet
. 1 packet

). 1 packet

). 1 packet
1 packet

permitted udp 45

11.2.4 Test Observations: DUT deny the configured traffic from Host 2 and doesn’t
answer back. DUT deny all other traffic from host1 and host2.

11.3 Test Case Number: 03

11.3.1 Test Case Name: TC_PACKET_FILTERING_RULE_LOGGING

11.3.2 Test Case Description: To filter incoming IP packets on the interfaces at the
Network Layer and Transport Layer of the stack ISO/OSI. To enable/disable for each
rule the logging for Dropped packets, i.e. details on messages matching the rule for
troubleshooting.

11.3.3 Execution Steps:

Generating ICMP traffic from Host1 to DUT to get a successful response.

9300 Sw2#ping 45.1.140.2
Type escape sequence to abort.

Sending 5, 180-byte ICMP Echos to 45.1.146.2, timeout seconds:
I

Success rate is 100 percent |

round-trip min/favg/max = 1/1/1 ms

Generating TCP traffic from Host1 to DUT to get a successful response.
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C9300 SW2#ssh -1 csradmin 45.1.140.2

R 0 R W T HC R THE T HC C THE T HC C THE D R0 C TR D R0 C SR D R0 T SR R0 T S T R0 S T T R R T T
) Network! *
xdentials to log in. ‘

ct to review.
T K T D HC T DR K T N

*

¥
personnel only. *

¥

W

Password:

C9300 TSTP1=
Step 2: Make sure the DUT is capable of configuring policies for Network interfaces, if the

DUT supports go through the DUT documentation and assign the policies for the Selected
host.

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit 1cmp host 45.1.140.3 any log

30 permit udp host 45.1.140.3 any log

40 deny 1cmp host 45.1.140.1 any (og
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 3: In DUT, configure the policy to Allow any protocol from any one network interface
of DUT from host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING
10 permit|tcp (host 45.1.140.3|any log
20 permit 1icmp host 45.1.140.3 any log
30 permit| udp |host|45.1.140.3|any log
40 deny 1cmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny ip any any log

Step 4: Make sure the configuration other than Step 5, all protocols are blocked in all

network interfaces.
(9300 _TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC FILTERING
10 permit tcp host 45.1.140.3 any log
20 permit icmp host 45.1.140.3 any log
30 permit udp host 45.1.140.3 any log

40 deny 1cmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log
1.140.1

60 deny udp host 45.
70 deny ip any any log
Step 5: Other than hostl, generate traffic from any host to DUT and Analyse the DUT

captures. Generate traffic from host 2: Log captured from host 2 which generates ICMP
and TCP traffic TCP

0.1 any log
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40.2

: No route

[4“ 1. 140 2) 56(84) bytes of data.
-1 Packet filtered
=2 Packet filtered
3 Packet filtered

--- 45.1.140.2 ping statistics ---
3 packets transmitted, © received, +3 errors,| 100% packet loss, time 203Gms

Step 6: Generating ICMP and TCP traffic from Host 2 to DUT two interfaces gets an
unsuccessful response. Captured on the DUT side.

4 E - > 1 pac cet
FILTERING denied tcp 45.1.14 : : 90, 4¢ J. 1 packet
FILTERING denied tcp 45.1. 5 ).17(80), 1 packet
FILTERING denied tcp 5(80)

FILTERING denied tcp

C_FILTERING denied icmp 4

st TRHFFI' __FILTERING denied tcp 45. o1, ). 1 packet
LTERING denied tcp 45.1.1480. .1.14 1 packet
. FILTERING denied tcp 45.1. . ) .1.14 1 packet
. FILTERING denied tc .148. ) .1, packet
“FILTERING denied tcp 45.1. . ) 91.185.91. 1 packet
C | " FILTERING denied tcp 45.1. 9 ), 1 packet

Step 7: Verlfy In DUT the rulefrlogglng can be enable / dlsable

In DUT able to disable logging rule.

TSTplitoﬂflg}#lp access-list extended TRAFFIC FILTERING
 TSTP1l(config-ext-nacl)#no 10 permit tcp host 45.1.140.3 any log
 TSTP1(config-ext-nacl)#exit
 TSTP1(config)#
 TSTP1(config)#
 TSTP1(config)#exit

In DUT able to enable logging rule.
300 _TSTPl#configure t
configuration commands, one per line. End with CNTL/Z.
TSTP1(config)#ip access-list extended TRAFFIC FILTERING

 TSTP1l{config-ext-nacl)#10 permit tcp host 45.1.140.3 any log
 TSTP1(config-ext-nacl)#exit

 TSTP1(config)#exit

 TsTP1#]

11.3.4 Test Observations: DUT drops the configured traffic and logging the traffic from
Host 1 and Host 2.

11.4 Test Case Number: 04

11.4.1 Test Case Name: TC_PACKET_FILTERING_ACCOUNTING

11.4.2 Test Case Description: To filter incoming IP packets on the interfaces at the
Network Layer and Transport Layer of the stack ISO/OSI. To allow specified actions
to be taken when a filter rule matches. Account: the matching message is accounted
for i.e. a counter for the rule is incremented. This action can be combined with the
previous ones. This feature is useful to monitor traffic before its blocking.

11.4.3 Execution Steps:
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Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the
DUT supports go through the DUT documentation and assign the policies for the Selected
host.
Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit 1cmp host 45.1.140.3 any log

30 permit udp host 45.1.140.3 any log

40 deny 1cmp host 45.1.140.1 any (og
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface

of DUT from host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit|tcphost 45.1.140.3|any log

20 permit 1cmp host 45.1.140.3 any log

30 permit| udp |host|45.1.140.3|any log
40 deny 1cmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 3: Generate traffic from any hostl to DUT and Confirm whether the matching rules
traffic is counted in DUT.

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.

In DUT the icmp traffic are allowed . The accountings have happened.

10 ! 3 an og (37 matches)
20 5.1 3 an (80 matches)

30

40 deny icmp host 45.1.140.1 any log |{ matches)
50 deny tcp host 45.1.140.1 any log (4080 matches)
60 deny udp host 45.1.148.1 any log (23 matches)
70 deny ip any any log (8 matches)

c93e0 TSTP1#j

11.4.4 Test Observations: The matching messages are accounted and the counter for the
rule is incremented.

11.5 Test Case Number: 05

11.5.1 Test Case Name: TC_PACKET_FILTERING_RESET_ACCOUNTING

11.5.2 Test Case Description: To filter incoming IP packets on the interfaces at the
Network Layer and Transport Layer of the stack ISO/OSI. To reset the accounting.

11.5.3 Execution Steps:

Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the

DUT supports go through the DUT documentation and assign the policies for the Selected

host.

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.
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CO300_ TSTPl#show access-lists TRAFFIC _FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit i1cmp host 45.1.146.3 any Llog

30 permit udp host 45.1.140.3 any Llog

40 deny icmp host 45.1.140.1 any Log
SO deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1ip any any Llog

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface
of DUT from host1.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit|tcphost 45.1.140.3]any log

20 permit 1cmp host 45.1.140.3 any log

30 permit|udp|host|45.1.140.3] any log

40 deny icmp host 45.1.1408.1 any log

50 deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1p any any log

Step 3: Make sure the configuration other than Step 5, all protocols are blocked in all
network interfaces.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC_FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit icmp host 45.1.140.3 any log

30 permit udp host 45.1.140.3 any log

40 deny icmp host 45.1.140.1 any log

50 deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1ip any any log

Step 4: Other than hostl, generate traffic from any host to DUT and Analyse the DUT
captures.

Generate traffic from host 2: Log captured from host 2 which generates ICMP and TCP
traffic

TCP

csr@csr-virtual-machine:~%/ssh csradmin@45.1.140.2

ssh: connect to host 45.1.140.2 port 22: No route

csr@csr-virtual-machine:~% D

ICMP

csr@csr-virtual-machine:~% ping 45.1,148.2

PING 45.1.148.2 (45.1.140.2) 56(84) bytes of data.
From 45.1.140.2 icmp s Packet filtered

From 45.1.148.2 icmp 2 Packet filtered

From 45.1.140.2 icmp seq=3 Packet filtered

e
.

--- 45.1.140.2 ping statistics ---
3 packets transmitted. © received, +3 errors,| 108% packet loss, time 20836ms

Generating ICMP and TCP traffic from Host 2 to DUT two interfaces gets an unsuccessful
response. Captured on the DUT side.
ICMP traffic are generated from HOST2. ICMP traffic is dropped in the DUT.
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ILTERING denied tcp '-1

ILTERING denied tcp

ILTERING denied tcp -‘F
ist|TRAFFIC_FILTERING denied icmp

1 Dacket
. 1 packet
. 1 packet
1 packet

1 packet

1 packet

permit tcp host 45.1.140.3 any log (37 matches)
permit icmp host 45.1.1 3 any lcg (80 matches)
permit udp host 45.1.140.3 any log (27 matches)
40 deny icmp host 45.1.140.1 any log (23 matches)
50 deny tcp host 45.1.1408.1 any log (4080 matches)
60 deny udp host 45.1.140.1 any log (23 matches)
70 deny ip any any log (8 matches)
c93e0 TSTP1#j

Step 5: Reset the counters in DUT and confirm the counter value is set to default.
Reset the accounting in DUT using command" sudo iptables -Z" and Confirm in DUT
whether the counter values are set to default..

J:TSTPI#clear access-list counters TRAFFIC FILTERING

TSTP1#show access-lists TRAFFIC FILTERING

Extended IP access list TRAFFIC_FILTERING

lU permit tcp host 45.1.140.3 any log

permit icmp host 45.1.1 3 any log

permit udp host 45.1.140.3 any log
deny icmp host 45.1.140.1 any log
ny tcp host 45.1.140.1 any log
deny udp host 45.1.140.1 any log
70 deny ip any any log
C9300 TSTP1#

11.5.4 Test Observations:  The counter is set to default when resetting the accounting
11.6 Test Case Number: 06

11.6.1 Test Case Name: TC_PACKET_FILTERING_HEADER VALUE_NETWORKLAYER

11.6.2  Test Case Description: To filter the incoming I[P Packets on any IP interfaces at
the Network layer of ISO/OSI Stack.

11.6.3  Execution Steps:

Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the

DUT supports go through the DUT documentation and assign the policies for the Selected

host.

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.

236




CO300_TSTPl1#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any Llog

20 permit icmp host 45.1.140.3 any Llog

30 permitT udp host 45.1.140.3 any Llog

40 deny icmp host 45.1.140.1 any Llog
SO deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1ip any any Llog

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface
of DUT from host1.
Co300_TSTPl#show access-lists TRAFFIC _FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit| tcp  host 45.1.146.3!any log

20 permit i1cmp host _45.1.1460.3 any Llog

30 permit|udp host|45.1.140.3 any log

40 deny icmp host 45.1.140.1 any log

SO deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1ip any any Llog

Step 3: Generate traffic from any hosts to DUT and Confirm whether the matching rules
traffic is filtered in DUT.
In DUT, configure the policy to Allow host src [P 45.1.140.3 traffic from the host.

CO300_TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC_FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit icmp host 45.1.1460.3 any log

30 permit udp host 45.1.140.3 any log

40 deny icmp host 45.1.140.1 any log

SO deny tcp host 45.1.140.1 any Llog

60 deny udp host 45.1.3140.1 any log

70 deny 1ip any any LlLog

Generate ICMP traffic from Host to DUT.
( 0 SW2sping 45.1.140.2
Type escape sequence to abort.

Sending 5., 188-byte ICMP Echos to 45.1.1408.2, timeout 1s 2 seconds:

Success rate is 100 percent (5/5)., round-trip min/avg/max

Confirm that in DUT the configured rule traffic is filtered.
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FILTERING denied udp
FILTERING denied tcp
FILTERING denied tcp
C_FILTERING denied tcp
FILTERING denied tcp
C_FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
C_FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
FILTERING permitted
FILTERING denied udp
FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
C_FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
FILTERING denied tcp
C_FILTERING denied tcp
FILTERING denied tcp
C_FILTERIMG denied tcp
FILTERING denied tcp
C_FTI TERTNG denied tcp
FILTERING permitted tcp
C_FILTERING permitted tcp
TRAFFIC_FILTERING permitted tcp 45.1.

packet

1 packet
packet

1 packet

1 packet

1 packet
packet

). 1 packet
packet
packet

1 packet

80), 1 packet

, 1 packet

. 49 packets

1 packet
packet

1 packet
packet

1 packet
packet
packet

1 packet

. 1 packet
packet
packet

1. 1 packet

e e e e e e e el e I e = R R R e R e I S I S ST A ST

[ 0= s R s I e s s B s s I s s e s s R s s I s e s I R s ]

11.6.4 Test Observations: DUT receives the [P Packets on any IP interfaces and able to
filter the Network layer traffic.

11.7 Test Case Number: 07

11.7.1 Test Case Name: TC_PACKET_FILTERING_HEADER_VALUE_TRANSPORTLAYER

11.7.2 Test Case Description: To filter the incoming IP Packets on any IP interfaces at the
Transport layer of ISO/OSI Stack.

11.7.3 Execution Steps:

Step 1: Make sure the DUT is capable of configuring policies for Network interfaces, if the
DUT supports go through the DUT documentation and assign the policies for the Selected
host.

Configured policies in DUT to allow only ICMP traffic and TCP traffic from Host1.
(9300 _TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any log

20 permit 1cmp host 45.1.140.3 any log

30 permit udp host 45.1.140.3 any log

40 deny 1cmp host 45.1.140.1 any (og
50 deny tcp host 45.1.140.1 any log
1

60 deny udp host 45.1.140.
70 deny 1ip any any log

any log

Step 2: In DUT, configure the policy to Allow any protocol from any one network interface

of DUT from host1.
(9300 _TSTPl#show access-lists TRAFFIC _FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit|tcphost 45.1.140.3|any log

20 permit 1cmp host 45.1.140.3 any log

30 permit|udp host|45.1.140.3 any log
40 deny icmp host 45.1.140.1 any log
50 deny tcp host 45.1.140.1 any log

1

60 deny udp host 45.1.140.
70 deny 1p any any log

any log
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Step 3: Generate traffic from any hosts to DUT and Confirm whether the matching rules
traffic is filtered in DUT.
In DUT, configure the policy to deny port 23 telnet for host1 45.1.140.3 traffic from the
host.
C9300 TSTPl#show access-lists TRAFFIC FILTERING
ed IP access list TRAFFIC FILTERING
5 deny tcp host 45.1.1408.3 any eq telnet log
10 permit tcp host 45.1.140.3 0
20 permit icmp host 45.1.1 )¢
30 permit udp host 45.1.140.3 any log (4 matches)
40 deny icmp host 45.1.140.1 any log
y tcp host 45.1.140.1 any log (276 matches)

C9300 TSTPl#show access-lists TRAFFIC FILTERING
d IP access list TRAFFIC FILTERING
5 deny tcp host 45.1.140.3 any eq tulnut log (14 matclus}
10 permit tcp host 45.1.140.: 3
B permit icmp host 45.1.1 : 5
30 permit udp host 45.1.140.3 any lug (4 matches)
y icmp host 45.1.140.1 any log
y t:p host 45. l l ﬂ.l any log (’?ﬁ matches)

ist TF\AFFI(_FILTEF\IN

-6 ist TRAFFIC_FILTERIN

6-IPACCESS ist TRAFFIC_FILTERIN
6-IPACCESSLOGP:

11.7.4 Test Observations: DUT receives the IP Packets on any IP interfaces and able to
filter the Transport layer traffic.

11.8 Test Case Number: 08

11.8.1 Test Case Name: TC_PACKET_FILTERING_ENABLE_RULE

11.8.2 Test Case Description: The DUT shall provide a mechanism to enable each
defined rule.

11.8.3  Execution Steps:

Step 1: Make sure the DUT is capable of configuring rules for Network interfaces, if the
DUT supports go through the DUT documentation and assign the rules for the Selected
host.

In DUT configure policy to Allow ICMP traffic from the host.
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Co300_TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.140.3 any Llog

20 permit icmp host 45.1.140.3 any Llog

30 permit udp host 45.1.140.3 any Llog

40 deny 1icmp host 45.1.140.1 any Log
SO deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1ip any any Llog

Step 2: In DUT, define the rule for any one network interface.
CS300_ _TSTPl#show access-lists TRAFFIC FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcphost 45.1.140.3  any Llog

20 permit 1cmp host _45.1.140.3 any Log

30 permit/udp host 45.1.140.3) any log

40 deny icmp host 45.1.140.1 any log

SO deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1ip any any Llog

Step 3: Enable the rule on any one interface.
CO9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit tcp host 45.1.1460.3  any log

20 permit i1cmp host _45.1.140.3 any Llog

30 permit| udp lhost 45.1.140.3] any Llog

40 deny icmp host 45.1.140.1 any log

SO deny tcp host 45.1.140.1 any Llog

60 deny udp host 45.1.140.1 any Llog

70 deny 1p any any Llog

Step 4: Check the rule-enabled network interface configuration to verify whether the rule
is enabled or not.

Before enabling the rule in the DUT interface confirm whether the host can able to generate
ICMP traffic to the DUT.

PING 45.1.140.2 (45.1.140.2)

64 bytes fTrom 45.1.140.2:

64 bytes Trom 45.1.140.2:

64 bytes fTrom 45.1.140.2: B :

64 bytes Trom 45.1.140.2: eq=4 ttl=254

~C

--- 45.1.140.2 ping statistics

4 packets transmitted, 4 received,| 0% packet loss| time 3067ms
rtt min/avg/max/mdev = 0.958/1.169/1.316,/0.143 ms
csr@csr-virtual-machine:~%

) TSTP1{config-ifl#ip access-group TRAFFIC FILTERING in
300 _TSTPl{config-1if)#exit
00 TSTPl{configl#]

Host is denied after the rule is enabled
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csr@csr-virtual-machine:~$% ping 45.1.140.2

PING 45.1.140.Z 5.: 0.2) 56(84) bytes of data.
From 45.1.14¢ cmp_: Packet fil

From 45.1.1¢ icmp_seq Packet Tiltered

From 45.1

From 45.1.140.2 icmp_seg=4 Packet filtered

AC

--- 45.1.1408.2 ping statistics ---

4 packets transmitted, O received, +4 errors, 100% packet loss, time 3063ms

csr@csr-virtual-machine:~$ I

11.8.4 Test Observations: Network Interface applies the configured rules when the rule is
enabled.

11.9 Test Case Number: 09
11.9.1 Test Case Name: TC_PACKET_FILTERING_DISABLE_RULE
11.9.2 Test Case Description:The DUT shall provide a mechanism to disable each defined
rule.
11.9.3 Execution Steps:
Step 1: Make sure the DUT is capable of configuring rules for Network interfaces, if the
DUT supports go through the DUT documentation and assign the rules for the Selected
host.
In DUT configure policy to Allow TCP traffic from the host.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING
10 permit tcp host 45.1.140.3 any log
20 permit 1cmp host 45.1.140.3 any log
30 permit udp host 45.1.140.3 any log
40 deny 1cmp host 45.1.140.1 any (o0g
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 2: In DUT, define the rule for any one network interface.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit|tcphost 45.1.140.3|any log

20 permit 1cmp host 45.1.140.3 any log

30 permit|udp host|45.1.140.3 any log

40 deny icmp host 45.1.140.1 any log

50 deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1ip any any log

Step 3: Enable the rule on any one interface.
C9300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit|tcphost 45.1.140.3]any log

20 permit 1cmp host 45.1.140.3 any log

30 permit|udp|host|45.1.140.3] any log

40 deny icmp host 45.1.1408.1 any log
50 deny tcp host 45.1.140.1 any log
60 deny udp host 45.1.140.1 any log
70 deny 1p any any log

Step 4: Check the rule-enabled network interface configuration to verify whether the rule
is enabled or not.
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In DUT configure policy to allow ICMP traffic from the host.
Co300_TSTPl#show access-lists TRAFFIC_FILTERING
Extended IP access list TRAFFIC FILTERING

10 permit| tcp host 45.1.1460.3!any log

20 permit i1cmp host _45.1.13140.3 any Llog

30 permit| udp host 45.1.140.3 any log

40 deny icmp host 45.1.140.1 any log
SO deny tcp host 45.1.140.1 any log

60 deny udp host 45.1.140.1 any log

70 deny 1ip any any Llog

Before disabling the rule in the DUT interface, confirm whether the host can able to
generate ICMP traffic to the DUT.
csr@csr- vlrtual machine:~% ping 45.1.148.
PING 45.1.140.2 f4f 1.140.2) 56(84) bytus of data.
From 45.1.140.2 icmp_ 1 Packet filterec
From 45.1.140.Z icmp_ q=2 Packet filte
1
1

From 45.
From 45.

.140.2 icmp_ 3 Packet Tiltered

.140.2 icmp_seq=4 Packet filtered

--- 45.1.140.2 ping statistics ---

4 packets transmitted, 0 received, +4 errors,) 100% packet loss, time 3063ms

csr@csr-virtual-machine:~% I

Step 5: Disable the rule on rule configured interface.
Disable the rule in the DUT network interface.
B TSTPLl{configl#interface wlan2141
_TSTP1(config-if)#no ip
 TSTP1{config-if)#no ip
 TSTP1{config-if)#no ip
_TSTPl{config-ifl#no ip 0
_TSTP1l{config-1if)#no ip group TRAFFIC FILTERING in
_TSTP1l{config-if)#exit
8 TSTP1{config)#]

Step 6: Check the rule-disabled network interface configuration to verify whether the rule
is disabled or not.

After disabling the rule in DUT cross check whether the host can able to generate TCP traffic
to DUT.

csr@csr-virtual- ma:hlnu -$ ping 45.1.146.2

PING 45.1.140.2 (45.] 56(84) bytus of data.

64 bytes from 45.1. icmp seg=1 ttl—’f4 time=0.958 ms

64 bytes from 45.1.] icmp_seq 54 time=1.2

64 bytes from 45.1.140.2: icmp : tim

64 bytes from 45.1.140.2: icmp_ seqg=4 =254 time=1.

~C

--- 45.1.140.2 ping statistics ---

4 packets transmltted 4 received,| 0% packet loss| time 3067ms
rtt min/avg/max/mdev = 0.958/1.169/1.316/0.143 ms
csr@csr-virtual-machine:~$

11.9.4 Test Observations: DUT removed the configured rules when the rule is
disabled.
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12. Test Case Result:
S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_PACKET_FILTERING_NET | PASS DUT receives the configured
WORKLAYER traffic and answers back to
Host 1.
2 TC_PACKET _FILTERING_TRA | PASS DUT deny the configured traffic
NSPORTLAYER from Host 2 and doesn’t answer
back. DUT deny all other traffic
from host1 and host2.
3 TC_PACKET_FILTERING_RUL | PASS DUT drops the configured
E_LOGGING traffic and logging the traffic
from Host 1 and Host 2.
4 TC_PACKET_FILTERING_ACC | PASS The matching messages are
OUNTING accounted and the counter for
the rule is incremented.
5 TC_PACKET _FILTERING_RES | PASS The counter is set to default
ET_ACCOUNTING when resetting the accounting
6 TC_PACKET_FILTERING_HEA | PASS DUT receives the IP Packets on
DER_VALUE_NETWORKLAYE any IP interfaces and able to
R filter the Network layer traffic.
7 TC_PACKET_FILTERING_HEA | PASS DUT receives the IP Packets on
DER_VALUE_TRANSPORTLAY any IP interfaces and able to
ER filtker the Transport layer
traffic.
8 TC_PACKET FILTERING ENA | PASS Network Interface applies the
BLE_RULE configured rules when the rule
is enabled.
9 TC_PACKET FILTERING _DISA | PASS DUT removed the configured

BLE_RULE

rules when the rule is disabled.
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2.7.2 Traffic Separation

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 2.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 7: Network Services

2. <Security Requirement No & Name > 2.7.2 Traffic separation

3. <Requirement Description: > (applicable for both split configuration and cloud
hosted/managed configuration) The Network product shall support physical or logical
separation of 0&M and control plane traffic. See RFC 3871 [3] for further information.

[Ref: TSDSI STD T1.3GPP 33.117-14.2.0 V.1.0.0. section 4.3.5.1]

4. DUT Confirmation Details:

Q A 19216812

Kali Linux g Kali Tools « KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec
Saye Configuration Ring Logout Refre

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Hostname ap ap uptime is 4 weeks, 3 days, 1 hour, 51 minutes

System Software Version: Cisco I0S Software

Product/Model Number: AIR-CAPZ702I-D-K9
Top Assembly Serial Number: FGL2115A8TH
System Software Filename: ap392-k9w7-xx.153-3.0D

System Software Version: 15.3(3)JD
Bootloader Version: BOOTLDR: C2700 Boot Loader (AP3G2-BOOT-M) LoaderVersion 15.2(4)JB5m, RELEASE SOFTWARE (fc2)

System Uptime: 4 weeks, 3 days, 1 hour, 51 minutes

Close Wimdow | 0 0000000000000 00 s, COPYrigiht () 1692-2015 by Cisco Systemss, In

5. DUT Configuration:
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b

File Actions Edit View Help
nccs@MNCCS: ~ X nccs@MNCCS: ~ X nccs@MNCCS: ~ X nccs@NCCS: ~ X

ration change at 22:16:083 UTC Fri Mar 26 1993 by authorized_user

atetime msec

ed 51200
imit con

p radius

id common
urce-route

dotll p e-time 1808
dotll
1

ap .'-FI

ACL Configurations-
ip access-list extended BLOCK_OAM

deny ip any host <OAM IP>

permit ip any any

exit

Bind ACL with corresponding interface:

ip access-group BLOCK_OAM in

ip access-list extended BLOCK_CONTROL
deny ip any host <CONTROL IP>

permit ip any any

exit

Bind ACL with corresponding interface:
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ip access-group BLOCK_CONTROL in

6. Preconditions

NOTE: This test applies if the network product is meant to handle both 0&M and control
plane traffic.

The network product has at least one separate (logical) interface dedicated to O&M traffic
and at least one (logical) interface for control plane traffic. Network products for which the
test applies and that fail to meet this precondition fail the test by definition.

7. Test Objective:- To verify if traffic separation of DUT’s O&M and control plane traffic is
supported.

8. Test Plan
8.1. Number of Test Scenarios:

8.1.1 TC_PHYSICAL_SEPARATION (OPTIONAL)
8.1.2 TC_LOGICAL_BLOCK_OAM_INTERFACE_TO_CONTROL_PLANE
8.1.3 TC_LOGICAL_BLOCK _CONTROL_PLANE_TO_OAM_INTERFACE

8.2. Test Bed Diagram

AP + Controller mode:

Controller 2

—
=

N
55\_\‘,‘»‘

/ Controller 1 A
| PC(Console/SSHHTTPS)
l‘ M | 4_-’
L J — [vavsveval
B

On-Premise L2 Switch

Management
Solution

I
e ISP ouy
Router o

Cloud Client1 Client2

Management
Solution

.

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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- = PC(Console/SSH/HTTPS)
J * oo O
L . /' AP(virtual s,
On-Premise L2:Swiich / Controller) E
Management %
Solution

~ Router

——

SO0 ‘

Client 1 Client 2

Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3.

8.4.

0.

Tools Required
CLI
Test Execution Step

e The tester checks whether the network product refuses O&M traffic on all
interfaces meant for control plane traffic.

e The tester checks whether the network product refuses control plane traffic on all
O&M interfaces.

Expected Results for Pass: The Device Under Test (DUT) shall correctly perform traffic
filtering between the Management plane and Control plane, ensuring only authorized
traffic is allowed between OAM, Management, and Control plane interfaces as per ITSAR
requirement.

10. Expected Format of Evidence: Screenshots of Terminal (ACL Logs, pcap in case of

VLAN based separation)

11. Test Execution:

11.1 Test Case Number: 01
Note: This case is applicable only if DUT supports physical separation

11.1.1 Test Case Name: TC_PHYSICAL_SEPARATION (OPTIONAL)
11.1.2 Test Case Description: To verify physical separation between OAM (Operations,

Administration & Management) and Control Plane Interfaces.

11.1.3 Execution Steps: Tester should identify physical interfaces used for management

(OAM) and control plane functions on the DUT and attach picture of DUT
highlighting interface separation.

11.1.4 Test Observations: Tester should verify physical separation in DUT.

11.2 Test Case Number: 02
11.2.1 Test Case Name: TC_LOGICAL_BLOCK_OAM_TRAFFIC _TO_CONTROL_PLANE
11.2.2 Test Case Description: Verify the logical separation between the 0AM
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(Operations, Administration & Management) interface and the Control Plane
interface by ensuring that:
e Traffic originating from the OAM interface cannot access or reach the Control
Plane.
e Traffic intended for the Control Plane is correctly delivered without
interference.

11.2.3 Execution Steps:
o Verify the appropriate ACL are applied on interface.
[NOTE: VLAN also can be considered as a traffic separation mechanism. In that case
Wireshark trace can be used as evidence.]
o Tester will generate traffic from OAM interface to control plane interface
and check the traffic filtering.
11.2.4 Test Observations: Tester shall verify that traffic originating from OAM
plane to control plane is rejected by DUT.

11.3 Test Case Number: 03
11.3.1 Test Case Name:
TC_LOGICAL_BLOCK _CONTROL_PLANE_TRAFFIC_TO_OAM_INTERFACE
11.3.2 Test Case Description: Verify the logical separation between the Control
Plane interface and the OAM (Operations, Administration & Management)
interface by ensuring that:
¢ Traffic originating from the Control Plane cannot access or interact with OAM
plane functions.
e Traffic intended for the Management Plane is correctly transmitted and
delivered
11.3.3 Execution Steps:
e Verify the appropriate ACL are applied on interface.
[NOTE: VLAN also can be considered as a traffic separation mechanism. In that case
Wireshark trace can be used as evidence.]
e Tester will generate traffic from control interface to OAM plane interface and
check the traffic filtering.
11.3.4 Test Observations: Tester shall verify that traffic originating from control
plane to OAM plane is rejected by DUT.

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 TC_PHYSICAL_SEPARATION Procedure
(OPTIONAL) Explained
2 TC_LOGICAL_BLOCK_OAM_INTER Procedure
FACE_TO_CONTROL_PLANE Explained
3 TC_LOGICAL_BLOCK_CONTROL_I Procedure
NTERFACE_TO_OAM_PLANE Explained
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2.7.3 TSTP for Traffic Protection — Anti-Spoofing

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 2.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 2.7: Network Services

2. <Security Requirement No & Name > 2.7.3 Traffic Protection - Anti-Spoofing

3. <Requirement Description: >
Wi-Fi CPE shall not process IP packets if their source address is not reachable via
the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF)
provides this function.

[Ref: TSDSISTD T1.3GPP 33.117 17.2.0 V1.2.0 section 4.3.3.1.1]

4. DUT_Confirmation Details: This section involves information about DUT like
software/firmware version, Hardware version model.
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ap#show version

Cisco I0S Software, C2700 Software (AP3GZ2-KSW7-M), Version 15.3(3)JD, RELEASE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-201€ by Cisco Systems, Inc.

Compiled Fri 29-Jul-16 03:58 by prod_rel_team

ROM: Bootstrap program is C2700 boot loader

SOFTWARE

BOOTLDR: C2700 Boot Loader (AP3G2-BOOT-M) LoaderVersion 15.2(4)JB5m, RELEASE SOFTWARE

ap uptime is 6 minutes

System returned to ROM by power-on

System image file is "flash:/ap3g2-k9w7-mx.153-3.JD/ap3g2-k9w7-xx.153-3.JD"
Last reload reason:

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S5. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S5. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email
export@cisco.com.

cisco AIR-SAP2702I-D-K9 (PowerPC) processor (revision A0) with 376814K/134656K bytes of memory.

Processor board ID FGL2115A85Z

PowerPC CPU at 800Mhz, revision number 0x2151
Last reset from power-on

1 Gigabit Ethernet interface

2 802.11 Radios

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 70:DB:98:B6:0F:98
Part Number : 73-15824-04
PCB Serial Number : FOC211355R7
Top Assembly Part Number : 800-41174-04
—--More-- I

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S5S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

mmary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco AIR-SAP2702I-D-K9 (PowerPC) processor {(revision A0) with 376814K/134656K bytes of memory.

Processor board ID FGL2115A8SZ

PowerPC CPU at Mhz, revision number 0x2151
Last reset from power-on

1 Gigabit Ethernet interface

2 802.11 Radios

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 70:DB:98:B6:0F:98
Part Number : 73-15824-04
PCB Serial Number : FOC211355R7
Number : 800-41174-04
mbly Serial Number : FGL2115A8SZ
ion Number : A0

Product/Model Number : ATR-CAP2702I-D-K9

Configuration register is 0xF

ap#

(£c3)

(fc2)

The below screenshot shows the available interface details of DUT




5. DUT Configuration:

b

File Actions Edit View Help

nccs@NCCS: ~ % nces@NCCS: ~ X nccs@MNCCS: ~ X nccs@MNCCS: ~ X

ered 51200

aaa new-model

1

1

aaa

aaa a 1 ] 1 | p radius

n-id commaon
urce-route

p domain name nccs

dotll
|

ERE |

ap(contig)#do show

ap(config)#do show ip in

ap(config)#fdo show int

ap(config)#do show interface brief

Interface IP-Address Method Status Protocol
BVI1 192.168.1.2 NVRAM up up
Dot11Radio® unassigned NVRAM administratively down down
Dotl11Radiol unassigned NVRAM administratively down down
GigabitEthernet® 192.168.2.100 manual up up
GigabitEthernetl 192.168.2.2 manual up down
ap(config)#fl

6. Preconditions

e Tester should have privileged access to the DUT for RPF configuration and
verification.
e WiFi CPE should have atleast one layer3 interface (for eg - management)

7. Test Objective:
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- To verify that the network product provides anti-spoofing function that is,
before a packet is processed, the network product checks whether the source IP
of the received packet is reachable through the interface it comes in.

- To verify that if the received packet source address is not routable through the
interface on which it comes, then the network product drops this packet.

8. Test Plan:

8.1 Number of Test Scenarios:

8.1.1. TC_IP_SPOOFING_MITIGATION_VERIFY_RPF_ENABLED/DISABLED.
8.1.2. TC_ANTI_SPOOFING_WITHOUT_RPF

8.2 Test Bed Diagram
AP + Controller mode :

Controller 2

}
—

N
6§\_‘H,\‘

Client3

/ Controller 1
-
—

PC(Console/SSH/HTTPS)

On-Premise L2 Switch

Management
Solution

Router o

Cloud Client1 Client2

Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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PC(Console/SSH/HTTPS)
” - ( )
e /' AP(virtual s
On-Premise L2 Switch /" Controller)
Management )
Solution
~ Router s
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
.2 Tools Required

e CLL
e Scapy,

e Wireshark

.3 Test Execution Steps:

e Tester should check for the RPF functionality in the DUT. If this feature is
enabled then tester must verify enabled RPF options.

o [f RPF feature is not available with the DUT then tester should alternate
configuration metods inside DUT (eg- ACL) to identify the spoofed packet
and check for DUT’s response.

9. Expected Results for Pass:

» Case 1: The DUT supports RPF feature.

» Case 2: If the DUT does not support RPF then tester should check for alternate anti-
spoofing mechanism (eg - ACL)

10. Expected Format of Evidence: A testing report provided by the testing agency
which will consist of the following information:

o The user settings and configurations
o PCAP files
o Logfile if available
o Testresult (Passed or not)

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_ANTI SPOOFING WITH_RPF
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11.1.2 Test Case Description:
11.1.3 Execution Steps:
e Detect whether RPF is configurable.
Command: show running-config [ include ip verify unicast.
OR
e Tester can verify RPF functionality based on the options which
are displayed as output of the above command:

- ip verify unicast source reachable-via rx — strict mode
(option 2).
- ip verlify unicast source reachable-via any — loose mode
(option 1).
- None — disabled (option 0).
11.1.4 Test Observations: Tester should verify the presence of RPF
functionality.
11.2 Test Case Number: 02
11.2.1 Test Case Name: TC_ANTI_SPOOFING_WITHOUT_RPF
11.2.2 Test Case Description:
11.2.3 Execution Steps:

e If RPF is not present then tester needs to configure ACL and
simulate a scenario where spoofed packets are sentto DUT and
check if device processes/drops them.

e Use Scapy to send packets with invalid source IPs via a specific

interface.
Commands:
e sudo python3 -c "from scapy.all import *; send(IP(src=<'spoofed
src [P>',dst="<DUT

[P>")/TCP(sport=12345,dport=22,flags='S"),count=5,iface="eth0")

e sudo python3 -c "from scapy.all import *; send(IP(src='<spoofed
src [P >',dst=<DUT IP>") /ICMP(),count=3,iface="eth0")".

e Observe the response of the DUT that whether the DUT
forwards/respond or drops the packet. Tester can verify this using
any packet capturing tools.

11.2.4 Test Observations: Tester should verify the response of DUT when
encountered with spoofed packet.
12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL | Remarks
1 TC_ANTI SPOOFING WITH_RPF Procedure Explained
2 TC_ANTI_SPOOFING WITHOUT_RPF Procedure Explained
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Section 1.8: Attack Prevention Mechanism

1.8.1 Excessive Overload Protection

<DUT Details: > Wi-Fi CPE

<DUT Software Version:> 8.10.183.0

<Digest Hash of OS> Hash of OS required

<Digest Hash of Configuration> Hash of configuration required.

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPE
<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1

<OEM Supplied Document list: > OEM Supplied Document list required

1. <ITSAR Section No & Name> Section 1.8: Attack Prevention Mechanism

2. <Security Requirement No & Name > 1.8.1 Excessive Overload Protection

3. <Requirement Description: > Wi-Fi CPE shall act in a predictable way if an overload
situation cannot be prevented. WiFi CPE shall be built in such a way that it can react to
an overload situation in a controlled way. However, it is possible that a situation happens
where the security measures are no longer sufficient. In such a case it shall be ensured
that Wi-Fi CPE cannot reach an undefined and thus potentially insecure, state. In an
extreme case this means that a controlled system shutdown is preferable to uncontrolled
failure of the security functions and thus loss of system protection. OEM shall provide a
technical description of the Wi-Fi CPE ’s overload control mechanisms. (especially
whether these mechanisms rely on cooperation of other network elements)

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. Section 4.2.3.3.3]
4. DUT Confirmation Details:

e Use the command line interface to get details of the machine on which test is
conducted.

e Use command: show interface summary to get Interfaces details Use command to
get Application No/Version No & Kernel Info Verification of DUT by running
command: show version on CLI.

e Use command for show interface: Sh version
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_Command: show inventory
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Verification of Integrity on DUT by running command verify software authentication
on CLI verify: isr4300-universalk9.17.06.08a.SPA.bin
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5. DUT Configuration: System Ethernet interface capacity is 1.0 Gbps
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Organize ~ Disable this network device Diagnose this connec tion Rename this connection > 8= = a o

— Ethernet . Network Adapter VMnet1 - VMware Network Adapter VMnet8
.\—5 Network 6 .:’ E i .\-e Enabled
= Intel(R) Ethernet Connection (17) ... L VMware Virtual Ethernet Adapter Muware Virtual Ethernet Adapter

% Ethernet Status =<

IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 01:26:38
Speed: 1.0 Gbps

[ petails...

Activity
Sent .\- - Receive d

Bytes: 5,119,717 104,548,922
i, Properties i, Disable Diagnose

Close

DUT Maximum capacity of interface eg. GigabitEthernet1 is showing below:

6. Preconditions:

e A document which provides a detailed technical description of the overload control
mechanisms.

e Testresults from a test execution phase of overload control mechanism testing.

7. Test Objective/ Purpose: Verify that the network product:

e hasadetailed technical description of the overload control mechanisms used to
deal with overload scenarios;

e has test results verifying the operation of the overload control mechanisms.

e To validate the DUT (router's) performance and overload protection
mechanisms against ICMP flooding, TCP SYN/RST flooding, HTTP application
overloading, and maximum capacity throughput testing using iperf.

8. Test Plan:
8.1 Number of Test Scenarios: 5

(=]
p—
p—

TC_ICMP_FLOODING
TC_TCP_SYN_RST_FLOODING

TC_ Throughput Testing Using iperf
TC_HTTP_APPLICATION_OVERLOADING_TRAFFIC
TC_TRAFFIC_GENERATOR

(=]
[
N

0
[y
|98}

(o]
[y
N

0
[y
921

8.2 Testbed Diagram:
AP + Controller mode:
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :

] = i PC(Console/SSH/HTTPS)

M P

S =

e , / AP(virtual v
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3 Tools required:

e Traffic Generation: hping3, iperf, Apache Benchmark (ab), slowloris. § Packet
Capture and Analysis: Wireshark § VeEX traffic generator.

e Router Monitoring: CLI commands (show processes cpu, show interface
Gig0/0/0)

8.4 Test Execution Steps: The tester verifies that there is:
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9.

- A technical description providing a high-level overview of the overload
control design.

- An overview of the types of overload scenarios that the network product
overload control mechanisms are expected to handle.

- An overview of the overload control thresholds that the network product
uses to trigger overload control mechanisms.

- Description of the types of attacks that may cause an overload to the network
product and how these are handled.

- A description of how the network product discards or handles input during
various overload situations including excessive overloads. i.e. where the
overload is significantly greater than the thresholds where overload
detection is triggered.

- A description of how the network product security functions operate and
perform during overload.

- A description of how the network product shuts down or performs or takes
other abatement or corrective actions during excessive overload conditions.

The tester verifies that the test results:

- Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

- Describe test procedures used to verify the overload control mechanisms.

- Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

- Contain details of the test set-up including the mechanisms for creating the
overload. Where simulators and/or scripts are used to artificially create a
load then details of these should also be included

Expected Results:

- A technical description provides a high-level overview of the overload
control design.

- An overview of the types of overload scenarios and overload control
thresholds that are considered.

- Description on the types of attacks that may cause an overload to the system
and how these are handled.

- A description of how the network product discards or handles input during
various overload situations.

- Describes if or how the network product security functions operate and
perform during overload.

- Ifparts of the system shutdown or take other abatement or corrective actions
these should be described.
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Note: If some of the items listed above are not applicable to a network product then, in
those cases, it should be clarified by the vendor why these items are not applicable.

The test results should:

- Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

- Describe the test procedures used to verify the overload control mechanisms.

- Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

- Contain details of the test set-up including the mechanisms for creating the
overload.

10. Expected Format of Evidence:

e Wireshark Packet Captures: Save capture files named after each scenario
(ICMP_Flood.pcap, TCP_SYN_Flood.pcap, UDP_Flood.pcap, HTTP_Flood.pcap
and traffic generate from VeEX traffic generator).

e CPU Utilization Logs: Record output from show processes cpu every minute
during tests.

e Traffic Rate Logs: Record output from show interface GigabitEthernet0/0/0
every minute.

11. Test Execution:
11.1_Test Case Number: 01

11.1.1 Test Case Name: TC1_ICMP_FLOODING

11.1.2 Test Case Description: Generate ICMP flood traffic to test maximum

bandwidth handling.

11.1.3 Execution Steps:

(i) Start Wireshark on the test system and set a capture filter for host
192.168.1.51.
(ii) Generate ICMP flood traffic using hping3:
“sudo hping3 -1 eth0 -1 192.168.1.51 --flood --rand-source”

kali@kali: ~

I etho 192.168.1.51
[sudo] password for kali:

HPING 192.168.1.51 (eth® 192.168.1.51): icmp mode set, 28 headers + © data bytes
hping in flood mode, no replies will be shown

(iii) Monitor Router: On the Cisco 4300, run: “show processes cpu | include
one minute” “show interface GigabitEthernet0/0/0 | include rate”
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(iv)  Stop after 10 minutes and save Wireshark capture.
Record observations: Check CPU usage, packet drops, and any syslog

messages indicating overload protection activation.
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG =RBRR ¢ H>ITK>MAE

Source Destination Protocol Length Info

.770731047  93.37.191.51 Echo (ping) request X7513, 30723/888, tt (no respor ound!)

770732312 41.51.47.132 Echo (ping) request x7513, 0979/889, (no response found!)
38..25.770809330  73.21.88.231 192.168.1.51 CHP 42 Echo (ping) request x7513, 1235/890, (no response found!)
38..25.770811652  112.26.107.134 192.168.1.51 ICHP 42 Echo (ping) request 1d=0x7513, 1491/891, (no response found!)
38..25.770813054  97.140.1.182  192.168.1.51 ICHP 42 Echo (ping) request 2q=31747/892, (no response found!)
38..25.770814375  70.166.141.231 192.168.1.51 ICHP 42 Echo (ping) request 2003/893, (no response found!)
38..25.770815771  71.90.134.21  192.168.1.51 IcHp 42 Echo (ping) request 1d=0x7513, 2259/894, (no response found!)
38..25.770821570  27.197.222.149 192.168.1.51 IcHp 42 Echo (ping) request 1d=0x7513, seq=32515/895, tt1=64 (no response found!)
38..25.770822853  246.237.147.126 192.168.1.51 ICHP 42 Echo (ping) request X7513, $eq=32771/896, ttl=64 (no response found!)
38..25.770824134  108.97.25.97  192.168.1.51 IcHP 42 Echo (ping) request X7513, (no response found!)
38..25.770825451  69.100.121.120 192.168. IcHP 42 Echo (ping) request 1d=0x7513, seq=33283/898, (no response found!)
38..25.770826741  255.139.126.85 192.168.1.51 cHp 42 Echo (ping) request 1d=0x7513, seq=33539/899, (na response found!)
38..25.770828053  145.83.202.231 192.168.1.51 IcHP 42 Echo (ping) request 1d=6x7513, $eq=33795/960, (no response found!)
38..25.770829349  92.152.236.166 192.168.1.51 cHp 42 Echo (ping) request x7513, seq=34051/901, (no response found!)
38..25.770830603  132.90.143.223 192.168.1.51 cHP 42 Echo (ping) request 1d=0x7513, seq=34563/903, (no response found!)

38..25.776831931  107.14.230.71 192.168.1.51 cHp 42 Echo (ping) request id=6x7513, seq=34819/904, (no response found!)
38..25.770833189  79.54.113.222  192.168.1.51 cHp 42 Echo (ping) request 1id=6x7513, seq=35075/985, (no response found!)
38..25.776834506  97.237.198.112 192.168.1.51 cHP 42 Echo (ping) request id seq=35331/966, 4 (no response found!)

38..25.770972106  188.227.17.197 192.168
770974586  197.187.201.100
770975919 206.42.0.63

51 cHP 42 Echo (ping) request (no response found!)
Echo (ping) request s (no response found!)
42 Echo (ping) request 513, 3 (no_response found!)

PRRBBRPRBBRRRBRRRRRRR
¢ o
=

Frame 3763986: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface etho, id @ 00 50 56 f3 7d 9d 60 6c 29 39 06 d5 08 00 45 0O
Ethernet II, Src: VMware 39:06:d5 (00:0c 9:06:d5), Dst: VMware f3:7d:9d (00:50:56:f3:7d:9d) 00 1c 16 42 G0 00 40 01 d6 49 bd 58 15 22 c@ a8
Internet Protocol Version 4, Src: 189.88.21.34, Dst: 192.168.1.51 01 33 08 00 97 37 75 13 eb b4

Type: 8 (Echo (ping) request)

Code: 6

Checksum: ©x9737 [correct]

[Checksum Status: Good

Identifier (BE): 29971 (@x7513)

Identifier (LE): 4981 (0x1375)

Sequence Number (BE): 60346 (©xebbad)

Sequence Number (LE): 46315 (oxbdeb)
B [No response seen]
- [Expert Info (Warning/Sequence): No response seen to ICHP request]
[No response seen to ICMP request]
[Severity level: Warning]
[6roup: Sequence]
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Application Stopped

Device memory is nearly full. An
application was using a lot of memory and
was forced to stop.

Application Stopped

Device memory is nearly full. An
application was using a lot of memory and
was forced to stop.

Application Stopped

Device memory is nearly full. An
application was using a lot of memory and
was forced to stop.

Oh no! Something has gone w

A problem has occurred and the system ci -
Please log out and try again. Application Stopped
Device memory is nearly full. An
application was using a lot of memory and
Log Out was forced to stop.

11.1.4 Test Observation: Note the maximum CPU utilization observed during each
test.
11.1.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.2 Test Case Number: 02
11.2.1 Test Case Name: TC2_TCP_SYN_RST_FLOODING
11.2.2 Test Case Description: Generate TCP SYN flood traffic to evaluate
connection handling under high load.
11.2.3 Execution Steps:
(i) Generate TCP SYN flood traffic:
“sudo hping3 -1 eth0 -S 192.168.1.51 -p 80 --flood --rand-source”

R )=[~]
L_$ sudo hping3 -I eth® -S 192.168.1.51 -p 80 --flood --rand-source
[sudo] password for kali:

HPING 192.168.1.51 (eth® 192.168.1.51): S set, 40 headers + @ data bytes

hping in flood mode, no replies will be shown

(ii) Monitor Router: On the router,
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run: “show processes cpu | include one minute”
“show interface GigabitEthernet0/0/0 | include rate”

(iii) Stop after 10 minutes and save Wireshark capture.
Record observations: Check CPU usage, packet drops, and any syslog
messages indicating overload protection activation.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG ERRE QA¢> v KHIE

Source Destination

Protocol Length Info

.617084121  45.152.128.83  192.168.1. 54 22278 - Seq=0 Win=512
33..27.617085472  147.170.206.24 192.168.1.51 Tce 54 22279 ~ Seq=0 Wil Len=0
33..27.617086708  10.52.50.216 192.168.1.51 TCP 54 22280 - 80 [SYN Len=0
33..27.617087935  98.194.185.154 192.168.1.51 TCP 54 22282 - 80 [SYN Len=0
33..27.617089179  125.104.176.90 192.168.1.51 TCP 54 22283 - 80 [SYN Len=0
33..27.617090428  119.15.82.88 192.168.1.51 TCP 54 22284 - 80 [SYN Len=0
33..27.617091636  83.130.194.1 192.168.1.51 TCP 54 22286 - 80 [SYN Len=0
33..27.617092829  132.135.130.194 192.168.1.51 TCP 54 22287 - 80 [SYN Len=0
33..27.617094124  116.165.134.164 192.168.1.51 TCP 54 22289 - 80 [SYN Len=0
33..27.617164525  169.186.111.82 192.168.1.51 TCP 54 22291 - 80 [SYN Len=0
33..27.617166892  101.152.1.15 192.168.1.51 TCP 54 22292 - 80 [SYN Len=0
33..27.617168216  252.216.129.247 192.168.1.51 TCP 54 22293 - 80 [SYN Len=0
33..27.617169559  247.247.164.21 192.168.1.51 TCP 54 22294 - 80 [SYN Len=0
33..27.617170847  216.220.252.222 192.168.1.51 TCP 54 22295 - 80 [SYN Len=0
33.27.617172168  96.50.120.229 192.168.1.51 TCP 54 22296 ~ 80 [SYN Len=0
33..27.617173436  143.225.169.78 192.168.1.51 TCP 54 22297 - 80 [SYN Len=0
33..27.617174720  226.15.173.47 192.168.1.51 TCP 54 22298 - 80 [SYN Len=0
33..27.617176049  88.158.39.157 192.168.1.51 TCP 54 22299 - 80 [SYN Len=0
33..27.617177306  138.117.132.77 192.168.1.51 TCP 54 22300 ~ 80 [SYN Len=0

.617178537  209.67.138.152 192.168.1. 54 22301 -

617179776 147.38.251.181 192.168.1. 54 22302 - Seq=0 Win=512

» Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface ethe, id @
» Ethernet II, Src: VMware_39:06:d5 (00:0c:29:39:06:d5), Dst: VMware_f3:7d:9d (00:50:56:f3:7d:9d)
» Internet Protocol Version 4, Src: 43.108.199.232, Dst: 192.168.1.51
8T ransiission Control Protocol, Sro Port: 39132, DSt Port: 8, Seq: 8, len: o |
Source Port: 39132
Destination Port: 80
[Stream index: 0]
[Stream Packet Number: 1]
» [Conversation completeness: Incomplete, SYN_SENT (1)]
[TCP Segment Len: 0]
Sequence Number: @

(relative sequence number)
Sequence Number (raw): 945034147

[Next Sequence Number: 1 (relative sequence number)]
B Acknowledgment Number: 871303423
» [Expert Info (Note/Protocol): The acknowledgment number field is nonzero while the ACK flag is not
Acknowledgment number (raw): 871303423
0101 .... = Header Length: 20 bytes (5)
WFlags: oxoo (syy)
Window: 512
[Calculated window size: 512]
Checksum: 0xd6a0 [unverified]
[Checksum Status: Unverified]

00 50 56 f3 7d 9d 60 Oc 29 39 06 d5 08 €0 45 00 PV} )9 E
00 28 03 32 00 00 40 06 c2 6e 2b 6c c7 e8 cO a8 (2@ -n+l
01 33 98 dc 00 50 38 54 13 a3 33 ef 08 ff 50 02 3...P8T :-3:.-P
02 00 d6 a® 60 00

11.2.4 Test Observation: Observe any packet drops, errors logged by the router, or

signs of overload protection mechanisms.

11.2.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.3 Test Case Number: 3
Test Case Name: TC_Throughput Testing Using iperf
Test Case description: Generate TCP SYN flood traffic to evaluate

11.3.1
11.3.2
connection handling under high load.

11.3.3 Execution Steps:

(i) Setup iperfserver on the router or another system in the same network. run:
Run iperf client on the test system (Kali Linux): iperf-c 192.168.1.51 -t 600 -i

10 -u-b 1000M
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kali@kali: ~

y=E=1

192.168.1.51 -t 600 -i

Client connecting to 192.168.1.51, UDP port 5001
Sending 1470 byte datagrams, IPG target: 0.00 us (kalman adjust)
i 208 KByte (default)

local 192.168.30.128 port 50903 connected with 192.168.1.51 port
Interval Transfer Bandwidth
0.0000-10.0000 sec 1.22 GBytes 1.05 Gbits/sec
10.0000-20.0000 sec 1.22 GBytes 1.05 Gbits/sec
20.0000-30.0000 sec 1.22 GBytes 1.05 Gbits/sec
30.0000-40.0000 sec 1.22 GBytes 1.05 Gbits/sec
40.0000-50.0000 sec 1.22 GBytes 1.05 Gbits/sec
50.0000-60.0000 sec 1.22 GBytes 1.05 Gbits/sec
60.0000-70.0000 sec 1.21 GBytes 1.04 Gbits/sec
70.0000-80.0000 sec 1.24 GBytes 1.06 Gbits/sec
80.0000-90.0000 sec 1.22 GBytes 1.05 Gbits/sec
90.0000-100.0000 sec 1.22 GBytes 1.05 Gbits/sec
100.0000-110.0000 sec 1.22 GBytes 1.05 Gbits/sec
110.0000-120.0000 sec 1.22 GBytes 1.05 Gbits/sec
120.0000-130.0000 sec 1.22 GBytes 1.05 Gbits/sec
130.0000-140.0000 sec 1.22 GBytes 1.05 Gbits/sec

Lo M W e W s B s W M e M e W e M M M e W M e M M |

(i) Monitor Router: On the router, run: “show processes cpu | include one minute”
“show interface GigabitEthernet0/0/0 | include rate

(iii) Stop after 10 minutes and save Wireshark capture.
Record observations: Observe throughput, packet loss, CPU usage, and any overload
protection activation.

267




File Edit View Go Capture Analyze Stati Telephony Wireless Tools Help

AOAG =RARE@ © ¢ 3 JIEE oo EE
L 92.168.1.51

Source Destination Protoco « Length Info
000000000 192.168.30.128 192.168.1.51 UDP, H 1512 50903 — s Round=248)
000010791 3 30.128 1512 50903
000015319 - 30.128 1512 56963 Round=248)
680019515 : 30.128 1512 56903 - Round=248)
600023629 : 30.128 1512 50903 -
.000360471 . 30.128 1512 50963 -
600366966 g 30.128 1512 50903 -
600370209 3 30.128 1512 50903 -
800373626 § 30.128 1512 56903 - Round=248)
000376712 % 30.128 1512 50903 Round=248)
000379898 g 30.128 1512 50903 - Rount
000382948 ¥ 30.128 1512 50903
000385974 S 30.128 1512 50963
000388925 : 30.128 1512 50903
000392072 ‘ 30.128 Z 1512 50903 Round=248)
.000395020 . 360.128 . 1512 50903 Round=248)
.000398047 & .30.128 . - 1512 50903 Round=248)
.000401190 « 30.128 . A, 1512 50903 Round=248)
.000404317 . 30.128 . -1, - 1512 50903 S: Round=248)
.000407351 . .30.128 . 5 . 1512 56963

[T T NI N .

.000410408 5 30.128 = 5 1512 50963

049 990
its) on
9d (

r Datagram
Source Port
Destination
Length: 14
Checksuf

index: 0]
Packet Number: 1] . . 5
nestamps] ¢ 5 3 45678961
[Time since first frame: 00000 23456789 81234567
[Time since pr frame: 0 c 89912345 67890123
) 45678901 23456789
01234567 89012345
67899123 45678901
23456789 01234567
89012345 67890123
45678901 23456789
01234567 89012345
67890123 45678901
23456789 01234567

® B User Datagram Protocol (udp), 8 bytes Packets: 2400396 - Displayed: 2400383 (100.0%) - Dropped:]

11.3.4 Test Observation: Measure the throughput achieved using iperf and
compare it to the maximum capacity of the interface.
11.3.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.4 Test Case Number: 4
11.4.1 Test Case Name: TC_HTTP_APPLICATION_OVERLOADING_TRAFFIC
11.4.2 Test Case description: Generate TCP SYN flood traffic to evaluate
connection handling under high load.
11.4.3 Execution Steps:
(i) Set Up Web Server: Ensure that there is a web server running on the
router or another system reachable through the router on port 80. This
will serve as the target for HTTP requests.
(ii) Start Wireshark on the test system and set a capture filter for host
192.168.1.51. (iii) Use Apache Benchmark (ab) to simulate HTTP
overload:
Run ab to generate HTTP requests:
ab -n 100000 -c 1000 http://192.168.1.51/
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http://192.168.1.51/
http://192.168.1.51/

kali@kali: ~

. )-[~]
b -n 100000 -c 1000 http://192.168.1.51/
his is ApacheBench, Version 2.3 <$Revision: 1923142 $>
Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking 192.168.1.51 (be patient)

kali@kali: ~

‘ )-[~]

L% ab -n 100000 -c 1000 http://192.168.1.51/

This is ApacheBench, Version 2.3 <$Revision: 1923142 $>

Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeustech.net/
Licensed to The Apache Software Foundation, http://www.apache.org/

Benchmarking 192.168.1.51 (be patient)
apr_socket_recv: Connection timed out (110)
Total of 549 requests completed

Using slowloris:
slowloris http://192.168.1.51
slowloris is specifically designed to send partial HTTP requests slowly, to tie up resources
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http://192.168.1.51/
http://192.168.1.51/
http://192.168.1.51/

1

( )-1~]
[ slowloris http://192.168.1.51
[11-04-2025 16:35:35] Attacking http://192.168.1.51 with 150 sockets.
[11-04-2025 16:35:35] Creating sockets...
[11-04-2025 16:35:35] Sending keep-alive headers...
[11-04-2025 16:35:35] Socket count: 0
[11-04-2025 16:35:35] Creating 150 new sockets...
[11-04-2025 16:35:50] Sending keep-alive headers...
[11-04-2025 16:35:50] Socket count: @
[11-04-2025 16:35:50] Creating 150 new sockets...
[11-04-2025 16:36:05] Sending keep-alive headers...
[11-04-2025 16:36:05] Socket count: ©
[11-04-2025 16:36:05] Creating 150 new sockets...
[11-04-2025 16:36:20] Sending keep-alive headers...
[11-04-2025 16:36:20] Socket count: 0
[11-04-2025 16:36:20] Creating 150 new sockets...
[11-04-2025 16:36:35] Sending keep-alive headers...
[11-04-2025 16:36:35] Socket count: @
[11-04-2025 16:36:35] Creating 150 new sockets...
[11-04-2025 16:36:50] Sending keep-alive headers...
[11-04-2025 16:36:50] Socket count: @
[11-04-2025 16:36:50] Creating 150 new sockets...

(iii) Monitor Router: On the router, run: “show processes cpu | include one minute”
“show interface GigabitEthernet0/0/0 | include rate

(iv) Stop after 10 minutes and save Wireshark capture.
Record observations: Check CPU usage, response time, packet handling, and any
syslog messages indicating overload protection activation.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® ERRE@ C¢H>ITKIEE0E

Protocol Length * Info

696 31.367280128 ALy 1414 443 . 30226 [ACK] Seq=1560 Ack=2089 Win=501
47 1.353762258 Sl 1414 443 . 30226 [ACK] Seq=1 Ack=1045 Win=501 Le
677 30.806658400 o1% I 1098 Application

32 0.799238608 +A5 IR 1098 Application

678 30.807153911 g ks 12 LS 1040 Application Data

34 0.813919253 192.168.1. A 1040 Application Data

687 31.074854280 192.168.1. .1.55 TLSv1. 1012 Application Data

42 1.054007292 192.168.1. «1.55 TLSv1 1012 Application Data

697 31.367282883 192.168.1. £1955 TLSv1. 253 Application Data

48 1.353777769 192.168.1. ANS5 TLSv1. 253 Application Data

711 31.601646808 192.168.1. +1.55 TCP 66 443 — 30225 [ACK] Seg=1 Ack=2 Win=501 Len=0
694 31.309501841 192.168.1. <1585 TCP 66 443 . 30237 [ACK] Seq=1 Ack=2 Win=501 Len=0
692 31.293780335 192.168.1. +1.55 TCP 66 443 . 30233 [ACK] Seq=1 Ack=2 Win=501 Len=0
690 31.186724026 192.168.1. +1.55 TCP 66 443 . 30232 [ACK] Seg=1 Ack=2 Win=501 Len=0
710 31.600987605 192.168.1. <1251 TCP 60 30225 — 443 [ACK] Seg=1 Ack=1 Win=511 Len=1
£O82 g8 242082 = 2 80 6] g 44 ALK =Ya) — C} Pl

Frame 677: 1098 bytes on wire (8784 bits), 1098 bytes c 35 e5 do 4c d7 08 00 45 0O
Ethernet II, Src: Dell_96:f4:ac (4c:d7:17:96:f4:ac), Ds 3c 00 40 80 06 01 37 cO a8
Internet Protocol Version 4, Src: 192.168.1.55, Dst: 19 76 12 01 f9 89 e8 f8 50 18
Transmission Control Protocol, Src Port: 30226, Dst Por O be 19 00 17 03 00 00 0O 00
Transport Layer Security 09 b9 90 TOHED 03 34 Pa 75
~ TLSv1.2 Record Layer: Application Data Protocol: Hype @ e3 9b 2b le 51 be f4 61 65
Content Type: Application Data (23) 23 6F 53 82 57 3d 4b 92 8d
Version: TLS 1.2 (0x0303) DO7E 50 of 70 ab a3 20 62 38 2e
Length: 1039 67 c4 90 23 38 1c f8 01 63
Encrypted Application Data [..]: 00000EEEEOOEEEO9LIE" © 62 03 50 00 a3 14 69 66 fd
[Application Data Protocol: Hypertext Transfer Prot 6c 94 of f3 9b e9 65 16 5d

€ el c8 4f 7e 7d ba la 77 2c e8

e4 26 f6 a5 33 b8 Oc e5 95 60

el 26 6d da d5 74 fb 1b 8c db

c5 20 34 e3 cd ib 7b ff 17 be

d7 ee dc 24 c3 09 cf 4f 80 89

cb 93 be 42 f1 7c eb 6¢c 3c 16

ethO: <live capture in progress> Packets: 4368 - Displayed: 59 (1.4%) Profile: Default
11.4.4 Test Observation: CPU utilization observed during the HTTP overload test.
11.4.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.5 Test Case Number: 5
11.5.1 Test Case Name: TC_TRAFFIC_GENERATOR
11.5.2 Test Case description: Test case to verify maximum capacity to reached while
performing excessive overloading protection.
11.5.3 Execution Steps: Check the DUT interface capacity input rate.

271




tput hang ne

nte never

input
unde

Above screenshot verify that the interface capacity is 100000 kbit/seci.e 1 Gbps and input
rate is 0 bit/sec before sending the traffic.

Generate the 1 Gbps traffic from VeEX traffic generator tool to DUT.
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Monitor Router: On the router,

run: “show processes cpu | include one minute” “show interface GigabitEthernet0/0/0 |
include rate

Above screenshot the verify the input rate approx. 100% and cpu utilization is 98% the
DUT handled overload effectively. CPU usage increased but remained stable. No significant
degradation in DUT availability was observed, indicating robust handling of DDoS attacks.
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11.5.4 Test Observation: The DUT managed the Traffic flood traffic effectively,
demonstrating its capability to handle 1 Gbps DDoS attacks. CPU utilization
increased as expected, but the system remained stable, with no critical
performance issues or disruptions.

11.5.5 Evidence Provided: Screenshots of testing steps.

12. Test Case Result:

No.

Test Case Name

Pass/
Fail

Remarks

TC_ICMP_FLOODING

Pass

DUT handled ICMP flooding with overload
protection showing stable CPU utilization and
packet handling. No significant packet loss or
service disruption occurred. Overload
protection mechanisms were effective.

TC_TCP_SYN_RST_FLOODING

Pass

DUT demonstrated effective handling of TCP
SYN/RST flooding with slight increase in CPU
utilization. Overload protection mechanisms
were successfully activated, and no service
disruption occurred.

TC_UDP_FLOODING

Pass

DUT maintained high throughput during
‘iperf’ test, achieving near maximum interface
capacity. CPU usage was higher but within
acceptable limits, and no significant packet
loss was observed. Overload protection was
not triggered, indicating the router’s capacity
to handle expected traffic loads.

TC_HTTP_APPLICATION_
OVERLOADIN_ TRAFFIC

Pass

DUT handled HTTP overload effectively. CPU
usage increased but remained stable. No
significant degradation in HTTP response
time or server availability was observed,
indicating robust handling of application-
level DDoS attacks. moderately but did not
cause disruption.

TC_TRAFFIC_GENERATOR

Pass

The DUT managed the Traffic flood traffic
effectively, demonstrating its capability to
handle 1 Gbps DDoS attacks. CPU utilization
increased as expected, but the system
remained stable, with no critical performance

issues or disruptions.
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1.8.2: Filtering IP Options

<DUT Details: > Wi-Fi CPE

<DUT Software Version:> 8.10.183.0

<Digest Hash of OS> Hash of OS required

<Digest Hash of Configuration> Hash of configuration required.

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs
<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1

<OEM Supplied Document list: > OEM Supplied Document list required

1. <ITSAR Section No & Name> Section 1.8: Attack Prevention Mechanism
2. <Security Requirement No & Name > 1.8.2: Filtering IP Options
3. <Requirement Description: > Wi-Fi CPE shall have protection mechanisms
against Network-level and Application-level Distributed Denial of Service (DDoS)
attacks. Wi-Fi CPE shall provide security measures to deal with overload situations
which may occur as a result of a denial-of-service attack or during periods of
increased traffic. In particular, partial or complete impairment of system availability
shall be avoided. Potential protective measures may include:
o Restricting available RAM per application
o Restricting maximum sessions for a Web/Database application
Defining the maximum size of a dataset
Restricting Central Processing Unit (CPU) resources per process
Prioritizing processes

o O O O

Limiting amount or size of transactions of a user or from an IP address in a
specific time range
o Limiting amount or size of transactions to an IP address/Port Address in a
specific time range
[Ref: TSDSI STD T1.3GPP 33.117 17.2.0 V1.2.0 Section 4.2.3.3.1]

4. DUT Confirmation Details:

e This section involves information about DUT like software/firmware version,
Hardware version model.

e DUT Cisco WLC contains default boot image with version 8.10.183.0. The
model is AIRAP1852I-E-K9. The inventory shows model serial no. & model
description.

Verification of DUT Cisco wireless LAN controller’'s HW product series information by
running command show inventory on CLI.

(Cisco Controller) >show inventory

Burned-in MAC Address

Maximum number of APs supported
NAME: “"Mobility Express" » DESCR: "Cisco Aironet 1850 Series Mobility Express"
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC1931eeuu

Verification of DUT Cisco WLC’s high-level system SW information by running command
show sysinfo on CLI.
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(Cisco Controller) >show sysinfo

Manufacturer's Name Cisco Systems Inc.
Product Name....... ... Cisco Controller
Product Version ... 8.10.183.0

N/A

Aironet-Controller
System Location
System Contact.
System ObjectID
IP Address.. .208.
Last Reset.. ... 1: reload command

System Up Time @ days 3 hrs 33 mins 5 secs
Timezone Location.... ... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
Stats Realtime Interval oy
Stats Normal Interval 180

Configured Country. IN - India

State of 802.11b Network.. ... Enabled
State of 8062.11a Network.. ... Enabled

Verification of DUT Cisco WLC'’s system information on Web access.

System Information

System Name Aironet-Controller

Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India

Management |IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
ok > 5

5. DUT Configuration:
Initial IP configuration set up in DUT as captured from the console.

LAN connection to DUT from tester machine. No additional configuration required,
as the tester tests this requirement by default cases.
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6. Preconditions:

e A document which provides a detailed technical description of the overload control
mechanisms.

e Testresults from a test execution phase of overload control mechanism testing.

7. Test Objective/ Purpose: Verify that the network product:

¢ hasadetailed technical description of the overload control mechanisms used to deal
with overload scenarios;

e has test results verifying the operation of the overload control mechanisms.
8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 TC_OVERLOAD_CONTROL_MECHANISM_DDOS_AVOIDANCE_VERIFICATION
8.1.2 TC_ICMP_FLOODING

8.1.3 TC_TCP_SYN_RST_FLOODING

8.1.4 TC_UDP_FLOODING

8.1.5 TC_HTTP_APPLICATION_FLOODING

8.1.6 TC_SSH_FLOODING

8.1.7 TC_TRAFFIC_GENERATOR

8.2 Testbed Diagram:

AP + Controller mode :

Controller 2

/ Controller 1
—p
o

PC(Console/SSH/HTTPS)

On-Premise L2 Switch
Management
Solution

—

’:Q

AN

@ ISP 07\" ‘b)
Router

Cloud Client1 Client2

Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios please
check OEM datasheet.

AP Integrated Mode :

277




PC(Console/SSH/HTTPS)
M ‘_-’ : '
- » oo 0
On-Premise L2 SWich ggr:trlglllzl‘:
Management ;
Solution

P

ISP ‘ B0

~ Router s
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios please
check OEM datasheet.
8.3 Tools required:

Wireshark, ubuntu, kali, hping3 (for icmp flooding and tcp syn-rst flooding), yersinia
(for CDP flooding), nload (monitor network traffic on interface), ostinato (icmp
traffic generator.

4 Test Execution Steps:
Case Tester should verify DDoS prevention mechanism provided in OEM

documentation
» Case No. 1 - Network level DDoS - ICMP flooding.
e Stepl: Before applying ICMP flooding, tester login to DUT via ssh and verify
CPU usage of DUT.
e Step2: Starting ICMP flooding.
e Step3: Observing DUT behaviour while ICMP flooding.
e Step4: Stopping ICMP flooding and verifying DUT behaviour.
» Case No. 2 - Transport level DDoS - TCP SYN-RST Flood.
e Stepl: Before applying TCP SYN-RST Flooding, tester login to DUT via ssh
and verify CPU usage of DUT.
e Step2: Starting TCP SYN-RST Flooding.
e Step3: Observing DUT behaviour while TCP SYN-RST Flooding.
e Step4: Stopping TCP SYN-RST Flooding and verifying DUT behaviour.
The tester verifies that there is:

- A technical description providing a high-level overview of the overload
control design.
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- An overview of the types of overload scenarios that the network product
overload control mechanisms are expected to handle.

- An overview of the overload control thresholds that the network product
uses to trigger overload control mechanisms.

- Description of the types of attacks that may cause an overload to the network
product and how these are handled.

- A description of how the network product discards or handles input during
various overload situations including excessive overloads. i.e. where the
overload is significantly greater than the thresholds where overload
detection is triggered.

- A description of how the network product security functions operate and
perform during overload.

- A description of how the network product shuts down or performs or takes
other abatement or corrective actions during excessive overload conditions.

The tester verifies that the test results:

- Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

- Describe test procedures used to verify the overload control mechanisms.

- Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

- Contain details of the test set-up including the mechanisms for creating the
overload. Where simulators and/or scripts are used to artificially create a
load then details of these should also be included.

9, Expected Results:

- A technical description provides a high-level overview of the overload
control design.

- An overview of the types of overload scenarios and overload control
thresholds that are considered.

- Description on the types of attacks that may cause an overload to the system
and how these are handled.

- A description of how the network product discards or handles input during
various overload situations.

- Describes if or how the network product security functions operate and
perform during overload.

- Ifparts of the system shutdown or take other abatement or corrective actions
these should be described.

Note: If some of the items listed above are not applicable to a network product then, in
those cases, it should be clarified by the vendor why these items are not applicable.
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The test results should:

Contain details of the overload conditions used in the test execution that are
consistent with the technical description document.

Describe the test procedures used to verify the overload control mechanisms.
Contain data which demonstrates/indicates that the overload control
mechanisms described in the technical description document have been
implemented.

Contain details of the test set-up including the mechanisms for creating the
overload.

10. Expected Format of Evidence: Documentation showing each of the points in the
results sections and screenshots of test performed.

11. Test Execution:
11.1_Test Case Number: 01

11.1.1 Test Case Name:

11.1.2

11.1.3

TC_OVERLOAD_CONTROL_MECHANISM_DDOS_AVOIDANCE_VERIFICATION

Test Case Description: To verify whether the PCF system has documented
and implemented DDoS avoidance mechanisms, including overload control
and protective measures, ensuring consistency between the OEM-provided
documentation and system behavior.

Execution Steps:

(i) Review the technical and test result documentation provided by the OEM,

ensuring it includes:
e Ahigh-level overview of the overload control design.
e Details of overload scenarios handled by the DUT.
o Defined thresholds for triggering overload control mechanisms.

o Descriptions of potential DDoS attacks and corresponding mitigation

strategies.
e Methods for discarding or handling excessive overload situations.
e Security functions and their performance under overload conditions.

e Overload conditions used in testing, consistent with the technical

documentation.
o Test procedures used to verify the overload control mechanisms.

e Evidence demonstrating that the documented overload control

mechanisms are implemented.

e Details of the test setup, including mechanisms for simulating overload

conditions.

(ii) Verify protective measures implemented in the PCF system:
o Configure iptables to limit connections per IP.

o Configure resource limits (CPU, Memory, Sessions) to restrict excessive

usage.
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e Simulate network-level DDoS attacks (Flooding) using hping3.
e Monitor system logs to verify mitigation responses.
o Test application-layer overload scenarios by generating multiple HTTP
sessions.
11.1.4 Test Observations: Documentation and system behavior align,
demonstrating that DDoS mitigation mechanisms are effectively implemented.
11.1.5 Evidence Provided:
(iii) Review the technical and test result documentation provided by the OEM,
ensuring it includes:
e Ahigh-level overview of the overload control design.
o Details of overload scenarios handled by the DUT.
o Defined thresholds for triggering overload control mechanisms.
e Descriptions of potential DDoS attacks and corresponding mitigation
strategies.
o Methods for discarding or handling excessive overload situations.
e Security functions and their performance under overload conditions.
11.2 Test Case Number: 02

11.2.1 Test Case Name: TC_ICMP_FLOODING
11.2.2 Test Case Description: Generate ICMP flood traffic to test maximum
bandwidth handling.
11.2.3 Execution Steps:
(i) Start Wireshark on the test system and set a capture filter for host
192.168.1.51.
(ii) Generate ICMP flood traffic using hping3:
“sudo hping3 -1 eth0 -1 192.168.1.51 --flood --rand-source”

kali@kali: ~

etho 192.168.1.51
[sudo] password for kali:

HPING 192.168.1.51 (eth® 192.168.1.51): icmp mode set, 28 headers + © data bytes
hping in flood mode, no replies will be shown

Now packet capture by wireshark:
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® =ABR " ¢>vKIMIE=E000EHE
| [ip.addr ==192.168.1.51

0. Time Source Destination Protocol Length Info

.000000000 119.79.239.203 192.168.1.51 ICMP 42 Echo (ping) request id=0xc614, seq=59115/60390
000002903 12.35.195.136 192.168.1.51 ICMP 42 Echo (ping) request i xc614, seq=59371/60391
000004226 34.233.240.124 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=59627/60392
000005528 156.7.233.77 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=59883/60393
000006897 174.113.84.253 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=60139/60394
00008275 16.234.175.213 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=60395/60395
000009571 189.55.62.115 192.168.1.51 ICMP 42 Echo (ping) request 1d=0xc614, seq=60651/60396
000010905 150.45.218.79 192.168.1.51 ICMP 42 Echo (ping) request 1d=0xc614, seq=60907/60397
000012163 127.155.20.140 192.168.1.51 ICMP 42 Echo (ping) request 1d=0xc614, seq=61419/60399
000013499 147.136.79.236 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=61675/60400
000014765 129.21.217.83 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=61931/60401
000016151 59.62.200.29 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=62187/60402
.000017410 226.127.95.245 192.168.1.51 ICMP 42 Echo (ping) request 1d=0xc614, seq=62443/60403
.000018766 98.168.189.124 192.168.1.51 ICMP 42 Echo (ping) request 1id=0xc614, seq=62699/60404
. 000020085 226.35.164.168 192.168.1.51 ICMP 42 Echo (ping) reguest id=0xc614, seq=62955/60405

» Ethernet II, Src: VMware _39:06:d5 (00:0c:29:39:06:d5), Dst 00 50 56 f3 7d 9d 00 Oc 29 39 06 d5 08 00 45 00 PV
» Internet Protocol Version 4, Src: 119.79.239.203, Dst: 192 00 1c 29 96 00 00 40 01 28 55 77 4f ef cb g@ a8 )
§incernet Control Wessage Protocol — — — BN 08 00 4a ff c6 14 €6 eb 3
Type: 8 (Echo (ping) request)
Code: ©
Checksum: ©Ox4aff [correct]
[Checksum Status: Good]
Identifier (BE): 50708 (@xc614)
Identifier (LE): 5318 (0x14c6)
Sequence Number (BE): 59115 (Oxe6eb)
Sequence Number (LE): 60390 (Oxebe6)
M [No response seen]
~ [Expert Info (Warning/Sequence): No response seen to
[No response seen to ICMP request]
[Severity level: Warning]
[Group: Sequence]

NRPROOO~NOOOAEWNESE
(oo oNoNoRoNoNoNoRNoNol ©

[
I = B = W S SO SNSRI |

s s
o & W
(c¥oXo}

Capturing from ethO
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

E@EE ¢ D>VKIE

e Source Destination Protocol Length Info
.. 12.240787712 251.116.103.117 192.168.1.51 42 Echo 1 request 1d=0xc614, seq=47846/59066,
.. 12.240791108 215.229.55.78 192.168.1.51 42 Echo (ping) request 1id=0xc614, seq=48102/59067,
.. 12.240794410 134.252.142.28 192.168.1.51 42 Echo (ping) request 1id=0xc614, seq=48358/59068,
.. 12.240797708  255.234.101.154 192.168.1.51 42 Echo (ping) request id=@xc614, seq=48614/59069,
..12.240801050  77.185.142.62  192.16 42 Echo g) request id=0xc614, seq=48870/59070,
.. 12.240804357 2 it id=0xc614, seq=49126/59071,
.. 12.240807672 % Wireshark t  id=0xc614, seq=49382/59072,
.. 12.240811033 i . id=0xc614, seq=49638/59073,
.. 12.240885742 i Not all the packets could be written to the file to which the L 1d=0xc614, seq=49894/59074,
e g e
o . " 3 " H R ’ 5! ’
" 12.240897076 ( /tmp‘lva;res::rkﬁthoczoNI42.pcapng ) because there is no id=0xC614, Seq=50662/59077.
.. 12.240900654 Space clLonine e sysiem id=0xc614, seq=50918/59078,
... 12.240903967 on which that file resides. id=0xc614, seq=51174/59079,

You will need to free up space on that file system or put the
capture file on a different file system.

No response seen
3 t Ir : se s to :
o !

B ethO: <live capture in progress> Packets: 1417064 - Displayed: 1408091 (99.4%) : Profile: Default

-

hping3-8.1.pcapng

(iii) Monitor Router: On the Router, run:“show processes cpu | include one
minute” “show interface GigabitEthernet0/0/0 | include rate”
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(iv) Stop after 10 minutes and save Wireshark capture.

11.2.4 Test Observation: The router handled the ICMP flood traffic well, showing
stable CPU usage. The applied ACLs effectively filtered unnecessary ICMP
requests, preventing any overload.

11.2.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.3 Test Case Number: 3

11.3.1 Test Case Name: TC_TCP_SYN_RST_FLOODING
11.3.2 Test Case description: Generate TCP SYN flood traffic to evaluate connection
handling under high load.
11.3.3 Execution Steps:
(i) Generate TCP SYN flood traffic:
“sudo hping3 -1 eth0 -S 192.168.1.51 -p 80 --flood --rand-source”

( )-[~]
E sudo hping3 -I etho -S 192.168.1.51 -p 80 --flood --rand-source
[sudo] password for kali:
HPING 192.168.1.51 (eth@ 192.168.1.51): S set, 40 headers + @ data bytes

hping in flood mode, no replies will be shown

(ii)Monitor Router: On the router, run: “show processes cpu | include one
minute”
“show interface GigabitEthernet0/0/0 | include rate”

283




(iii Stop after 10 minutes and save Wireshark capture.
1, Kali - VMware Workstation 17 Player
Player ~ = O
-— - Apps  Places Apr10 3:57 AM @ 8% @66% 168
*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAd® =@RBBRE@ ° -]

Source Destination Protocol Length
70.244012190 118.84.164.182 192.168.1.51 TCP 5.
70.244173515 82.122.157..35 192.168.1.51 TCP
70.244362456 137.40.56.161 192.168.1.51 TCP
70.244637848 119.220.118.7 192 68.1.51 TCP

.244794545 91.75.165.79 192.168. TCP

.244836737 234.63.196.149 192.168. TCP

.244877719 68.75.213.44 192.168. TCP

.244921854 17.26.118.65 192.168. TCP

.244963033 100.108.91.38 192.168. TCP

.245242438 110.32.91.78 192.168. TCP

.245285286 170.156.65.26 192.168. TCP

.245533593 229.86.130.214 192.168. TCP

.245575850 39.60.194.87 192.168. TCP

.245616941 169.229.142.148 192.168. TCP

.245658592 100.18.57.30 192.168. TCP
70.245700136 160.171.132.70 192.168. TCP

o o

RERRRREREER R R

cco2c o0 o -oo —o = a2 2 2
» [Conversation completeness: Incomplete, SYN_SENT (1)] 00 6c 29 39 06 d5 ©8 00
[TCP sSegment Len: 0] 40 06 eO 21 89 28 38 ai]
Sequence Number: © (relative sequence number) 3f 82 6f b4 2a 1c 5 bc|
Sequence Number (raw): 1065512884
[Next Sequence Number: 1 (relative sequence number)]
Bl Acknowledgment Number: 706540988
~ [Expert Info (Note/Protocol): The acknowledgment number field 1
[The acknowledgment number field is nonzero while the ACK fle
[Severity level: Note]
[Group: Protocol]
Acknowledgment number (raw): 706540988
9101 .... = Header Length: 20 bytes (5)
M Flags: Ox002 (SYN
window: 512
[Calculated window size: 512]
Checksum: ©x51a8 [unverified]
[Checksum Status: Unverified]
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

D% 1< D B 2 © 0 EE

Source Destination Protocol Length Info
.682416760 133.108. 5 = 72 U R 54 46796 Seq=0 Win=512
.682418009 99.9.59° . 54 46797 Seq=0 Win=512
12.. 80.682419202 194.133.124.3 192.168.1.51 TCP 54 46798 80 Seq=0 Win=512 Len=0
12.. 80.682420435 194.202. 4 54 46799 Win=512 Len=0
12.. 80.682421686 126.159. 5 o L 54 46800 Win=512 Len=0

12.. 80.682422905 126.200. i - Win=512 Len=0
12.. 80.682424115 128.184.62. Wireshark - Win=512 Len=0
12.. 80.682425351 30.11.205.2 - Win=512 Len=0

[LZ2ab8 bp21 26986 198120 A8 Not all the packets could be written to the file to which the Win=512 Len=0
12.. 80.682500029 170.87.209. capture was being saved Win=512 Len=0

12.. 80.682502421  17.29.218.2) 5 5 : - Win=512 Len=0
12.. 80.682503726  156.214.17. ( /""pl/"f’;'es';:rkgfmootHOR“z'p“ap“g Jhiecan=s theralng Win=512 Len=0
682504964  91.149.37. Srandbatle ol el Win=512

682506273  78.162.143. Son b=t e s Lg=0 Win=512

You will need to free up space on that file system or put the
capture file on a different file system.

" OK

hping3-8.1 tcp.pcapng

11.3.4 Test Observation: During the TCP SYN flood test, the router managed to
maintain a reasonable CPU usage level, indicating good resilience to
connection-oriented flooding. The router's inherent SYN- flood protection
mechanisms were effective.

11.3.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.4 Test Case Number: 4

11.4.1 Test Case Name: TC_UDP_FLOODING
11.4.2 Test Case description: Generate UDP flood traffic to test datagram
processing capability.
11.4.3 Execution Steps:
(i) Run iperfserver on another system if needed: iperf-s-u-il
(ii) Generate UDP flood: As interface Max Capacity “iperf -c 192.168.1.51 -u -b
1000M
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n kali@kali: ~ Q :

(Reading database ... 538231 files and directories currently installed.)
Preparing to unpack .../iperf_2.2.1+dfsg-1_amd64.deb ...

Unpacking iperf (2.2.1+dfsg-1) ...

Setting up iperf (2.2.1+dfsg-1) ...

Processing triggers for doc-base (©0.11.2) ...

Processing 1 added doc-base file...

Processing triggers for man-db (2.13.0-1) ...

Processing triggers for kali-menu (2025.1.1) .

y-[~1]

-c 192.168.1.51 -u -b 1000M

Client connecting to 192.168.1.51, UDP port 5001
Sending 1470 byte datagrams, IPG target: 0.00 us (kalman adjust)
UDP buffer size: 208 KByte (default)

local 192.168.30.128 port 35033 connected with 192.168.1.51 port
Interval Transfer Bandwidth

0.0000-10.0000 sec 1.22 GBytes 1.05 Gbits/sec

Sent 891568 datagrams

WARNING: did not receive ack of last datagram after 10 tries.

)-[

|

(iii) Monitor Router: On the DUT(Router), run:

(iv) Stop after 10 minutes and save Wireshark capture.
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atistics

a0

N [ip.addr == 192.168.1.51

Destination

1
et Nusber

elephony ~ Wireless

192.168.1.51

ool Help

Protocol _Length
UDP, M.

L)
1512 35033

DI R EOOOEE

. 5001

Len=1470

(SendTTL=103, Round=247)

1 0.000600600

20.000155157  192.108.30.128 192.168.1.51 ) K - 5001 Len=1470 (SendTTL=163, Round=247)
3 0.000201690 192.168.30.128 192.168.1.51 R 1512 35033 - 5001 Len=1470 Round=247)
4 0.000316600 192.168.36.128 192.168.1.51 uoP, H. 1512 35033 - 5001 Len=1476 , Round=247)
5 0.000427175 192.168.30.128 192.168.1.51 UDP, H 1512 35633 - 5001 Len=1470 , Round=247)
6 0.000568368 192.168.30.128 192.168.1.51 UDP, H 1512 35033 . 5001 Len=1470 , Round=247)
7 0.000647308 192.168.30.128 192.168.1.51 UbP, H. 1512 35033 . 5001 Len=1470 Round=247)
8 0.000757614 192.168.30,128 192.168.1.51 uoP, H 1512 35633 - 5001 Len=1470 ound=247)
9 0.000869763 192.168.30.128 192.168.1.51 UoP, H 1512 35033 ~ 5001 Len=1470 (S lound=247)
10 0.600980173 192.168.30.128 192.168.1.51 UoP, H 1512 35033 - 5001 Len=14760 , Round=247)
11 6.001886123 192.168.30.128 192.168.1.51 UDP, H 1512 35633 . 5001 Len=1470 , Round=247)
12 0.001239159 192.168.30.128 192.168.1.51 UDP, H 1512 35633 - 5001 Len=1470 lound=247)
13 0.001359786 192.168.30.128 192.168.1.51 UDP, H 1512 35033 . 5001 Len=1470 lound=247)
14 0.001469174 192.168.30.128 192.168.1.51 UoP, H 1512 35033 - 5001 Len=1470 ound=247)
15 0.001578884 192,168.30.128 192.168.1.51 UoP, H 1512 35633 - 5001 Len=14760 , Round=247)
16 6,001684753 192.168.30.128 192.168.1.51 UDP, H 1512 35633 . 5001 Len=1470 , Round=247)
17 0.001792176 192.168.30.128 192.168.1.51 UDP, H. 1512 35633 . 5001 Len=1470 , Round=247)
18 0.001898696 192.168. 192.168.1.51 il 1512 35033 - Len=1470 Round=247)
19 0.001940372 192.168. . H 1512 35633 - Len=1470 ound=247)
20 0.002046868 192.168.360.128 R 1512 35033 - ound=247)
21 0.002153346 192.168.30.128 , A 1512 35033 - , Round=247)
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11.4.4 Test Observation: The router handled the UDP flood scenario efficiently. The
CPUusage showed only a slight increase, indicating that the router could manage a
high volume of datagram traffic without significant performance degradation.

11.4.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.5 Test Case Number: 5

Test Case Name: TC_APPLICATION_HTTP_FLOODING
Test Case description: Perform application-level HTTP flooding to simulate a
high volume of web requests.

Execution Steps:

(i) Simulate HTTP flood using a script or tool to send HTTP GET requests
rapidly: “sudo hping3 -I ethO -p 80 --flood --rand-source 192.168.1.51

.’AA

11.5.1
11.5.2

11.5.3

L sudo | TrethO -p
[sudo] password for kali:
HPING 192.168.1.51 (eth® 192.168.1.51): NO FLAGS are set, 4@ headers + 0 data by
tes

hping in flood mode, no replies will be shown

(HC

192.168.1.51

80

192.168.1.51 hping statistic ---
71366063 packets transmitted, @ packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

~

)-1

(ii)Monitor Router: On the DUT (router), run: show processes cpu | include
one minute show interface GigabitEthernet1 | include rate
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File Edit View Go Capture Amalyze Statistics

ADAG =RR@ ¢

N lip.addr =192.168.1.51

<None>]
<None>]
<None>]
<None>]
<None>]

LLege
NN

<None
<None>]
<None>]
<None>]
<None>]
<None>]
<None>]
<None>]
<None>]
<None S

2g

)9 E
Moe
< -C<P

d5 68 60
8b c4 65

7d 94 09 6c 29 39 86 4500 PV}
60 00 46 86 ab b6 4d cB a8 (N8
8IS0 74 8b 67 3c e 2d 43 3c 50 68 3 -FEBL
89 00 Q

Source Port: 2638
Destination Port: 86

s 4]
+ [Conversation completeness: Incomplete (6)]
[TCP Segment Len: 6]

1

[Next Sequence Numbe
[l Acknowledgment Numbe!

(relative sequence number)

1 1955268412

1 (relative sequence number)]
5086282812

Acknowledgment numbet

1 512

[Calculated window size: 512]
[Window size scaling factor:
Checksum: ©xf251 [unverified]
[Checksum Status: Unverified]

Urgent Pointe

« [Timestamps]
[Time since first frame in this TCP stream: ©.6888 seconds]
[Time since previous frame in this TCP stream: ©.889080888 seconds]

@ & wireshark ethOVPEQ42.

1 (unknown)]

Test Observation: The router managed the HTTP flood traffic effectively,
demonstrating its capability to handle application-level DDoS attacks. CPU
utilization increased as expected, but the system remained stable, with no
critical performance issues or disruptions.

11.5.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.6 Test Case Number: 6
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11.6.1 Test Case Name: TC_SSH_FLOODING

11.6.2 Test Case description: Perform SSH flooding to simulate a high volume of
web requests.
11.6.3 Execution Steps:

Simulate SSHflood using a tool to send SSH GET requests rapidly: “sudo
hping3 -1 ethO -p 22 --flood --rand-source 192.168.1.51

)-[~
I

hping3 - ethe -n 22 --flood --rand-source 192.168-1-51
[sudo] password for kali:
HPING 192.168.1.51 (eth® 192.168.1.51): NO FLAGS are set, 40 headers + 0 data by
tes

hping in flood mode, no replies will be shown

(i)  Monitor Router: On the DUT (router),
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Input
Que

babbl
802 pause output

@ output buffers swapp

run: show processes cpu | include one minute show interface GigabitEthernetl | include
rate
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(iv) Stop after 5 minutes and save Wireshark capture.
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Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADOAG cBE@ a2 « >0 « >N

Source Destination Protocol Length Info

.300443093 161.117.12.46 B = [<None>]

.300446263 243.59.122.47 192. i 54 47073 - [<None>] Win=512
41..18.300449456 110.184.165.29 192.168.1.51 TCP 54 47074 — 22 [<None>] Seq=1 Win=512 Len=0
41..18.300452614 34.185.7.52 192.168.1.51 TCP 54 47075 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300455721 31.7.236.246 192.168.1.51 TCP 54 47076 — 22 [<None>] Seq=1 Win=512 Len=0
41..18.300458819 12.81.57.165 192.168.1.51 TCP 54 47077 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300461955 7.197.145.171 192.168.1.51 TCP 54 47078 —~ 22 [<None>] Seg=1 Win=512 Len=0
41.. 18.300465158 206.215.50.3 192.168.1.51 TCP 54 47079 - 22 [<None>] Seg=1 Win=512 Len=0
41.. 18.300468303 19.245.121.221 192.168.1.51 TCP 54 47080 — 22 [<None>] Seq=1 Win=512 Len=0
41..18.300471479 163.215.178.108 192.168.1.51 TCP 54 47081 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300474650 66.15.174.133 192.168.1.51 TCP 54 47082 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300550310 135.56.171.99 192.168.1.51 TCP 54 47083 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300554688 215.47.177.185 192.168.1.51 TCP 54 47084 — 22 [<None>] Seq=1 Win=512 Len=0
41.. 18.300557961 57.192.191.15 192.168.1.51 TCP 54 47085 — 22 [<None>] Seq=1 Win=512 Len=0

.300561160 221.7.203.19 192. Ra iy 54 47086 [<None>] i

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) | 00 50 56 f3 7d 9d 60 6c 29 39 06 d5 08 00 45 00
» Ethernet II, Src: VMware_39:06:d5 (00:0c:29:39:06:d5), Dst: VMware_' 00 28 0d 22 00 00 40 06 33 7b 54 3c 24 1c cO a8
» Internet Protocol Version 4, Src: 84.60.36.28, Dst: 192.168.1.51 01 33 da 92 00 16 46 3e b8 90 6d 20 f1 39 50 00
8 ransmission Control Protocol, Src Port: 55954, Dst Port: 22, Seq: | 02 00 3b df 00 00
Source Port: 55954
Destination Port: 22
[Stream index: 0]
[Stream Packet Number: 1]
[Conversation completeness: Incomplete (0)]
[TCP Segment Len: 0]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1178515600
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment number (raw): 1830875449
0101 .... = Header Length: 20 bytes (5)
» Flaas: 0x000 (<None>)

E ® E wireshark_ethOAO3R62.pcapng Packets: 4185851

11.6.4 Test Observation: The router managed the SSH flood traffic effectively,
demonstrating its capability to handle application-level DDoS attacks. CPU
utilization increased as expected, but the system remained stable, with no
critical performance issues or disruptions.

11.6.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.

11.7 Test Case Number: 7

11.7.1 Test Case Name: TC_TRAFFIC_GENERATOR
11.7.2 Test Case description: Test case to verify maximum capacity to reached while
performing excessive overloading protection.
11.7.3 Execution Steps:
Check the DUT interface capacity input rate.
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Above screenshot verify that the interface capacity is 100000 kbit/sec i.e 1 Gbps and input
rate is 0 bit/sec before sending the traffic.
Generate the 1 Gbps traffic from VeEX traffic generator tool to DUT.

Monitor Router: On the router,




run: “show processes cpu | include one minute” “show interface GigabitEthernet0/0/0 |
include rate

otal output drop

tal output drop

five minute

Above screenshot the verify the input rate approx. 100% and cpu utilization
is 98% the DUT handled overload effectively. CPU usage increased but
remained stable. No significant degradation in DUT availability was
observed, indicating robust handling of DDoS attacks.

11.7.4 Test Observation: The DUT managed the Traffic flood traffic effectively,
demonstrating its capability to handle 1 Gbps DDoS attacks. CPU utilization
increased as expected, but the system remained stable, with no critical
performance issues or disruptions.

11.7.5 Evidence Provided: Screenshots of testing steps and Wireshark pcap files.
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12. Test Case Result:

S. No.

Test Case Name

Pass /Fail

Remarks

1

TC_OVERLOAD_CONTR
OL_MECHANISM_DDOS
_AVOIDANCE_VERIFICA
TION

OEM

Dependent

Documentation and system behavior
should align, demonstrating that DDoS
mitigation mechanisms are effectively
implemented.

TC_ICMP_FLOODING

Pass

DUT maintained normal behaviour
during the ICMP flood attack, CPU usage
remained stable, and no significant
packet loss or service disruption
occurred. The ACL configuration on the
router successfully mitigated the
flooding impact.

TC_TCP_SYN_RST_FLOO
DING

Pass

DUT handled the TCP SYN flooding attack
without significant degradation. CPU
usage increased but remained within
acceptable  limits. @ The  router’s
performance and  stability were
maintained.

TC_UDP_FLOODING

Pass

DUT exhibited normal behaviour during
the UDP flood attack. CPU utilization was
stable, and no significant packet loss or
performance degradation was observed.

TC_HTTP_APPLICATION
_FLOODING

Pass

DUT successfully managed the HTTP
flood attack, demonstrating effective
handling of high-volume application-
level requests. CPU usage increased
moderately but did not cause disruption.

TC_SSH_FLOODING

Pass

The router managed the SSH flood traffic
effectively, demonstrating its capability
to handle application-level DDoS attacks.
CPU utilization increased as expected,
but the system remained stable, with no
critical ~ performance  issues or
disruptions.

TC_TRAFFIC_GENERAT
OR

Pass

The DUT managed the Traffic flood traffic
effectively, demonstrating its capability
to handle 1 Gbps DDoS attacks. CPU
utilization increased as expected, but the
system remained stable, with no critical
performance issues or disruptions.
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2.8.3 TSTP for Filtering IP Options

<DUT Details: > WiFi CPE
<DUT Software Version:> cisco
<Digest Hash of OS> Hash of DUT OS is required
<Digest Hash of Configuration> Hash of DUT configuration is required
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs
<ITSAR Version No:> 2.0.0
<OEM Supplied Document list: > All the documents provided by OEM to be listed here
1. <ITSAR Section No & Name> Section 2.8: Attack Prevention Mechanism
2. <Security Requirement No & Name > 2.8.3 Filtering IP Options
3. <Requirement Description: > IP packets with unnecessary options or extension
headers shall not be processed. IP options and extension headers (e.g., source
routing) are only required in exceptional cases. So, all packets with enabled IP
options or extension headers shall be filtered.

4. DUT Confirmation Details:

e Use the command line interface to get details of the machine on which test is
conducted.

e Use command: show interface summary to get Interfaces details

e Use command to get Application No/Version No & Kernel Info Verification of DUT
by running command: show version on CLI.

Use command for show interface: Sh int summar

Use command for show interface: Sh int summary
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5. DUT Configuration:
Handling IPv4 option using ACL.

ACL configuration on DUT to filter IPv4 options:
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Acl deny rule is to reject or filter the ipv4-option enable with record route. Acl’s permit
rule is to accept all other options.

Applying ACL on interface Gigabit Ethernet 0/0/0

Handling of ipv6-extension header:

Configure acl to filter Extension Header9 (Hop by-Hop) ipv6-option. Acl to deny
ExtHdr-hbh and permit all other.

Acl to deny tcp host and permit tcp eq telnet
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VMware(Kali) Machine IP details mention in below screenshot.

-] o~

lg ifconfie

eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.30.128 netmask 255.255.255.0 broadcast 192.168.30.255
inet6 fe80::19cd:f82d:473c:ad0@f prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:39:06:d5 txqueuelen 1000 (Ethernet)
RX packets 5299 bytes 2216978 (2.1 MiB)
RX errors © dropped ® overruns @ frame 0
TX packets 1889 bytes 167201 (163.2 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0
device interrupt 19 base 0x2000

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 42 bytes 2460 (2.4 KiB)
RX errors © dropped @ overruns @ frame 0
TX packets 42 bytes 2460 (2.4 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions 0

6. Preconditions

e The manufacturer declares in the documentation accompanying the network
product at least the following information:

e The support of filtering capability for IP packets with unnecessary options or
extensions headers.

e The actions performed by the network product when an IP packet with unnecessary
options or extensions headers is received (e.g. the packet is dropped, the options or
extensions are ignored and the packet is treated as if it has no IP options, etc.) .

e Guidelines on how to enable and configure this filtering capability.

e The network product has at least one physical interface named if1 supporting both
[Pv4 and IPv6. If the network product does not support [Pv6 then IPv6 related steps
and checks may be skipped.

e A network traffic analyser on the network product (e.g. TCPDUMP) or an external
traffic analyser directly connected to the network product is available .

e The tester has administrative privileges.

e A tester machine is available with a tool able to send IPv4 packets with the IP
Options and IPv6 packets (if supported by the network product) with Extension
Header set (e.g. Scapy).

7. Test Objective: To verify that the network product provides functionality to filter out
IP packets with unnecessary options or extension headers.

8. Test Plan:

8.1. Number of Test Scenarios: 3
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8.1.1 IP_OPTIONS_FILTERING

8.1.2 EXTENSION_HEADERS_FILTERING
8.1.3 EXCEPTIONAL_FILTERING

8.2. Test Setup Diagram:

AP + Controller mode :

% E Controller 2
N
-‘l‘.\;‘\“
Client3 B
(000,000
Controller 1 A L%
ol )
M — PC(Console/SSH/HTTPS)
—p OO0
e AP1
On-Premise L2 Switch
Management
Solution

N

ISP
Router
Cloud Client1 Client2
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :

e

ouy PC(Console/SSH/HTTPS)
o vu'] ‘-’

=N

. / AP(virtual .
On-Premise L2 SWich ,* Controller)
Management !
Solution

4
"

‘ Router )

Client 1 Client 2
Cloud

Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
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8.3 Tools Used:
e Scapy-python,
e wireshark,

e Putty

8.4 Test Execution Steps

1. The tester logs in the network product.

2. The tester configures on the network product a filtering rule to drop all IP packets
containing an IP Option set

a. The tester establishes an O&M session on if1 interface

b. Using the tool (e.g. Scapy) the tester sends from the tester machine an [Pv4
TCP SYN packet with an appropriate destination port to if1 interface without
setting any IP Options

c. Using the network traffic analyser, the tester verifies that the IP packet is
received by the network product and the tester verifies that the
corresponding ACK message is sent back.

d. Using the tool (e.g. Scapy) the tester sends an [Pv4 TCP SYN packet with an
appropriate destination port and an IP Option set to the ifl interface

e. Using the network traffic analyser, the tester verifies that the IP packet is
received by the network product but no ACK message is sent back. This
confirms the packet is dropped as expected from the filtering rule.

3. The tester configures on the network product a filtering rule to drop all incoming
packets based on specific Extension Header Types, e.g. packets with the Routing
Header extension. Step 3 may be skipped if the network product does not support
[Pve6.

a. Using the tool (e.g. Scapy) the tester sends from the tester machine an IPv6
TCP SYN packet with an appropriate destination port to if1 interface without
setting any extension header

b. Using the network traffic analyser, the tester verifies that the IP packet is
received by the network product and the tester verifies that the
corresponding ACK message is sent back.

c. Using the tool (e.g. Scapy) the tester sends an [IPv6 TCP SYN packet with an
appropriate destination port and an extension header set to the if1 interface

d. Using the network traffic analyser, the tester verifies that the IP packet is
received by the network product but no ACK message is sent back. This
confirms the packet is dropped as expected from the filtering rule.

9. Expected Results for Pass: The network product discards IPv4 packets with
unnecessary options or IPv6 packets (assuming the network product supports [Pv6)
with extension header.

10. Expected Format of Evidence:
- Pcap trace
- Screenshot

11. Test Execution:

11.1 Test Case Number: 01
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11.1.1 Test Case Name: [P_OPTIONS_FILTERING

11.1.2 Test Case Description: Verify that [P packets with unnecessary options shall
not be processed.

11.1.3 Execution Steps:

DUT ping from tester machine: Before ACL apply.

E(“ yine 192 '.':’-i,fif-.i

PING 192.168.1.51 (192.168.1.51) 56(84) bytes of data.
bytes from 192.168.1.51: icmp_seq=2 ttl=128 time=21.8
bytes from 192.168.1.51: icmp_seq=3 ttl=128 time=8.97
bytes from 192.168.1.51: icmp_seq=4 ttl=128 time=11.3
bytes from 192.168.1.51: icmp_seq=5 tt1=128 time=16.6
bytes from 192.168.1.51: icmp_seq=6 ttl=128 time=10.3
bytes from 192.168.1.51: icmp_seq=7 tt1l=128 time=10.0
bytes from 192.168.1.51: icmp_seq=8 ttl=128 time=10.7

--- 192.168.1.51 ping statistics ---
8 packets transmitted, 7 received, 12.5% packet loss, time 7034ms
rtt min/avg/max/mdev = 8.971/12.814/21.769/4.319 ms
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AD A =ERARE@ © ¢ D% K>KE

Time Protoco ¥ Length Info

0.000000000 o R . ATST Echo request
.010909820 . g . g (ping) reply
.001293249 3 ¢ 5 % (ping) request
.010624797 . 5 B = 3 (ping) reply
.003149607 : 5 : 3 (ping) request
.013698952 . g . 5 (ping) reply
.004919110 s 5 s g (ping) request
.014112597 " % I " f (ping) reply
.006473523 : . . 3 (ping) request
.022151131 . s B . y (ping) reply
.008696650 5 ¢ 5 x (ping) request
.018002817 R S R 3 (ping) reply
.010597815 . 5 . ° (ping) request
.021120095 . A5 1 . s (ping) reply
.012352029 . 5 . . (ping) request
.022702597 s £ b s i (ping) reply
.014361544 : < s N (ping) request
.024659214 . g . 3 (ping) reply
.015838786 i

Identification: Oxdee2 (57058)

» ©10. .... = Flags: 0x2, Don't fragment
...0 0OOO POOEO EEEO = Fragment Offset: ©
Time to Live: 64
Protocol: ICMP (1)

Header Checksum: ©xbac2 [validation disab’
[Header checksum status: Unverified]
Source Address: 192.168.30.128
Destination Address: 192.168.1.51
[Stream index: 0]

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: ©x82ba [correct]
[Checksum Status: Good]
Identifier (BE): 3542 (0x0dd6)
Identifier (LE): 54797 (0xd6ed)
Sequence Number (BE): 8 (©6x0008)
Sequence Number (LE): 2048 (0Ox0800)

1
2
3
4
5
6
7
8
9

0
1
1,
2
2
3
3
4
4
5
S
6
6
7
7
8
8

©

Above screenshot showing that tester machine, can getting ping reply from DUT.

Send ICMP Packet Using Scapy: Before ACL apply
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/home/kali

scapy
[sudo] password for kali:
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().

aSPY//YASa
apyyyycy//////////YCa
sY//////¥YSpcs scpCY//Pp
ayp avyyyyyysSCp//Pp syY//C
AYASAYYYYYYYY///Ps cY//S
pCCCCY//p cSSps y//Y
SPPPP///a pP///AC//Y
A//A cyP////C
p///Ac sC///a
P////YCpc A//A
scccececp///pSP///p p//Y
sY/////////y caa S//P
cayCyayP//Ya pY/Ya
sY/PsY////YCc aC//Yp
sc sccaCY//PCypaapyCP//YSs
spCPY//////YPSps
ccaacs
using IPython 8.30.0
x=IP(ttl=64%)
X Src="1
X.dst="192.
x=x/ICMP()/ al
send(x, count=2)

Sent 2 packets.

Packet is captured via Wireshark on kali, to see the packets running from kali as
source (192.168.245.128) & DUT interface as destination (192.168.1.51)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R BE@® a ¢ »n«>»W Hooo R
1.51

8.
8: 168.1.51 8.245,128
398 2150.6832473.. 192.168.1.51 192.168.245.128

PVP H
Mo3

0 an
a Packe T Sender

42661205061636b65742053656e646572

® & Data(data.data), Packets: 416 - Displayed: 7 (1.7%) Profile: Defautt

Sent the packet with IP options by scapy: Before ACL apply
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rr_option = IPOption(b + b
pkt = IP(dst="192.168.1.51", options=[rr_option]) / ICMP()
send(pkt)

Sent 1 packets.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R RAB@ ae¢»>n«>»>MHEooolR

A [ip.addr == 192.168.1.51

No.

Time Source Destination Protocol Length Info
67.896039077  192.168.245.128 192.168.1.51 TcHP 56 Echo (ping) request 1d=0x0808, seq=0/0, Cttl=64 (no response found!)

c 0
® L Total Length (ip.len), 2 bytes Packets: 17 - Displayed: 1(5.9%) Profile: Default

The DUT does not respond to IP packets containing the Record Route (RR) option
because, by default, Cisco [0S XE ignores IP packets with IP options for performance
and security reasons

Create ACL on DUT.
cisco4300(config)#ip access-list extended BLOCK_IP_OPTIONS
cisco4300(config-ext-nacl)# deny ip any any option any-options
cisco4300(config-ext-nacl)#permit ip any any

Applying ACL on interface GigabitEthernet0/0/0

cisco4300(contig)#ip access-list extended BLOCK_IP_OPTIONS
cisco4300(config-ext-nacl)# deny ip any any option any-options
cisco4300(config-ext-nacl)#fpermit ip any any

cisco4300(config-ext-nacl)#finterface GigabitEthernet0/0/0
cisco4300(config-if)#ip access-group BLOCK_IP_OPTIONS in
cisco4300(config-if)#j}

After ACL applied Sent the packet without IP options by scapy and captured the
Wireshark packets
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/home/kali
scapy
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().

aSPY//YASa
apyyyyCy////7/////¥Ca

sY//////¥YSpcs scpCY//Pp

ayp ayyyyyyyscp//Pp syY//C
AYASAYYYYYYYY ///Ps cY//S
pccccy//p cSSps y//Y
SPPPP///a pP///AC//Y
A//A cyP////C
p///Ac sC///a
P////YCpc A//A
scccccp///pSP///p p//Y
sY/////////y caa S//P
cayCyayP//Ya pY/Ya
sY/PsY////YCc aC//Yp

sc sccaCY//PCypaapyCP//YSs

spCPY//////YPSps
ccaacs
using IPython 8.30.0
pkt = IP(dst="192.168 51") / TCP(dport=80, flags='S")
send(pkt)

Sent 1 packets.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAOG R RABR A c»n«>rAEcoolE
W [ip.addr == 192168151
No. e Destination

2 1

th: 20 bytes (5)
©x00 (DSCP: €S8, ECN: Not-ECT)

® L wireshark_anyBFQP42 pcapng Packets: 29 - Displayed: 3 (10.3%) Profile: Defauit

The screenshot above confirms that the DUT successfully received an IP packet
without any IP options, and an ACK response was generated accordingly.

After ACL applied Sent the packet with IP options by scapy and captured the
Wireshark packets

rr_option = IPOption(b +b
pkt = IP(dst="192.168.1.51", options=[rr_option]) / ICMP()
send(pkt)

Sent 1 packets.
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ADAOG R ABR a ¢cH»n«>»MEococlR

No.

Time Source De: Protocol Length Info
67.896030077  192.168.245.128 cHP 56 Echo (ping) request id=0x0BON, seq=0/0, ttl=64 (no response found!)

® & Total Length (ip.ten), Packets: 17 - Displayed: 1(5.9%) Profile: Default

The screenshot above confirms that the DUT received an IP packet containing an IP
option, and no corresponding ACK message was sent in response.

11.1.4 Test Observations: It is observed from the Wireshark output that DUT drops
[Pv4 packet with IP option set and there is no response seen from DUT. This is
also the default behaviour of DUT without ACL.

11.2 Test Case Number: 2
11.2.1 Test Case Name: EXTENSION_HEADERS_FILTERING
11.2.2 Test Case Description: Verify that IP packets (ipv6) with unnecessary extension
headers shall not be processed.
11.2.3 Execution Steps:

“ICMP -Ipv6”
DUT ping from tester machine: Before ACL apply.
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~

PING 2001:db8:1::1 (2001:db8:1::1) 56 data bytes

64 bytes from 2001:db8:1::1: icmp_seq=1 ttl=64 time=3.40 ms
64 bytes from 2001:db8: icmp_seq=2 ttl=64 time=1.17 ms
64 bytes from 2001:db8: icmp_seq=3 ttl=64 time=1.17 ms
64 bytes from 2001:db8: icmp_seq=4 ttl=64 time=1.09 ms
64 bytes from 2001:db8: icmp_seq=5 ttl=64 time=1.13 ms
64 bytes from 2001:db8: icmp_seq=6 ttl=64 time=1.27 ms
64 bytes from 2001:db8: icmp_seq=7 ttl=64 time=1.30 ms
64 bytes from 2001:db8: icmp_seq=8 ttl=64 time=1.05 ms
64 bytes from 2001:db8: icmp_seq=9 ttl=64 time=1.15 ms
64 bytes from 2001:db8: icmp_seq=10 ttl=64 time=1.23 ms
64 bytes from 2001:db8: icmp_seqg=11 ttl=64 time=1.05 ms
64 bytes from 2001:db8: icmp_seq=12 ttl=64 time=1.11 ms
64 bytes from 2001:db8: icmp_seq=13 ttl=64 time=0.984 ms
64 bytes from 2001:db8: icmp_seq=14 ttl=64 time=1.16 ms
64 bytes from 2001:db8: icmp_seq=15 ttl=64 time=1.15 ms
64 bytes from 2001:db8: icmp_seqg=16 ttl=64 time=1.07 ms
64 bytes from 2001:db8: icmp_seq=17 ttl=64 time=1.05 ms
64 bytes from 2001:db8: icmp_seq=18 ttl=64 time=1.14 ms
64 bytes from 2001:db8: icmp_seq=19 ttl=64 time=1.08 ms
64 bytes from 2001:db8: icmp_seq=20 ttl=64 time=0.984 ms
64 bytes from 2001:db8: icmp_seq=21 ttl=64 time=1.22 ms
64 bytes from 2001:db8: icmp_seq=22 ttl=64 time=1.22 ms
64 bytes from 2001:db8: icmp_seq=23 ttl=64 time=1.18 ms
64 bytes from 2001:db8: icmp_seq=24 ttl=64 time=1.70 ms
64 bytes from 2001:db8: icmp_seq=25 ttl=64 time=1.14 ms
64 bytes from 2001:db8: icmp_seq=26 ttl=64 time=1.18 ms
64 bytes from 2001:db8: icmp_seq=27 ttl=64 time=1.05 ms
64 bytes from 2001:db8: icmp_seq=28 ttl=64 time=1.02 ms
64 bytes from 2001:db8: icmp_seq=29 ttl=64 time=1.34 ms
64 bytes from 2001:db8: icmp_seq=30 ttl=64 time=1.46 ms
64 bytes from 2001:db8: icmp_seq=31 ttl=64 time=1.31 ms
64 T :db8: j seg=32 ttl=64 time=1.41 ms

e e T e e e e T e i e e S e B e o e e e S S S S S S S S
L e e o e S o B e T TR S Sy Sy Sy Wy WY

ADA® cBB@ a « >0« >WEooo @E
(W]ipv6.addr == 2001:db8:1:1

Time So Destination Protocol Length Info
2001 :db8:1;:1 118 Echo (ping) request id=px0984, seq=g, hop limit=64 (reply in &)
( 3

118 Echo (ping
118 E

1CHPVE
1

IC

ytes captured (944 bits) on interface 0 5 e5 do 10 60 Oc 29 a0 ed c5 86 dd 60 69
a0:ed:c5), Dst: Cisco_e5:de:10 (d0:ec:35:e5:de:10) 6 92 3a 40 20 01 0d 61 00 00 00 00
10 (d6:ec:35:e5:d0:10) 60 00 69 60 06 10 20 61 © 00 60 00 00
5 (00:6c:29:a0:ed:c5) 60 06 60 60 0 61 80 60 00 09 f5 60
ff 67 60 00 60 08 Sb 65 63 00 B0 60 00 6O TOWNY
12 13 1415 16 17 18719 1a 1b Ic 1d de 1f 20 21
on 6, Src: 2001:db8:1::10, Dst: 2001:db8:1::1 22 23 24 25 26 27 28 29 2a 2b 2 2d 2e 2f 30 31  “#SNA!
32 33 34 35 36 37 234567
= Traffic Cla 60 (DSCP: €SO, ECN: Not-ECT)
e ent vices Codepoint: Default (0)
o = n Notification: Not ECN-Capable Transp
110 1601 0016 = Flow Label: 0x9e692
64

oute found for IPv6 destinatio 001:db8:1::1 (no default route?)
WARNING: No route found for IPv6 d na Z 1:db8:1::1 (no default route?)

WARNING: more No route found for IPv6 destination 2001:db8:1::1 (no default route?)

Sent 1 packets.
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Qée»>n<«>»>xFEcoocEHEB

Packets: 100 - Displayed: 3 (3.0%) Profile: Default

Create ACL on DUT.
ciscol300(contig)#

ciscol300(config)#ipv6 access-list BLOCK-EXT-HDR
ciscol300(config-ipv6—acl)#deny ipv6 any any routing
ciscol300(config-ipv6—acl)# deny ipv6 any any hbh
ciscol300(config-ipv6—acl)# deny ipv6 any any dest-option
ciscoli300(config-ipv6-acl)# deny ipv6 any any fragments
ciscol300(config-ipv6—acl)# deny ipv6 any any auth
ciscol300(config-ipv6—acl)#
ciscol300(config-ipv6-acl)# deny ipv6 any any mobility
ciscol300(config-ipv6-acl)# permit ipv6 any any
ciscol300(config-ipv6-acl)#|
ciscoli300(config-ipv6—acl)#deny ipv6 any any ?
auth Match on authentication header
dest-option Destination Option header (all types)
dest-option-type Destination Option header with type
dscp Match packets with given dscp value
flow-label Flow label
fragments Check non-initial fragments
hbh Match on hop-by-hop option
log Log matches against this entry
log-input Log matches against this entry, including input
mobility Mobility header (all types)
mobility-type Mobility header with type
routing Routing header (all types)
routing-type Routing header with type
sequence Sequence number for this entry
time-range Specify a time-range
undetermined-transport Transport cannot be determined or is missing
<Ccr-> <Ccr->

Applying ACL on interface GigabitEthernet0/0/0
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ciscol300(config-if)#interface GigabitEthernet®/0/0

ciscol300(config-if)#ipvé traffic—filter BLOCK-EXT-HDR in
ciscol300(config-if)#

After ACL applied Sent the packet without extension headers by scapy and captured
the Wireshark packets

~

INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().

asPY//YASa
apyyyyCy//////7///7/YCa
sY//////YSpcs scpCY//Pp
ayp ayyyyyyyscp//Pp syY//C
AYASAYYYYYYYY///Ps cY//S
pCCCCY//p cSSps v//Y
SPPPP///a pP///AC//Y
A//A cyP////C
p///Ac sC///a
P////YCpc A//A
scccccp///pSP///p p//Y
sY/////////y caa S//P
cayCyayP//Ya pY/Ya
sY/PsY////YCc aC//Yp
sc sccaCY//PCypaapyCP//YSs
spCPY//////YPSps
ccaacs
using IPython 8.30.0
send(IPv6(dst="2001:db8:1::1")/ICMPv6EchoRequest())

Sent 1 packets.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG cRB@ acH>»n«>MEooolR
A [ipv6.addr == 2001:4b8:1::1 =)+

Destination Protocol _Length Info

Not ECN-Capable Transy
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ADAOG R RBR a2 «cH»n«>»MEoooclR

91:0D8: 1
2001:db8: 1 91:db8: 1

(r
request in 768)

t-ECT)

Time: 1.642 ms]

® B ethO: <live capture in progress> Packets: 1633 - Displayed: 3 (0.2%) Profile: Default

The screenshot above confirms that the DUT successfully received an IP packet without
any extension headers, and an reply was generated accordingly.

After ACL applied Sent the packet with extension headers by scapy and captured the
Wireshark packets

routing_header = IPv6ExtHdrRouting(addresses=["2 B2a gt =2 ibg8::2"])
pkt_with_options = IPv6(dst= 1") / routing_header / ICMPv6EchoRequest() / Raw(load=
pkt_with_options.show()

[ Tt

[ 1t

send(pkt_with_options)

Sent 1 packets.
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ADAOG R BBR@ a«c»>n«>PMEooclR

A ipv6.addr == 2001:db8:1:1
No. Destination Protocol

Time Source
69'4.670617185  2001:dbB:1::10 2001:db8::2 ICHPVE
84 54 108:1 1:db 1

Ad s[2]: 2 dbs: :2
QInternet Contro age Protocol V6

Length Info
130 Echo (ping) request 1d=0x0808,

5eq=9, hop limit=64 (no response found!)

1 63 6l Pa cket wit
68 20 65 78 74 65 6e 73 ©9 6f Ge 20 68 65 61 64 h extens ion head
65 72 er

Packets: 403 - Displayed: 2 (0.5%)

- B -

16 77 Pa cket Wit
68720765 78 74 65 6e 73 69 6f be 28 68 65 61 64 h extens ion head
5 72 er

Packets: 934 - Displayed: 6 (0.6%)

Profile: Defautt

The screenshot above confirms that the DUT received an IP packet containing an extension
headers, and DUT responds with an ICMPv6 Parameter Problem message to inform the
sender that the packet was invalid.

11.2.4 Test Observations: It is observed from the Wireshark output that DUT drops
[Pv6 packet with unnecessary extension headers set and DUT responds with
an ICMPv6 Parameter Problem message to inform the sender that the
packet was invalid.

11.3 Test Case Number: 3
11.3.1
11.3.2

Test Case Name: EXCEPTIONAL_FILTERING
Test Case Description: Test case to Configure and apply ACL for handling

exceptional requirement of allowing IP options and extension headers

11.3.3

Execution Steps:

e Modify ACL on DUT for Exceptions
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ciscol300(config)#ipv6 access—list BLOCK-EXT-HDR
ciscol300(config-ipv6—acl)#permit ipv6 any any routing

ciscol300(config-ipv6—acl)#exit

ciscol300(config)#interface GigabitEthernet®/0/0
ciscol300(config-if)#ipv6 traffic—filter BLOCK-EXT-HDR in

In above screenshots, the tester modified the ACL to allow for exceptional extension
headers.

cisco4300f#conf t
Enter configuration commands, one per line. End with CNTL/Z.
cisco4300(config)#tip acc
cisco4300(config)#ip access-list exte
cisco4300(config)#ip access-list extended BLOCK_IP_OPTION
cisco4300(config-ext-nacl)#tpermit ip any any option re
cisco4300(config-ext-nacl )#ipermit ip any any option record-route
cisco4300(config-ext-nacl)#deny ip any any option any-
cisco4300(config-ext-nacl)#tdeny ip any any option any-options
cisco4300(config-ext-nacl )#ipermit ip any any

)

cisco4300(config-ext-nacl)ftexit
cisco4300(config)#tinterface GigabitEthernet/0/0
cisco4300(config-if )#tip acc

cisco4300(config-if)#ip access-group BLO
cisco4300(config-if )#ip access-group BLOCK_IP_OPTION in

(

(

(

(

(

(

(
cisco4300(config-ext-nacl)#tinterf
(

(

(

(

(
cisco4300(config-if)#f]

In above screenshots, the tester modified the ACL to allow for exceptional IP Option.

e After Exceptions ACL applied Sent the packet with exceptional IP options
header by scapy and captured the Wireshark packets
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ent 1 packets.
rr_option = IPOption( x g x@4] + [0x00] * )

packet = IP(dst="1 ; 1", options=[rr_option]) / ICMP()

packet.show()

send(packet)
[ jf:=:=:

Sent 1 packets.

. Capturing from eth0.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG® cBAB@ac¢>n<«>MEooo0 R

A [ip.addr == 192.168.1.51

No. Time Source Destination Protocol Length Info
ICHP 2

481 34144743476 192,168,1.59 192.168,1.51 Echo (ping) request 1d=0x0608, seq=0/8, ttl=od (reply in 482)
482 34.145339623 192.168.1.51 192.168.1.59 1CHP 82 Echo (ping) reply  1d=0x0060, seq=0/8, Ctl=255 (request in 481)

Frame 481: 82 bytes on wire (656 bits), 82 by captured (656 bits) on interface ethe, id @ ec 5 dg 10 00 6
Ethernet II, VMware_a0:ed:c5 (00:0c:29:a0:ed:c5), Dst: Cisco_e5:d0:10 (do:ec:35:e5:d0:10) 44 00 01 60 00 40
+ Destination: Cisco_e5:d0:10 (d0:ec:35:e5:d0:10) 33 07 27 64 00 00 00
Source: VMware_a0:ed:c5 (00:6c:29:a0:ed:cS) 0 00 00 06 68 00 09 00
1Pv4 (6x8800) 00 00 B0 60 00 0O B8 60
[Strean index: 15) 00
net Protocol Version 4, Src

sage Protocol

ADACG G RABR@ac >»n«>MEceooER

[W]ip.addr==1921681.51

af
co
00

90
00

00
a8
00
00
00

No. Time re Destination Protocol Length Info
+ 481 34.144743476 192.168.1.59 192.168.1.51 ICHP 82 Echo (ping) request 10=6x0080, 5eq=6/0, ttl=64 (reply in
482 34.,145339623  192.108,1.51 192.168.1.59 TCHP. 82 Echo (ping) reply  10-0x0099, $eq=0/9, ttl=255 (request

» Frame 482: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface etho 3 6c 29 a6 ed c5 do ec
- Ethernet II, Src: Cisco_e5:de:10 (d8:ec:35:e5:d6:10), Dst: VMware_a:ed:c5 (00:6c:29 d 90 44 00 61 06 00 ff 61

» Destination: VMware_a0:ed:cS (00:0c:29:a0:ed:c5) 91 3b 07 27 B8 ¢6 a8 61
» Source: Cisco_e5:d0:10 (de:ec:35:e5:d0:10) 50 60 00 60 09 00 60 0O

Type: IPvd (0x08600) 60 00 00 80 60 00 00

[Stream index: 15] 50 00

rnet Protocol Version 4, Src: 192.168.1
n: 4
1 Header Length: 68 bytes (15)

» Differentiated Services Field: ©x08 (DSCP: CS8, ECN: Not-ECT)

Total Length: 68

Identification: €x001 (1)
» 000. .... = Flags: 0x0

© 0000 6060 0000 = Fragment Offset: @

Time to Live

Protocol: ICMP (1)

Header Checksum: ©x4310 [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.1.51

Destination Address: 192.168.1.59
» Options: ( ), Record Route

@ internet Control Message Protocol
Type: @ (ECho (ping) reply)
Code: 0
Checksum: ©x6880 incorrect, should be 6x!
» [Expert Info (Warning/Checksum): Bad checksum [should be Oxffff]]
[Checksum Status: Bad]
Ident r (BE): ©@ (0x0000)
Identifier (LE): © (0x0600)
Sequence Number (BE): © (8x0000)
Sequence Number (LE): © (0x0000)

[Response time: 0.596 ms]

00

06

00 &




e After Exceptions ACL applied Sent the packet with extension headers by scapy and
captured the Wireshark packets

Sent 1 packets.
dst_opt = IPv6ExtHdrDestOpt(optio
pkt = IPv6(dst="2001:db8:1::1")
send(pkt)

ns=[Pad1(), PadN(optdata=b
/ dst_opt / ICMPv6EchoRequest()

Sent 1 packets.

e A elephony oo
AOAG s RBRacr>»n«>»AEocooER
W[ipv6.addr == 2007:db81:1

No. Time Source
56 5.995904280  2001:db8

Destination Protocol Length Info
2601:db8' ICMPVE 70 Echo (ping) request , hop limit=64 (reply in 57)
2001:db8 1CMPVE hop Limit=64 (request in 56)

+ Frame 56: 76 bytes on wire (560 bits its) on interface etho, id 0 d9 ec 35 e5 do 10 60 6
~ Ethernet II, Src: VM ted:c5 (O Dst co_e5:d0:10 (de: 5:e5:d0:10)
5:d6:16 (do L

0 ed ¢5 86 dd 60 00
06 00 60 10 3c

8 o ) 00
1 od b8
00 0 01 3 00 01
[Stream index
- Internet Protocol

E 20601:db8:1::10, Dst: 2601:db8:1::1
= Version: 6

o = Traffic Class: 8x60 (DSCP: €SO, ECN: Not-ECT)
= Flow Label: 6x00000
payload Length: 16
Next Header: Destination Options fo
Hop Limit: 64
+ Source Addr 2061:db8:1: :10
s: 2001:db8:1::1

r IPV6 (60)

+ Destination Options for IPVG
« Internet Control Message Protocol vé

Type: Echo (ping) request (128)
de: 0

0x2438 [correct)
od]

® L indicates the type of the message (icmpv6.type), 1 byte

Packets: 131 Displayed: 2 (1.5%) Profile: Default
ADACcRBE@ acr»n«>EEooo@lR

N |ipv.addr == 2001:db8:1:1

Source Destination Protocol_Length Info
26

76 Echo (ping) request 14=6x0866, hop Limit

erface etho

a0 ed c5 d ec 35 e5 do 10 86 dd 60 00
29:28 5 0

8
’ 00 00 06 0 16 B1 60 23
Type: IPv6 (x86dd)
[Stream index: 5]

2001:db8:1::1, Dst: 2001:dbs:1::18

= Traffic Class
3060 0000 0000 0699 = Flow Label: 000000
load Length: 8
eader: ICHPVG (58)
Hop Limit: 64
» Source Address
» Destination Add
eam index: 0]
- Internet Control Message Protocol v6

Type: Echo (ping) reply (129)
Code: ©

0xBO (DSCP: €S8, ECN: Not-ECT)

6x2338 [correct]
1 S Good]
0x008¢

[Response Time: 1.692 ms)

11.3.4 Test Observations: The tester observed that the DUT correctly handles the
exceptional requirement of allowing IP options and extension headers




12. Test Case Result:

S. | TEST CASE NAME PASS/FAIL | Remarks
No
1 TC_IP_OPTIONS_FILTERI | Pass As ACL was applied for
NG filtering of IPv4 packets with
unnecessary options, the ipv4
packets with unnecessary
options are being
filtered.
2 EXTENSION_HEADERS Pass As ACL was applied for
_FILTERING filtering of IPv6 packets with
unnecessary extension
headers, the ipv6 packets
with unnecessary options are
being filtered.
3 EXCEPTIONAL_ Pass The tester observed that the
FILTERING DUT correctly handles the

exceptional requirement of
allowing [P options and
extension headers
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Section 1.9 Vulnerability Testing Requirements

2.9.1 Fuzzing - Network and Application Level

<DUT Details: > Wi-Fi CPE (Physical Wi-Fi)

<DUT Software Version:> FortiWiFi-61F v7.0.12, build0523,230606

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration>
a98153fbb034b4a45ea72d179cc737e6108c3f1d1c009705630c93dea3b0b76977cad074
0ab8c a503cd7a743f7a9cd23772223b227658cc80920aa570a27d73d(SHA512)
<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> ITSAR402122401 and Version: 1.0.1

<OEM Supplied Document list: > Hash of DUT configuration is required

1. <ITSAR Section No & Name> Section 1.9: Vulnerability Testing Requirements

2. <Security Requirement No & Name > 1.9.1 Fuzzing - Network and Application Level
3. <Requirement Description:> The protocols supported by the Wi-Fi CPE shall be robust
when receiving unexpected or malformed inputs. This requirement shall be applicable for
both network level as well as application-level protocols supported by the equipment.

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.4]

4. DUT Confirmation Details:

e Use the command line interface to get details of the machine on which test is
conducted

e Use command to get Interfaces details

e Use command to get Application No/Version No & Kernel Info

Command used: get system interface (To find all interfaces in the DUT)
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FortiWiFi-61F # get system interface

= [ wanl ]

name: wanl mode: dhcp ip: 0.0.0.0 0.0.0.0 status: up netbios-forward: disable type: ph

ysical netflow-sampler: disable sflow-sampler: disable src-chec enable explicit-web-pr

oxy: disable explicit-ftp-proxy: disable proxy-captive-portal: disable mtu-override: disab

le wccp: disable drop-overlapped-fragment: disable drop-fragment: disable

=:'[wan2:]

name: wan2 mode: dhcp ip: 0.0.0.0 0.0.0.0 status: up netbios-forward: disable type: ph

ysical netflow-sampler: disable sflow-sampler: disable src-check: enable explicit-web-pr

oxy: disable explicit-ftp-proxy: disable proxy-captive-porta disable mtu-override: disab
wccp: disable drop-overlapped-fragment: disable drop-fragment: disable

mode: static ip: 10.10.10.1 255.255.255.0 status: up netbios-forward: disable
type: physical netflow-sampler: disable sflow-sampler: disable src-check: enable expli
cit-web-proxy: disable explicit-ftp-proxy: disable proxy-captive-portal: disable mtu-overr
ide: disable wccp: disable drop-overlapped-fragment: disable drop-fragment: disable
= [ internall ]
name: internall status: up type: physical
= [ internal2 ]
nam internal2 status: up type: physical
= [ internal3 ]
name: internal3 status: up type: physical
= [ internals ]
name: internal4 status: up type: physical
= [ internal5 ]
name: internal5 status: up type: physical
=1[al]
name: status: up type: physical src-check: enable aggregate: fortilink
= [
name: status: up type: physical src-check: enable aggregate: fortilink
= [ modem ]
name: modem mode: pppoe ip: 0.0.0.0 0.0.0.0 status: down netbios-forward: disable type
: physical netflow-sampler: disable sflow-sampler: disable src-check: enable explicit-we
b-proxy: disable explicit-ftp-proxy: disable proxy-captive-portal: disable mtu-override: d
isable wccp: disable drop-overlapped-fragment: disable drop-fragment: disable
= [ naf.root ]
name: naf.root ip: 0.0.0.0 0.0.0.0 status: up netbios-forward: disable type: tunnel net
flow-sampler: disable sflow-sampler: disable src-check: disable explicit-web-proxy: disabl
e explicit-ftp-proxy: disable proxy-captive-portal: disable wccp: disable
="E k2t root ]
name: 12t.root ip: 0.0.0.0 0.0.0.0 status: up netbios-forward: disable type: tunnel net

Command used: show system status (To get Application
No/Version No & Kernel Info)

FortiWiFi-61F # get system status
Version: FortiWiFi-61F v7.0.12,build@523,230606 (GA.M)
Security Level: 2

Firmware Signature: certified

Virus-DB: 1.00000(2018-04-09 18:07)

Extended DB: 1.00000(2018-04-09 18:07)

AV AI/ML Model: 0.00000(2001-01-01 00:00)

IPS-DB: 6.00741(2015-12-01 02:30)

IPS-ETDB: 0.00000(2001-01-01 00:00)

APP-DB: 6.00741(2015-12-01 02:30)

INDUSTRIAL-DB: 6.00741(2015-12-01 02:30)

IPS Malicious URL Database: 1.00001(2015-01-01 01:01)
Serial-Number: FWF61FTK21000017

BIOS version: 05000100

System Part-Number: P24307-03

Log hard disk: Available

Hostname: FortiWiFi-61F

Private Encryption: Disable

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, @ in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Branch point: 0523

Release Version Information: GA

System time: Fri Oct 25 12:28:27 2024

Last reboot reason: power cycle

FortiwiFi-61F # ]

Note: Tester have used Zyxel PMG5617-R20B DUT for the Test Case 6
Login into the DUT with IP 192.168.1.1
By entering the correct credentials
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© ChatGPT () Nessus Professions

B9 SQU injection vuinerab... R CC32205F-LAUNCHAL

ZYXE

Access the Zyxel PMG5617-R20B management interface (usually via web GUI).

ZYXEL

Connection
Status

J

PMG5617-R20B [Engisn ]

B9 s0Linjection vulnerab... & CCI2205F-LAUNCHAL.

Status
Retresh Intervat: | None

Intertace
\@airelbroadoand in L
Lan2

1 up +311294144709@0) Ims airteLin

5. DUT Configuration:

Test Machine with Fuzzing tool loaded should be connected to the DUT. The DUT
is connected to the fuzzing tool via LAN cable.

Load the Fuzzing tool and input the protocol specific parameters of DUT on the
tool.

6. Preconditions

The tester has the privileges to log in the network product and to access all system
resources (e.g. log files)
A list of all available network services containing at least the following information
shall be included in the documentation accompanying the Network Product:

o all interfaces providing IP-based protocols;

o the available transport layer protocols on these interfaces;
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o their open ports and associated services;
o and a free-form description of their purposes.

NOTE: This list is to be validated as part of the BVT port scanning activity.

The robustness and fuzzing tools that are selected for this test shall utilize state-of-
the-art technology to identify input which causes the Network Product to behave in
an unspecified, undocumented, or unexpected manner.

Fuzz testing tools are a highly sophisticated technology and adaptation to the
individual protocols in question is needed to be effective. Therefore, there is a lack
of available effective fuzz testing tools available especially for protocols proprietary
to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs
shall acquire fuzz testing tools for those protocols where commercially feasible.

It needs to be taken into account that fuzz testing tools might show drastic
differences in terms of effectiveness. The accredited test lab is expected to have
sufficient expertise to recognize the level of effectiveness of the available tools.

A network traffic analyser on the network product (e.g. TCPDUMP) or an external
traffic analyser directly connected to the network product and on a tester machine
is available.

7. Test Objective: - To verify that the network product provides externally reachable
services which are robust against unexpected input.
8. Test Plan

NOTE: Tester should perform fuzzing in full mode on each protocol. In case, if the

completion of fuzzing is not possible in reasonable period (as notified by NCCS) then tester

can opt for balanced mode fuzzing for such protocols.

8.1. Number of Test Scenarios: [Separate Testcase for each protocol as notified by NCCS.]

8.1.1 Test Case:01
8.1.2 Test Name: ARP Fuzz Test
8.1.3 Test Description: Tester to perform the ARP fuzzing test on the DUT

8.2 Test Bed Diagram

AP + Controller mode:
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Controller 2

Client3

Controller 1 N é
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M ‘_-5 PC(Console/SSH/HTTPS)
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é y 7 AP1
On-Premise L2 Switch i
Management .

Solution

ISP N
Router o

Cloud Client1 Client2

Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :

W] - PC(Console/SSHHTTPS)
L =

i ¥
A P .
== ’ ~
T / AP(irtual s,

On-Premise /" Controller)
Management ~
Solution

Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

Note: Here selecting ARP server test suite in the Defensics means Tool will act as an ARP
client and DUT will act as ARP server.

8.3 Tools Required: - Black Duck (Defences ) Fuzzing Tool

8.4 Test Execution Steps
1. Execution of available effective fuzzing tools against the protocols available via

interfaces providing Application-based protocols of the Network Product for an
amount of time sufficient to be effective.
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2. Execution of available effective robustness test tools against the protocols available
via interfaces providing IP-based protocols of the Network Product for an amount
of time sufficient to be effective. (Use of TCP/UDP Packets with underlying IP
packets also works)

3. For both step 1 and 2:

o Using a network traffic analyser on the network product (e.g.
TCPDUMP /Wireshark) or an external traffic analyser directly connected to the
network product, the tester verifies that the packets are correctly processed
by the network product.

o The testers verifies that the network product and any running network service
does not crash.

o The execution of tests shall run sufficient times.

Note: Fuzz testing to be performed with direct connection between the tool and DUT. Also,
any IDS/IP, firewall to be disabled if present on the DUT during fuzzing.

9. Expected Results for Pass:- A list of all of the protocols of the network product
reachable externally on an IP-based interface, together with an indication whether effective
available robustness and fuzz testing tools have been used against them, shall be part of the
testing documentation. If no tool can be acquired for a protocol, a free form statement
should explain why not.

The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used
settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description
of this behaviour shall be highlighted in the testing documentation.

COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to
different non-deterministic variables in their implementation. At some point the tool’s
documentation may even mention that the failing test shall be repeated to check whether
itisreally a recurring problem or not. The tester shall make best effort to determine if there
is an issue with NE or the test tool and if necessary, work with the vendor of the network
product to come to a consensus on the test result outcome.

10. Expected Form of Evidence:- A testing report which will consist of the following
information:
e The used tool(s) name and version information,
e Settings and configurations used
e The output log file of the chosen tool that displays the results (passed/failed).
e Screenshot
e Testresult (Passed or not)
e Log/evidence tracing possible crashes
e Any input causing unspecified, undocumented, or unexpected behaviour.
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11. Test Execution

Note: Testing to be performed for all externally reachable network and application layer
protocols supported by the DUT on externally reachable interface. Following general
instruction needs to be followed by the tester while performing fuzz test:

¢ Timeout - Acceptable response time before DUT is considered in DOS. This affects
pass/fail criteria for the test-cases. It should be a value that is mutually agreeable
between tester and the DUT vendor.

e TCP Timeout - Time that the test driver will wait for a request to be sent to the
tested implementation when using TCP transport, provided in milliseconds

e Fail limit defines the number of consecutive instrumentations that need to be
unsuccessful for a testcase to be regarded as “Failed”. Typically, a value of either 2 or
3 is recommended.

¢ Instrumentation Frequency determines after how many test cases are run before
instrumentation is executed. ¥ Recommended value is 1.

e Collect DUT logs and packet captures and attach them with test-report for issue
reporting.

11.1 Test Case Number: 01
11.1.1 Test Case Name: ARP Fuzz Test
11.1.2 Test Case Description: Tester to perform the ARP fuzzing test on the DUT
11.1.3 Execution Steps:

Step 1: Configure the target [P address and the target MAC address
8 Defensics
File Suites Groups Utilities Help

PHEIN LD /IS4 D> I &5 0O

Defensics status  All Results @ ARP-Server [finished]

Basic
M

Target IP address: 192.168.21.87 v|
oy Virtual
¥ |rt).‘na‘ addresses Target MAC address: | e8:ed:d6:64:2b:58
& Additional settings
=_—— ~ || Name of network device: F eth5 : Broadcom NetXtreme Gigabit Ethernet

ﬂ 2) Interoperability Auto confiowre. @
lﬁ, 3) Advanced q
923 4) Instrumentation €
* 5) Test cases

5 6) Testrun

;:)' 7) Results g

t‘] 8) Remediation

Step 2: Defensics automatically taken the Virtual IP address as 192.168.21.128.
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© Defensics
File Suites Groups Utilities Help

PREINILO (/ISP II QR IOO

Defensics status  All Results  © ARP-Server [finished]

/ i a : ~Virtual addresses i

7

twa’ Virtual addresses (7] Auto configure
| % Additional settings

Virtual MAC: ‘Oa:co:de:fe:38:49 v |

gamwmnww

VLANDD: | |

I HAdvanced @
97 4) Instrumentation
B 5 Test cases

B 6) Testrun

) DResuts 4

{1‘ 8) Remediation

Step 3: Tester has not change anything in the Additional settings
e Defensics

File Suites Groups Utilities Help

PHENILO | /ISDEP I @O0

Defensics status  All Results @ ARP-Server [finished]

‘ - Additional settings ‘

o e |
/ Basic Pad Ethernet frames to 60 bytes: (@
&% Virtual addresses

fw’ Additional settings

B 2 mteroperabiity ”
I dadvanced @
97 4) Instrumentation
"snmams
B 6) Testrun
L\ D Resuits 4

ﬂ 8) Remediation

Step 4: Then Tester navigate to the Interoperability and test the compatibility.

@ Defensics

File Suites Groups Utilities Help

PHEINILO /B SBHED IT R F OO
Defensics status Al Results @ ARP-Server [finished] @ SSHv2-Server [finished]

= = ‘
/ 1) Basic P Interoperability {
4 Change message sequence

Unicast ARP (Selactable from 3 sequences)
Send unicast ARP messages

&% 3) Advanced q
D9 ion @ ||| Test i
* 5) Test cases . Test . Cancel test ﬂ
B> & Testrun 1 from the 4 total test groups passed, the failed groups are excuded from the test suite. There are also 3 groups which does not wait any response from SUT so
interoperabilty of them is unknown. Groups can be manually enabled or re-probed if suite settings in basic settings are changed.

1] 7) Resuits ]

| (L

! gratuitous-arp-nicast ™ [2) Log
g gratuitous-arp-unicastresponse ™ [ Log
g arp-probe-unicast ™ 5] Log
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Tester have not changed any thing in the Run control.

e Defensics
| File Suites Groups Utilities Help

>PHEINALO | /HScE> 95 @ 3|00

\ Defensics status  All Results @ ARP-Server [finished]

T ]
/ 1) Basic )| Run control |
- Timeout for received messages (ms): | 1000 v |
B 2 mteroperabiity
Packet rate limit (ms): | 0 v|
______ Loop test cases: O
& Logging Test case delay (ms): |0 v |
8 Capture Valid case instrumentation delay (ms): | -1 ~ |
CVSS 3.0
'g i Repeat test case: | 1 v |
¥ Scoring
| Attempts to send a test case: | 1 v |
%) 4) Instrumentaton || Stop ariteria
* 5) Test cases Max instrumentations before stop: | v ‘
Max instrumentation time before stop (min): | v|
b 6) Test run
Limit running time: | v ‘
1) 7) Resilts 4 Limit test cases: | v|
y 8) Remediation Max failed cases before stop: | v
|
Unload suite after testrun: O
e Defensics

| File Suites Groups Utilities Help
Y TIEERPA EEY IR
z Defensics status  All Results @ ARP-Server [finished]

| T
! / 1) Basic @ || Capture )
Capture network traffic: 2

B 2 mnteroperabiity ‘
- Capture network traffic from device:  Ja cth5 : Broadcom NetXtreme Gigabit Ethernet

@ Auto configure &

<

’ Run control \ R L |
& Logging | r for traffic to capture: v
| Capture | Enable promiscuous mode:
CVSS 3.0
¥ 2 ‘ Store capture for all test cases: O
&% Scoring

) 4) Instrumentation €
* 5) Test cases

P 6)Testrun

(1) 7) Results g

iﬂ 8) Remediation

Step 5: Tester remains the by-default settings of the CVSS 3.0 section of the Defensics.
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eDefensics
| File Suites Groups Utilities Help

>PHEN AL /I BTCED> 9D & OO

| Defensics status - All Results © ARP-Server [finished]

4
| / 1) Basic 4§ |[c=s30
Base Score
g 2) Interoperabiity Attack Vector (AV): Calculate

@ 3) Advanced ||| | Attack Complexity (AC):  |Calculate
’ Run‘control Privileges Required (PR): | Calculate
@ Logaing
J® Capture Scope (S): Unchanged
W’ CVSS 3.0 )
@Scoring User Interaction (UI): None
@ 4) Instrumentation €@ Confidentiality Impact (C): |High
Integrity Impact (I): High
# 5) Test cases
Availability Impact (A): High
D 6) Test run
= Temporal Score
\';J 7) Results 4 Exploit Maturity (E): Not Defined
: ij 8) Remediation Remediation Level (RL):  |Not Defined

Report Confidence (RC): |Not Defined

| Environment Score
Confidentiality Requirement (CR): Not Defined
Integrity Requirement (IR): Not Defined
Availability Requirement (AR): Not Defined
Modified Attack Vector (MAV): Not Defined

Modified Attack Complexity (MAC): Not Defined
Modified Privileges Required (MPR): | Not Defined
Modified Scope (MS): Not Defined
Modified User Interaction (MUI): Not Defined
Modified Confidentiality Impact (MC): |Not Defined
Modified Integrity Impact (MI): Not Defined

Modified Availability Impact (MA): Not Defined
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e Defensics
File Suites Groups Utilities Help

PREIAILO /&> D @ OO

Defensics status  All Results @ ARP-Server [finished]

4 -
/ 1) Basic o | Scoring -
-CVSS Base Score
g 2) Interoperability Access Vector (AV): Calculate
@ LB Access Complexity (AC):  |Calaulate
’ R ctral Authentication (Au): Calculate
% Logging
J® capture Confidentiality Impact (C): |Complete
o Cvss 3.0
e : Integrity Impact (I): Complete
s
@ 4) Instrumentation & | Availability Impact (A): Complete
~CVSS Temporal Sct
* 5) Test cases prisiasis
Exploitability (E): Not Defined
6) Test run
& ) Remediation Level (RL):  Not Defined
3] 7) Resits 4 Report Confidence (RC): |Not Defined
ﬂ 8) Remediation CVSS Environment Score

Collateral Damage Potential (COP): | Not Defined
Target Distribution (TD): Not Defined

Confidentiality Requirement (CR):  |Not Defined

Integrity Requirement (IR): Not Defined
Availability Requirement (AR): Not Defined
Change...
Step 6: Tester check mark the Valid case Instrumentation
e Defensics
File Suites Groups Utilities Help -
PHNEIIAILO /S BEP>IT & QO
Defensics status  All Results @ ARP-Server [finished]
/ 1) Basic )| Instrumentation -
Valid case instrumentation: 2
m 2) Interoperability
Instrumentation valid-case: | arp.arp-unicast v |
% 3) Advanced |
@ A ihoncs 4 Instrumentation fail limit: ]1 v!
'5_ Max time between instrumentation attempts: | 12000 ™ I
Instrumentation frequency: |1 vl
| External
""5 Agent
| P SNMP trap
| P SNMP query
tgg Syslog
* 5) Test cases
D 6) Test run
L\ M Results 4
| iﬂ 8) Remediation

Step 7: Tester then chooses the Default test suite with 200k test cases
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9 Defensics

| File Suites Groups Utilities

Help

Y Y IIEERYYA EEY I

Defensics status  All Results @ ARP-Server [finished]

A easc q)

~Test cases

g 2) Interoperability

‘b Default (200k cases)

% 3 Advanced 4

) 4) Instrumentation

P 6)Testrun

(L)) 7 Resuts 4

@ 8) Remediation

B unicast ARP (selectable from 3 sequences)
B arp-unicast

gratuitous-arp-unicast
gratuitous-arp-unicast-response
B arp-probe-unicast

arp.arp-probe-unicast

@8- |
# Element Anomaly
0 arp-unicast. valid none
1 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
H 2 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
3 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
4 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
5 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
6 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
7 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
3 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
9 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
10 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
11 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
12 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
13 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
14 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
15 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
16 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
17 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
18 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
19 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
20 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
21 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
22 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
23 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
24 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
25 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in
26 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
27 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
28 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-n
29 arp-unicast.arp-request.arp-unicastrequest.ethernet-frame.element  |built-in
30 arp-unicast.arp-request.arp-unicast-request.ethernet-frame.element  |built-in

Step 8: Tester then clicks on the run to start the test and after that tester can clearly see the

logs in the Defences
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© Defensics

File Suites Groups Utilities Help

PHEINAILO /S BEPID @ 0O
Defensics status  All Results  © ARP-Server [finished]

/ 1) Basic | Results -
L Auto refresh [l Graph [ Fulllogging v Options | @ Help

B 2 nteroperabiity
I Dadvenced @
D9 4
* 5) Test cases

P 6)Testrun

U 20250226-1416-19 - Unicast ARP

ARP Server Test Suite

Licensed to Nemko India Pvt Ltd Distribution strictly prohibited ID a04Uh0000010KCEIAM.
TEST CASE #0

arp.arp-unicast valid

eths

"
o
o

est

Filter by project ethernet : :38: ced:d€:€4:2b: 0 Unicast ARP response

Test
<not selected> v =

Test case $0 completed
Filter by notes TEST CASE #1

arp.gratuitous-arp-unicast valid

P request

20250226-1416-19
B) 20250226-1413-46 - U
B 20250226-1412-07 - U
B 20250212-1642-52 - U
U 20250212-1641-40 - R
' 20250212-1641-29 - Br|
u 20250212-1640-47 - Un

Test case $1 completed
TEST CASE #2
arp.gratuitous-arp-unicast-response valid

eth Da:co 45 —— 2 €:€4:2b: uitous

response

TEST CASE #3

Probe

Test case $3 completed

Reached end-of-test-cases

During Fuzzing of the ARP server test suite tester verified the logs on the DUT in the below
snap-shot.

bt 192.168.21 87/

* D @ venme

> @ Q2
© AddFilter W SystemEvents~ £~
DaterTime Leved User Log Deseription

Minute ago

SSH server recelved bad length packet
Bad packe 5SH server recelved bad length packet
Bad packe SSH server recelved bad length packet

SSH server received bad length packet

length packet

o

SSHserver d length packet

server received bad ler

1 Log & Report
4

b ength packet

acket

o bad lerigth packet

Bad packet h packet

ived bad lengt

Bad paciet server received bad ength packet

Bad packet length 16

rver received bad length packet

Bad packet length- 1634038578 S server received bad length packet

Mirute ago Bad packet length1634 55 server recelved bad length packet

Minute ago Bad packet length 16 SSH server received bad length packet

Minote ago Bad packet length16 SSH server received bad length packet

Minute ago

16

Bad packet

 received bad engt

acket

Minute ago Bad packet length 163 SSH server rec

ved bd length packet

Bad packet length- 1634

SSH server recelved bag length packet

Bad packet leng

SSH server recelved bad length packet

ATINET

Fle_Sutey Groups UtitesHelp
pREllANO| /0828 AT @200

Do stabn M Rend © AP Sorvs [t

7 N g 5 e 13 @ v ootos | Goutren @ mmicn
o et B ek Pkl w Gotrs | @ b

0 s 0t vt o
Woromwo: Q| s
(2 Hamioa

[ 2t
G unicast ARP response

etrmet-mme-recy
headr
arbenathander

722 4 revumrisin 4

P

. " " " cozrmnon
it @ ceadiress 4 o0 do re 38 48

. raceaddress. o8 o 46 64 2b 56
corecal

frame
e rpepackst
Hrvee
ached
ervee

ar he ©8 ea a6 61 b 58

Step 9: After running 167172 test cases tester completed the ARP fuzzing test on DUT
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© Defensics
| File Suites Groups Utilities Help
Y TEF A L eI

| Defensics status  AllResults @ ARP-Server [finished]

| / 1) Basic g Testrun H
167172(100%) | 167172

g 2) Interoperability

B yadvenced @ ’ = " Show logs

Test cases per second: 1228,98 (last minute) / 722.99 (test run)

%) 4) Instrumentation § | Status: ide
Run time: 00:03:51/ 00:00:00 remaining
* 5) Test cases Test case: 167171

AREE - Passed: 167172 (100%) Failed: 0 (0%) Other: 0 (0%)
() 7) Resuits 4 —_—

iﬂ 8) Remediation

System under test

© Defensics
File Suites Groups Utilities Help

PHEINAILO /I DED> AT @

Defensics status  All Results @ ARP-Server [finished]

A XY

' / 1) Basic )| Results

Autorefresh [l Graph || Full logging w Options | @ Help

2) Interoperabili
B ) perbEYy B 20250226-1418-27 - Unicast ARP

@ 3) Advanced 4 [ statistics
B9 ion 4

* 5) Test cases

D 6) Testrun

ARP Server Test Suite

Licensed to Nemko India Pvt Lud Distribution strictly prohibited ID a04Uh0000010KCEIAM.
TEST CASE #0

arp.arp-unicast.valid valid

S Unicast ARP request
ethernet 0a:ct = Unicast ARP response

Filter by project———

Instrumenting (1.
<not selected> v e g

ethernet =S request
Filter by notes ethernet Oa:c! Unicast ARP response

Test case #0 pass

Test case $0 completed

**+ Omitted logging for 41792 test cases ***
TEST CASE $41793
arp.gratuitous-arp-unicast.valid valid
thernet Oa:

20250226-141
B 20250226-1416-19 - Ur|
B 20250226-1413-46 - Ur|
H 20250226-1412-07 - Ur
u 20250212-1642-52 - Ur
B) 20250212-1641-40 -R
B) 20250212-1641-25 - &
B 20250212-1640-47 - Us

:de:fe:38:49 --> ed:ed:

Gratui

s BRP request
Instrumenting (1. round)...

ethernet Oa:

--> e8 €4 €0 Unicast ARP request
:fe:38:45 <-- e3:ed:d€:€4:2b:53 €0 Unicast ARP response

pass

ethernet Ja:c

se $41
Test case $41793 completed

**+ Omitted logging for 41792 test cases ***
TEST CASE #83586
arp.gratuitous-arp-unicast-response.valid valid
ethernet 0a

e
Instrumenting (1. round).
:de :38:4
cO:de:fe:38:45
Test case #33 E
Test case $83586€ completed
**+ Omitted logging for 41792 test cases **+
TEST CASE $125379
arp.arp-probe-unicast.valid valid
:de 8:4

Unicast ARP

et

Instrumenting (1.
ethernet Oa

quest

ethernet ODa:c ted:d€:€4:2b:53 €0 Unicast ARF response

Test case $125373 completed
*** Omitted logging for 41792 test cases ***

Step 10: Tester checked the result of the fuzzing test of ARP on the DUT
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® defervics

File Sures Groups Utiies el

PREIAHO| /N IDEPEH 100
B el
SR Thmm O O~ e @ aind & st

|; EL
B 20230220-1418-27 - Umcast AP

Forns @

Y To—
Yo ]
r— B, ot tgs . g e J[| Srmemuicersins
=
RIS et o e bt o e a5 0
A | i
—

by s [ [ mommesee e s i
o he seested s
167173 test cases

[ L —

Instrumentation
R —

prm—

Analyze by instrumentation
Bronse test coses oss
Response Analysic
ol

Test execution time
Test run sterted
Testrun ended
Runrieg braa

Avernge cases par second

Test satup

Nama cf tha tamer
Contact informarion
Gperatirg system

L= s ]
c £

x |+

C:/Users/Administrator/Documents/report-20250226- 1418-27.htmi

ARP Server Test Suite(2025022 18-27 - 20250226-1

Table of contents
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Diagnoses
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Windows 11 amdé4 10.0

Step 11: Tester downloaded the report of the result from the Defensics to verify the results




M [ Defensics x B

G Q@) Fil C:/Users/Administrator/Documents/report-20250226-1418-27.html

VAU Lot iU U U ermeLey
External instrumentation DISABLED
Protocol semantics DISABLED
Connection based instrumentation DISABLED
SafeGuard DISABLED
SNMP instrumentation DISABLED
SNMP Trap instrumentation DISABLED

ASecure CCM DISABLED
Syslog instrumentation DISABLED
Agent instrumentation DISABLED
Instrumentation fail limit 5

Instrumentation frequency

Total of 167172 cases were executed.

Combined overall verdict PASS
Verdict from valid case / pass  The test cases passed successfully. No flaws in the system under test were detected by the monitoring facility in context of
instrumentation these test cases.
0 fail There is a reason to believe that the SUT crashed or malfunctioned in some other detectable way while executing these test
cases,
167172 pass  The test cases passad successfully. No flaws in the system under test were detected by the monitoring facility in context of

these test cases.

Test run notes

System under test
Identity:

Name:

Version:

Test setup

Name of the tester:
Contact information:

Operating system: Windows 11 amdé4 10.0
Java: 17.0.11 17.0.11+7-LTS-207 mixed mode, sharing
Test suite

Name: ARP Server Test Suite

Version: 20241114 2023.9.4

License: Licensed to Nemko India Pvt Ltd Distribution strictly prohibited ID 204Uh0000010KCFIAM,
Test execution time

Test runs started:

Test runs ended:

Running time:

Average cases per second:

Options

Sequence Unicast ARP (in file useriunicast-arp.seq)

Test case selection mode  all

Test run type normal

~-timeout 1000

Failure categories

s viere detected in this test run.

Analyses
Denial of service analysis

Total of 0 test were detected to cause DOS situation.

Response analvsis

Step 12: Tester verified from the below screen-shot that the final verdict of this test case is
PASS
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226025, 2:45 PM Defensics

ARP Server Test Suite(20250226-1418-27 - 20250226-1422-17)

This is 2 test report of 20250226-1418-27

Table of contents

o Summary
o Table of contents
o Testruns
o 20250226-1418-27 : ARP Server Tast Suite
o Analyses
o Denial of service analysis
o Response analvsis

20250226-1418-27 : ARP Server Test Suite

Diagnoses

Valid case instrumentation ENABLED
External instrumentation DISABLED
Protocol semantics DISABLED
Connection basad instrumentation DISABLED
SafeGuard DISABLED
SNMP instrumentation DISABLED
SNMP Trap instrumentation DISABLED
I5ASecurs CCM DISABLED
Syslog instrumentation DISABLED
Agent instrumantation DISABLED
Instrumentation fail limit 1
Instrumentation frequency 1

Total of 167172 cases wers exacuted.

Combined overall verdict PASS
Verdict from valid case / pass The test cases passed successfully. No flaws in the system under test were detected by the monitoring
instrumantation facility in context of these test cases,
0 fail There is a reason to believe that the SUT crashed or malfunctioned in some other detectable way while

exsauting these test cases,
167172 pass The test cases passed successfully. No flaws in the system under test were detected by the monitoring
facility in context of these test cases.

Test run notes

System under test
Identity:

Name:

Version:

Test setup

Name of the tester:

Contact information:

Operating system: Windows 11 amd64 10.0

Java: 17.0.11 17.0.11+7-LT5-207 mixed mode, sharing

Test suite

Name: ARP Server Test Suite

Version: 7.5.1 20241114 2023.5.4

License: Licensed to Nemko India Pvt Ltd Distribution strictly prohibited ID a04Uh0000010KCfIAM.

Test execution time
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Test execution time

Test runs started: 20250226 14:18:27
Test runs ended: 20250226 14:22:17
Running time: 00:03:50
Average cases per second! 726.15
Options

Sequance Unicast ARP (in file user\unicast-arp.seq)

file:/lIC:/Users/Administrator/Documentsireport-20250226-1418-27_html

226125, 245 PM Defensics
Test case selection mode 2l
Test run type normal
—-timeout 1000

Failure categories

0 failures wers detected in this test run.

Analyses
Denial of service analysis

Total of 0 test cases were detectad to cause DOS situation,

Response analysis

Analysis is not applicable. Systemn undar test did not provide retum values,

11.1.4 Test Observations: While testing DUT it was observed that DUT fuzzing test for ARP
protocol is Passed by Defences tool.
11.1.5 Evidence Provided: Screenshot attached and DUT logs.

(Tester should follow same steps to fuzz all the required protocols).

12 Test Case Results

S.No. | TEST CASE NAME PASS/FAIL | REMARKS

1 ARP protocol Fuzzing | Pass While testing DUT it was observed that
DUT fuzzing test for ARP protocol is
Passed by Defences tool.
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2.9.2 Port Scanning

<DUT Details: > Wi-Fi CPE

<DUT Software Version:>

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi CPEs
<ITSAR Version No:> ITSAR402122401 and Version: 2.0.0

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.9: Vulnerability Testing Requirements

2. <Security Requirement No & Name > 1.9.2 Port Scanning

3. <Requirement Description:> It shall be ensured that on all network interfaces, only vendor
documented/identified ports on the transport layer respond to requests from outside the
system.

List of the identified open ports shall match the list of network services that are necessary for

the operation of the CPE.

[Ref: TEC 25848:2022 / TSDSI STD T1.3GPP 33.117-16.7.0 V.1.0.0. section 4.4.2]

4. DUT Confirmation Details:

e This section involves information about DUT like software/firmware version,
Hardware version model.

e DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIR-AP1852I-E-K9. The inventory shows model serial no. & model description.

e DUT TP-Link contains 3.16.9 build firmware version. The model is WR841N. The
status tab displays LAN IP & wireless SSID information.

e Verification of DUT Cisco wireless LAN controller’'s HW product series information
by running command show inventory on CLIL.

(Cisco Controller) >show inventory

BUrpned-an MAC AdAPESS. <o s wisisineisisin winieiemeissm wiaisinze 38:ED:18:C8:10:60

Maximum number of APs supported.................. 50
NAME: "Mobility Express” > DESCR: "Cisco Aironet 1850 Series Mobility Express”
PID: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuuU

e Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLI.
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Manufactur e B o o e ke i g

.4.1.
8

............... it - load command

................................ © days 3 hrs 33 mins secs
..... ... (GMT +5:3@) Colombo, Delhi, Chennai, Kolkatg

..... ... Enabled
..... ... Enabled

e Verification of DUT Cisco WLC’s system information on Web access.

System Information >

System Name Alironet-Controlier =
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day. 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo. New Delhi. Chennai. Kol._.
Country IN - India

Management IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
.. > -

5. DUT Configuration:- Performing manual factory-reset on DUT with the help of pin as below

image depicts:

“Factory reset
button- manua

After performing factory-reset & configuring management interface on Cisco WLC on DUT.
Command “Show run-config” is run on DUT to check the interface ips configured:
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t k
to abx

y default in DUT as captured on WEB-GUI.

e HTTPS access is enabled b

MANAGEMENT ACCESS

HTTP Access  Disabled (Default)

HTTPS Access  Enabled (Default)

HSTS Mode = Enabled
Telnet Access | Disabled (Default)
SSHv2 Access  Enabled (Default)

HTTPS Redirection
WebAuth SecureWeb  Enpabled

Logout Popup = Enabled

Preconditions
A list of all available network services containing at least the following information shall
be included in the documentation accompanying the Network Product:

o all interfaces providing IP-based protocols;

o the available transport layer protocols on these interfaces;

o their open ports and associated services per transport layer protocol;

o and a free-form description of their purposes.
The port scanning tool that is used shall be capable to detect open ports on the relevant
transport layer protocols.
NOTE: It might not be possible for certain transport layer protocols (like UDP) to
unambiguously detect whether a port is open or not by means of external port
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scanning. Also in some circumstances it might not be efficient to do external port
scanning, e.g. if there are security measures to limit the rate a system can be probed.

In those cases the accredited evaluator's test laboratory determines another means
suitable to verify which ports are open.

7. Test Objective:- To ensured that on all network interfaces, only documented ports on the
transport layer respond to requests from outside the system

8. Test Plan
8.1. Number of Test Scenarios: 1

8.1.1.Test Scenario for Port Scanning using Nmap

e All the ports on all available interfaces should be scanned using Nmap.(Additional

test scenarios are to be taken into consideration if tools like Isof, netstat are used)
8.2. Test Bed Diagram

AP + Controller mode:

H Controller 2

S— P(;'
—

N\
%‘»‘

Client3
(000000
/Control(em N
| <« PC(Console/SSHHTTPS)
' o
On-Premise L2 Switch K
Management
Solution :
N
N
ISP ‘o
Router B
Cloud Client1 Client2
Management

Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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PC(Console/SSH/HTTPS)

M >
- » oo 0
S— _ /" AP(virtual s
On-Premise L2 SWich /" Controller)
Management !
Solution
~ Router =y
Client 1 Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3.

8.4.

1.

Tools Required
Nmap

Test Execution Steps

Verification of the compliance to the prerequisites:

a. Verification that the list of available network services is available in the
documentation of the Network Product.

b. Validation that all entries in the list of services are meaningful and reasonably
necessary for the operation of the Network Product class

. Identification of the open ports by means of capable port scanning tools or other

suitable testing means.

. Verification that the list of identified open ports matches the list of available network

services in the documentation of the Network Product

9. Expected Results :- The used tool(s) name, their unambiguous version (also for plug-ins if
applicable), used settings, and the relevant output containing all the technically relevant
information about test results is evidence and shall be part of the testing documentation.

All discrepancies between the list of identified open ports and the list of available network
services in the documentation shall be highlighted in the testing documentation.

10. Expected Form of Evidence:- Output of ports can and list of identified discrepancies.

11. Test Execution
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_BVT_PORT_SCANNING_NMAP
11.1.2 Test Case Description: On all network interfaces of DUT, only documented ports

on the transport layer respond to requests from outside the system

11.1.3 Execution Steps:
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e Tester shall scan all the available transport layer protocols ports of the DUT using
nmap with the following command
For Example
- For scanning TCP Ports, use below command.
e sudo nmap -sT -PN -n -sV -T4 -p- -oN <DUT_IP>
e sudonmap -p 1-65535 -T4 -A -v <DUT IP> (Default scan of TCP ports only)
- For scanning UDP Ports, use below command.
e sudo nmap -sU -PN -n -sV -T4 -p- -oN <DUT_IP>
- For scanning SCTP Ports, use below command.
e sudo nmap -sY -PN -n -sV -T4 -p- -oN <DUT_IP>
-sT : TCP connect scan.
-sU : UDP scan
-sY : SCTP scan
-PN : Don't ping
-n : Disable reverse DNS
-p : Scan all ports
-oN : Output scan is normal. File specification , requests normal output be
directed to given filename.
o -T4: Faster Execution
o -sV:Service Version

0O O 0O 0O O O O

e Verify the result of the TCP PORT Scan
@APMUMCSAE005D
#nmap -sT -p- 2 8.2
ng Nmap 7.93 (THt ) at 2023-08-18 11:04 IST

) ports (conn-refused)

01:01 (Icann, Iana Department)

Nmap done: 1 IP address (1 host up) scanned in 6.24 seconds

@APMUMCSAEO005D
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e Verify the result of the UDP PORT Scan

#nmap - :
Starting Nmap 7.93 (ps://nmap.org ) at 2023-08-18 11:33 IST
Nmap scan report for 2 2
Ho is up (0.0011s 1 3
Not shown: 999 open|fil ed udp ports (no-response)
PORT STATE SERVICE
161/udp open snmp
MAC Address: 00:00:5E:00:01:01 (Icann, Iana Department)

Nmap done: 1 IP address (1 host up) scanned in 9.29 seconds
@APMUMCSAED
#i

e Tester then shall verify if the ports mentioned as open by nmap on all the interfaces
match the list provided by the vendor and also verify that no extra port is opened.
(Note: This step has OEM dependancy).

11.1.4 Test Observations:
» Case 1: All the ports discovered to be open by port scanning tool match
exactly to the list provided by the OEM
11.1.5 Evidence Provided: - Output of port scan.

12. Test Case Results

S.No | TEST CASS NAME PASS/FAIL Remarks
1 TC_BVT_PORT_SCANNING | OEM Port scan results to be
_NMAP Dependent verified against OEM
document for list of open
ports.
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1.9.3: SSID Scanning
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1.9.4: Vulnerability Scanning
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Section 1.10: Operating System

1.10.1: Handling of ICMP

<DUT Details: > Ex: Router

<DUT Software Version:> : to be filled up
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<0OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.10 Operating System

2. <Security Requirement No & Name > 1.10.1: Growing Content Handling

3. <Requirement Description: >
a) Growing or dynamic content shall not influence system functions.
b) A file system that reaches its maximum capacity shall lead to an event getting
logged with appropriate message parameters and shall not stop Wi-Fi CPE from
operating properly. Therefore, countermeasures shall be taken to ensure that this
scenario is avoided. The countermeasures are usage of dedicated filesystems,
separated from main system functions, or quotas, or at least a file system
monitoring

4. DUT Confirmation Details:
<screenshot>

5. DUT Configuration: To configure the DUT for handling mechanism for log over
flow and file system reaching max capacity

6. Preconditions:- OEM shall provide instruction to verify the DUT protection
mechanism against log overflow(or any growing content) and file max capacity. The
tester shall need the OS access level of the DUT

7. Test Objective:- DUT filesystem reaching its maximum capacity is to be logged with

appropriate message parameters and shall not stop the CPE from functioning
properly. Also there should exist countermeasures.

8. TestPlan
8.1.Number of Test Scenarios:
8.1.1.Test Scenario to check DUT’s handling mechanism for log overflow
8.1.2.Test Scenario to check DUT’s handling mechanism for file max capacity

8.2.Test Bed Diagram
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H Controller 2
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Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode:

PC(Console/SSH/HTTPS)

e
o] -
- P
g =
1 l’ . ‘\..
L2 Switch / AP(virtual >

On-Premize /" Controller)
Management .

Solution g

ISP {J )

~ Router

Client 1 Client 2

Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3. Tools Required
e DUT

8.4. Test Execution Steps
e The tester shall verify from the OEM documentation for the supported

protection mechanism for log overflow
e The tester shall generate logs to fill up the threshold to verify the DUT’s
supported mechanism to handle it
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e The tester shall also check the working condition of the DUT
o The tester shall create a file directory and attempt to fill up the storage

space exceeding threshold and verify DUT’s protection mechanism against
it, also verifying the DUT’s status

9. Expected Results for Pass: DUT handles the log overflow and file max capacity
without affecting its the working condition

10. Expected Format of Evidence: Screenshots of DUT CLI (at OS level)

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name check DUT’s handling mechanism for log overflow
11.1.2 Test Case Description: The following test case is done to verify the DUT’s
handling mechanism for log overflow

11.1.3 Execution Steps:
e Access the DUT’s CLI and access the config mode
e Enter “shlogs” to see the log entries

Here when we generate logs, the main file upon reaching the threshold of 5SMB(in
uncompressed format) , it starts making archives of it (from 1 - 10), once the 10t archive
of the main file reaches, it gets deleted and a new log entry is appended at the start

(in case of split)
On 9800 Controller, you can change these parameters in the Configuration -
> AP Join profile, under Management.
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Edit AP Join Profile

Genera Client CAPWAP AP Management Security ICar QoS
Device User Credentials CDP Interface

TFTP Downgrade Telnet/SSH Configuration

IPv4/IPv6 Address 0.0.0.0 Telnet

Image File Name SSH

System Log AP Core Dump

Facility Value KERN v Enable Core Dump

Host IPv4/IPv6 Address 192.168.1.12

Log Trap Value Information v

Secured (&)

This will ensure that the AP syslogs the log output to the external syslog server
11.1.4 Test Observations:
e Itwas observed that in log overwriting is used to handle logs
e The AP can also be configured through the controller to unicast the syslog
to a specific server
11.1.5 Evidence Provided: - Screenshots provided above

11.2 Test Case Number: 02
11.2.1 Test Case Name check DUT’s handling mechanism file max capacity
11.2.2 Test Case Description: The following test case is done to verify the DUT’s
handling mechanism for file max capacity
11.2.3 Execution steps

e [Initially logged into the test machine by providing the right credentials and
created a large file as described in the below screenshots by providing the
command dd if=/dev/zero of=demoZ2.txt bs=1M count=5120 within the
test machine terminal. A large file of 5.4 GB will be created as shown below
in the screenshot.

$ dd if=/dev/zero of=demo2.txt bs=1M count=5126

b120+0 records in
b126+0 records out
368709120 bytes (5.4 GB, 5.0 GiB) copied, 45.0217 s, 119 MB/s

Fig 2: Creation of large file.

e The screenshot below displays the exact directory location where the
created demo.txt file is stored after listing the directories within the system.
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15dec.cfg

apturel.pcap
dot_audit.txt

lients.conf enable
redential_CSON etc
SON_DB_3.6_NMAP ethl_ntp.pcap
SON_FW_3.6_NMAP

emo2.txt hari2.txt

Fig3: Large file created and Stored within a directory.

To display the command for the file system give the command show file-
system summary. The provided screenshot describes the file system
summary of the router, which includes the file paths of different directories.

CTX-2000# show file-system-summary | include ?
Possible completions:
<Regular Expression - restricted subset>
-a The number of lines to include after the match
-b The number of lines to include before the match
The number of context lines to include
show file-system-summary include mnt
9.8G6 1.7G 7.6G 19% /mnt/onl/images
14G 35M 13G 1% /mnt/onl/data
2.0G 48M 1.8G 3% /mnt/onl/boot
2.6G 66M 1.8G 4% /mnt/onl/config
show file-system-summary | include /
1.6M e 1.emM e% /dev
(<) e e - /proc
e e e /sys
1.2G 14M 1.2G /
9.8G 1.7G 7.6G /mnt/onl/images
14G 35M 13G /mnt/onl/data
2.0eG 48M 1.8G /mnt/onl/boot
2.6eG 66M 1.8G /mnt/onl/config
786M 1.4M 785M /run
.eM e 5.eM /run/lock
.9G 27M 3.9G /var/volatile
e e /sys/fs/cgroup
1.6G 1 % /dev/shm
e e /dev/pts
e e /proc/sys/fs/binfmt_misc
1.4M 785M 1% /run/netns
e e e /run/netns/vrf2

4
/o
s 4
/o
o
/o
4
/o
%
/o
o
/o
¥4

o

RFORAWKLELON

)

Fig 4: Displaying the file system within the memory before loading

the file.
Transfer the demo.txt file from the system to the storage unit of the router
by files download URL scp://192.168.129.13 /home/sravani/demo?2.txt
user sravani vrf mgmt-vrf and providing the accurate password when
prompted. The below screenshot displays the DUT Response when the file
size goes beyond the threshold value of the router memory space then the
DUT responds Failure writing output to destination. The directory limit of
/mnt/onl/images is 1.9GB
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/home/sravani/demo2.txt user sravani vrf mgmt-vrf
0 g ..
file from s ravani/demo2.txt to /mnt/config/saved-configs/demo2.txt.cfg
nter host p ord f
% Total % / rage Speed Time i Time Current
Dload Upload
@ 5120M @ 88562
5120k (] @ 88562 0 16:50:20 -
e writing output to destination
RROR: le download failed
CTX-2000# files download url .168.12¢ / -vrf

/demo2.txt.cfg
nter host password f
% Total % Received % Xferd Average Speed
Dload Upload
5120M 0 1eek e e 444k e 3
0 1eek e e 444k e
) Failure writing output to destinat

Fig 5: DUT response after loading the large file.

e The screenshot below displays the usage limit reached 100 per cent
corresponding to the file path /mnt/onl/config where demoZ2.txt file was
loaded to obtain a response from DUT on this action

TX-2000# show file-system-summary | include mnt

9.8G 1.7G 7.6G /mnt/onl/images

14G 35M 13G /mnt/onl/data

2.0G 48M 1.8G /mnt/onl/boot
2.6G 1.9G e 10 /mnt/onl/config
show file-system-summary
Size Used Avail Us

1.6M e 1.6M

e e e

o e e

i ic 14M 1.2G

9.8G 1.7G 7 .6G

(Y

O Wk W

T

)

Mounted on

/dev

/proc

/sys

7
/mnt/onl/images
/mnt/onl/data
/mnt/onl/boot
/mnt/onl/config
/run

/run/lock
/var/volatile
/sys/fs/cgroup
/dev/shm
/dev/pts
/proc/sys/fs/binfmt_misc
/run/netns
/run/netns/vrf2

oM
1 of of

14G 35M 13G
2.0G 48M 1.8G
1.9G

LFOROWEKRLON

N

I g€ 1 R of of of of of 0% 8% 1

5
of

Fig 6: Shows file system within the memory after loading the file.
Even though there was more amount of file pending to be uploaded, the DUT didn’t let the
complete upload
11.2.4 Test Observations: - [t was observed that the DUT does not allow mounting
of files after a threshold
12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 check DUT’s handling FAIL
mechanism for log overflow
2 check DUT’s handling Pass
mechanism file max capacity
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1.10.2: Privilege Escalation

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.10 Operating System

2. <Security Requirement No & Name > 1.10.2: Privilege Escalation

3. <Requirement Description: > Processing of ICMP version 4 (ICMPv4) and ICMP
version 6 (ICMPv6) packets which are not required for operation shall be disabled on
the Wi-Fi CPE. There are certain types of ICMPv4 and ICMPv6 that are not used in most
networks, but represent a risk. ICMP message types which on receipt lead to responses
or to configuration changes are not mentioned in this requirement, but they may be
necessary to support relevant and specified networking features. Those must be
documented. Certain ICMP types are generally permitted and do not need to be
specifically documented. Those are marked as "Permitted"” in the table below.

Type (IPv4) Type (IPv6) Description Send Respond to
0 128 Echo Reply Optional N/A
(i.e. as automatic
reply to "Echo
Request")
3 1 Destination Permitted N/A
Unreachable
8 129 Echo Request Permitted Optional
11 3 Time Exceeded Optional N/A
12 4 Parameter Permitted N/A
Problem
N/A 2 Packet Too Big Permitted N/A
N/A 135 Neigbor Permitted Permitted
Solicitation
N/A 136 Neighbor Permitted N/A
Advertisement

WiFi-CPE shall not respond to, or process (i.e., do changes to configuration) under any
circumstances certain ICMP message types as marked in the below table.
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Type (IPv4) Type (IPv6) Description Send Respond to Process (i.e. do
changes to
configuration)
5 137 Redirect N/A N/A Not Permitted
13 N/A Timestamp N/A Not Permitted N/A
14 N/A Timestamp Reply | Not Permitted N/A N/A
(i.e. as automatic
reply to
"Timestamp")
N/A 133 Router Solicitation | N/A Not Permitted Not Permitted
N/A 134 Router N/A N/A Not Permitted
Advertisement

. DUT Confirmation Details:

. DUT _Configuration: Configure the DUT to accept/deny/process/send/respond to
certain ICMP types of messages as per the requirement

. Preconditions:- OEM shall provide instruction to enable/disable ICMPv4 and ICMPv6
packets which are as per the requirement

. Test Objective:- To check DUT to accept/deny/process/send/respond to certain ICMP

types of messages as per the requirement

. Test Plan

8.1. Number of Test Scenarios:

8.1.1.

8.1.2.

ICMP type packets

8.1.3.

by default

8.2. Test Bed Diagram
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Test Scenario whether DUT denies the unallowed ICMP ipv4 and ipv6 type
packets
Test Scenario to check whether DUT’s configuration changes after certain

Test Scenario to test whether DUT has optional type ICMP packets disabled
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

AP Integrated Mode :
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3. Tools Required
- DUT

8.4. Test Execution Steps :- Initiate a factory reset to bring the DUT to its default state
The Tester Trigger samples of the certain ICMP types of messages from the tester
machine (e.g., Scapy) to the DUT and verifies by appropriate means.
The Tester shall Capture the traffic between DUT and Test machine through
Wireshark and do analysis the logs of DUT
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9. Expected Results for Pass: DUT doesn’t permit the unallowed ICMP packets as

mentioned

in the requirement , DUT doesn’t change its core configuration after certain

icmp packets

10. Expected Format of Evidence: Screenshots

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 TestCase Name: DUT denies the unallowed ICMP ipv4 and ipv6 type packets

11.1.2  Test Case Description: The tester shall verify if the DUT doesn’t allow the
ICMP packets that are mentioned as Non permitted in the requirement

11.1.3  Execution Steps:

e The Tester creates the python script using Scapy to send specified types of
ICMPv4 and ICMPv6 messages to DUT from Test machine. Screenshot of the
python scripts attached below,
& ipvd_icmp.py - Chllsers\sudeninjahDesktop\Mew folder (SPipvd_icmp.py (3.11.3) — O x
File Edit Format PRun  Options Window Help
scapy.all &

# Craft an

[

ICHMP Timestamp Eegquest packet (Type 13)

icmp timestamp request = IP(dst="152.162.0.1") J ICHFE (type=13, code=0)

# Send the

packet to the correct interface

send(icmp timestamp request, iface="Ethernst")

# Craft an

[

ICHMP Timestamp EReply packet (Tvpe 14)

icmp timestamp reply = IP(dst="152.162.0.1") J ICHMFE (type=14, code=0)

# Send the

packet to the correct interface

send (icmp timestamp reply, iface="Ethernst")

# Craft an

ICHMP ERedirect packet (Tvpe 5)

icmp redirect = IP(dst="1%Z.162.0.1") S ICMP (tvpe=5, code=0)

# Send the

packet to the correct interface

send(icmp redirect, iface="Ethernst"™)

r‘

File Edit Format

Run Options Window Help

scapy.all &

# Craft an IPve ICHMPve Timestamp Eeply packet (Tvpe 134)
ipveé_icmp timestamp reply = IPve (dsc="ffiZ::1g" S ICMPveTimeExceesded()

# Send the packet to the correct interface
send (ipve_icmp timestamp reply, iface="Ethernst")

Ln: & Cok0
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A ipvE_icmp_133.py - ChUsers\sudoninjatDesktop' Mew folder (3)ipvi_icmp_133.py (3.11.3)

File Edit Format Run Options Window Help
scapy.all "

packet (Type 133)

# Craft an IPvé ICMPveE Mode Information
pile™y S ICHMPwveND NS (cgt="Lf=200

ipve icmp node info query = IPve (dsc="ILfC

end the packet to the correct interface
send (ipvé_icmp node info guery, iface="Ethe

rnet™)

Ln: 8 Cok0

=
File Edit Format Run Options Window Help
scapy.all &

# Craft an IPwvée ICHMPwvE MNode Information Response packet (Type 137)
ipwve icmp node info response = IPvE (dst="ff0Z::1&")

ct interface

F end the packet to the cor
send (ipveé icmp node info response, iface="E

Ln: 7 Col: 40

e The Tester initiates a ICMPv4 and ICMPv6 traffic using Python script

X Administrator: Windows PowerShell

p

found.
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e The Tester captures the traffic between DUT and the Test Machine through
Wireshark and analyze the output.

Neighbour Solicitation & Neighbour Advertisement

A Capturing from Ethernet
Fie Edt View Go Capture Analyze Statistics Telephony Wircless Tools Help
) RE ]R&e= = aq|H

&

[Wicmpve
Na. Time Source Destination Protocol  Length  Info
1 2023-09-16 15:45:19.220149 {fe8@::9d3a:8d27:75dc: abda ffo2::16 IHPVE 62 Time Exceeded (hop limit exceeded in transit)[Malformed Packet]
2 2023-89-16 15:45:25.674180 fe80::9d3a:8d27:75dc: a68a ffo2::16 ICMPVE 78 Neighbor Solicitation for fe8@::9d3a:8d27:75dc:a68a
3 2023-00-16 15:45:29.022056 280::9d3a:8d27:75dc: a68a ffe2::16 ICPve 78 Neighbor Advertisement fe80::0d3a:8d27:75dc:a68a (rtr, ovr)
Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF_(l 33 33 0B 0@ 00 16 Ga 8 27 @8 8 ed 56 dd 60 88 33
Ethernet II, Src: @a:00:27:00:00:0d (@a:00:27:00:00:0d), Dst: IPvémcast_16 (33:33:00: @0 @0 02 08 3a 40 fe 80 00 00 00 00 00 00 9d 3a i@
Vv Internet Protocel Version 6, Src: fe8@::9d3a:8d27:75dc:a68a, Dst: ffe2::16 8d 27 75 dc 26 82 £f 02 00 00 00 00 00 00 00 @0 Y
116 ... - Version @030 @0 0 @0 0° 00 16 03 o |
o000 0000 .. . = Traffic Class: @x8@ (DSCP: (S@, ECN: Not-ECT)
000 0000 6800 0008 0000 = Flow Label: Ex00000
Payload Length: 8
Next Header: ICMPVE (58)
Hop Limit: 64
Source Address: fe8@::9d3a:8d27:75dc:a68a
Destination Address: ffez::16
¥ Internet Control Message Protocol w6
Type: Time Exceeded (3)
Code: © (hop limit exceeded in transit)
Checksum: @xb85a [correct]
[Checksum Status: Good]
Reserved: 00020000
v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]
£ “Ethemet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae RE R &= &&= |Qaeax
‘ icmp
No. Time Source Destination Protocol  Length  Info
8 2023-09-16 15:46:03.515828 192.168.0.22 (192.168.6.1 QP 54 Timestanp request  id=0x8008, seq=0/8, ttl=64
9 2823-89-16 15:46:@3.517485 192.168.8.1 192.168.0.22 pragly 68 Timestamp reply id=x0000, seq=a/e, ttl=64
12 2023-89-16 15:46:03.524960 192.168.0.22 192.168.0.1 CHP 54 Timestamp reply id=0x0000, seq=0/8, ttl=64
13 2623-69-16 15:46:03.532077 192.168.0.22 192.168.0.1 cHp 42 Redirect (Redirect for network)[Malformed Packet]
Frame 8: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{ Ff £f f ff Tf f d3 do 0@ 44 36 79 08 00 45 00 Déy E
Ethernet II, Src: Dell 44:36:79 (d8:d@:98:44:36:79), Dst: Broadcast (ff:ff:ff:ff:ff:ff) @0 28 B9 01 62 BB 40 @1 {9 6c <@ ab 00 16 <B ad (o@ 1
Internet Protocol Version 4, Src: 192.168.8.22, Dst: 192.168.8.1 0 61 6d 06 T8 f 06 80 00 60 02 33 fb cc 62 33 303
o b cc @2 33 fb cc 3

Internet Control Message Protocol
Type: 13 (Timestamp request)
Code: @
Checksum: @xf8ff [correct]
[Checksum Status: Good]
Identifier (BE): @ (@x0008)
Identifier (LE): & (@x2608)
Sequence Number (BE): @ (Bx8008)
Sequence Number (LE): @ (Bx@200)
oOriginate Timestamp: 36961228 (10 hours, 16 minutes, 1.228 seconds after midnight UTC)
Receive Timestamp: 36961228 (16 hours, 16 minutes, 1.228 seconds after midnight UTC)
Transmit Timestamp: 36961228 (10 hours, 16 minutes, 1.228 seconds after midnight UTC)
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File FEdit View Go Captwe Analyze Statistics Telephony Wireless Tools Help

eResmTiIETEQaan

s captured (480 bits) on interface

» Dst: 192.168.0.22

Redirect

54 Timestamp reply
42 Redirect

\Device\NPF_{¢ da do 90 44 3
0 28 59 8¢

alformed Packet]

9 @0 1c fc 29 b2 32 06 00 45 00 6y
4001 9f el co 280001 OB (Y @

00 16 e 00 Ec b1 00 60 00 00 02 33 fb

33 33 00 74 33 33 00 00 00 00 00 00

cc 00 72 3ot

A Ethemet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[ Folc] RERaea==ZTF IS =E aaan
[ Jicmp
No. Tine Source Destination Protocol  Length Info
8 2023-09-16 15:45:03.515828 192.168.0.22 192.168.6.1 CHP 54 Timestamp request  id-0x0600, seq-0/@, ttl-64
9 2023-09-16 15:46:03.517485 192.168.0.1 192.168.8.22 IcHp 60 Timestamp reply id-0x0008, 52q-0/8, ttl-64
12 2023-09-16 15:456:03.524950 192.168.0.22 192.168.9.1 cMp 54 Timestamp reply id-0x0000, seq-0/0, ttl-6a
13 2023-09-16 15:46:03.532877 192.168.08.22 {163.168.6.1 frall) 42 Redirect (Redirect for network)[Malformed Packet]
Frame 13: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on intarface \Device\NPF_| 0 1c fc a9 b2 82 ds do 90 44 36 79 05 60 45 60 Dy E

Ethernet 1T, Src: Dell_44:36:79 (d8:d0:96:44:36:79), Dst: D-LinkIn_a9:b2:52 (e8:lc:fc:ag:b2:s
Internet Protocol Version 4, Src: 192.168.0.22, Dst: 192.165.0.1
¥ Internet Control Message Protocol
Type: 5 (Redirect)
Code: © (Redirect for network)
Checksum: @xfaff [correct]
[Checksum Status: Good]
Gateway Address: 8.0.0.6

v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]

@0 1c 00 @1 00 0@ 42 01 9 78 c@ a8 20 16 <0 as @ x
@0 01 05 00 Ta ff 60 60 00 60

(here the tester must notice that the redirect packet sent here is the malformed redirect
packet. The Dut may reject the packet due to its malformed nature rather than it being
redirect. Hence the tester must send a legitimate Redirect packet as below)

e The Tester observed that DUT is dropping the blocked ICMP packets as shown in

Wireshark.

e The Tester observed that the DUT doesn’t reply to certain ICMP type messages

which are not required for operation.
Note : As per mentioned in the 2nd part of the table , the requirement is to be tested
without any packet filtering (eg. ACL) but in its default state

11.1.4 Test Observations:

e The ICMP messages which are "Not Permitted" or "Optional” to generate a
response from the network product do not generate a response.
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The ICMP messages which are "Not Permitted" to change the configuration

of the network element do not change the configuration.

ICMP message types which lead to responses or to configuration changes on
receipt, if neither mentioned in the requirement nor in the documentation

are not enabled.

11.1.5 Evidence Provided:- Screenshots

12. Test Case Result:

S.No

TEST CASE NAME

PASS/FAIL

Remarks

to check the disabling of icmp
packets not necessary

FAIL
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1.10.3 System account identification

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.10 Operating System

2. <Security Requirement No & Name > 1.10.3: System account identification

3. <Requirement Description: > Each system account in Operating system of the
CPE shall have a unique identification, the OEM to provide information on
implementation mechanism for this requirement.

4. DUT Confirmation Details:

DUT Configuration:

6. Preconditions:- OEM shall provide confirmation that each system account in
Operating system of the CPE shall have a unique identification. OEM should share
the supporting document.

7. Test Objective

To check DUT’s doesn’t support/disable privilege escalation without
authentication

8. Test Plan

8.1.Number of Test Scenarios:
8.1.1.  Test Scenario to check whether all newly created system
accounts having a unique identification (UID).

u

8.2.Test Bed Diagram

AN 7=
192168018 P _
: 38 0.1 % [ ——)

dlink 658IN

# 0/ Test Machine2
,/ 192 168.0.100
”
“ Fa0

o

Test Machine
1892 168 0. 22

8.3.Tools Required

e DUT

8.4.Test Execution Steps

e The Tester shall create multiple system accounts on DUT.
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e The Tester shall check whether all newly created system accounts having a

unique identification (UID).

9. Expected Results for Pass:

10. Expected Format of Evidence: Screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test Case Name: Unique UID
11.1.2

system accounts having a unique identification (UID)..
11.1.3

account
11.1.4

particular, only the root account should have UID =0
11.1.5 Evidence Provided:- Screenshots

12. Test Case Result:

Test Case Description: The Tester shall check whether all newly created
Execution Steps: In DUT, there is no option to create any system or user

Test Observations: The Tester verified the UIDs are not different and, in

S.No TEST CASE NAME PASS/FAIL Remarks
1 Unique UID PASS No feature to create a
user account
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2.10.4 OS-Hardening Kernel Security

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.10 Operating System
2. <Security Requirement No & Name > 1.10.4: 0S-Hardening Kernel Security

3.

<Requirement Description: > OEM may submit the process for OS Hardening
undertaken to justify that the OS is sufficiently hardened and Kernel based applications
/ functions not needed for the operation of the CPE are deactivated. OEM to provide

information on steps taken in this regard.

4. DUT Confirmation Details:
5. DUT Configuration:

6. Preconditions: - OEM shall provide OS Hardening undertaken and provide information

on steps taken in this regard.
7. Test Objective: - To check DUT’s support OS Hardening
8. Test Plan
8.1. Number of Test Scenarios:
8.1.1. Test Scenario to check DUT support OS Hardening from OEM documents
8.1.2. Test Scenario to check OS Hardening functions of DUT
8.2. Test Bed Diagram

AN 7=
e —J
192 168.0.1 9 A
dlink &658IM
# 00 Test Machine2
,/ 192 168.0.100
.
“ Fad

.

Test Machinei
182 168 0. 22

8.3. Tools Required
e DUT
8.4. Test Execution Steps
e The Tester reviews the process for OS Hardening undertaken from OEM
that justify that the OS is sufficiently hardened.
e The Tester shall verify that IP Packet Forwarding / Proxy ARP / Directed

broadcast / IP Multicast / Gratuitous ARP feature are disabled by default on

the network product.
e The Tester reviews the process for OS Hardening undertaken from OEM
that justify that the OS is sufficiently hardened).
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9. Expected Results for Pass:

10. Expected Format of Evidence: Screenshots

11. Test Execution:
11.1 Test Case Number: 01

11.1.1 Test Case Name: OS Hardening from OEM documents

11.1.2 Test Case Description: The Tester reviews the process for OS Hardening

undertaken from OEM that justify that the OS is sufficiently hardened.

11.1.3 Execution Steps:
Note: Software test document is not available with lab because this is the market
purchased product used for demo testing.

11.1.4 Test Observations:
Note: Software test document is not available with lab because this is the market
purchased product used for demo testing.

11.1.5 Evidence Provided:- Screenshots

11.2 Test Case Number: 02

11.2.1 Test Case Name: OS Hardening of DUT

11.2.2 Test Case Description: The Tester shall verify that IP Packet Forwarding / Proxy
ARP / Directed broadcast / [P Multicast / Gratuitous ARP feature are disabled by
default on the network product.

11.2.3 Execution Steps: The Tester checked the DUT and found that there is no IP Packet
Forwarding / Proxy ARP / Directed broadcast / IP Multicast / Gratuitous ARP
feature shown in DUT.

The Tester shall review the OEM document to verify the OS hardening document.

11.2.4 Test Observation: - OEM Undertaking required Evidence

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 OS Hardening from OEM No OEM document
available
2 OS Hardening of DUT No OS Hardening
functions observed
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1.10.5: Protection from buffer overflows

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 1.10 Operating System
2. <Security Requirement No & Name > 1.10.5: Protection from buffer overflows
3. <Requirement Description: > Kernel based network functions not needed for the
operation of the network element shall be deactivated.
In particular, the following ones shall be disabled by default:

a) Proxy Address Resolution Protocol (ARP) (to prevent resource exhaustion attack
and man-in-the-middle attacks)

b) Directed broadcast (to prevent attacks like Smurf, Denial of Service etc.,)

c) IPv4 Multicast handling. In particular, all packets with IP source or destination

address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255)
shall be discarded by default and multicast route caching and forwarding shall be
disabled to prevent Smurf and Fraggle attacks. A configuration option shall be
available to enable the IPv4 multicast handling if required.

d) Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks)

4. DUT Confirmation Details:
5. DUT Configuration: No configuration needed
6. Preconditions OEM shall provide OS Hardening undertaken and provide information
on steps taken in this regard.
The tester should do factory reset of the DUT.
7. Test Objective:- To check DUT support OS Hardening functions and verify the
compliance as per the requirement
8. Test Plan
8.1. Number of Test Scenarios:

8.1.1. Test Scenario to check DUT support OS Hardening from OEM documents
8.1.2. Test Scenario to check OS Hardening functions of DUT

8.2. Test Bed Diagram
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
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Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.

8.3. Tools Required
e DUT
8.4. Test Execution Steps

e The Tester reviews the process for OS Hardening undertaken from OEM that
justify that the OS is sufficiently hardened.

e The Tester shall verify thatJtPPaecketFerwarding / Proxy ARP / Directed

broadcast / [P Multicast / Gratuitous ARP feature are disabled by default on the
network product.
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e The Tester reviews the process for OS Hardening undertaken from OEM that
justify that the OS is sufficiently hardened).

9. Expected Results for Pass: The DUT has kernel based functions disabled which can
harden the OS security
10. Expected Format of Evidence: Screenshots
11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: OS Hardening from OEM documents
11.1.2 Test Case Description: The Tester reviews the process for OS Hardening
undertaken from OEM that justify that the OS is sufficiently hardened.
11.1.3 Execution Steps:
o The tester reviews the OEM documents for the kernel based functions
supported in the DUT
o The tester shall use the commands to check if the following kernel based
functions are disabled- IP Packet Forwarding, Proxy Address Resolution
Protocol (ARP), Directed broadcast, Gratuitous ARP messages, [Pv4 Multicast
handling.
o For proxy ARP verify that
net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file.
For directed broadcast verify that
net.inet.ip.directed-broadcast=0

Similarly it can be checked for the other OS Hardening functions too if they are
disabled as per the OEM documents
11.1.4 Test Observations:
Note: Software test document is not available with lab because this is the market
purchased product used for demo testing.
11.1.5 Evidence Provided

11.2 Test Case Number: 02
11.2.1 Test Case Name: OS Hardening of DUT
11.2.2 Test Case Description: The Tester shall verify that I2-PacketEorwarding /
Proxy ARP / Directed broadcast / I[P Multicast / Gratuitous ARP feature are
disabled on the network product.
11.2.3 Execution Steps:
(a) (For Proxy ARP)
e The tester shall connect the DUT with the two test machines in two of its
interfaces
Host 1 is connected to IF1 on subnet A
Host 2 is connected to IF2 on subnet B

e The network analyzer on the DUT is configured to capture all the packets through
the DUT
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access point

10.200.2.4
10.244.0 22400000 —

j!!!!!‘;>

Host 2
10.200.2.3

reeSgc—pcf-7Tcbdecdudiy—ql7ds: /freeSgc ifconfig
flags=4163<UP, BROADCAST ,RUNNING MULTICAST> mtu 1458
inet 10.244.08.220 netmask . .285.. .8 broadcast 10.24i.8.255
inets feBO::dB83a:99Ff:fe7f:43 : ixlen 64 scopeid Ox28<Link>
ether da:3a:99:7F:43:c9 txqueuelen B8 (Ethernet)
RX packets 198561 bytes 13] 08 (13.1 MB)
RX errors & dropped @ overruns @ frame 8
T packets 198286 bytes 18481591 (18.4 MB)
TX errors ® dropped @ overruns @ carrier 8 collisions @

lo: flags=T73<UP LOOPBACH, RUNNING> mtu 65536
inet 127.8.8.1 netmask
1 prefixlen 128

txqueuelen 10688 (Lo
R¥X packets @ bytes 8 (8.8
R¥ errors @ dropped 8@ overruns B8 frame @
TX packets @ bytes 0 (8.6 B)
TX errors 8@ dropped B overruns 8 carrier 8 collisions @

mgnt: flags=4163<UP,BROADCAST RUNNING MULTICAST= mtu 1458

inet 18.28€ 4 netmask 255. 255.8 broadcast 10.208.2.
Fe68:9d9U fixlen ol peid @
Bd txqueuelen @ (Ethernet)

R¥X packets 133 bytes 9244333 (9.2 MB)

RX errors 8@ dropped @ overruns @ frame 8

TX packets 132247 bytes 6897297 (6.8 MB)

TX errors ® dropped @ overruns @ carrier 8 collisions @

root@freeSgc—pcf-Tcbdeddddid—qlTds: /freeSgc#

e Host2 is connected to DUT on interface mgnt
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flags=4163<UP, BROADC mtu 1458
inet 1@8.244.8 s .255 .8 broadcast 16.24d._8.25¢!
inets feBB::c FF:feTF: ‘ ixlen 64 scopeid Ox28=Link>
ether da:3a:99 3:c9 X (Ethernet)
RX packets 198561 bytes 13 08 (13.1 MB)
RX errors & dropped @ overruns @ frame 8
TX packets 19528 bytes 18481591 (18.4 ME)
TX errors ® dropped @ overruns 8 carrier 8 collisions @

lo: flags=T73<UP LOOPBACHK, RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.8.08
ineté ::1 prefixlen 128 scopeid 8x18<host=>
loop txgqueuelen 18808 (Local Loopback)
R¥X packets 8 bytes @ (8.8 B)

RX errors @ dropped @ overruns 8 frame @
TX pac ) bytes 8 (8.8 B)
TX errors @ dropped B overruns 8@ carrier 8 collisions @

mgnt: flags=4163<UP, BROADCAST RUNNING 6 MULTICAST> mtu 1458
inet 18.200 4 netmask 255.255.255.8 broadcast 18.2
inet6 feBB::cBc:faff:fe68:9d9U prefixlen 64 scopeid
ether Ba:58:8a:c8:82:80 txqueuelen & (Ethernet)
RX packets 132615 bytes 9244333 (9.2 MB)
RX errors 8@ dropped @ overruns @ frame @
TX packets 132247 bytes 6897297 (6.8 MBE)
TX errors ® dropped B overruns 8 carrier 8 collisions @

root@freeSgc-pcf-Tcbdecdydil-ql7ds : /freeSgch

¢ Broadcast an ARP request from Host 1 on Subnet A to discover the MAC of Host 2 on
subnet B. Since the ARP request is a broadcast, it reaches all nodes in the Subnet A,
which include the IF1 interface of the network product, but it does not reach Host 2

root@freeSge—nrf-57b6Ub96+-tkx19: /freebgcH arping -I ethB® 18.3
ARPING 1©.208.2.3

42 bytes from :ld:e3:71:ad: 44 (16.200.
42 bytes from ld:c2:T71:ad:ud (16.2806.
42 bytes from :4d:ec3:T71:ad: 44 (16,200,
42 bytes from :Ud:c3:71:ad:ud (16.200.
42 bytes from :Ud:c3:71:ad: 44 (16,280,
U2 bytes from :Ud:ec3:71:ad:ud (10.208.
42 bytes from dd:c3: rad:d4 (1e.260.
U2 bytes from :ld:c3:71:ad:ud (16.2860.

A
L

index=0 time=4.
time=3,
time=3.6
time=3.

B B b2

Ll Lad Lad Lad Lad Lad

Pd bd

index=5
index=6
index=7

[d
Led

-+ = -k ok kb
Pt
R e M N M N i N

Fod b Bd B B B B R

]
Lad

18.2680.2.3 statistics
8 packets transmitted, & packets received, 8% unanswered (& extra)
rtt min/avg/max/std-dev = 6.083/0.004,/0.005/0.000 ms
root@freebgc-nrf-57boUb96f-thx19: /freedgc#

o Verify that the network product correctly receives this packet but that it does not
send an ARP reply to Host 1 with its own MAC address.




The same can be checked on wireshark

.- RT QeuwEjs _=qaqd
No. Frotocal Source Address Destnation Adar Length Time Fthemnat  Info
TARP~ _5870.000000. /  Who has 10.200.2.37 Tell 10.244.6.220 |
2 ARP 58 1.001157.. / Who has 10.200.2.3? Tell 10.244.8.220
3 ARP 58 2.082302.. ¢ Who has 10.2080.2.37 Tell 10.244.8.220
4 ARP 58 3.003451. ¢ Who has 19.200.2.37 Tell 10.244.9.220
S ARP 58 £.904598.. / Who has 10.200.2.37 Tell 18.244.8.220
b ARP 58 5.085758.. ¢ Who has 10.280.2.3?7 Tell 10.244.8.220
7 ARP 58 6.006914,. ¢ Who has 10.200.2.37 Tell 16,244.8.220

Frame 1: S8 bytes on wire (464 bits), S8 bytes captured (464 hits)
Ethernet II, Src: ce:39:cd:ad:fa:ba (ce:39:cd:ad:fa:ba), Dst: Broadcast (ff:ff.ff . ff .f.FF)
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPvA (Ox0860)

Hardware size: ©

Protocol size: 4

Opcode: request (1 )

Sender MAC address: ce:39:cd:ad:fa:ba (ce:39:cd:ad:fa:ba)

Sender IP address: 10.244.0.220

larget MAC address:| 80:00:00 080:00:00 {‘(."'d (080000 : 00 : 80)

Terget IP address;: 10.200.2.3

(for IPV4 multicast handling)
e Here the tester verifies that ipv4 addresses (source and destination) aren’t running
on broadcast addresses
¢ Verify that none of the network product's interfaces is running Multicast (e.g. typing
command ip maddr or ifconfig (for Unix embedded)

access point

’ 10.200.2.4
10.244.0.224 0000 —

mgmt

eth0

e Host1is connected to DUT on interface ethO
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root@freeSgec—-pcf-Tchdeduldil—-qlTds: /freeSged ifconfig
eth®: flags=4163<UP, BROADCAST RUNNING 6 MULTICAST> mtu 1458
inet 18.244.8.2248 netmask 255.255.255.8 broadcast 16.244.8.255
inetde feBB::dB3a:99FFf: fe7f:U3c9 prefixlen 64 scopeid Bx20=Llink>
ether da:3a:99:7f:43:c9 txqueuelen & (Ethernet)
RX packets 198561 bytes 13166298 (13.1 MB)
RX errors 8 dropped 8 overruns @ frame @
T packets 198286 bytes 10481591 (16.4 ME)
TX errors ® dropped @ overruns 8 carrier 8 collisions @

lo: flags=T73<UP LOOPBACHK, RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.98.0.0
inett ::1 prefixlen 128 scopeid 8xl8<host>
loop txgqueuelen 18808 (Local Loopback)
R¥X packets 8 bytes @ (8.8 B)
RX errors 8@ dropped 8 overruns 8 frame @
TX packets ® bytes & (8.8 B)
TX errors @ dropped B overruns 8@ carrier 8 collisions @

mgnt: flags=4163<UP, BROADCAST RUNNING 6 MULTICAST> mtu 1458
inet 18.200.2.4 netmask 255.255.255.8 broadcast 16.288.2.255
ineth feBO::cBe:faff:fe68:9d9U prefixlen 64 scopeid @x20<Link>
ether Ba:58:8a:c8:82:80 txqueuelen & (Ethernet)
RX packets 132615 bytes 9244333 (9.2 MB)
RX errors 8 dropped 8 overruns @ frame @
TX packets 132247 bytes 6897297 (6.8 MB)

TX errors ® dropped B overruns 8 carrier 8 collisions @

root@freeSgc-pcf-Tcbdecdydil-ql7ds : /freeSgch

e Host2 is connected to DUT on interface mgnt

root@freeSgec-pcf-Tchdedudild—qlTds: /freeSged ifconfig
eth®: flags=4163<UP,BROADCAST RUNNING MULTICAST= mtu 1458

inet 10.244.08.22H0 netmask 255.255.255.0 broadcast 16.244.8.255

ineté feBB::dB3a:99Ff: fe7f:U3c9 prefixlen 64 scopeid Bx20=<Llink=>

ether da:3a:99:7F:43:c9 txqueuelen & (Ethernet)

RX packets 198561 bytes 13166298 (13.1 ME)

RX errors 8 dropped 8 overruns @ frame @

TX packets 198286 bytes 10481591 (16.4 ME)

TX errors ® dropped @ overruns @ carrier 8 collisions @

lo: flags=T73<UP LOOPBACH, RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.98.08.08
inett ::1 prefixlen 128 scopeid 8xl8<host>
loop txqueuelen 1888 (Local Loopback)
R¥X packets @ bytes @ (8.0 B)
RX errors @ dropped 8 overruns 8 frame @
TX packets @ bytes 0 (8.6 B)
TX errors 8@ dropped B overruns 8 carrier 8 collisions @

mgnt: flags=4163<UP,BROADCAST RUNNING MULTICAST= mtu 1458
inet 10.2080.2.4 netmask 255.255.255.8 broadcast 160.2608.2.255
inets feBO::cBec:faff:feb68:9d9U prefixlen 6U scopeid @x28<Llink>
ether Ba:58:8a:c8:02:80 txqueuelen & (Ethernet)
RX packets 132615 bytes 9244333 (9.2 MB)
RX errors 8 dropped 8 overruns @ frame @
TX packets 132247 bytes 6897297 (6.8 MB)
TX errors ® dropped @ overruns @ carrier 8 collisions @

root@freeSgc—pcf-Tcbdeddddid—qlTds: /freeSgc#




Its observed that both the interfaces on which Hosts are connected to the DUT have
MULTICAST running

(for Gratuitous ARP)

access point

10.200.2.4
10.244.0 22400000 —

# Define s and DUT MAC
spoofed_ip . 3.28.181" # Spoofed Sou
: H # DUT MAC Ad

# ARP Request
fed_ip, # Source IF poofed)
ooted_ip, # Target IP (same as Source IP)
hwsrc=dut_mac, # DUT MAC Address (real)
hwdst="FF:F¥:FF:ff:FF:Ff") # Broadcast MAC

# Send the ARP Request

send{arp_request)

print(f"Sent Gratuitous ARP Request for {spoofed_ip} ({dut_mac}

e Send a Gratuitous ARP request from Host 1, i.e. an ARP request where the
source and destination IP are both set to an IP address different from the
one already cached in the network product ARP Cache for Host 1 and the

destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
root@freeSgc-nrf-57b6Ub96f-thkx19: /freeSgc# python3 arp_request.py

Sent 1 pachkets.
Sent Gratuitous ARP Request for 192,168.26.101 (da:3a:99:7f:U3:c9)

e Verify that the network product correctly receives this packet but discards
it and that the ARP Cache is not updated.
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root@freeSgc—nrf-57b6Ub96f—thx19: /freebgcht arp —n
HWtype HWaddress Iface
ether a2:el:al:aa: ;B8 C eth@
ether Se:eb:b ( ethB
ether 190 - 3:c9 ( ethB

{i eth@
ether 96 38 ( ethB
gther l . ' @ eth@

f—thxlo: Lt 68,

e The same can be observed on wireshark (packets captured at the DUT)
(for broadcast handling)

access point

‘ 10.200.2.4
FPPPTIN COO000 | i

broadcast
broadcast 10.200.2.255
10.244.0.255

[freeSgett ifconfig
flags=4163<UP, BROADCAST ,RUNNING MULTICAST> mtu 1458
inet 108.244.8.224 netmask .255. 8 broadcast 10.244.09 3
inets feBO::d83a:99ff:fe7f:4 ‘ (len 64 scopeid 8x28<Llink=
ether da:3a:99 :43:c9 txgueuelen 8 (Ethernet)
RX packets 198 bytes 13166298 (13.1 MB)
RX errors 8@ dropped @ overruns @ frame @
TX packets 198286 bytes 10481591 (16.4 MB)
TX errors 8@ dropped B overruns 8@ carrier 8 collisions @

lo: flags=T73<UP 6 LOOPBACH, RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.08
inet6 prefixlen 128 opeid @xl@<host>
loop txgqueuelen 18868 (Local Loopback)
RX packets bytes @ (8.8 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes 6 (8.0 B)
TX errors @ dropped @ overruns @ carrier 8 collisions @

mgnt: flags=4163<UP,BROADCAST RUNNING MULTICAST> mtu 1458
80.2.4 netmask 255.255.255.8 broadcast 10.
refixlen 64 scopedid
ether Ba:58:8a:c8:02:84 txqueuelen & (Ethernet)
R¥X packets 132615 bytes 9244333 (9.2 MB)
RX errors @ ned @ overruns @ frame @
TX packets 132247 bytes 6897297 (6.8 MB)
TX errors 8@ dropped B overruns 8@ carrier 8 collisions @

root@freeSgc—pcf-Tcbdeddddl—qlTds: /freeSgc#

e Host2 is connected to DUT on interface mgnt
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pcf=Tcbdcduldiil-ql7ds: /freebgc# ifconfig
flags=4163<UP BROADCAST ,RUNNING MULTICAST> mtu 1458
inet 18.244.8.2240 netmask 255.255.255.8 broadcast 16.244.8.255
ineth feBO::d83a:99Ff:fe7f:U3c9 prefixlen 64 scopeid Bx28=Llink=>
ether da:3a:99 :43:c9 txqueuelen 8 (Ethernet)
RX packets 198561 bytes 13 98 (13.1 MB)
RX errors & dropped @ overruns @ frame 8
TX packets 198286 bytes 10481591 (1©.4 ME)
TX errors ® dropped @ overruns 8 carrier 8 collisions @

=73<UP, LOOPBACK, RUNNING> mtu 65536
8.8.1 netmask 255.0.8.8
prefixlen 128 scopeid 8x18<host>
txqueuelen 1808 (Local Loopback)
R¥X packets @ bytes @ (8.8 B)
RX errors 8@ dropped 8 overruns 8 frame @
TX packets ® bytes & (8.8 B)
TX errors @ dropped B overruns 8@ carrier 8 collisions @

mgnt: flags=4163<UP, BROADCAST RUNNING 6 MULTICAST> mtu 1458
inet 18.280.2.4 netmask 255. ”55.255 8 broadcas
inetb feBB::cBc:faff:febB:9d9U =fixlen 64 P
ether Ba:58:8a:c8:82:80 txqueuelen & (Ethernet)
RX packets 132615 bytes 44333 (9.2 MB)
RX errors 8@ dropped @ overruns @ frame @
TX packets 132247 bytes 6897297 (6.8 MBE)
TX errors ® dropped B overruns 8 carrier 8 collisions @

root@freeSgc-pcf-Tcbdecdydil-ql7ds : /freeSgch

e Send an ICMP ECHO message from Host 1 to ping a broadcast address
Host 1 (Subnet A) sends a packet with the destination broadcast
address of Subnet B (10.200.2.255)

eeSg 6f—thx19: /freeSg 0] 5.2008.2.255 —c 18 -I eth®
DINh lH Uh ‘. 55 (18.288.2 ) from 10.244.9.220 eth8: 56(8U) bytes of data.

19.200.2.255 ping statistics ——-
transmitted, @ ceived, 100% packet loss, time T168ms

e Verify that the network product doesn't respond to the ping.
Capture the same on tcpdump at the DUT

b':,' filter
yed by kernel

The same can be seen on wireshark
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d N [ E L Qe S § 8 £ 8 8 '

a Prmgon Soare Address Desineton Adar Lesgth Time ErEmzt o
1 Iimp 19,244 @.1 10, X, 2. .. QB & O3, Coho {plng) reqeest  Ld-Bxefbo, seq=17256, 1UL=84 (po response tousd!)
2 [CHP 19.244. 9.1 18.208. 2. . S8 1.l & Siho (plng) reqeesl  Ld-fuetbl, se LL1=88 {nr res s oumd |
19.248. 9.1 1288, 2. .. 20 2.838004. & Ciho {ping) regessl  LdoBwetbo, 3 Ok
& Tiwe 19.244.9.1 1@, 208, 2 20 J.95ER52, & sihe {plng) ~egeesl Sd-Bunefbic, & wWapUrnaE U i}
Fremw 1: 98 Bylas on wire (783 Bilsl. PP Uyles ceple-wd (734 Lile
Eiherwml II, Sru: ce:dPcocd:pdite:be (veid@iediadctacbi), Bel: du:daiP8:THiddf (do:de: B9 THdd )
redon 4, Sro: W90, Del: 10.238.2.255

(BEY: 1 {Biddi]
(LEY: 256 (Gwdlid)

|Mo response seen |
Timestamp trom Llomp dats: Mar £, 35 M-d42:19 000000ME Irdis Stardard Time
Timestang Trom lemp dala elative): @ 471173008 secoscls|

t [d4a 1 3

e Send an ICMP timestamp request (ICMP type 13) from host 1 to a broadcast

address

e Verify that the network product doesn't respond to the timestamp request

11.2.4 Test Observation

It was observed that DUT doesn’t respond to the arp request from Host 1 on behalf of

Host 2(proxy arp)

DUT does’nt respond to the directed broadcast request sent from Host 1
DUT does have MULTICAST running on the interfaces connected to the Hosts
DUT does not update the ARP cache upon receiving the Gratuitous ARP request from

Host 1
11.2.5 Evidence:- Screenshots provided above

12. Test Case Result:

TEST CASE NAME PASS/FAIL

S.No

Remarks

1 OS Hardening from OEM

No OEM document
available

2 OS Hardening of DUT Fail

MULTICAST is
running on the

interfaces connected
to the DUT

<test bed diagram with correct IP addr>
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1.10.6: External file system mount restrictions

<DUT Details: > Ex: Router
<DUT Software Version:>
<Digest Hash of OS>

<Digest Hash of Configuration>
<Applicable ITSAR: >

<ITSAR Version No:>

<OEM Supplied Document list: >

1. <ITSAR Section No & Name> Section 2.10 Operating System

2. <Security Requirement No & Name > 2.10.6 No automatic launch of
removable media

3. <Requirement Description: > The Network product shall not automatically launch
any application when removable media device such as CD, DVD, USB-Sticks or USB-
Storage drive is connected. If the operating system supports an automatic launch, it
shall be deactivated unless it is required to support availability requirements.

4. DUT Confirmation Details:

5. DUT Configuration: -

6. Preconditions:- If the network product is provisioned with the necessary physical

ports/drives (CD/DVD drive, USB port, etc.) then the
test case applies.
7. Test Objective:- To test if DUT does’nt permits automatic launch of application
when removable media is attached
8. Test Plan
8.1. Number of test scenerios; 01

8.1.1. Test scenario to check if DUT permits launch application on its own
8.2. Test Bed diagram

Controller 2

colg
/ Controller 1
—

] [ \ PC(Console/SSHHTTPS)
« I J 4—_’ A »
== = )
S APT N
On-Premise L2 Switch
Management y
Solution
I
Router o
Client1 Client2

Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
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AP Integrated Mode :

o e\
~ ~ PC(Console/SSHHTTPS)
. -5 :
i L2 Switch / AP(virtual >
s ' / Controller) ,
fanagement e
Solution 4 ;
~ Router e
L Client 2
Cloud
Management
Solution

Note : The execution steps remain same for all the above scenarios. Further scenarios
please check OEM datasheet.
8.3.  Test execution steps :
o Connect the removable media to DUT.
o Verify removable media does not automatically launch after connecting to
DUT.
o Reload the DUT to verify if the removable drive is not accessible by default.
9. Expected Results: - DUT doesn’t permit the mounting of removable media unless
done manually
10. Expected Format of Evidence
11. Test Execution
11.1 Test Case Number: 01
11.1.1  Test Case Name: Automatic launch from removable media
11.1.2  Test Case Description: To test if DUT permits automatic launch of application
when removable media is attached
11.1.3  Execution Steps:

i) Load a removable drive with relevant files to DUT.
Name Date modified Type
|&] icon.png 26-Jul-23 12:25 PM PNG File
1| autorun.inf 26-Jul-23 12:24 PM Setup Information
«| autorun.sh 26-Jul-23 12:23 PM SH File

v Devices and drives (2)

- | Local Disk (C:) USB Drive (E)
A
o o |
380 GB free of 465 GB 13.7 GB free of 14.8 GB
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| autorun.sh - Notepad

File Edit Format View Help
k! /bin/sh
xdg-open myDocument.odt

The removable media was formatted with FAT32 format, which supports Linux file
system. The above script in autorun.sh will launch a new document.

ii)Connect the removable media to DUT and check if the DUt doesn’t support the
launch of the application

The script requires the access to bash shell to execute.
No popup or prompt message was observed after removable media (USB) is

roller) >[]

connected.
Reload the DUT to ve

106 W

rify if the removable drive is not accessible by default

£i

11.1.4 Test Observation :- It was observed that DUT doesn’t launch any application

1. Test Result

S. TEST CASE NAME PASS/FAIL Remarks
No
1 |Automatic launch from removable media PASS
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Section 1.11: Web Interface

1.11.1 HTTPS Support

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<0EM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.1: HTTPS Support

3. <Requirement Description: >The communication between Web client and Web
server to be protected using industry standard secured communication protocols
TLS/HTTPS. Cipher suites with NULL encryption shall not be supported. CPE to be
protected against sniffing and side jacking attacks.

4. DUT Confirmation Details: Screenshot below shows the DUT name ( Primary AP

Name) , Model number, Serial Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.20

0 day. 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
93%

a0

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Show available networks

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Wi-Fi on @D

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And

Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as
Show in the below Screenshot.

5 Welcome x | + o

oz C O & ciscobusiness.cisco ks ® ¥

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+

&« C QO B o+ ciscobusiness.cisco/screens/day0-config html B %

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required
and click Next

(5) | Cisco Business Wireless 150AX Acc: X = =+ v
& C O 8 o ciscobusiness.cisco/screens/day0-config html B ex% ¥
'::ll's"':lé' Cisco Business Wireless 150AX Access Point

1 Sat Up Your Primary AP
Primary AP Name | TEST d
Country  India (IN) L
DuesTme 022212024 ) | 16:28:20
nezone  Colombo, Kolkata, Mumbal, New Delhi i
Mesk 7]

D Would you like Static IP for your Primary AP (Management Network) ‘@

(2]

Management IP Address | 172.16.1.50

ubnet Mask  266.265.255.0

elault Gateway | 172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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- C QO B o ciscobusiness.cisco/screens/day0-config html

@ ciscobusiness.cisco

Primary AP will reboot after these confiqurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-

up wizard.”
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[F] | Cisco Business Wireless 150AX Acc- X + v - a %
<« > C QO 8 o+ ciscobusiness.cisco/screens/day0-config html B e % L ® =
‘éllls.tl:lo“ Cisco Business Wireles
1 St Up Your Primary AP
NeworkName  TEST ©
Securty | WPA2 Personal
Passphrase tesneeee 0
Confirm Passphrase ssssesss
O Show Passphrase
s
Step 6 : Verify the Configuration done and Click on Apply
E Cisco Business Wireless 150AX Acc: X + v . %
< B wo% % L @ =




1l
'cisco  Cisco Business Wireless 150AX Access Point

Please confirm the configurations and Apply

Usemame admin
Primary AP Name  TEST
sy Inclla (IN)
ae & Tme  02/22/2024 16:29:05
Tinezone  Colombo, Kolkata, Mumba, New Delhi
Mesh No

Management IP Address  172.16.1.50
Management I° Subnet  255.255.255.0

jement P Galeway  172.16.1.1

Network Name  TEST
ccunty WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions

e Network product documentation containing information about supported Web

Servers and Protocol to communicate with the Web Server in the DUT is

provided by the vendor.

e A peerimplementing the security protocol same as the one configured by the

vendor on DUT for Web Server, (e.g.,, HTTPS client) shall be available.
e Tester has HTTPS access to DUT.

7. Test Objective:

e The communication between Web client and Web server shall be protected

using TLS.
e Cipher suites with NULL encryption shall not be supported.
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8. TestPlan:

8.1 Number of Test Scenarios:

8.1.1 Test scenario to check whether the communication between the

client

and server is over http.
8.1.2 Test Scenario to check whether the DUT supports NULL encryption.
8.1.3 Test Scenario to check what are the ciphers supported by the DUT

and

which TLS version is being used.

8.2 Test Bed Diagram

Test Machine 1
IP:172.16.1.34

8.3 Tools Required

- Testssl
- Browser

8.4 Test Execution Steps

d
WiFi CPE

IP:172.16.1.50

Test Machine 2 Test Mach;ne 3
IP:172.16.1.35 IP:172.16.1.36

Switch 2
|

|

Server
IP:172.16.1.38

— Open any web browser and initiate a connection to the target server using the
HTTP protocol to verify whether the communication between the client and

server occurs over HTTP.

— The tester initiates a connection to the target server using the SSL/TLS
protocol, specifying a particular version (e.g., TLS 1.0, TLS 1.2).

— Take note of the cipher suites supported by the Device Under Test (DUT)
during the SSL/TLS handshake.
— Follow the steps for each supported cipher suite, both secure and weak, to

thoroughly test the server's configuration.
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— Check all supported ciphers and verify that the DUT supports secure ciphers.
Ensure that the server does not support null encryption.
Note: Utilize an automated tool such as Testssl to streamline and automate the
testing process.

— Verify CPE is protected against sniffing and sidejacking attacks.

9. Expected Results for Pass:
Case 1: The Device Under Test (DUT) should not support HTTP; instead,

communication between the client and web server should exclusively utilize the
HTTPS protocol.

Case 2: The ciphers supported by the Device Under Test (DUT) should align with the
recommendations outlined in the Cryptography ITSAR.

10. Expected Format of Evidence: Screenshots of Testing
11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC1_HTTPS
11.1.2 Test Case Description: verify that Device Under Test (DUT) should not support
HTTP
11.1.3 Execution Steps:
Step 1: Open browser and navigate to http://172.16.1.50 and observe that it is redirected
to https://172.16.1.50.
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https://172.16.1.50/

11.1.4 Test Observations: DUT has successfully redirected a user to secure channel.

11.2 Test Case Number: 02

11.2.1 Test Case Name: TC2_SUPPORT_ CIPHERS

11.2.2 Test Case Description: The communication between Web client and Web server
shall be protected using TLS.

11.2.3 Execution Steps:

Step 1: Open kali Linux and type the command “testssl https://172.16.1.50” and observe

the response
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testssl 3.2rc3 from https://testssl.sh/dev/

This program is free software. Distribution and
modification under GPLv2 permitted.
USAGE w/0 ANY WARRANTY. USE IT AT YOUR OWN RISK!

Please file bugs & https://testssl.sh/bugs/

"OpenSSL 3.1.4 ct 2023 (Library: OpenSSL 3.1.4 24 Oct
fusr/bin/o

*, platform: “debian-amd64”)

16.1.50:443 (172.16.1.50)

5 (172.16.1.59):
rvice detected:

otocols via sockets except NPN+ALPN

SSLv2

SSLv3

TIS 1 f

TLS 1.1 not offered

TLS 1.2 offered (OK

TLS 1.3 not offered and dow jed to : protocol
NPN/SPDY not

ALPN/HTTP2 not

_Testing cipher categories

NULL ciphers (no encryption)

Anonymous NULL Ciphers (no authentication)
Export ciphers (w/o ADH+NULL)

LOW: 64 Bit + DES, RC[2,4], MD5 (w/o export)
Triple DES Ciphers / IDEA

Obsoleted CBC ciphers (AES, ARIA etc.)

Strong encryption (AEAD ciphers) with no FS
Forward Secrecy strong encryption (AEAD ciphers)
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Testing server's cipher preferences

CAMELLIAL28-SHA

server cipher order?

Testing robust forward secrecy (FS)

_Testing server defaults (Server Hello)

TLS extensions (standard)
Session Ticket RFC 5077 hint
SSL Session ID support
Session Resumption

TLS clock skew

Client Authentication
Signature Algorithm
Server key size

Server Key usage

Server extended key usage
Serial

Fingerprints

Common Name (CN)
subjectAltName (SAN)

1.1.01

5L 1.1.1d

OpenSSL 3.0.3
Mail

(Debian)

Apple

Rating (experimental)
Rating specs (not t
Specification documentation
Protocol Support (weighted)
Key Exchange (weighted)
Cipher Strength (weighted)
Final Score

Overall Grade

Grade cap reasons

comple

Grade capped

Done 2024-02-22 01:3

6-GCM-SHA384
~GCM-SHA384
6-GCM-SHA384
GCM-SHA384
GCM-SHA384

ver Rating

/ssllabs/r

Guide' (version 2009qg from 2020-01-30)

2arch/wiki/SSL-Server-Rating-Guide

Issues with the chain of f signed)
Forward Secrecy (FS) is n
.red

.1.50:443 (172.16.1.50)

From the above image, we verified the fingerprints, signature, TLS version, supported
cipher and null encryption by the server.

11.2.4 Test Observations:

e The communication channel between the Network product and its client is

encrypted using TLSv1.2,

The DUT supported the weak cipher, Fingerprint and signature algorithm
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12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 TC1_HTTPS PASS
2 TC2_SUPPORT_ CIPHERS Fail DUT supported the weak cipher,

Fingerprint and signature
algorithm
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1.11.2: logging

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:> 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.2 logging

3. <Requirement Description: > Access to the webserver (both successful as well
as failed attempts) shall be logged. The web server log shall contain the following
information:

o

@)
@)
@)
@)

o

Access timestamp

Source (IP address)

Account (if known)

Attempted login name (if the associated account does not exist)
Relevant fields in http request. The URL should be included whenever
possible.

Status code of web server response

4. DUT Confirmation Details: Screenshot below shows the DUT name ( Primary AP
Name), Model number, Serial Number, Software Version.

387




Primary AP Information

Primary AP Name cisco

Model CBW150AX-D

Serial Number DNI270607G6

Software Version 10.5.2.0

Up Time 0 day, 0 hour, 57 minutes
Primary AP Time Wed Jan 31 11:02:17 2024
Timezone

Country IN - India

Management IP Address 172.16.1.50

Memory Usage 53%

Max Access Points Supported 50

DUT Configuration Checksum:

PS C:\> certutil ( _ : -
SHA256 hash of .\configuration files\configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
CertuUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

= WiFi

(EJ Show available networks

“%a CiscoBusiness-Setup
Secured

,7] Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And
Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as
Show in the below Screenshot.
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B | Welcome x 4+ v — a X
& C O & ciscobusiness.cisco/screens/startup htm <& ® L ® 8 =
alualn " .
asco. Cisco Business
Cisco Business Wireless
Access Points
Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point
Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or frademarks of Cisco Systems, Inc. and/or ts affiliates in the United
Step 3 : Enter the Desire Credentials for admin account creation and click start
(5)  Cisco Business Wireless 150AX Acc X+ ~ - X
« C QO 8 o+ ciscobusiness.cisco/screens/day0-config html B <  ® fH =

o]
Cisco

Cisco Business Wireless 150AX Access Point

Welcome! Please start by creating an admin account.

sssssses

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required
and click Next
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Step 5

(5] | Cisco Business Wireless 150AX Acc: X |+
< Cc QO 8 o+ ciscobusiness.cisco/screens/day0-config html B so% % & a =
TEST @
ooy | India (N) . @
sweaTme  ozfz2i2024 8 | 162820
ezone  Colombo, Kolkata, Mumbal, New Dolhi - | ©
b @
@) Would you like Static 1P for your Primary AP (Management Network) ©
Managemen: P Address | 172.16.1.50 @
M 255.255.255.0
fault Gateway 172.16.1.1
EXER
e :
Enter the Desire Network Name and Passphrase and click Next
5] | Cisco Business Wireless 150AX Acc- X | + a x
<« C QO 8 o ciscobusinesscisco/screens/day0-config htm B ex % + =

[ Cisco Business Wireless 150AX Access Point

Neowork Name  TEST @
writy  WPA2 Personal -
ssssssss o

0) Show Passphrase
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Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X + v o x
= = (@) O 8 o~ ciscobusiness.cisco/screens/day0-config.html B % % L ® fH =

@ ciscobusiness.cisco

Primary AP will reboot after these confiqurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up
wizard.”

(5) | = CiscoBusiness Wireless 150Ax X = + v - o %

< X O 8 ciscobusiness.cisco/screens/day0-config html B sx &% & @ O =

bl oicco Business Wireiess 150AX Access Paiit

cisco

Please confirm the configurations and Apply

Lissmame  admin
ary mo TEST
wnry India (IN)
L Time  02/22/2024 16:20:11
Timezone  Colombo, Kolkata, Mumbal, New Delhi
Mesh No

172.16.1.50
4 2552552650

Secunty WPA2 + WPA3 - Personal
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(5] | Cisco Business Wireless 150AX Acc: X = 4

O B o ciscobusiness.cisco/scre ia nfig.ht B ex %

Q

I'cll‘slc.lo.l Cisco Business Wireless 150AX Access Point

Please confirm the configurations and Apply

Usemama  admin
Primary AP Name  TEST
wniry  India (IN)
Date & Time  02/22/2024 16:29:05
Timezone Colombo, Kolkata, Mumbai, New Delhi
Mes| No
% 172.16.1.50
255.255.255.0

y 172.16.1.1

TEST
y  WPA2 + WPA3 - Personal

F=re

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions

a
«
®
)
1]}

- Network Product documentation which contains information on log file location

and procedure to access it.
- Tester has the necessary privileges to access the log files.
- Test environment with a Web Browser.

7. Test Objective: Verify that all accesses to the webserver are logged with the required

information.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check whether the web server is logging the user logging

8.2 Test Bed Diagram

—
WiFi CPE
IP:172.16.1.50

: . 7 —e
Test Machine 1 Test Machine 2 Test Machine 3
IP:172.16.1.34 IP: 172.16.1.35 IP:172.16.1.36
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8.3 Tools Required:- Browser
8.4 Test Execution Steps

— Power up the testbed

— The tester tries to login to the webserver using the correct and incorrect login
credentials.

— The tester verifies whether the login attempts were logged correctly with all
the required information.

9. Expected Results for Pass:
Case 1: All webserver events are logged with all of the required information.

10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.
11.1 Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_WEBSERVER_LOGGING
11.1.2 Test Case Description: Verify that all accesses to the webserver are logged with
the required information
The web server log shall contain the following information:
— Access timestamp - Source (IP address)
— Account (if known)
— Attempted login name (if the associated account does not exist)
— Relevant fields in http request. The URL should be included
whenever possible.
— Status code of web server response
11.1.3 Execution Steps:
Step 1: Connect to the network with right and wrong credentials.
Step 2: Navigate to advanced > logging and observe the logs.
Step 3: Observed the logs are generating for both Success and Failed login attempts.
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Logging

Log Syslog Level Notifications (5) (Default

Log Buffer Level  Notfications (5) (Default

LOGS

11.1.4 Test Observations: The CPE has failed to log all the information

12Test Case Result:
S.No TEST CASE NAME PASS/FAIL Remarks
1  |TC_WEBSERVER_LOGGING FAIL CPE has failed to log all the
information
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1.11.3 HTTP User sessions

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:> 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server
2. <Security Requirement No & Name > 1.11.3: HTTP User sessions
3. <Requirement Description: >

O 0O 0O 0O 0O O O

0]

O
O

The session ID shall uniquely identify the user and distinguish the session from all
other active sessions.

The session ID shall be unpredictable.

The session ID shall not contain sensitive information in clear text (e.g., account
number, social security, etc.).

In addition to the Session Idle Time out.

Session IDs shall be regenerated for each new session (e.g. each time a user logs
in).

The session ID shall not be reused or renewed in subsequent sessions.

The CPE shall not use persistent cookies to manage sessions but only session
cookies.

Where session cookies are used the attribute 'Http Only' shall be set to true.
Where session cookies are used the 'domain' attribute shall be set to ensure that
the cookie can only be sent to the specified domain.

Where session cookies are used the 'path’ attribute shall be set to ensure that the
cookie can only be sent to the specified directory or sub-directory.

The CPE shall not accept session identifiers from GET/POST variables.

The CPE shall be configured to only accept server generate session ID's.

4. DUT Confirmation Details: Screenshot below shows the DUT name ( Primary AP
Name) , Model number, Serial Number, Software Version.
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Primary AP Information

Primary AP Name cisco

Model CBW150AX-D

Serial Number DNI270607G6

Software Version 10.5.2.0

Up Time 0 day, 0 hour, 57 minutes
Primary AP Time Wed Jan 31 11:02:17 2024
Timezone

Country IN - India

Management IP Address 172.16.1.50

Memory Usage 53%

Max Access Points Supported 50

DUT Configuration Checksum:

PS C:\> certutil ( _ : -
SHA256 hash of .\configuration files\configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
CertuUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE
Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

= WiFi on @D

(EJ Show available networks ~

“Za CiscoBusiness-Setup
Secured

,7] Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.
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B | Welcome x | +

< C O 8 ciscobusiness.cisco/screens/startup html

alualn

asco. Cisco Business

Cisco Business Wireless
Access Points

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or ts affiliates in the United

Step 3 : Enter the Desire Credentials for admin account creation and click start

() | Cisco Business Wireless 150AX Acce X =+

(= C O B o ciscobusiness.cisco/screens/day0-config html

ol
CISCO

Cisco Business Wireless 150AX Access Point

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point
Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click
Next

397




(5] | Cisco Business Wireless 150AX Acc: X |+ v

<« &) O 8 o+ ciscobusiness.cisco/screens/day0-config html B s% 1% 2 +

Nome | TEST @
Counry  Indita (IN) - ®

Dawes Tme  02/22/2024 M | 1e2820
e

W20 Colombo, Kolkata, Mumbal, New Delhi -

Mest @

@) Would you like Static 1P for your Primary AP (Management Network) ©

Management IP Address | 172.16.1.50 ®

Mask | 255.255.255.0

fault Gateway | 172.16.1.1

e :
Step 5 : Enter the Desire Network Name and Passphrase and click Next

] | Cisco Business Wireless 150AX Acc X | 4 v

&« (@ Q & o+ ciscobusiness.cisco/screens/day0-config htm B ex% ¥ @ *

ss Wireless 150AX Access Point

] - -
cisco  Cisco Busi

Network Name  TEST ¢
ity WPA2 Personal N
ssssssss @
onfirm Passphvase | sssssses
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Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X + v o x
= = (@) O 8 o~ ciscobusiness.cisco/screens/day0-config.html B % % L ® fH =

@ ciscobusiness.cisco

Primary AP will reboot after these confiqurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up
wizard.”

(5) | = CiscoBusiness Wireless 150Ax X = + v - o %

< X O 8 ciscobusiness.cisco/screens/day0-config html B sx &% & @ O =

bl oicco Business Wireiess 150AX Access Paiit

cisco

Please confirm the configurations and Apply

Lissmame  admin
ary mo TEST
wnry India (IN)
L Time  02/22/2024 16:20:11
Timezone  Colombo, Kolkata, Mumbal, New Delhi
Mesh No

172.16.1.50
4 2552552650

Secunty WPA2 + WPA3 - Personal
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(5] | Cisco Business Wireless 150AX Acc: X = 4 v s} X

- C O B o ciscobusiness.cisco, t M o v e -
stlietlt: Gioco Business Wireless 150AX Access Point

nfirm the configurations and Apply

Ploase confirm

name  admin
Primary AP Name  TEST
v India (IN)
me 02/22/2024 16:29:05

wezone  Colombo, Kolkata, Mumbai, New Delhi

Mex No

¥ % 172.16.1.50
Management IP Subnet  255.255.255.0

Management IP Gateway  172.16.1.1

work Mame  TEST
1y WPA2Z + WPA3 - Personal

F=re

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT
- The tester has administrative privileges
- Atester machine is available.
- Test environment with a Web Browser.
- The Network Product uses a session ID that is communicated between the
client and Network Product to establish and maintain a session.
- Documentation describing how a session is maintained and where the session
ID is stored / and how this is communicated and after how long sessions
expire.
- The documentation should describe the algorithm used to generate the session
IDs
7. Test Objective: Verify that the above 12 session ID and session cookie requirements have
been met.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check whether the user session ID is unique from other active sessions.
8.1.2 Checking for the session ID vulnerabilities
8.1.3 Check whether the session ID is disclosing any sensitive information in clear

text / regeneration for each new session.

8.1.4 Check whether the cookie is set to “max-age”, “Http Only”, “domain” attribute, &
“path” attribute.

8.1.5 Check ifthe CPE is not accepting session identifiers from GET/POST variables.

8.1.6 Check if the CPE has been configured to only accept server-generated session
[Ds.

8.1.7 Check if Session ID's are regenerated for each new session In addition to the
Session Idle Timeout
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8.2 Test Bed Diagram

Test Machine 1
IP:172.16.1.34

8.3 Tools Required
- Browser
- Burp Suite

8.4 Test Execution Steps

— Power up the testbed
— The tester tries to access the Web Server in the browser.

d
WiFi CPE

IP:172.16.1.50

Test Machi‘ne 2
IP:172.16.1.35

Test Machine 3
IP:172.16.1.36

— Access the Cookies and Session IDs and analyse them.

Switch 2
|

|

Server
IP:172.16.1.38

— The tester logs in repeatedly with different user IDs and a number of times
with the same user ID in a row and collects the session IDs according to the
documentation and the user IDs associated with them. The tester verifies that:

o a.The session IDs are different between sessions of the same and

different users;
o b. The session IDs seems random based on his/her own experience. The

tester may use tests like the bitstream test or the count-the-1s-tests

from the diehard test suite. The tester documents how randomness was

verified;

o c. The session IDs are always different between sessions, also when the
user ID is the same.
The tester verifies that when session cookies are used
o a.neither the "expire" or the "max-age" is set;
b. the 'HttpOnly' is set to true;

o
o c.the 'domain' attribute is set to the correct domain;
o d.the 'path’ attribute is set to the correct directory or sub-directory.
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- The tester verifies that it is impossible to:

O a.access a session by retrieving the session ID and communicating the
session ID through a POST or GET variable.

o b. generate a session ID on the client by attempting to login with a custom
generated session ID.

o c.keep asession alive for longer than the configured maximum lifetime (by
default 8 hours).

9. Expected Results for Pass:

A list of session IDs and user IDs that are different between sessions even
when the tester has logged in with the

same user and that are unpredictable as is confirmed by the entropy
calculation.

A confirmation from the tester that the correct variables are indeed set.

A denied access to the tester when attempting the login via GET and POST
when using and an expired session.

10. Expected Format of Evidence:

Session IDs follow the rules 1-3, 5, 6.

A session times out after 8 hours or sooner according to the documentation.
The correct cookie settings are used.

The network product does not accept customly generated session IDs and that
session IDs over GET or POST are ignored.

11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_SESSIONID_UNIQUE_TESTS
11.1.2 Test Case Description: Verify user session ID is unique from other active

sessions.
11.1.3 Execution Steps:
Step 1: Open browser and navigate to https://172.16.1.50 and attempt a login then send
the request to repeater
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Burp Project Intruder Repeater View Help @ +
Dashboard Target Proxy Intruder Repeater Collaborator @S«hnqs
Sequencer Decoder Comparer Logger Organizer Extensions €« C O M26150meens/prelameset.. 2 % B » A O &
Learn
Sign in
ntercept HTTP history WebSockats history ©) Prowy settings
Passwoed seresnee
ancel
Intercept is on
Requests sent by Burp's browser will be heid here 30 that
you can analyze and moddy them before forwarding them
10 the target server
T o |
Bentlog @) AN ssues 42)° © Memory: 230.1M8
Burp Proct  Intruder Repester View MHelp Burp Swte Profe ol v Ternporary Proje ented t Rhentand . 1 - o x
Dashboard Target Proxy intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Settings
Ste map Crawl paths (Deta) Issue defntions ©) scope settings
V' Filter: Hiding not found tems: hding CS5, image and general binary content: hading 4xx responses; hiding empty folders @
> Dg Mtpsy/172.16.1.50 ¢ Scan o @ lssues
Do passve scan ’ o Strict trif
> 3
Host Method URL Params  Status Code  Le Do active scan Notes Vulnera)
oy e " O Emaid af
Send 10 ntruder trie
MIps//17216150  GET data/aps Mmi - » © Private
MIps//17216150 GET  jdata/apshmitakes_ 200 % * ] » © Cachead
[Mtps// 17216150 GET  jdutajavc profie stat.. 200 36 » @rmad
Mtps//172.16.1.50 GET /data/chents.htmi Send to Comparer O Content
GET Jdata/chents Mtmittak.. 200 36 Send 1o Decoder
ev It i ard e (AN -
Send to Organcer e
Show response in browser = D 8
Request  Response Request in browser Advisory
Raw  Mex Engagement tooks Jw = Z
GET /datalave_profile_status.html NTTP/1.1 Copy URL Z o
Bost: 172.1£.1.50 > -4
cookie: messionl WVGERGURYYGYRV ia Copy #3 curt command Geshy
Author ization AEAXN)Ne Copy to file -
¢ A(Brand* S Issue:
Accept: app vascript, */*: q=0.0% Save fem ® < i
Content-Type: appiication/json; charseteutt-0 =1 "y
X-Requested-Vith: XHLNttpRequest s Confiden
Sec-Ch-Ua-Nobile: 70 ] Host:
User-Agent: Moxilla/5.0 (Vindows NT 10.0; Viné4: x£4) Applews o) o
Drome/121.0.€61€67, 160 Satari/5)7,.3¢
lssue de
@ @ €2 Message editor documentation D ghlights
Eventlog @)* AN issues (42 * Ske map documentation vemory: 208.1M8

Step 2: Observe the response from server with a unique session id that is created for the

user admin
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8
1
]

&0

K-Pequested-Wich: ¥NLHeepReguest

Sec-Ch-Ua-Nobile: 70

Vasc-Agent : illa/5.0 iVindows NT 10 Winéd: =E4)
(FHTHL, like cko) Chrome/121.0.£1E7.1£0 Satari/5s
Sec-Ch-Ua-Placform: "Windows"

Sec-Fetch-Site: same—origin

AppleVebRit/537, 3¢
37.3¢

Sec-Fetch-Node: cors
Sec=Fetch-Desc: empry
Referer: https://172.1&.1.50/screens/dashboard. html

Aecepe-Encoding: gzip, deflats, br
Accept-Language: en-US,en;q=0.9
Priority: uw=l, i

Connection: close

OB € = o

Done

0 haghlights

Request Response
Raw  Hex B WY = ey Raw  Hex  Render B » = Z
GET /data/aps.htmlivaks=10akip=0cpage=lipagssize=108 2
SorcASBOVSDASBLLe LAVSD=bytens_totalésorcVSBOVSDASBAiEvSD=dence Dace: Fri, 23 2024 11:42:15 GAT §
filver¥SBlogichSb=andifileerW5BEi leecab SDASEBONEDASELie ldVSD=nam=§ Connect ion: close
filteryShfilterst SDAVSROVSDVSBoperatorhSDecontains NTTR/1.1 Content-Type: text/html
cat: 172.1E.1.50 no-cache
Cockie: sessionld=hh7Seznxak. JgEVAERGUHYWWRY Fei, 23 Feb 1024 L11:42:15 GAT @
4[Authorization: Basic YWRLaW4EVGVIdEAxMjN= Lasc-Modifis Fri, 23 Feb 2024 11:42:15 GAT
Fec-Ch-Ua: "Chromium";v="121", "Hot K(Brand®;v-"Sg" Cache-Control: mo-cache =
Accept: application n, text/javascript, */*: q=0.01 i X-XSS-Protectiom: L! mode=hlock 2
Contenc-Type: application/Json; charsst=uti-8 H-Content-Type-Options: nosnlift 2

X-Frame-Optiom samsor igin
Content-Length: 1SE

i"total®: 1, "data®: [{ "serial _num™: L, "nase": "AP1484. 7364 .0A80", "macaddr™: "

14:84:73:E4:0a: 80", "oper_status”:4, "byres_total™:3110273, "bytes _S0s":0,"
count”™:0}] }
@@ €[> 0 0 highlights

501 bytes | 46 millis

Step 3: Repeat the same steps for user cisco and observe that different session id is created.

[ P f -
. Burp Project  Intruder Repeater View Help & 1721615 eenire . + w [n] *
Prowy Intruder Repeater Collaborator @ Seftings
Comparer Logger Organizer Extensions &« C @ 172.16.150/screens/preframeset.. |5 or » A O &2 :
webSockets history {53 Proy settings signin
hitps/172.16.1.50
[“werceptis on | Open browser Uamama | cco
Password I |
Intercept is on
Requests sent by Burp's browser will be held here so that
you can analyze and modify them before forwarding them
to the target server.
Event lna 21 ® Al issues 1421® T} Mamare 230 1048
E3 e Target: hitps://172.16.150 £ HTTO)
Q==
Request Response
Raw  Hex s Pretty Raw  Hex  Render 8 v =

GET /screens/preframe:
Host: 172.1€.1.50
Cookie: sessionlid=l)lAqeupSSSORIPTAIFSUYIniJgluda
i Cache-Control! max-age=0D
Authorization: Basic YI1zTIBEVGVIAEAxMIN=
Sec~-Ch~Ua: "Chromium™ "121%, "Not A(Brand®;v="es"
Sec-Ch-Ua-Nobile: 70
Sec-Ch~Ua-Placform: "Windows™
Upgrade-Insecure-Pequests: 1
User-Agent: Nozilla/5.0 (Vindows NT 10.0; Vinéd4; x&4)
(FHTHL,
Accept:
text/heml, application/xhtml4xml, application/ xm
ebp, image/apng, *
Sec-Fetch-Sit
Sec-Fetch-Nod
Sec-Fetch-Use
Sec-Fetch-Dest: document
Reterer: http
Accept-Encoding: gsip, deflate, br
Accept-Langua en-US,en; q=0.9
Priority: w0, 1
Connection: close

O € > o

t.html MTTP/L.1

AppleVebKit/537.3€
like Gecko) Chrome/121.0.€1E7.160 Safari/537.3¢

=0.
.8,application/signed~-exchange
same-or igin

navigace

image/avit, image/v

0 highlights

O ¢ » I

Date: Fri, 23 Feb 2024 11:47:38 GHNT
Connection: close

Content-Type: text/html

Pragma: no-cach

Expires: Fri, 23 Feb 2024 11:47:30 GHT
Last-Nodified: Fri, 23 Feb 2024 11:47:38 GHT
Cach ontrol
X-XSS-Protection: 1; mode*block
)prions: nosniff
sameorigin

X-Frame-Opt ions
12 Content-Length: 758

<htmi>
<head>
<title>
cisco
</title>
<meta htetp-equiv="C
charset=iso-8959-1">
<script>

ntent-Type” content="text/html:

0 highlights

11.1.4 Test Observations: During the testing process DUT has created unique session

ids for two different users
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11.2 Test Case Number: 02

11.2.1 Test Case Name: TC_SESSIONID_VULNERABILITIES_TESTS
11.2.2 Test Case Description:

— To check for predictable sessionID
— To check for regeneration of sessionID for each new session,
— To check if subsequent sessions are not reused or renewed,

— To check if CPE is not using persistent cookies to manage sessions

but only session cookies.
11.2.3 Execution Steps:

1. To check for predictable sessionID:

Step 1: Open the browser and go to https://172.16.1.50 capture the login request and

send it to the repeater.

Burp Project Infruder Repeater View Help v - (] x
(5] ® +
Dashboard Target Promy intruder Repeater Collaborator @ Settngs
Sequencer Decoder Comparer Logger Organizer Extensions € C @ 17216150/ screens/preframeset.. 2w B O » A O &
Learn
p Sign in
Imercept  HTTP history  WebSackets history (S} Prawy settings ’
r Sign in
Intercept is on
Requests sent by Burp’s browser will be held here 5o that
you can analyze and modity them belore forwarding them
to the target server.
CULLNM Opcn browser |
Eventlog (21" AN issues (42)° (O Memory: 230.1M8
a:= =
Request
Raw w = w =
PET /screens/preframenet . heml NTTP/1.1
Hosc 172.1€.1.50 GET
- "
AEAXMIN
t A{Bran SNT
B INT
User-Agent: Nozilla/5.0 (Wi néd 4) AppleVebFKit/s537
FNTEL, like Geck atari/837.34 X=~Frame ptions sSameor igin
ntent-Length: 7
is
BEtp-equive~Cor nten
na s
Connection iose
® {:o:) €« 9 e o highights  (?) @ € > 0 highlights

Step 2: Delete the session ID from the request and send and observe that a session id is

created in the response.
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Request

Raw

Hiex

B ws=s
GET /acreens/preframeset.html HTTP/L.1

Bos 172.16:1.50

Cache-Control: max-age=0

Auchorizaciom: Basic YIlzYI8EVoVadEAxHiN=

Sec-Ch-Ua: "Chromium":v="121%, "Not A(Brand":vw==gga"

Sec=Ch-Ua-Hobile: 70
Sec-Ch-Ua-Flacform:
Upgrade- Insscure

“Windovs*™

Response
Pretty

Raw M

HTTF/L1.1 401 Unauchorized
Date: Wed, O Mar 2024 08:3I:4£ GHT
Connection: clome

AJBJir&AZDO= RGqaJFFEYAL:

O==
B w

fSecure; NtepOnly
Strict-Transport-Security: max-age=3153£000;

includeSubDomaing

Uoer-Agent: Mozilla/5.0 s NT i0.0; Vinéd; x€4) AppleVebFit/537.3¢ 401 Unauthorized<script language="javascript®>
(KHTHL, like Gecko| +OLELET, LED Safaci/S537.3¢ var agt=navigator.usezlgent.tolowerCase|
10 Aeespe: 1t (agt. indewOf (“msi L T
text/heml, application/xhtml+xml, application/ xml:q=0. 9, image/avit, image/w document . execCommand (“Clear Authent ieat ionCache”)
ebp, image/apng, */ *;q=0.0, applicat ion/signed-exchange : v=bl; q=0.7 top. location = "/~;
11 Sec-Fetch-Site: same-origin !
Sec-Ferch-Hode: navigate </mcripe>
Ssc-Fetch-Ussr: 71
Sec=Fetch=-Dest: document
Referer: https +1€.1.50/ index . html
Accept-Encodin p, deflate, br
Accepr-Languag en-U3, en; q=~0.9
Pricrity: w-l, i
Connection: clome
@-@ FRIENrs £ 0 highlights @ @ FRIEY £ 0highlights
Step 3:Now send the same request to the Intruder.
Burp  Project  Intruder Repeater View Help Scan 4.1.14 - Temporary Project « Iicensed to TUV Rhenland tindia) Py Ltd - a
Dashboard  Target  Proxy  Intruder  Repeater Do pesswe scan wcoder  Comparer  Logger  Organzer  Extensions  Leamn L search @ Sef
Do active scan
L +
| Sendto intruder il |
[ sena O] < v Send to Repeater ToieR Target: Mtps://172.16.1.50 /2 wrTe)
Send Lo Sequencer
':I ==
Request Send to Comparer R
Send to Decoder ' B N
Raw He: Pret Raw Hex =
———— " Send to Organizer ST . “
GET /screens/pretrameset. html NTTP/1.1 HTTP/1.1 401 Unauthoriszed
Host: 172,1£.1.50 insert Collaborator payload Date: Wed, Of Mar 2034 00:32:4€ GNT
Cache-Control: max-age=0 Show response in browser Connection: close
Author tion: Basic VVV-Authenticate: Basic realm="Cisco Businesn Vireless”
Sec-Ch-Ua: "Chromiwm®; Request in browser Set-Cookie: messionld=AxOZbrrgAJEdiraaldleRGqalkYEYAL;:
Sec-Ch-Ua-Nobile: 70 & ot took PATH=/;Secure:HetpOnly
Sec-Ch-Ua-Platform: *Vindows" Aghgement tooss Strict-Transport-Security: max-age=1153¢000; includeSubDomains
Upgrade~ Insecure-Reque 1 Change request method
User-Agent: Moxilla/’S.0 (Vindows NT 10.0; Wit 401 Unauthorized<script language="javascript™>
(ENTEL, 1ike Gecko) Chrome/121.0,61€7.160 34 Change body encoding var agtenavigator.userAgent,tolowerCase();
Accept Copy URL AL (Agt.indexOt (“maie¥) ‘= 1) |
text/html, application/xhtmlexml, application/s y document .execCommand ("ClearAuthent icat ionCache™) ;
ebp, image/ apng :q=0.8,application/signed-4 Copy as curf command (bash) top.location = */"7;
Sec~-Fetch-Sit Same-origin f )
Sec-Fetch-Node: navigate Copy to file </mcipt>
5 71 Paste from file
wnent
- 1€.1.50/ index . html Save tem
Accepr-Encoding: p, detlate, br X
Accept-Language: en-US,en:qe0.9 Save entire history
Priority: us0, 1 Paste URL as request
= Connection: close
Add to ste map
@@ LK URL-encode as you type @@ €D £ | 0highkghts
434 bytes | 4

Step 4: In the Intruder, navigate to the payloads tab.
Step 5: Change the payload select Null payloads and
settings as given in the screenshots below.

make the required changes in

Pasitions Payloads Resource pool Settings
@ Choose an attack type

Attack type:  Sniper

(3) Payload positions

Target:  hitpsy/172.16.1.50

. GET /screens/preframeset.html HTTP/1.1

Host: 172.1£.1.%0
Cache-Control: max-age-
# huthorization: Basic

Sec—Ch-Ua: “Chromium™;w=*121%,
Sec-Ch-Ua-Mobile: 0
Sec-Ch-Ua-Plactform: “Windows"
Upgrade- [nsecure-Requests: 1
Ussr-Agent: Mozilla/S.0 (Windows NT 10.0;
Aeeept :

"Not AiBrand=;w==99%

Vinfd: xé4) AppleWebFir/537.38

rexe/html, Applicat Lon/ khtmluml, applicat 1on/ xml: q=0. 9, image, avit, image  we
Ssc-Fetch-Site: same-oFigin
Sec-Fetch-Hode: navigace

Fecch-Usex: 71

0 payload pasitions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

@ update Host header to match target

(EHTHL, like Gecko) Chrome/121.0.6L1E7.160 Satari/517.3&

B, image/ apng, */

o

*: q=0.8, applicat Lon/ signed-exchange : vebl: q=0.7

Add §
Clear §
Ao §
Refresh
0 highlights Clear
Length: 789
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Postions Payloads Resource pool Settngs

© rapond ses

You can define one or more payload sets. The sumber of payload sets depends on the attack type defined in the Positions tab. Vanous payioad types are avalable for each payload set and each payload
type can be customeed in diferent ways.

Payload set 1 Payload count: unknown

Payload type:| Null payloads Request count: 0

(3) Payload settings [Null payloads)

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatediy ssue the base request usmoddied.

Generate paloads
(@ Continue mdefintely

(3) Payload processing

You can defme rules to perform vanous processing tasks on each payload before 15 used.

Add Enabled Rule

Step 6: Copy the set cookie sessionld.

Burp Project Intruder Repeate B 0ol 1

Dashboard Tar: Proxy | Learn Search Settngs
o —_ @ Define the location of the item to be estracted. Selecting the tem in the response panel will create a sutable configuration » @
1. 2 = + avtomatically, You can also moddy the configuration manually to ensere & works effectrvely. j o I
Posktions  Pajloads  Resource p Define start and end Extract from regex group
Goenss sppres agp wmenpes ew sy
Regex (@ start atter expression:  Wireless™\\n
Start at offset

Case semttve match
Exciude HTTP headers
@ &nd at debmiter PATH=/Secure’

Ofem- ] St

s These settings can be used 1o extri

Extract the followng tems fron Exchude HTTP headers @ Update config based on selection below Refetch response

ETTP/1.1 401 Unauthorized
Date: ¥ed, Of Mar 2034 00:32:4¢ GNT

Connection: close

£da 4 J-Authen 3 “Ciaco Busin
t~Cookie: meanionld=AROIBEegABl icanlDOaROQal K EYAL (PATH=/ ; Secuze: Nttpinly

Remave y = AR Id RN A VAL LL OUUT TEFTUSFST Doma i ny
Ouplicate 401 Unawuthor ized<ncript language="jJavanceipt™svar agtenavigator,userAgent.toloverCase

v (1148 (g, indexOt ("msie”) ‘= -1} (document.execCommand("CiearAutbenticationCache™)

top.location = */";)</script>
Down
Clear

Q@el» D 1hgnign

Step 7: Add it in the grep-extract.

@ Grep - Extract

\O These settings can be used to extract useful information from responses into the attack results table.

Extract the following items from responses:

| Add “ From [ Wireless™\r\n] to [:PATH=/Secure:] l

Edit
Remove
Duplicate >
Up
Down

Clear

Maximum capture length: 100
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Step 7: Start the attack by clicking on "Start

Attack  Save

4 3. Intruder attack of https://172.16.1.50 Aftack v Save v ® 06

Results Posttions Payloads Resource pool Settings

Y Filter: Showing all tems

Request Payload Status code Response received  Error Timeout Length Wireless"\r\n Comment
o 401 8 484 Set-Cookie:

1 null 40 H 484 Set-Coole: sessionid=AWVIMaRPVNDG.

2 null &0 ] 484 Set-Cooloe: sessionid=LQLAqvTE2LDEFj...
3 null a0 7 = Set-Cooloe: sessionid=TNBeoZSAHIFNS.

“ null 40 6 454 Set-Cooloe: sessionld=gOZYcje3AAIUG

S null 40 7 = Set-Coolkie: sessionid=DiZByoEYI8ZarM.
6 null 401 6 424 Set-Coobe: sessionid=pW3dWeéigTrQn...
7 null a0 7 484 Set-Coolue: sessionid=66K3PZAMB0SCT).
8 null 401 6 454 Set-Coolboe: sessionid=UqW4g71JhDSéfq
9 null 401 -] LE4 Set-Cooboe: sessionid=pdTUOBIGRRPCA.
10 null 401 7 44 Set-Cooloe: sessionid= YAMZEMT7IDATTP.
n null 401 6 484 Set-Coolse: sessionid=6WematmTralzg
12 null 401 L] L54 Set-Cookie: sessionid=ni3cfAfURSTCNU.
13 null 401 1] 484 Set-Cookse: sessionid=3FF76mYhDCUN.

4 null 40 6 484 Set-Coolue: sessionid=KhirE0AISNPOE

15 null 401 7 484 Set-Cooloe: sessionid=bZ8QK)douEDSA.
16 oull 401 2 A84 Set-Cookie 2TSIturCo0Srant
Request Payload Status code Response recewed  Error Timeout Length Wireless"\r\n Comment
19 null o 8 4od Set-Cookie: sessionid=wwznli749dDrBw...
20 null am 7 424 Set-Cooloe: sessionid=7g65i0x2ngviHe.
i) noll o 7 434 Set-Cooke: sessionid=SIHZJONNGESDAE..
2 null 40 6 424 Set-Cooke: sessionid=ARoxibv4QmhKg,
23 null 401 6 424 Set-Cookie: sessionid=ynvmQUBSOKgS.
24 null o 7 434 Set-Cookie: sessionid=vivix2niglj1ADbLL
25 null an 6 454 Set-Cooke: sessionid=hix0EQnOHPYZIS.
26 null 400 6 434 Set-Cooke: sessionid=PfAGIGUAMOPKT..
27 null o 7 434 Set-Cooke: sessionid=TbEWEZvmENyu.
28 rul 40 9 434 Set-Cooke: sessionid=gG6AVunu2omY
29 null o 8 484 Set-Cooke: sessionid=gQzqDAahVDUIB..
30 null 40 7 454 Set-Cookie: sessionid=jCImWmMTBII7n.
3 null am 7 434 Set-Cookie: sessionid=x60dTvZNI3wZaE
32 null am 7 424 Set-Cooke: sessionid=VASIZecAeLoFDw.
3 null o 7 484 Set-Cookie: sessionid=67Frth3BviySIOD.
34 null a0 7 432 Set-Cookie: sessionid=StrRySiNIBAcInZx.
35 null 401 7 434 Set-Coolue: sessionid=034HNYES J6yhcO,
36 null o 9 434 Set-Cooke: sessionid=AMGedYsQHZUZ.
37 null a0 7 434 Set-Cookie: sessionid=0TKMNZIISnNSA,
38 null am 6 424 Set-Coolie: sessionid=QOrUSINKZsves
39 null 401 7 432 Set-Cooke: sessionid=8Tq1QRzrZVAGvh

2. To check for regeneration of sessionlD for each new session:
Step 1: Login with admin credentials over GUI intercept the request then send it to

repeater and check for the sessionID

B sup Propect wtruder  Repester View  Help
Dashboard Tacget Provy Intruder Repeater Collasborator (@) Semngs
Sequencer Oecoder Comparer Logger Organizer Extenvons
Learn
mercept HITP hestory WebSockets hstory © proxy settmgs
| isecceptnon | Open browser
Intercept is on
Requests sent by Surp’s browser will De heid here 50 that
yOu can analyze and moddy them before formarding them
10 the target server
e | [
Eventiog (0*  AMMusoes 0n* © Memory: 102608

®
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Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (VWindows NT 10.0:; Winé4:
like Ge=cko) 11

AppleWebFit/537.36 (EHTHL,

®E4)

Chrome/121.0.6LE7.160 Satari/537.3¢

Accept:

text/html, application/xhtml+xml, application/xml;q=0.8,1 14

mage/avit, image/webp, image/apng, */*:q=0.0, application/s

igned-exchange;v=b3;q=0.7
2 Sec=Fetch=Site: same=origin
L3 Sec=Fetch-Mode:

navigate
4 Sec-Fetch-User: 71
Sec-Fetch-Des document

Refersr: hotps:
Accept-Encoding: gzip,
L2 Accepr-Language:
L% Prioricy: u=D, i

@I ICHEINET

f172.16.1.50/
detflate,

en-US,en:q=0.9

br 19

X=-XS5S-Frotection: 1; mode=hlock
X-Content-Type-Options: nosniff
X-Frame-Options: sameorigin
Content-Length: 759

<html>
<heads
<citle>
cisco
<fricles
<meta hrtp-equiv="C
charset=isc-8859-1">
<script»

£ onighights (DO} € 2| sea

Burp  Project  infrucer  Repester  ew  Help Scan Temporary Project - hioeeed to TUV Rheinand (ndia) P, Lt = o *
Dashboard Target Intruder Repsy DO passie scan Decoder Comparer Logger Owganizer Extensions: Leam @ Settings
HITE history  WebSockets history 03 acties scon
2 B Request to hepsy172.16.1. 50003 ———
Send 10 Sequencer ¢ wven (3
Sand 1o Comparer B = - .
= Inspector W@ : = X
Send to Decoder n o @ &
TET T FrICE Send s Organizer Fiécuest attributes 2 w
Cache=Contiol: max-age=0 et Collabeorator paylosd
: Basic TWRCAWAEVGVIAEZAxMIN=
LUt iveRi3ie, *Not A(Dral  MQUestin browser e ot S% Quabry paFBMENErs o v |8
Sec-Ch-Ua-Nebil " Engagemant tooks
Sec-Ch-Ua-Platfors: “Windows™ Rt it Body padamEten -] b
Upgrade- Insecure-Pequesta: 1 Change request method ]
User-Agent; BorillafS.0 (Windows NT 10.0; (FMTHL, like Geckeo) Chrome/121.0.£1£7.160
Satari 537,34 Change body enceding Feguer st coolied L] v =
1 Aeeept: Copy URL %
|:;:b::‘:¢‘:5;:::‘:al;n shtmiexml, applicat il Copy a8 cul co d ash) whp, image/apng, */ *iq=0.8, applic on/ s igned - W “
Sec-Tetch-Site: same-crigin Copy 1o Nl
Sec-Fetch-Mode: navigate
4 Sec-Fetch-Usex: 71 Baste from file
Sec-Fetch-Deat s e
€ Referer: hitpm:/ .1£.1.50 Sove Re
Accept-Emcoding! guip, deflate, bo Don't wibércepl regueits
Accept-Language: e=n-US,en:q=0.%9
Prierity: u=0, 1 Do mtercept
Conmection clome
URL -#ncode a3 you type
OB« paste P ohighights
- - B icage ednor doCumentaton
Event log (1) Al isswes (16) ’ () Memony: 158 Ml
Q==
Request Response
Raw Hex a \n = Pretty Raw Hex Render E Wn =
GET /scresns/preframesst. html HTTP/1.1 HTTP/1.1 200 OK
Z|Host: 172.16.1.50 2 Date: Fri, Ol Mar 2024 11:5€:57 GHT
Cookie: seasionld=sknzxxT gBxybEYgel Connection: close
4 Content-Type: text/html
5 Pragma: no=-cache
Sec-Ch-Ua: "Chromium™:w="1Z1F, "Not A(Brand>;v="sg"~ €& Expires: Fri, Ol Mar 2024 11:5£:57 GHT
Sec-Ch-Ua-Mobile: 70 7 Last-Nodified: Fri, Ol Mar 2024 11:5€:57 GNMT
Sec-Ch-Ua-Platform: "Windows" Cache-Contreol: no-cache

ontent-Type™ content="texc/html;:

£ | 0highlights

Step 2: Login with cisco credentials over GUI intercept the request then send it to
repeater and check for the sessionID.
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Burp  Project Wtruder Repeater View Help

-exchange ;v=bi;
Sec-Fetch-Site: same-origin
Sec-Fetch-Hode: navigate
i Sec=Fetch=User: 71

Sec-Fetch-Deat: document

Peferer: https://172.1€.1.50/ index.heml
Accepr-Encoding: gzip, deflate, br
Accepr-Language: +n-US, en;q=0.%
Priecity: u=0, i

CoRnection: cloms

OB € >

Eventlog (1)® Al issues 37)*

Copy to file

Paste from file

Save em

Dont intercept requests
Do mtercept

URL-gncode &3 you type

Paste ey

Message editor dotumentation

o) x 4
-
Dashboard Target Proxy Intruder Repeates Collaborator  {8) Settmgs
Sequencer Decoder Comparer Logger Organizer Extensions € C O 1216150/sceens/preframeset. 12 v E & A O &
Learn
Sign in
intercept HTTP bestory WebSockets hrstory (©) Proxy settings
Mrps// 172161 50
_ Open browser semame 1o
Password
Intercept is on
Requests sent by Burp's browser will be held here 50 that
you can analyze and moddy them before forwarding them
10 the target server.
T o |
Event log ()" Al issues 37 * O Memory: 1826M8
B sup frojent mruder  Repeater View  Help Scan oject - hoensed to TUW Rheinland (India) Pt - a x
Dashboard  Target intruder  Repester  Collabg DO Passive scan omparer  Logger  Organaer  Edensions  Leamn {©) Settings
HITP history  WebSockets history (B Proxy setting DO At scan
Y Send 1o intruder
£F B Request 1o hitps://172.16.1.50:443 - T |
s oo (NN Aon | Seng Seanr * mn @
Send to Comparer ‘ Ww = >
~  Inspector @ i~ X
Send 1o Decoder = @ L
Send to Organizer Ciri+0 Rquest attributes 2 v
Cache-Contro max-age=0 ingert Collaborator payload
AUEhoT iZAtlon: Basic SALAKNIN= A .
 Sec=Ch-Ua: "Chromimm®:w="121®, “Mot A(Brand~ Raquast in rowser RIS fpmaty st . g
7 Sec-Ch-Ua-Hobile: 70 Engagement tocks
Sec-Ch-Ua-Placform: “Windows™ Réquisl body paameters 0w
Upgrade- [ nascuce-Fequesca: 1 Change réquéest method a
Ussr-Agent: Moxilla/S.0 (Vindows NT 10.0; Windd; =éq) & Gecko) Chromsse/121,0,8187.160
Satari/837.34 Change oy sacodin Rirguarit cookied 1 v o=
Accept i Copy URL ]
text/html, applicat ion/xhemlexml, applicat ton/xml: q=0. 9, — fbash) Ba. =0.8, applicat ion/signed . i 19 o E

() Memory 152 il
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Request
Raw

Hex

o
s
I

172.1€.1.50
sessionld=1GIE5YdOTes4qplpAJuNFgl SZydEgras
Lol mAX-Jges]

Host:
Cookie:

utho a 2 -
Sec-Ch-Ua: "Chromium";v="121%,
Sec-Ch-Ua-Nobile: 70
Sec-Ch-UVa-Plattorm: "Windows”
Upgrade~Insecure~Requests: |
10 User-Agent: Mozilla/S.0 (¥Windows NT 10.0;
AppleVebKit/537.36 (KHTHML, like Gecko)
Chrome/121.0.€1€7.1E0 Safari/S537.3¢
Accept:
text/heml, application/xhtml+xml, application/xml;:q=0.9,1
mage/avit, image/vebp, image/apng, */ *:q=0.8,application/s
igned-exchange:v*b3;q~0.7

"Not A(Brand";v="gg"

Vinéd: xé€9)

Sec-Fetch-Site:

sSampe-origin

Sec~-Fetch-NMode: navigate
Sec~Fetch-User: 7?71
Sec-Fetch-Dest: document

¢ Referer: https://172.1€.1.50/index.html

Accept-Encoding: gzip, deflate,
Acceprt~-Language: en-US,en;q=0.9
Priority: u=0, 1

O € >

br

0

0 highlights

Response
Pretty Raw Hex Render B N =
HTTP/1.1 200 OK
Date: Fri, 01 Mar 2024 12:02:13 GHNT
Connection: close
Content-Type: text/html
Pragma: no-cache
€ Expires: Fri, Ol Mar 2024 12:02:13 GMT
Last-Modified: Fri, Ol Mar 2024 12:02:13 GNT
Cache-Control: no-cache
X-XSS~Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Frame-Options: sameorigin
Content-Length: 7589
<html>
<head>
<title>
cisco
</title>
<meta http-equiv="Content-Type” content="text/html:
charset=is0-8859-1">
<script>
(@XICHES £ 0highlights

Step 3: Observe if the session ID’s are regenerated for each new session.
3. To check if subsequent sessions are not reused or renewed:
Step 1: Login with admin credentials over GUI intercept the request then send it to

repeater and check for the sessionID.

B sup Propect wtruder Repeater View  Help & N
¢ x
Dashboard Target proxy irtruder Repeater Collsborator () Setmngs
Sequencer Decoder Comparer Logger Organzer Extensions € C O M6 Sreenvpeiameset. 12 % B » A O &
Leaen
Wtercept  MTTP hstory  WebSockets hestory © proxy settings Signin
Mis 6.1
el
Intercept is on
Requests sert by Burp's browser will be held here 50 that
you can analyze and moddy them before forwarding them
10 the target server
!.mlag:”' A issons 30 * O Memory 182.6M8
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B bwp Project itreder  Fepester view  Help Scan K2023.12.1.5 - Temporary ligensed to TL andl pmdia) Py, L - [ ] »
Dashboard Target i Initrader Repsl D9 passive san Decoder Compares Logger Organcer Euterians Leam @ Setings
Do active scan

HTTR Pustory WebSockets history

£P D request to Mpsy/172.161 500003 o -

Forward Drop Send to Sequencer W  wren '@
Raw Hax Sand 10 Comparer . W = | -u I=-@x
. Send to Decoder ! - &
M Cirts 0
o - dos  Sendto Organizer el Rt quest amributes 2 -
Cache-Comteol: max-ages0 et Collabotator payhosd
: Basic TWPLAWAEVGVzAELxNjN= " - o .
Sumeiveri31%, "Mot A(Bral QUi browier Rt st queery’ parametes g
0 Engagement tooks
“Vindows™ bt i1 Bioscly P ametirs o -
Becul &-PEquesta; 1 Change requett method )
User-Agemt: Bozilla/S.0 (Vindows NT 10.0; (FNTHL, like Gecko) Chrome/121.0.£167.160
h
Satari/$17.34 Changs oty anceding Request cookies i v |
L Accept: Copy URL '?5
TeRE/ bt Licat Lon/ xheml +cml, AppLicat i wbp, . /5 ge0.8, applicat 165/ §lgned
- ;f;]_iq:;,.-," T Copy an curl command (bash) PR ! o e Forqueest headers 1] w
Sec-Fetch-Site: same-oflgin Copy to file
4 Sec-Fetsh-Users Paste from file
S#c-Fetch-Dent
¢ Referer: https:/ st
Azc#pt-EBcoding! T Don't milercept nequeiti
Accept-Language: en-US.en:q=0.%
Prisricy: u=0, i D mtercept
Conmection: clome
URL-#ncode &0 jou type
O ¢ > w Paste B o highlights
- > Bdesiage edtor doCumentabion
Event log (1) " Al issues (18) ' (@ Memory 158708
Q==
Request Response
Raw Hex E n = Pretty Raw Hex Render E Wn =
GET /screens/preframeset. . html HTTP/1.1 I HTTP/1.1 200 OK

l 2 Date: Fri, 01 Mar 2024 11:5&:57 GHT
b J 5ehHThGapA L QBxybE Ygel Connection: close

Content-Type: text/html

Fragma: no-cache

_|_Host: 172.16.1. 50
Cookie: sessionld=sKnzxx
4 —Control: ma L=

LAuthorization: Basic TWRCAWIEVGVzdEAxN

-

¢ Sec-Ch-Ta: "Chromium™;v="I21%, "Not A(Brand™;v="s5g9" € Expires: Fri, Ol Mar 2024 11:5£:57 GHAT
Sec-Ch-Ua-Mobile: 70 7 Last-Modified: Fri, OL Mar 2024 11:5€:57 GNT
Sec-Ch-Ua-Plattorm: "Windows"™ Cache-Control: no-cache

% Upgrade-Insecure-Requests: 1 5 X=-XSS-Protection: 1; mode=block
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =E€4) 10 X-Content-Type-Options: nosnift
AppleVWebEit/537.36 (KHTML, liks Gacko) 11 X-Frame-Options: sameorigin
Chrome/121.0.6167.160 Satari/537.3¢ 12 Content-Length: 759

11 Accept: 13
text/html,application/xhtml+xml, application/xml;q=0.9,1 14 <html>
mage/avit, image/webp, image/apng, */*:q=0.8, application/s 1 <heads»
igned-exchange ;v=bl:q=0.7 <title>
Sec-Fetch-Site: same-origin cisco

13 Sec-Fetch-Mode: navigate <fcicle>

4 Sec-Fetch-User: 71 T <meta http-equive="Contenct-Type"™ contenc="cexc/html;
Sec-Fetch-Dest: document charsec=iso-8850-1">

1€ Referer: hcops://172.1&.1.50/ 1 <script>

17 Accept=Encoding: gzip, deflate, br 18
Accept-Language: &n-US,en:q=0.9 2
Priority: w=0, 1

OB € > sea £ onighights (DG} € > | sem £ 0highlights

Step 2: Login with cisco credentials over GUI intercept the request then send it to
repeater and check for the sessionID.
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Commection: c¢lose

O € »

i.mgn)‘ Alrsmx}?]'

URL-encode a3 you type

Paste trie o

Message editor documentation

0 Nghbghts

Burp Project ntruder Repeater View  Help o 1 + v ) %
¢ (oL x
Dashboard Target Proxy Introder Repeater Collaborator  {B) Settngs
Sequencer Decoder Comparer Logger Organizer Extensions € C @ 17216150/s0eens/preframeset IS ¥ » 40 4 :
Learn
Wweercept  MTTP Nstory  WebSackets history (@ prowy settmgs Sign in
1 i Merps//172.16.1.50
t Open browser Username fwo
Password
Intercept is on
Requests sent by Surp's browser will be held here 50 that
you can analyze and modify them before forwarding them
10 the target server.
(e more
Eventlog (1) Al issues 00 * © Memory: 1826M8
Bup Project Intruder Repeater View Help <an mporary Project ensed to TUV Rhenland (India) Pt Ltd - o X
Dashboard  Target Wtruder  Repester  Collabg DO passive scan omparer  Logger  Organer  Daensions  Leam © setungs
MITP history  WebSockets history © Prowy setting 00 e scan
= Send o Intruder Clrie
ANT2.16.1,50:443 v oy -
f B Request to httpsy/ 6.1,50:443 [ o W’*l
Forward Orop | tecceptis on | Action Send 10 Sequencer ¥ wven @
Raw Hes Send to Comparer . nw = i -n - = @ X
cresns/preframese Send to Decoder ==
2yaFgrss $and 10 Ocguntnr ieC Request attributes 2 v
Cache-Control: maxe 0 insert Collaborator payload
Authorization: Basic Y2laYI0EVGVadEAxN)R= 9 v
Sec-Ch-Ua: “Chremiun®;ve"121%, *Mot A(Drand®:ve=090" Roquist n browser PSR ANATY Perameiers v
Sec-Ch-Ua-Nobile: 70 Engagement tools
Sec-Ch-Ua-Platfor “Vindowa*™ Request body parameters ] v
Upgrade-Insecuse-Pegquents: 1 Change request method Q
Usec-Agent: Mozilla/$.0 (Vindows NT 10.0; Vintd; xé4) # Oecko) Chreome/131.0.€1€7.160
Satari/$37.3¢ Change body eacoding Request coobies 1 v
Accept Copy URL %
text/heml, application/xhtmlexml, applicats 1:q%0.9, */%:1q*0.8, applicatio a 2
-e:cwqe:vsgx:;-a,‘;n N AR Copy as curl comeand (bash) ! s Request headers % v
Sec-Fetch-Site: same-origin Copy 10 file
Sec~Fetch-Node: navigate
‘ ~Fetch-User: %1 Paste from fle
~Fetch-Dest: document
eferer: https://172.1€.1.80/ index. html e
Accept-Encoding: g:sip br Dont intercept requests
Accept-Language: ea-US,en;q~0.9
Priority: us0, i Do mtercept
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Accept-Language:
Prioricty: u=0, 1

@« 0@«

Step 3: Observe if the sessionID’s are not reused or renewed

en-US,en; q=0.9

jo 0 highlights

a:= =
Request Response
Raw Hex B \n = Pretty Raw Hex Render B 0 =
& & L HITP/ L. ) HTTP/1.1 200 OK

Host: 172.1¢.1.50 I Date: Fri, Ol Mar 2024 12:02:13 GHNT

Cookie: sessionld=1GIES5TdOTed4qgplpaJuVFglSZydEkgras Connection: close

Cache-Control: mav-sges=n Content-Type: text/html

IAuthorL:anmn: Basic Y21zY286VGVzdEAXN1N= l Pragma: no-cache

Sec~-Ch-Ua: "Chromium™;v="121%", "Not A(Brand";v="gSg" Expires: Fri, Ol Mar 2024 12:02:13 GHNT
Sec~-Ch-Ua-Nobile: 20 Lasc-Modified: Fri, Ol Mar 2024 12:02:13 GNT
Sec-Ch-Ua-Platform: "¥Windows"™ Cache-Control: no-cache

Upgrade~Insecure-~Requests: | X-XSS-Protection: 1; mo ck

User-Agent: Mozilla/S.0 (Vindows NT 10.0; Viné4; x&4) X-Content~-Type~-Options: nosniff

AppleVebKit/537.3€ (KHTHL, like Gecko) X-Frame-Options: sameorigin

Chrowme/121.0.€61€7.1€60 Safari/S537.3¢ Content-Length: 759

Accept:

text/heml, application/xhtml+xml, application/xml;q~0.9,1 i <html>

mage/avit, image/vebp, image/apng, */*:q=0.8,applicaction/s <head>

igned-exchange;veb3;q~0.7 <title>

Sec~-Fetch-Site: same-origin cisco

Sec-Fetch-Node: navigate </title>

Sec~Fetch~User: 71 <meta http-equive"Content-Type"™ content="text/html;
Sec-Fetch-Dest: document charset=130-8859~1">

Referer: hteps://172.1€.1.50/ index.html <script>

Accept-Encoding: gzip, deflate, br

ol 0 highlights

4. To check if CPE is not using persistent cookies to manage sessions but only session

cookies

Step 1: Login over GUI with two different credentials and observe if the CPE is not using
persistent cookies to manage sessions but only session cookies.

o [e] © Not secure | Mips//172.16.1.50/sftecns/dashboard htmi#/MainDashboard Q W o 2
alealn o
o 7 Q A O B = o
Network Summary
°
1 Oure Network formance M y Apphica ecutit thouse # dot A Pretcamance ghts & At By @ x
Apglication C =
D M " Name - Doemain  Path se HtpOn oCuIo SameSite  Partitior
O Service worke ssionid ReAUSSIINKE R Uvde Xl 17216 0
8 Storage
Storage
» B3 Lo
» 8 se

Select a cookie to preview its value
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11.2.4 Test Observations:
e the session id is unpredictable.
e twas observed that the session ID’s are regenerated for each new session
e it was observed that the session ID’s are not reused or renewed
e it was observed that the CPE is not using persistent cookies to manage sessions but
only session cookies

11.3 Test Case Number: 03

11.3.1 Test Case Name: TC_SESSIONID_SENSITIVE_INFORMATION_TESTS

11.3.2 Test Case Description: Verify that the session ID is disclosing any sensitive
information in clear text / regeneration for each new session.

11.3.3 Execution Steps:

Step 1: Login with admin credentials over GUI, intercept the request then send it to

repeater and check for the sessionl D.
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Forward Drop Sond 10 Sequencer W wien @
. Send 1o Companer = -
N B % pectr DI @ x g
GET Facreenn preframesst , hom] m!:_ll Send to Decoder
172.15.1.88 Send o Organizes e 0 Request srbiutes B
et Collaborator payload
Riquést quiry DaTAmEnEns o + B

Engagement tock =
Flequeest body parameters w
Upgr ade- Innecure-Pequesta: 1 Changs reguett method B
User-Agent: Bozillal$.0 (Vindows NT 10.0: (FNTHL, like Gecko) Chrome/121.0.EL€7.1£0
Safari/837. 34 Change body enceding Riqurst cooliet 1 ~ z
1 Accept Copy URL %
text/heml, application/ shemi sxml whp, image apng, */ *;q=0.8, appli ion/ migned
-sxchange:vebl:qe0.7 Copy & turl command (bash) Request headers 9 b
Sec-Ferch-Sice: s o file
Sec=Fetch=Node: o
i Sec-Tetch-User: Paste from fils
Sec=Fetch-Deat
€ Referer: hetpa:/ el
Accept=Incoding: Dot mtercept reguests
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Raw Hex a m =

screens/preframeset . html HTTP/1.1
Host: 172.1€.1.50
Cookie: seasionld=sknzxxTopJSehHThGapAlQ
4 = LEol: may-age=p
tion: Basic TWRCAWAEVGVzAEAxN N
Sec-Ch-Ta: "Chromium™:ve"IZ1%, "Not A(Erand~=;v=+gg"
Sec-Ch-Ua-Nobile: 20
Sec-Ch-Ua-Platform: "Windows"
% Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4: xéd)
AppleWebKic/537.36 (KHTHML, like= Gecko)
Chrome/121.0.6167.160 Sataci/537.3¢
Accept:
text/html, application/xhtml+xml, application/xml;:q=0.5,1
mage/avit, image/webp, image/apng, */*:q=0.8,application/s
igned-exchange;v=bl; q=0.7
Sec-Fetch-3ite: same-origin
Sec=Fetch-Mode: navigate
i Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Referer: https://172.1&.1.50/
Accept-Encoding: gzip, deflate, br
Accept-Language: &n-US,en;q=0.5
Priority: u=0, i

O© € > 5o £ 0highlights

xybEYgel |

Response

Pretty Raw Hex Render

HTTP/1.1 200 OF
Dac Fri, OL Mar 2024 11:5£:57 GHT
Connection: close

i Content-Type: text/html

Fragma: no-cache
Expires: Fri, 01 Har 2024 11:5£:57 GHT

Cache-Control: no-cache

% X-XS5-Protection: 1l; mode=block

X=-Content=-Type-Options: nosniff
X-Fram=-Options: samsorigin
Content-Length: 758

i <html>

<head>
<ticle>
clsco
<fritle>
<meta hrtp-equive
charset=iso-8859-1">
<script>

O € >

! Last-Modified: Fri, Ol Mar 2024 11:5€:57 GNT

ntenc-Type™ content="cexc/html;

£ 0highlights

Step 2: Login with cisco credentials over GUI intercept the request then send it to

repeater and check for the sessionID.

Burp Project intruder Repeater View Help

Dashboard Target Proxy Ietroder Repeater Collaborator  {B) Settings

Sequencer Decoder Comparer Lagger Organczer Extensions
Learn
Intercept HITP hestory WebSockets hatory @ Proxy settngs

[ v o0 —

ld

Intercept is on

Reguests sent by Surp's browser will be held here 50 that
you can analyze and moddy them before forwarding them
10 the target server

Eventlog (1)*  Alissues 30" O Memory: 182.6M8

’ < o+

C O 17216150/screens/preframeset.. |15 ¥

B » A0 2

Sign in
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Burp Project Intreder Repeater View Help Scan norary Project ensed 1o T eindand finckal Pyt Lt — o %

Dashbowd  Target intruder  Repeater  Collabg DO Pasiive ican ompaer  Logger Organder  EMensions Leam () settings
MITP history  WebSockees history (@) Prowy setting  0° 2cdve scan
Send to intruder trle
f £ Request 1o hps/MT2.16.1.50:443 I . - IR I
Ferward Drop Action ey oy ¥ wwn 3
tow b Send to Comparer e, o WO I:@X 8
| GET scteens preframesst Bml BTTP/ 1.1 Send to Decoder -
Bosc: 172.16.1.50 nd to Organzer Corl+ s
COOKIE: SemSIOBT@=1GIESTADTSAqD IPATONFa: S Iyargras send 1o Organae Aegued stinbules - v
c 0 nsert Collaborator payload
PGV zdE LNy N= Request in browser Requesl query parametens 0 i E

Mot AiBrand®;ve"gg"
Engagement ook

Request body parameters o w
:Mﬂg! request method a
- e Gecko) Chrome/121.0 1E7.160
Change body encoding - R Request cookies 1 v |
Copy URL 2
P —— @, * % =08, applic W 8 Lgned a
PSR S —— Copy 8% turl command (bash) [ ' e Request headers w v
Copy 1o file
Sec-Fetch-Node: navigate
Sec-Fetch-Vaer: %1 Paste from file
Sec=Fereh=Deat: docwsent ;
Referer: httpa://172.1€.1.50/ index.heml S Rem
Accept-Encoding: @ DonY ntercept requests
06 mbercigt
URL-encode as you type
@ D « 3 Paste Iris 2 O haghiephts
. . Message editor documentation
Event log (1) All isswes (37) (O Memory: 182 8M8
O= =
Request Response
Raw Hex \n = Pretty Raw Hex Render = U=

HTTP/1.1 200 OK
Dace: Fri, Ol Mar 2024 12:02:13 GHT
Connection: close

Host: 172.16.1.50
Cookie: sessionld=1Gi£57d0Tedqplp4JuWFglsZydFigras

Cache-Conrral: mav-sqe=Q ! Content-Type: text/html
uthoriz on: asic Yo lzYoBeEVGVzd! FPragma: no-cache

€ Sec=Ch-Ua: "Chromium™:v="]121%, "Not A(Brand™;v="59" € Expires: Fri, 01 Mar 2024 12:02:13 GHT
Sec=Ch=-Ua=Mobil=: 70 Lasc=Modified: Fri, Ol Mar 2024 12:02:13 GHT
Sec=-Ch=-Ua-Platform: "Windows"™ Cache-Control: no-cache
Upgrade-Insscurs-Fequeats: 1 X-XS5S5-Protection: 1l; mode=block
User=Agent: Mozilla/5.0 (VWindows NT 10.0: Winéd4: xé4) L0 M=Content=Type=-Options: nosniff
AppleWebKic/537.3€ (KHTHL, likes Gacko) X-Fram=-Options: sam=origin
Chrome/121.0.61E67.160 Safari/537.3¢6 Content=-Length: 758
Accept:
text/html, application/xhtml+xml, application/xml;:q=0.9, 1 4 <html>
mage/avit, image/webp, image/apng, */ *;q=0.8, applicacion/s <head>
igned-exchange;v=bl;:q=0.7 £ <title>
Sec-Fetch-Site: same-origin cisco
Sec-Fetch-Node: navigate </citle>
Sec=Fetch=User: 71 <meta http-equiv="Content-Type"™ content="text/html;
Sec-Fertch-Dest: docwnent charset=isc-8859-1">

& Referer: https://172.1£.1.50/ index. html <script>

Accepr-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Priority: u=0, 1

O € > £ onighighs (D € © | ohighlights

11.3.4 Test Observations: During the testing process it has been observed that session
ID’s is not disclosing any sensitive information in clear text / regeneration for each
new session.

11.4 Test Case Number: 04

11.4.1 Test Case Name: TC_SESSIONID_COOKIE_ATTRIBUTE

11.4.2 Test Case Description: Verify that the cookie is set to “max-age”, “HttpOnly”,
“domain” attribute, & “path” attribute.

11.4.3 Execution Steps:

Step 1: Open browser and navigate to https://172.16.1.40 and login with valid

credentials.

Step 2: Press “f12” and navigate to cookie tab and observe that the cookie is properly set

with “max-age”, “HTTP Only”, “domain” attribute, & “path” attribute.
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Network Summary

© Applications

@ Wireless

Da e

£ Q .
{

v v

«

10 COMBE 3

hitps//172.16,1.50

11.4.4 Test Observations: During the testing process it has been observed that DUT is
properly set the cookie with “max-age”, “HTTP Only”, “domain” attribute, & “path”
attribute.

11.5 Test Case Number: 05
11.5.1 Test Case Name: TC_SESSIONID_FROM_GET_POST
11.5.2 Test Case Description: Verify that the CPE is not accepting session identifiers
from GET/POST variables.
11.5.3 Execution Steps:
Step 1: Login over GUI and intercept the request and send it to repeater

Eae < v Target: httpe=//172.16.1.50 /P T}
a- 4
Request
Raw n o= i

Brand=;v="88%

GHT
S AT
0 (¥indows NT 10.0: Winé4q: £4) AppleWebKit/537.3€
L.0.E1E7. L& 537.3¢
ml; application/xm ma avif, image/w
8, applicat ion/signed-exchangs;v=b1; q=0.7
isc
ef lat E 1
iqe equiveTContent-Type" content="t

Step 2: Navigate to Target > Site map > https://172.16.1.50 > copy URL’s in this host
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Dashbosrd | Targer | Promy  wwuder  Repester  Colsborstor  Sequencer  Decoder  Comparer  logger  Organizer  Etensions  Leam 2 Search {8} Settings
Site map l Scope Crawd paths (beta) tsswe definitions
7 Filter: Hiding not found items: hiding S5, image and general binary content: hiding 4xx responses: hiding emgty folders @
[ hempsnnieise ] Y™ ———r— B) i |t
Y 1 transg]
Add o sope fod URL Para. - StatusCode  Length MIME type  Title Motes > (%) Vulnerable
L Scan [vascriptaransiatejs.. 200 535 st O emad agare
+ > [ data Passively scan this host [fjavascript/controliers.. + 200 353 senpt » () Private IP ag
« » [ images Actively scan this host faascrptfangular-1_ < 200 a2 sonpt b :m*
I Engagement tools o favasenptfgquen.min... 200 87248 wript + ) HTML does
e ) | flavascript/anguiar-i.. 200 124551  script » ) Contert typf
« » [ jawascript Compare site maps fjavascriptianguiar-ke_ o 200 BT248  script
< [} main_Joginnemi Expand branch | Py A S ) ana PP R——
Expand requested items
* B ns Collapse branch | w =0 Inspector wl z -@x 2 _
+ » [ screens bete host . w = Adnsary
+ 3 [B styles me.;:wer-m.q.:.u HTTP/ 1.1 Selection nEman A FRequest
Copy links in this host ITZOLpxudE Bg4CaAtvy L TAYnOROmE Selected text ===
P — - ;nn".'v-'l.:l.". "Not A{Brand";w="g9" - ———— Path to issue |
Issuses 3 /5.0 (Windows NT 10.0; Wingd: xed) a
| (KHTHL, like Gecko)
Vivw 7LD Satari/s37.38 | St
Show new site map window ©  Findavs” e B v g
Site map documentation F-O:luln Inuﬁ—
11 Sec=Fetch-Dest: script REqQuEst query parameters 1 o Severity:
@@ & | | search p 0 highights ) : . | Confidence:

Step 3: Paste the URL’s in a notepad and check for the session ID variables i.e.
“ITZOLpxu0Kj8g4CoAOvylTajnohOmra“

Notepad
Cannot find “ITZOLpxuDKjBg4CoADvyITAInchOmra®

Step 5: To check if the CPE is not accepting session identifiers from POST variables
navigate to burp > search and paste the session id.
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Surp Infiltrator
Burp Chickbandit

Exit

» [e data

U index htmi

Javascript

Project Intru

yder Repeater View Help .
O by intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organzer Extensions Learn £ Search @ Settngs
St Settngs paths (beta ssue defmmons
Configuration hibrary =
5: huding CSS. image and general binary content: heding Lxx responses: hiding empty folders @
User setbngs
: Issues
Contents : :
> Vulnerable
Host Method URL Para Status Code  Length MIME type  Title Notes © Email addrd
ol angutar v 00 sC
rpt/angular-1.. v 00
rpt/angular-ke..
scrpt/angular-ke.. 00
v 200
v
v
v
we=D) .
nw = Adviso

0 highlights

D) Memory: 453.1M6

Eventlog )  All issues (31)

step 6: Paste the session ID in search and select only request body as it only shows the

POST content then click on go.
Step 7: Observe if any session Ids are generated that are getting accepted from the POST

Search Options Tools
IT2OLEOKE 4L oADvY TARShOmIa Case sensiive in-scope only Response headers Target Proxy
Regex Dynaem update Request body Response bady Repeater Organier
=0 Megative match
Search results
Source Host uRL Status code Length Time requested
O==
a8
Request Response
0 résults

Search completed

11.5.4 Test Observations: During the testing process it has been observed that the CPE
is not accepting session identifiers from GET/POST variables.

11.6 Test Case Number: 06

11.6.1
11.6.2

11.6.3

Test Case Name: TC_SERVER_GENERATED_SESSIONID_TESTS
Test Case Description: Verify that the CPE has been configured to only accept

server-generated session IDs.
Execution Steps:
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Step 1: Log in to the CPE's root level access.

Step 2: Check session management settings for server-generated session ID option.
Step 3: Initiate a session and verify the session ID originates from the server.

Step 4: Try accessing services with a non-server-generated session ID to ensure denial.
Step 5: Navigate pages or refresh application to confirm session ID consistency

11.6.4 Test Observations: OEM dependent

11.7 Test Case Number: 07
11.7.1 Test Case Name: TC_SESSION_IDLE_TIMEOUT
11.7.2 Test Case Description: Verify that the DUT regenerates session IDs for each new

session and adheres to the defined session idle timeout period.

11.7.3 Execution Steps:

Step 1: Navigate to https://172.16.1.50 and provide the credentials to login.

y ofw O 2

" a9 A T=0@08

Step 2: Press “F12“ to observe the session ID generated and also note the time.
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Step 3: Observe that the session gets terminated after being idle. Also observe the session
ID during this time

] S « a
O -J:b 2 Q A © = = o
Network S )
L J
£ Wwireless Settings ACCESS POINTS -
M- Management
SR
o=
‘-
. 3 & T e 89 Y L EE T

Step 4: Navigate to https://172.16.1.50 and provide the same credentials as above to
login.

<o ¢ o0 s
<D
- I~ M T e Pae = d Nl =~ N ’ _;:'-":]
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Step 5: Press “F12“ to observe the session ID generated and also note the time.

] "
e b T Q A @ B = o
Nt Si o
L
.
. & 9 O N N | ey

11.7.4 Test Observations: During the testing process it has been observed that the
session ID gets changed for the same user after keeping the session idle and then
relogging with the same credentials

12. Test Case Result:

S. TEST CASE NAME PASS/FAIL Remarks
No

1 | TC_SESSIONID_UNIQUE_TESTS PASS all the criteria

have been met

2 |TC_SESSIONID VULNERABILITIES TESTS PASS

3 |TC_SESSIONID_ PASS

SENSITIVE_INFORMATION_TESTS

4 |TC_SESSIONID COOKIE_ATTRIBUTE PASS

5 | TC_SESSIONID_FROM_GET_POST PASS

6 |TC_SERVER GENERATED _SESSIONID TESTS OEM

Dependent
7 |TC_SESSION_IDLE_TIMEOUT PASS
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1.11.4: HTTP input validation

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.4: HTTP input validation

3. <Requirement Description: > The CPE shall have a mechanism in place to ensure that
web application inputs are not vulnerable to command injection or cross-site scripting
attacks. The CPE shall validate, filter, escape, and encode user-controllable input before
it is placed in output that is used as a web page that is served to other users.

4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number;, Serial

Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.20

0 day, O hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
3%

50

()]

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning
“Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Wi-Fi on @D

®  Show available networks ~

)

CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

5 | Welcome X 4+ 7 - x

®
(]

<z C O & ciscobusiness.cisco & o

Cisco Business Wireless

Access Points

k

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next

E] Cisco Business Wireless 150AX Acc: X -

& C O 8 o ciscobusiness.cisco/screens/day0-config html
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST ®
Counry | India (IN) &
DaesTme  02/22/2024 (9 | 16:28:20
e

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh (]
D Would you like Static IP for your Primary AP (Management Network) ‘@
(-]

Management IP Address | 172.16.1.50

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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[F] | Cisco Business Wireless 150AX Acc- X +
<

- C QO 8 o~ ciscobusiness.cisco/screens/day0-config html

afalne
cisco

1 Set Up Your Primary AP

Pasephiaes esesssss

Confym Passphvase esessess

O Show Passphrase

“

Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X +
&«

- C QO & o dscobusinesscisco/screens/day0-config html

@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

B sox D & @

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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(5] = CiscoBusiness Wireless 150A% X = =+

il
'cisco  Cisco Business Wireless 150AX Access Point

Please confirm the configurations and Apply

neme  admin

TEST

v India (IN)
e 02/22/2024 16:29:05

ne Colombo, Kolkata, Mumbal, New Delhi
esh No

= 172.16.1.50

et 255.265.255.0

way 172.16.1.1

e TEST
nty  WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT

- The Vendor must provide a Certificate stating that the Web Application is
tested and free from command injection or cross-site scripting attacks.

- Network Product documentation which contains information on log file
location and procedure to access it.

- Tester has the necessary privileges to access the log files.

- HTTPS access to DUT.

- The tester should have a list of payloads to perform this attack.

- Test environment with a Web Browser.
- Knowledge about XSS and Command Injection attacks.

7. Test Objective: The DUT shall have a mechanism in place to ensure that web application
inputs are not vulnerable to command injection or cross-site scripting attacks
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8. Test Plan:

8.1 Number of Test Scenarios:

8.1.1. Test Scenarios for XSS attack
- Manual check via Cheat Sheet
- Automated check via tool
8.1.2. Test Scenarios for Command Injection attack
- Manual check via Cheat Sheet
- Automated check via tool

8.2 Test Bed Diagram

Test Machine 1
IP:172.16.1.34

8.3 Tools Required

d
WiFi CPE

IP:172.16.1.50

Test Machine 2 Test Mach;ne 3
IP:172.16.1.35 IP:172.16.1.36

Switch 2
|

|

Server
IP:172.16.1.38

- Default DUT configuration tool for Web Server as per vendor. It can be command

line, GUI or any other interface as specified in vendor documentation.

- Browser

- Burp Suite Professional v2023.9.3
- XSStrike (https://github.com/sOmd3v/XSStrike)

- Commix (https://github.com/commixproject/commix)

8.4 Test Execution Steps

— Power up the testbed
— The tester manually tries to find the inputs/ entry points in the Web
Application (such as search bar, username & password field, URL, etc.)

— Perform manual test on inputs/ entry points for XSS and Command Injection
vulnerability based on cheat sheets.

430




— The tester using automated tools like Burp suite, XSStrike and Commix to find
XSS and Command Injection vulnerability.
9. Expected Results for Pass: The Web Application must be free from XSS and
Command Injection vulnerability.

10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_XSS_TESTING
11.1.2 Test Case Description: Verify that all the input in the WEB Application is free
from XSS attack.

- Manual approach

- Automated approach
11.1.3 Execution Steps:
Step 1: The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go
to the web address/IP of the DUT.

- URL: http://<IP address of DUT>

Step2: Find all the input in the WEB Application/Page

Step 3: Login to the account and navigate to management
-> admin account -> Add new user.
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Step 4:

1. Manual Approach
e Use the below cheat sheet for XSS and try it in the input and observe the behaviour.
- (https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb41513479

5b45 /raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss vectors.txt)
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https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt
https://gist.githubusercontent.com/kurobeats/9a613c9ab68914312cbb415134795b45/raw/c24dd91dd91c324ae5c28b124aa4d379dbcb8e59/xss_vectors.txt

%253Cscript%253Ealert( ' XSS

<IMG onloa

<IMG onafterprin

<IMG onbeforeprint=

<IMG onbeforeunload="alert(String.fromCharCo !

=IMG onerror="alert(String. fromCharCede(88,83,83))":
<IMG onha ange="alert(String. fromCharCode(88,683,83))">
<IMG onload="alert(String. fromCharCode(88,83,83))

<IMG sage="alert(String. fromCharCode(88, 83,

<IMG alert(string.fromCharCode(88,83,83 >
<IMG i alert(string. fromCharCode(88,83,83))
<IMG agehi lert(String. fromC

<IMG : lert(String.f

<IMG alert(String.fromCharCode(88,83,

<IMG alert(String. fromCharCode(88,83,83

<IMG Or: alert(String.fromCharCode(88, 83

<IMG 2 alert(String.fromCharCode(88,83,

<IMG lert(String.fromCharCode(88,83,83))

<IMG a alert(String.fromCharCode(88,83,83))">
<IMG oncontextmenu="alert(String.fromCharCode(88,83,83))">
<IMG oninput="alert(String.fromCharCode(88,83,83))">
<IMG d="alert(String. fromCharCode(88, 83,

<IMG lert(String. fromCharCode(88,83,83))

<IMG £ alert(String. fromCharCode(88,83,83))
<IMG z alert(Sstring.fromCharCo 3

<IMG i alert(String.fromCharCo

<IMG {= lert(String. fromCharCode(88,83,83))
<IMG e lert(String.fromCharCode (88,83, E‘))"‘
=IMG e t(String.fromCharCode(88,83 83}

<IMG onclick= Stri C 3

<IMG ondbld ic (

<IMG 0 alert(String.fromCharCode(88,83,83))
<IMG alert(string.fromCharCode(88,83,83
<IMG 0 lert(String.fromCharCode(88,83,83)
<IMG 0 = alert(String.fromCharCode(88,83,83))">
<IMG 0 alert(String. fromCharCode(88,83,83))"
<IMG 0 "alert(String. fromCharCode(88,83,8
<IMG e t(String.fromCharCode(88,83,83 >
<IMG ra l.-- rt(st rlnq from[hd rCode (88,83 83} )

<IMG 83))"
<IMG ra = a'Leertrlng from: hdr(odeiaa SJ 83
<IMG ragl alert(String.fromCharCode(88,83,83
<IMG ondragover="alert(String. frn:rmtihar(ode{EB,83,33)
<IMG ondrdgstat ="alert(String.fromCharCode(88,83,83))">
<IMG ro ert(String. fromCharCode(88,83,83))":
<IMG r alertlermg from(har[udutSS B .83

Note: Use any Proxy tool (Burp suite) to bypass the chent side validation and test server-
side input validation and intruder to inject the above payload
1. Automated Approach.
- Command used: xsstrike -crawl -u <URL of WEB Application>

ashwini@ashwini-newslab
$ python3 xsstrike.py --crawl -u http://172.18.0.8/

v3.1.5

[~] Crawling the target
'] Progress: 1/1

ashwini@ashwini-newslab

(Here we can see the tool has not detected any vulnerable object)

ashwini@ashwini-newslab
$ python3 xsstrike.py --crawl -u http://172.18.0.8/

v3.1.5

[~] Crawling the target
[+] Potentially vulnerable objects found at http://172.18.0.8/

6 = input.value;

'] Progress: 1/1
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(Here we can see the tool has detected a vulnerable object this must be manually
checked and if found vulnerable the test case will fail)

11.1.4 Test Observations: It should be ensured that any input on the WEB Application
should not be vulnerable to XSS attacks.

11.2 Test Case Number: 02
11.2.1 Test Case Name: TC_CI_TESTING
11.2.2 Test Case Description: Verify that all the input in the WEB Application is free
from Command Injection attack.
- Manual approach
- Automated approach
11.2.3 Execution Steps:
Step 1 : The tester shall open any Web Browser (Mozilla Firefox, Google Chrome) and go
to the web address/IP of the DUT.

- URL: http://<IP address of DUT>
v - 0 X

> @ 172161 50/screens/preframeset.. I ¥ @ & A O &

,_,
M
—J

Step2: Find all the input in the WEB Application/Page

Step 3: Login to the account and navigate to management -> admin account -> Add new
user.
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1. Manual Approach

- Use the below cheat sheet for Command Injection and try it in the input and
observe the behaviour.

- (https://hackersonlineclub.com/command-injection-cheatsheet/)

&Llt; ! --#execk20cmd=&quot; /bin/cat%20/etc/passwd&quot; --&gt;
&Llt; ! --#execk20cmd=&quot; /bin/cat%20/etc/shadow&quot; --&gt;
&Llt; ! --#execk20cmd=&quot; /usr/bin/id; - -&gt;
&Llt; ! --#execk20cmd=&quot; /usr/bin/id; - -&gt;
/index.html|id|

7id;

;id

;netstat -a;

7id;

|id

| fusr/bin/id

|id|

| fusr/bin/id |

| | /usr/bin/id|

|id;

| | /fusr/bin/id;

7id|

;| /usr/bin/sid|

\n/bin/1s -al\n

\n/usr/bin/id\n

\nid\n

\n/usr/bin/id;

\nid;

\n/usr/bin/id|

\nid|

;/usr/bin/id\n

;id\n

|usr/bin/id\n

lrmdAdyn
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Note: Use any Proxy tool (Burp suite) to bypass the client-side validation and test server-
side input validation and intruder to inject the above payload
(A snapshot of few Command Injection payloads)
a. Use any Proxy tool (Burp suite) to bypass the client-side validation and test server-
side input validation

e Automated Approach.

- Command used: <Read the utility documentation to get information about the
usage>

ashwini@ashwini-newslab
$ python3 commix.py -u http://localhost:8888/ci.php

in-0One 0S Command Injection Exploitation Tool
2014-2023 Anastasios Stasinopoulos (

1 disclaimer: Usage of commix for attacking targets without prior mutual consent is illes
all applicable local, state and federal laws. Developers assume no liability and are not
program.

] Testing connecti o the target URL.
1 performing iden ation checks to the target URL.
found for testing on the provided target URL. You are advised to rerun with '--crawl=2'.

- -
[Automated All-in-One 0S Command Injection Exploitation Tool
Copyright e 2014-2623 Anastasios Stasinopoulos (

- -

(1) Legal disclaimer: Usage of commix for attacking targets without prior mutual consent is ille It is the end use
to obey all applicable local, state and federal laws. Developers assume no liability and are not ible for any r
sed by program.

lnerabilities/exec/".
RL.
. That may cause serious delays during the data extraction procedure a

Do you want to follow? [Y/n] >

[ .

[info] Heuristic ( parameter 'ip' might be injectable (possible 0S: 'Unix-like').

t and injection technique.
able via (results-based) classic command injection technique.
127.0.0.1;echo CIZATIS((56+49))$(echo CIZATIICIZATI

POST parameter 'ip' is vulnerable. Do you want to prompt for a pseudo-terminal shell? [Y/n] > ¥
Pseudo-Terminal Shell (type '?' for available options)
commix( )= 1s
help index.php source

(Here we can see the tool has detected a vulnerable object this must be manually

checked and if found vulnerable the test case will fail)

11.2.4 Test Observations: It should be ensured that any input on the WEB Application
should not be vulnerable to Command Injection attacks.

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks

1 TC_XSS_TESTING PASS all the criteria
have been met

2 TC_CI_TESTING PASS
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1.11.5: No unused HTTP methods

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.5 No unused HTTP methods

3. <Requirement Description: > HTTP methods that are not required shall be
deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other
methods are required, they shall not introduce security leaks such as TRACK or TRACE.

4. DUT Confirmation Details:
Screenshot below shows the DUT name (Primary AP Name), Model number, Serial

Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.2.0

0 day. 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
93%

50

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And

Navigate to http://ciscobusiness.cisco/screens/startup.html and Click Start as
Show in the below Screenshot.

5 Welcome x  + v 5 X

&« C O & ciscobusiness.cisco, w ® & @

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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< o]

Step

[F] | Cisco Business Wireless 150AX Acc- X +

6

QO 8 o+ ciscobusiness.cisco/screens/day0-config html B e% % & @

Nework Name | TEST
Security | WPA2 Personal
Passpheasn sesesess

Confym Passphvase esessess

O Show Passphrase

“

Verify the Configuration done and

<« > C©

(] Cisco Business Wireless 150AX Acc: X +

~ -
O @ o ciscobusiness.cisco/screens/day0-config html B so% ¥ @ &H =

oot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

[ JE

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”

< X

(5} = CiscoBusiness Wireless 150A% X

+ N = o X

B ax ¢ ® & e

O 8 ciscobusiness.cisco/screens/day0-config html

'::'.','élt;' Cisco Business Wirsiess 150AX Access Paint

Please confirm the configurations and Apply

Lsemame  admin
Primary AP Name  TEST
sy Inctia (N)

se & Time  02/22/2024 16:29:11
Colombo, Kolkata, Mumbal, New Delhi
No

172.16.1.50

255.255.255.0

unty WPA2 + WPA3 - Personal
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&«

Q

(5) | Cisco Business Wireless 150AX Acce X 4 " -

O 8 o ciscobusiness.cisco/screens/da ight B s% 1Y ® & ®@ 89

I.cll's'c'lo" Cisco Business Wireless 150AX Access Point

m the configurations and Apply

Plaaso confire

Usemams  admin
Primary AP Name  TEST
niry - Inclia (IN)
aie & Time  02/22/2024 16:29:05
Timezone Colombo, Kolkata, Mumbai, New Delhi
e No
e % 172.16.1.50
ubnet  255.255.255.0

way 172.16.1.1

ork Name  TEST
ty WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions

Enable https in DUT.

The tester has needed administrative privileges.

A tester machine is available.

Test environment with a provision to access the DUT.

Vendor list of Enabled and necessary methods in the DUT Web-Server.
Tester must have Burp Suite installed in his testing machine

7. Test Objective: Check whether the DUT supports other methods apart from GET, HEAD,

POST

8. Test Plan:
8.1 Number of Test Scenarios:

8.1.1 Check whether the DUT supports other methods apart from GET, HEAD,

POST

8.2 Test Bed Diagram
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d

WiFi CPE
IP:172.16.1.50
‘V,
|
d.-'-_______-_______-__—_—_' '—H
» Switch 1 Switch 2
I \ |
OO
"
Test Machine 1 Test Machine 2 Test Machine 3 Server
IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required
- Browser

- Burp suite
8.4 Test Execution Steps
— Open browser and navigate to https://wificpe-ip.
— Intercept the request using burpsuite proxy and send it to repeater.
— Change the Request Methods.
— Replace all HTTP Methods one by one and observe the response.
9. Expected Results for Pass:
Case 1: System settings and configurations have been found adequately set, in all Web
components of the system, to ensure that unneeded HTTP methods are deactivated.

10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: TC_NO_UNUSED_HTTP_METHODS

11.1.2 Test Case Description: Verify that the Web server has deactivated all HTTP
methods that are not required.

11.1.3 Execution Steps:
Step 1 : Open browser and navigate to https://172.16.1.50
Step 2: Intercept the request using burp suite proxy and send it to repeater.
Step 3: Change the Request Methods.
GET:
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https://wificpe-ip/

Bup Project miruder Repeatq  San s g X%

Dashbowrd  Target Do passive scan orator () Settings
Squacy Decoder Compd Do active scan psions €
Learn .
HTTP hestory Web:
[T p—— Send 1o Sequencer
£ 0 Requestto Mipsy N T2I61504 gyt Comparer
Send 1o Decoder L ALLNO)
Send to Organcer o L
insert Collaborator payload U @ X 8
Request in browser 2 v
Engagement tooks ;
,::2::’::;"“._ 2 Change request method o v &
~Ch-Ua-p tm: "Vindowt  Change body encoding
Upgrade - Innecure-Pequests 9 v

User-Agentt Mezilla/8.0 (¥ig  CopyURL
10,0; Vinéd: xéh) Copy # curl command (bash)

®

AppleVebRit/537.3¢ (KETNL, 0 v 2
Gecko) Cheome/121.0.£1€7,16 Copytofie %
Satari/$)7.3¢ Bk Mok & |3
Accept

text/heml, appl Save fem

W
0.4 Don't mtercept requests
101/ nigned-exchange
Sec-FetcheSite: none
Sec-Fetch-Node: navigate
Sec-Fet » )
Sec-Fetch-Dest: document
Accept-Incoding: gsip, detly
Accept-Language: en-US,enqt
Priority: i

@@(_ 3 p | e

= Message edtor documentation
Al issues (38) #nive

Do intercept

URL-encode as you type

Bentlog @)’

Qe

Cisco Business Wireless
Access Point

B»a02

Step 4: Replace all HTTP Methods one by one and observe the response. Step 5: Check for

TRACE Method

BERe o« (<

Request

Raw Hex

'TRACE / HTTP/1.1

Host: I72.1€.1.50

Cache-Control: max-age=0
i Sec-Ch-Ua: "Chromium™;v="121%", "Not A(Brand";v="gg"
5 Sec-Ch-Ua-Hobile: 70
Sec-Ch-Ua-Platform: "Vindows"™
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0: Vinéd: xé4)
AppleVebKit/537.3€ (FHTHML, like Gecko)
Chrome/121.0.E1€7.1€0 Satari/537.3¢€
Accepr:
text/html, application/xhtml+xml, application/xml;q=0.5,1
mage/avit, image/vebp, image/apng, */*:q=0.8, application/s
igned-exchange;:v=b3:q=0.7
Sec-Fetch-Site: none
Sec<Fetch-Node: navigate
Sec=Fetch-User: 71
13 Sec-Fetch-Dest: document
14 Accept-Encoding: gzip, deflate, br
Accept=-Language: &n=-US,en;q=0.9
Priority: u=D, i
Connection: close

Bws=

@@(—-) o

Done

Response
Raw Hex Render

|HTTP-’J..J. 405 Method Mot Allowed

2 Dace: Non, 2€ Feb 2024 04:44:40 GHT
Connection: close

405 Method Not Allowed

0 highlights @@ LAIE,

& n =

£ 0 highlights

Step 6: Check for TRACK Method
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Request
Raw  Hex \n =

Sec=Ch-Ua: "Chromium";v="121", "Not A(Brand”;v="98"
4 Sec-Ch-Ua-Mobile: 20
5 Sec-Ch-UVa-Platform: "Windows™
Upgrade=-Insecure=Requests: |
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Vinéd4: x€4)
AppleWebKit/537.3€ (KHTML, like Gecko)
Chrome/121.0.€167.1€60 Safari/537.3¢
Sec-Purpose: prefetch;prerender
Purpose: prefetch
10 Accepr:
text/html,application/xhtml+xml, application/xml;q=0.9
» image/avit, image/vebp, image/apng, */*;q=0.8, applicati
on/signed-exchange;v=b3:q=0.7
11 Sec-Fetch-Site: none
Sec-Fetch-Node: navigate
13 Sec-Fetch-User: ?1
14 Sec-Fetch-Dest: document
5 Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
17 Priority: u=D, i

@{(:}} €|/ 2| | Search P 0highlights

Q==
Response
Raw  Hex _ Render =

l HTTP/1.1 405 Method Not Allowed I

2'Date: Fri, O1 Mar 2029 I1:51:38 GMT

Connection: close

liU& Method Not Allowed
@@ €| |Sea £ 0highlights

Step 7: Check for PUT Method

Request

Raw Hex = R
L|PUT] / HTTP/1.1
2 Hose: c+10.1°30

3 Cache=Control: max-age=0

i Sec-Ch-Ua: "Chromium":;v="121", "Not A(Brand"”;v="gg"
Sec-Ch-Ua-Nobile: 70

¢ Sec-Ch-Ua-Platform: "Windows"

! Upgrade-Insecure-Requests: 1
User-Agenc: Mozilla/5.0 (Windows NT 10.0; Winéd4:; xé4
AppleWebKit/537.3€ (KHTHL, like Gecko)
Chroms/121.0.E1E€7. 160 Satari/537.3€

» Accepr:

Response

= u Raw

Hex Render

L[HTTE/1.1 405

Method Not Allowed |

2 Date: HMon, 2
3 Connection:

405 Kethod M

text/html, application/xhtml+xml, application/xml;q=0.9,1
mage/avit, image/webp, image/apng, */*:q=0.8,application/s

igned-exchange:v=bi:q=0.7

10 Sec-Fetch-Site: none
Sec-Fetch-Node: navigate
Sec-Fetch-User: ?1

13 Sec-Fetch-Dest: document

14 Accepr=-Encoding: gzip, deflate, br
Accept-Language: en-US,en;:q=0.5
Priority: u=0, i

17 Connection: close

O® €3 [searc £ onighights (D& € >

Done

Step 8: Check for PATCH Method

444

€ Feb 2029 04:45:1€ GHT
close

ot Allowed

Je)

B w =

0 highlights




{ Sec-Ch-Ua:
5 Sec-Ch-Ua-Mobile: 70

i User-Agent: Mozilla/5.0

.

4 Accept-Encoding: gzip,
5 Accept-Language: &n-US,en:q=0.9

é)@(—-) P

Done

Event log (2) *

Request

Raw Hex g \n

Host: 172.1e.1.50
Cache-Control: max-age=0
"Chromium”;v="121", "Not A(Brand";v="93"
Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1

(Vindows NT 10.0: Viné4:
AppleWebKit/537.3€ (KHTML, like Gecko)
Chrome/121.0.61€7.160 Satari/537.3¢

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, 1
mage/avit, image/webp, image/apng, */*;q=0.8,application/s
igned-exchange;v=b3;q=0.7

Sec-Fetch-Site: none

xE4)

11 Ssc-Fetch-Mods: navigats

Sec-Fetch-User: 71
Sec-Fetch-Dest: document
deflate, br

Priority: u=0, i
Connection: close

0 highhights

All issues (38)*

Step 9: Check for DELETE Method

@@(_ 35 Jol

Response

Raw Hex Render ] \n =

1 EEE,’J..I. 405 Method Not Allovedf

Date: Non,
Connection:

2E Feb 2029 04:95:91 GAT

close

5 405 Method Not Allowed

0 lighhights

@@(——) 0

Done

Request

Raw Hex

DELETE / HTTP/1.1

HOST® o1, b
3 Cache=Control: max-age=0
Sec~Ch=Ua: "Chromium";w="121",
Sec-Ch-Ua-Mobile: ?0
Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1
® User-Agent: Mozilla/5.0 (Vindows NT 10.0:; Winé4:
AppleVebKit/537.3€ (FHTHL, like Gecko)
Chrome/121.0.ELE7. 160 Satari/537.3¢
* Accept:
text/html, application/xhtml+xml, application/xml;q=0.5,1
mage/avit, image/vebp, image/apng, */*;q=0.8, application/s
igned-exchange;v=b3;q=0.7

"Not A(Brand":v="og®

x€4)

Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71

3 Sec=Fetch=Dest: document

Accept=Encoding: gzip, deflate, br
Accept-Language: en-US,en:;q=0.9
Priority: u=0, i

Connection: close

0 highlights

Eventlog (2)*  All issues (38)*

Q@ €3 s 5

Raw Render

]HTTPfl.l 405 Method Not Allowed I
Date: Mon, 2t Feb 2024 04:49c:0c ONT
3 Connection: close

Hex

405 Method Not Allowved

0 highhights

Step 10: Check for DEBUG Method
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Request

Raw

Host: 17

Sec-Ch-Ua

Accept:

igned-exck

Done

Event log (2)*

v Hex
DEBUG / f 1

Cache-Contr

Sec-Ch-Ua-Hobile
Sec-Ch-Ua-FPlat
Upgrade-Insecu
User-Agent: N
AppleV¥ebKit/537.
Chrome/1Z1.0.€1€7

text/html,application,
mage/avift,

Sec-Fetch-Sit
Sec-Fetch-HNc
Sec-Fetch-User: ?
Sec-Fetch-Dest:

@@« >

Response

EE \n

[l

Raw

Hex

Render

.50 Date: Mon, "€

|H|: P/1l.1 405 Mecthod Not Allowed I

Feb 2029 D4:9€:30

GHT

: max-age=0 Connection: closs
: "Chromium®;w="121", “Not A(Brand";v=vgg" :
?0 405 Method Not Allowed
"Windows

juescts: 1

(Vindows NT 10.0;
E (KHTHL, like Gecko)

« 160 Satari/537.3¢€

Vinéd: xE€4)

xhtml+xml, application/xml:q=0.9,1
webp, imag=/apng, */*:q=0.8, application/s
ve=b3:q=0.7
none

image
hange :

Accept-Encoding: gzip, deflate, bz
Accept-Language: en-US,en;q=0.9
Priority: wu=0, i

Connection: close

ye) 0 highlights

0@«

All issues (38) *

o

0 highlights

Step 11:

Check for MOVE Method

Request

Raw

MOVE / HTTP/1.1

Host:

172

Cache-Control:

Sec-Ch-Ua:

Sec-Ch-Ua-Mobile:
Sec-Ch-Ua-Plactform:

Hex B w

Raw

Hex

Render

HTTP/1l.1 405

1€.1.50
max-age=0
"Chromium™;w=
70

Connection:
"121", "Not A(Brand":w="gg"

405 Method Not

"Windows"™

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (VWindows NT 10.0:; Winé4:
AppleVebKit/537.36
Chrome/121.0.€1

Accepru:
text/html,
mage/avit,

igned-exchang

Sec-Fetch-
Sec-Fetch-
Sec-Fetch-
Sec-Fetch-
Accept-Enc

Accept-Language:

Priority:

Connection: clo

G)@(——)

Done

Event log (2) -

xE4
(KHTHL, like Gecko)
. 160 Satari/537.3€

application
image

xhtml+xml, application/xml;q=0.9, 1
, image/apng, */*:q=0.8, application/s

Sit
M
User: 71

Dest: document

oding: gzip, deflate,
en-US,en; q=0.9

none
igate

n

br

u=0, i
se

0

O ¢« >

0 highlights

ﬂHlssues[SS;'

Method Not Allowed

clo

GHT

se

Allowed

0

0 highlights]

Step 12:

same step follow for other http method also

11.1.4 Test Observations: The test confirmed that the web server is correctly configured
to deactivate HTTP methods that are not required. Only the standard GET, HEAD,
and POST methods are enabled, in line with the requirement. No other methods that
could potentially introduce security leaks, such as TRACK or TRACE, are enabled.
This ensures that the web server maintains a high level of security

12. Test Case Result:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

TC_NO_UNUSED_HTTP_METHODS

PASS

all the criteria
have been met

446




1.11.6: No unused add-ons

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.6: No unused add-ons

3. <Requirement Description: > All optional add-ons and components of the web server
shall be deactivated if they are not required. In particular, CGI or other scripting
components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are

not required.

4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial

Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.2.0

0 day, 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
53%

50
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DUT Configuration Checksum:

PS C:\> certutil ( ' i : :
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
CertUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Wi-Fi

Show available networks

CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

5 | Welcome x  +

<z C O & ciscobusiness.cisco

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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[F] | Cisco Business Wireless 150AX Acc- X + v — 9
< > C QO 8 o+ ciscobusiness.cisco/screens/day0-config html B ax X @ 9
‘éllls.tl:lo“ Cisco Business Wireles
1 Set Up Your Primary AP
Network Name  TEST ©
Security | WPA2 Personal
Passphrase tesneeee 0
Confrm Passphrass.  esessses
O Show Passphrase
=
Step 6 : Verify the Configuration done and Click on Apply
(5] | Cisco Business Wireless 150AX Acc X+ ~ = 5
<« > C QO & o dscobusiness.cisco/screens/day0-config html B sx % y @ 9




(5] = CiscoBusiness Wireless 150A% X = =+

< X O 8 cdiscobusiness.cisco B s ® L& ® O =

Saving the configuration...
”

(5] | Cisco Business Wireless 150AX Acc: X = 4 v il b4
&« & O 8 o ciscobusiness.cisco | ig.ht B ex % ® L& ® § =
"c""'c'lo" Cisco Business Wireless 150AX Access Point
Please confirm the configurations and Apply
Usemame  admin
Primary AP Name  TEST
sy India IN)
ae & Time  02/22/2024 16:29:05
Timezone  Golombo, Kolkata, Mumbal, New Dethi
M No
Management IP Address  172.16.1.50
Management IP Subnet  265.255.255.0
Management IP Galeway  172.16.1.1
Network Name  TEST

nty  WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT
- The vendor has supplied a list of add-ons or scripting tools for Web server
components needed for system operation, and that therefore need to be
exempted from the test investigation.
- The tester has administrative privileges.
- Atester machine is available.
7. Test Objective: To verify that the Web server has deactivated unneeded add-ons and
unneeded scripting components.

8. TestPlan:
8.1 Number of Test Scenarios:
8.1.1 Check if the web server has WebDAV activated
8.1.2 Check that the DUT is restricting execution of system commands with SSI
(server side includes) Injection

451




8.1.3 Checkif any CGI directories are accessible for file uploads.

8.2 Test Bed Diagram

Test Machine 1
IP:172.16.1.34

8.3 Tools Required
— Cadaver

— Browser
— Dirsearch
— nikto

8.4 Test Execution Steps

— Power up the testbed

d
WiFi CPE

IP:172.16.1.50

Test Machine 2 Test Mach;ne 3
IP:172.16.1.35 IP:172.16.1.36

Switch 2
|

|

Server
IP:172.16.1.38

— Check that the web server is only running and listening on known ports (e.g.,
tcp port 80 and/or 443). Check that
— CGI or other scripting components, Server Side Includes (SSI), and WebDAV are
deactivated if they are not required.

— The tester verifies that nothing else has been installed than the web server.
— The tester verifies that relevant system settings and configurations are correct
to ensure fulfilment of the requirement.
— The tester scans the Webserver using a suitable tool (e.g., Nikto) and verifies
the tool report for availability of any default content.

9. Expected Results for Pass: System settings and configurations have been found

adequately set, in all Web components of the system, to ensure that all unneeded add-

ons or script components are deactivated.

10. Expected Format of Evidence: Testing report contains copies of the log file showing the

captured information.
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11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: TC_WEBDAV_TESTING

11.1.2 Test Case Description: Verify that web server has WebDAV activated

11.1.3 Execution Steps:

Step 1: Open kali linux and run the command cadver https://172.16.1.50 and follow the
instructions.

https://172.16.1.50
WARNING: Untrusted server certificate presented for "172.16.1.50':
sued to: DeviceSSL (WebAdmin), Cisco Systems Inc., US
ed by: DeviceSSL (WebAdmin), Cisco Systems Inc., US
Certificate is valid from Wed, 21 Feb 2024 18:30:01 GMT to Tue, 21 Feb 2034 18:30:01

Do you wish to accept the certificate? (y/n) vy
Conld nnt arcess / (nnt WebDAV-enabled?):

405 Method Not Allowed

Connection to 172.16.1.50' closed.

dav:!> |}

Step 2: Observe that WebDAV is not activated in the DUT.

Step 3: Check if there are any other directories accessable for WebDav to be enabled by
running the command “dirsearch -u https://172.16.1.40 -w /home/kali/Downloads/cgi-
files.txt".

Note: The 'cgi-files.txt' file contains the relevant payload based on the understanding of
the Device Under Test (DUT) filesystem.

~/Downloads

11.1.4 Test Observations: DUT has no directories to access so the WebDAV is deactivated.

11.2 Test Case Number: 02

11.2.1 Test Case Name: TC_SSI TESTING

11.2.2 Test Case Description: Verify that web server has SSI activated

11.2.3 Execution Steps:

Step 1: Open browser, navigate to https://172.16.1.50 and login

Step 2: Navigate to Administrator panel then Add profile then in the profile name put the
payload “&#echo var="DATE"-->"
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Add/Edit Local admin account

Step 3: Click f12 and click on “Apply to Device” and observe the network traffic.

Step 4: Observe that the request has been proceeded by DUT. Step 5: Verifying whether
the DUT have SSI, CGI & WebDAV active using Nikto tool.

Step 5: Verifying whether the DUT have SSI, CGI & WebDAV active using Nikto tool.

11.2.4 Test Observations: It should be ensured that SSI is deactivated if not required

11.3 Test Case Number: 03

11.3.1 Test Case Name: TC_CGI_TESTING

11.3.2  Test Case Description: Verify that web server has CGI activated

11.3.3  Execution Steps:

Step 1: Open kali linux and run the command dirsearch -u https://172.16.1.50 -w
/home/kali/Downloads/cgifiles.txt.
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={Downloads

fkali/Downloads/cei-files, tat

arch. arning: pkg_reso ed as an API. 5ee hitps:/, ¥
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-[~/Downloads

cgi-files.txt
/cgi-bin/14all-1.1.cgi
/cgi-bin/14all.cgi
/cgi-bin/aldisp3.cgi
/cgi-bin/alstats/aldisp3.cgi
/cgi-bin/alstats/aldisp4.cgi
/cgi-bin/admin.cgi
/cgi-bin/adsl.cgi
/cgi-bin/auktion.cgi
/cgi-bin/bbs/read.cgi
/cgi-bin/bhrss.py
/cgi-bin/calendar/calendar.pl
/cgi-bin/cgl
/cgi-bin/CGIProxy.fcgi
/cgi-bin/commerce.cgi
/cgi-bin/cookie.cgil
/cgi-bin/cvename.cgi
/cgi-bin/dcforum.cgi
/cgi-bin/ddns
/cgi-bin/dial
/cgi-bin/directorypro.cgi
/cgi-bin/disorder
/cgi-bin/e-cms/vis/vis.pl
/cgi-bin/emsgb/easymsgb.pl
/cgi-bin/emu/html/emumail.cgi
/cgi-bin/emumail.cgi
/cgi-bin/emumail/emumail.cgi
/cgi-bin/ezshopper/search.cgi
/cgi-bin/FileSeek.cgi
/cgi-bin/FileSeek2.cgi
/cgi-bin/firmwarecfg
/cgi-bin/firmwareupgrade
/cgi-bin/generate.cgi
/cgi-bin/gH.cgi
/cgi-bin/hsx.cgi
/cgi-bin/im_trbbs.cgi
/cgi-bin/ImageFolio/admin/admin.cgi
/cgi-bin/img.pl
/cgi-bin/Intruders.cfg
/cgi-bin/jammail.pl
/cgi-bin/kaiseki.cgi
/cgi-bin/kerbynet
/cgi-bin/loader
/cgi-bin/loadpage.cgi
/cgi-bin/luci
/cgi-bin/magiccard.cgi
/cgi-bin/mail/emumail.cgi

Step 2: Observe that there is no CGI directory available.
Step 3: Word list to brute force for CGI bin directory
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11.3.4 Test Observations: It should be ensured that CGI is deactivated if not required

12. Test Case Result:

S. No TEST CASE NAME PASS/FAIL Remarks
1 TC_WEBDAV _TESTING PASS all the criteria
have been met
2 TC_SSI_TESTING PASS
3 TC_CGL_TESTING PASS

457




1.11.7: No compiler, interpreter, or shell via CGI or other server- side
scripting

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.7: No compiler, interpreter, or shell via CGI
or other server- side scripting

3. <Requirement Description: > If CGI (Common Gateway Interface) or other scripting
technology is used, the CGI directory- or other corresponding scripting directory - shall
notinclude compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler,
Tcl interpreter/compiler or operating system shells).

4. DUT Confirmation Details:

Screenshot below shows the DUT name (Primary AP Name) , Model number, Serial
Number, Software Version.
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Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.2.0

0 day, 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
3%

a0

(&)}

DUT Configuration Checksum:

PS C:\> certutil ( _ : -
SHA256 hash of .\configuration files\configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
CertuUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

= WiFi

(EJ Show available networks

“%a CiscoBusiness-Setup
Secured

I4] Connect automatically

Connect
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Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

5 Welome x|+ & = x‘

Il

& (&] O 8 ciscobusiness.cisco/screens/startup html & 2 L @ 8O

alualn

asco. Cisco Business

Cisco Business Wireless
Access Points

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its afliliates in the United

Step 3 : Enter the Desire Credentials for admin account creation and click start

() Cisco Business Wireless 150AX Acc: X + ~ - X
< C QO B o+ ciscobusiness.cisco/screens/day0-config html B % L @ O =

ol
CISCO

Cisco Business Wireless 150AX Access Point

Welcome! Please start by creating an admin account.

sssssnss

a This connection is not secure, Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click
Next
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(5] | Cisco Business Wireless 150AX Acc: X |+

< Cc QO 8 o+ ciscobusiness.cisco/screens/day0-config html B so% % & a =
Jame | TEST @
Counry  India (IN) . @
Dawes Tme  02/22/2024 M | 1e2820
ezone  Colombo, Kolkata, Mumbal, New Dolhi - | ©
Mesh @
@) Would you like Static 1P for your Primary AP (Management Network) ©
Managemern Address 172.16.1.50 @
fault Gateway 172.16.1.1
e :
Step 5 : Enter the Desire Network Name and Passphrase and click Next
] | Cisco Business Wireless 150AX Acc X | 4 i x
B s ¥ a =

— C QO & o+ ciscobusiness.cisco/screens/day0-config htmi

"cl.'s'éln" Cisco Business Wireless 150AX Access Point

Neowork Name  TEST @
uily  WPA2 Personal -
ssssssss @
N Passpheass eessesss

0] Show Passphrase
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Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X + v o x
< > C QO & o dscobusiness.cisco/screens/day0-config html B e% ¢ 2+ ® H =

@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up
wizard.”

[ | = CiscoBusiness Wireless 150A% X = + v - o X
< X O 8 ciscobusiness.cisco/screens/day0-config html B ax & L @ O =

"cl,'s'élt;' Cisco Business Wireiess 150AX Access Paint

Please confirm the confgurations and Apply

me  admin
e TEST

India (N)

02/22/2024 16:29:11

Colombo, Kolkata, Mumbal, New Delhi
No

5s 172.16.1.50

255.255.255.0

Secunty WPA2 + WPA3 - Personal

“
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(5] | Cisco Business Wireless 150AX Acc: X = 4

&

Q

O B o+ ciscobusinesscisco a nfig.ht

I'cll‘slc.lo.l Cisco Business Wireless 150AX Access Point

Please confirm the configurations and Apply
Usemame  admin

Primary AP Name  TEST
wniry  India (IN)
ae & Time  02/22/2024 16:29:05
Timezone Colombo, Kolkata, Mumbai, New Delhi
Mex No
Management IP Address  172.16.1.50
Management IP Subnet  255.255.255.0

Management IP Galeway  172.16.1.1

e TEST
y  WPA2 + WPA3 - Personal

F=re

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT
- The tester has administrative privileges.
- Atester machine is available.

7. Test Objective: To verify that there are no compilers, interpreters, or shell accessible via CGI

or other scripting components.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1. Test Scenario for CGI and scripting directory

- This test scenario is regarding CGI, scripting directory and check for

compiler/interpreter or shell in CGI
8.2 Test Bed Diagram
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d
WiFi CPE

IP:172.16.1.50

» Switch 1 Switch 2
' \ |
- i -
— O, S,
y i RN |
|

=g = b= |

Test Machine 1 Test Machine 2 Test Machine 3 Server

IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required

— Cadaver
— Browser
— Dirsearch
— Nikto

8.4 Test Execution Steps

Power up the testbed

The tester tries to access the Shell of Web Server.

Consult the web server configuration to identify all directories used for CGI or
other scripting components.

In case the DUT is using other than CGI they must give the information about
different technology used and further tests should be performed on that
technology. (This document only deals with CGI Scripts)

The tester manually checks that there are no compilers or interpreters (e.g.,
PERL® interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or
operating system shells) in the directory/directories used for CGI or for other
scripting tools (including PERL®, PHP, and others).

The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that there are no compilers or interpreters (e.g., PERL®
interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating
system shells) in the directory/directories used for CGI or for other scripting
tools (including PERL®, PHP, and others).

9. Expected Results for Pass:

There are no compilers, interpreters or shells in directories accessible via CGI
or other scripting components.

464




10. Expected Format of Evidence: Testing report contains copies of the log file showing
the captured information.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_COMPILER_FOR_CGI_SCRIPTING
11.1.2 Test Case Description: There are no compilers, interpreters, or shells in
directories accessible via CGI or other scripting components.
11.1.3 Execution Steps:
Step 1: Open browser and intercept the login page.

= Host Method URL Params Edited Status code Length
1 https://172.16.1.50 GET / 200 3748

Request Response
Raw  Hex n = Pretty  Raw Hex Render n =
GET / HTTP/1.1 HTTP/1.1 200 OK
Host: 172.1&.1.50 2 Date: Tue, 27 Feb 2024 04:32:23 GNT
Sec~-Ch-Ua: "Chromium";vw="121", "Not A(Brand";v="sg" Connection: close
Sec~Ch-Ua-Mobile: 70 Content-Type: text/html
5 Sec-Ch-Ua-Platform: "Windows" Pragma: no-cache
Upgrade~Insecure-Requests: 1 Expires: Tue, 27 Feb 2024 04:32:23 GAT
User-Agent: Mozilla/S.0 (Vindows NT 10.0; Vinéd:; xé€4) Last-Nodified: Tue, 27 Feb 2024 04:32:23 GAT
AppleVebKit/537.3€ (KHTML, like Gecko) Cache-Control: no-cache

Chrome/121.0.€167.1€0 Satari/537.3& X

XSS-Protection: 1; mode=block

Accept: L0 X~-Content-Type-Options: nosnitf
text/html, application/xhtml+xml, application/xnl;q=0.9, X-Frame-Options: sameorigin
image/avif, image/vebp, image/apng, */*:;q=0.8,application Content-Length: 3402
signed-exchange;v=bi;q=0.7

Sec-Fetch-Site: none <'DOCTYPE HTHL>

Sec-Fetch-NMode: navigate <HTHML>

Sec-Fetch-User: ?1 <HEAD>

Sec~Fetch-Dest: document <meta htetp-equiv="X-UA-Compatible”™ contenct="
Accept-Encoding: gzip, deflate, br IE=edge, chrome=1" />

Accept-Language: en-US,en;q=0.9 :

Prioricty: u=0, 1 <TITLE>

AL € > ses £ onighights (D)} € > ses £ | 0highiights

Step 2: Send the request to the intruder and add position to the payload

Positions Payloads Resource poo Settings

@ Choose an attack type

Aftack type: Sniper

@ Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.

Add §
hetpE/f172.16.1.50 Update Host header 1o match target
Clear §
. e Auto §
t A{Brand®;vs"g0

Refresh

Vindows NT 10.0; Winéd; x€4) AppleWebFic/337.3¢ (FNTHL, like Geck hrome/i21.0.£067. 160 Safari/537.3¢

1 - - avit gl w ) 3 T P A r ¥ b
B 1 nighlight Clear

1 payload position Length: 654

Step 3: Add cgi directories/ scripting directories in the payload tab.
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Positions

@ Payload sets

Payload set 1

Payloads

Resource pool

I Payload type: Simple list

@ Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Settings

Payload count: 3,386

Request count: 3,386

Paste
Load
Remove

Clear

Deduplicate

cgi-bin/cart32 exe
cgi-bin/classified.cgi
Cgi-bin/download.cgi
cgi-bin/flexform.cgi
cgi-bin/flexform
cgi-bin/lwgate.cgi

Add

Add from list

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload typeq
set, and each payload type can be customized in different ways

Step 4: Start the attack and observed that no cgi directory or scripting directory is
available by default.

Attack Save Columns

<) 8. Intruder attack of https://172.16.1.50

Results Positions

WV Filter: Showing all items

Payloads

Resource pool

Request Payload Status code
0 404
1 cgi-bin/cart32 exe 404
2 cgi-bin/classified.cg e
3 cgi-bin/download.cgi 404
4 cgi-bin/flexform.cgi 404
5 cgi-bin/flexform B
6 Qi Viwgate.cgi B
cgi-bin/LWGate.cgi A0
8 cgi-bin/iwgate S04
9 cgi-bin/LWGate 404
10 Cgi-bin/perishop.cg 404
n cfappman/indexcim 404
12 cfdocs/exampies/cvbeans/b.. 404
13 cfdocs/examples/parks/deta.. 404
14 kboard/ 404
15 lists/admin/ 404
16 spiashAdminphp 404

Settings

Error Timeout Length

Comment

4 Result 1 | Intruder attack

" Payload
Status code:
Length

Timer

Request

Attack VvV

cgi-bin/cart32.exe

Save VvV

Columns Vv @

o 0 highlights

Finished

Step4: If we discover a CGI directory or scripting directory, we should verify that the

directory does not contain any compilers or interpreters.

11.1.4 Test Observations:

12.

available

Test Case Res

ult:

observe that there are no CGI or scripting directories

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1

TC_NO_COMPILER_FOR_CGI_SCRIPTING

PASS

all the criteria
have been met
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1.11.8: No CGI or other Scripting for uploads

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.8: No CGI or other Scripting for uploads

3. <Requirement Description: > If CGI or other scripting technology is used, the
associated CGI/script directory shall not be used for uploads.

4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial
Number, Software Version.

Primary AP Information

Primary AP Name cisco

Model CBW150AX-D

Serial Number DNI270607G6

Software Version 10.5.2.0

Up Time 0 day, 0 hour, 57 minutes
Primary AP Time Wed Jan 31 11:02:17 2024
Timezone

Country IN - India

Management |IP Address 172.16.1.50

Memory Usage 53%

Max Access Points Supported 50

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:

Initial Basic Configuration of CPE
Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning
“Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

5 | Welcome x 4+ v, - x

@
(i

<z C O & ciscobusiness.cisco & o

Cisco Business Wireless

Access Points

k

Step 3 : Enter the Desire Credentials for admin account creation and click start
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]

&

Cisco Business Wireless 150AX Acce X —

a

&

C O B o ciscobusiness.cisco/screens/day0-config html

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required
and click Next

Cisco Business Wireless 150AX Acce X 4+ v = X
C O 8 o ciscobusiness.cisco/screens/day0-config html B ex ¥ r ® O =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Prmary AP Name | TEST e
Country  India (IN) @
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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[F] | Cisco Business Wireless 150AX Acc- X + v - a %
<

- C QO 8 o~ ciscobusiness.cisco/screens/day0-config html B ax  ® O =

afalne
cisco

1 Set Up Your Primary AP

Pasephiaes esesssss

Confym Passphvase esessess

O Show Passphrase

“

Step 6 : Verify the Configuration done and Click on Apply

(5] | Cisco Business Wireless 150AX Acc X+ (V) - a x
L

- C QO & o dscobusiness.cisco/screens/day0-config html B e% ¢ L ® fH =

@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up
wizard.”
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(5] = CiscoBusiness Wireless 150A% X = =+ v fu] X

< X O & ciscobusiness.cisco \ B % ® L& ® O =

Saving the configuration...
”

(5]  Cisco Business Wireless 150AX Acc: X + v i %

— O 8 o ciscobusiness.cisco j nfig.ht B ex % ® L& ® 8O

il
'cisco  Cisco Business Wireless 150AX Access Point

Please confirm the configurations and Apply

Q

Usemame  admin
Primary AP Name  TEST
oy Inclla (IN)
ae & Tma  02/22/2024 16:29:05
Tinezone  Colombo, Kolkata, Mumba, New Delhi
M No

Management IP Address  172.16.1.50
Management IP Subnet  255.255.255.0

jement P Galeway  172.16.1.1

Network Name  TEST
ccunty WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions

— The tester has administrative privileges

— A tester machine is available.

— Test environment with a Terminal.

— Test Environment with a Browser

— Ifthe web server is configured with CGI/Scripting on, this test applies
— The tester checks the vendor documentation for the “upload directory”

7. Test Objective: To test whether the upload directory is equal to the CGI/Scripting directory.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1. Test Scenario for CGI/scripting and Upload Directory
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- This test scenario is regarding CGI/scripting and Upload Directory
8.2 Test Bed Diagram

d
WiFi CPE

IP:172.16.1.50

» Switch 1 Switch 2
| \ |
0 U
N/ N/ <~
4 l \ |
[

=g = b= |

Test Machine 1 Test Machine 2 Test Machine 3 Server

IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required

Dirsearch (cgi Wordlist)

Default DUT configuration tool for Web Server as per vendor. It can be
command line, GUI or any other interface as specified in vendor
documentation.

8.4 Test Execution Steps

Power up the testbed

The tester tries to access the Shell of Web Server.

Consult the web server configuration to identify all directories used for CGI or
other scripting components.

In case the DUT is using other than CGI they must give the information about
different technology used and further tests should be performed on that
technology. (This document only deals with CGI Scripts)

Consult the vendor documentation to identify all directories used for upload.
The tester manually checks that the CGI and upload directory are not different
and verify it in the DUT.

The tester will run some web scanning tools like Nikto, to get the detailed
information and verify that the CGI and upload directory are different.

9. Expected Results for Pass:
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write rights for the CGI/Scripting directory.

10. Expected Format of Evidence: A part of the configuration file / screenshot of the
configuration showing that the web server is properly configured.

11. Test Execution:

11.1 Test Case Number: 01

11.1.1
11.1.2

CGI/Scripting directory.

11.1.3 Execution Steps:

The configured upload directory is different from the CGI/Scripting directory.
Additional evidence might be provided that shows that the web server has no

Test Case Name: TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS
Test Case Description: To test whether the upload directory is equal to the

Step 1: Open browser and intercept the login page.

= Host
1 https://172.16.1.50

Request
Raw Hex
GET / ETTP/1.1
Host: 172.1&.1.50

Sec~-Ch-Ua: "Chromium":v "Not
Sec~-Ch-Ua-Mobile: 70

5 Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/S.0
AppleVWebKit/537.3¢

ui21”,

FKHTML, like
Chrome/121.0.€6167. 180 Satari/537.38
Accept:

image/avif, image/vebp, image/apng, *
signed-exchange;v=b3;q=0.7
Sec~-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: d
Accept-Encoding:
.14 Acceprt-Language:
Priority: u=0, 1|

& ¢« >

ument
ip, deflate,
en-US,en; q=0.9

br

Vindows NT 10.0;

Method URL
GET /

B v

A(Brand®;v="59"

Vinéd: x€9)

Gecko)

text/html, application/xhtml+xml, application/xml;q=0.9,

*;q=0.8,application

jol

0 highlights

Params Edited Status code Length
200 3748
a= =
Response
Pretty Raw Hex Render = \n =
HTTP/1.1 200 OK
2 Date: Tue, 27 Feb 2024 04:32:23 GNT
Connection: close
Content-Type: text/html
Pragma: no-cache
Expires: Tue, 27 Feb 2024 04:32:23 GAT
Last-NModified: Tue, 27 Feb 2024 04:32:23 GAT
Cache-Control: no-cache
X-XSS-Protection: 1; mode=block
X~-Content-Type-Options: nosnitf
X-Frame-Options: sameorigin
Content-Length: 3402
HTHEL>
ta http-equiv="X-UA-Compatible”™ content="
IE=edge, chrome=1" />
<TITLE>
@ @ <2 £ | 0highlights

Step 2: Send the request to the intruder and add position to the payload

Positions Payloads Resowrce poo Settings

@ Choose an attack type

Attack type: Sniper

(:) Payload positions

Target

hERpeS17216.1.50

1 payload position

Configure the positions where paylocads will be inserted, they can be added into the target as well as the base request.

| start attack |

Add §
Update Hest header to match target I:

Clear §
Auto §
Refresh
atari 2¢
¥ ar po vl
> 1 highdight Clea
Length: 654

Step 3: Add cgi directories/ scripting directories in the payload tab.

473




Positions Payloads Resource pool Settings

@ Payload sets

set, and each payload type can be customized in different ways

Payload set 1 Payload count: 3,386

Payload type: Simpie list l Request count: 3,386

Payload settings [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste cgi-bin/cart32.exe
cgi-bin/classified.cg
Load 5 -
cgi-bin/download.cgi
Remove cgi-bin/flexform.cgi 4
Clear cgi-bin/flexform
cgi-bin/lwgate.cgi
Deduplicate

Add

Add from list

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload typey

Step 4: Start the attack and observed that no cgi directory or scripting directory is

available by default.

Attack Save Columns

<) 8. Intruder attack of https://172.16.1.50

Attack Vv

Save Vv Columns Vv

Results Positions Payloads Resource poo Settings
W Filter: Showing all items
Request  Payload Status code ~ Error Timeout Length Comment
0 4¢ 97 5
- 0t ~ B Result 1| Intruder attack - (=
1 cgi-bin/carnt32.exe 0 97 . p 5
2 cgi-bin/classified.cg 404 97 ez o oPi-binfcat32 exe Previous
x) Status code: kO‘
3 cgi-b load.cgi 404 97 - "
i = =34 Length: 9 Next
4 cgi-bin/flexform.cgi 404 J Timer 53
5 cgi-bin/flexform S 97
6 coi-bin/lwgate.cgi 404 97 Request Response
7 i-bin/LWGate.cg 404 97 Raw n =
8 404 97 HTTP/1.1 404 Not Found
9 404 97 {Jrh Tue, 27 Feb J024 10:03:( InT
Connectiar 1ome
10 404 97
1 404 97 404 Not Found
12 cfdocs/examples/cvbeans/b.. 404 97
13 cfdocs/examples/parks/deta.. 404 97
14 kboard/ 404 97
15 lists/admin/ 404 97 ® @ €| o 0 highlights
16 splashAdminphp 404 97
Finished

Step4: If we discover a CGI directory or scripting directory, we should verify that the

directory does not have wright right.

Note: To verify that the directory does not have write permissions, we may require

support from the OEM.

Step 5: I should be ensured that CGI/scripting directory and upload directory are
different. Additionally, check does not have write permissions.

11.1.4 Test Observations: observed that no CGI or scripting directories are being used.

12. Test Case Result:

S.No TEST CASE NAME

PASS/FAIL

Remarks

1 |TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS

Not decided

Need OEM
support
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1.11.9: No execution of system Commands with SSI

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.9: No execution of system Commands with
SSI

3. <Requirement Description: > If Server Side Includes (SSI) is active, the execution of
system commands shall be

deactivated.
4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial
Number, Software Version.

Primary AP Information

Primary AP Name cisco

Model CBW150AX-D

Serial Number DNI270607G6

Software Version 10.5.2.0

Up Time 0 day, 0 hour, 57 minutes
Primary AP Time Wed Jan 31 11:02:17 2024
Timezone

Country IN - India

Management |IP Address 172.16.1.50

Memory Usage 53%

Max Access Points Supported 50

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:

Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi Scanning
“Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

»

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

) Welkome x |+ v - x

< C O & ciscobusiness.cisco &

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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[F] | Cisco Business Wireless 150AX Acc- X + v — 9
< > C QO 8 o+ ciscobusiness.cisco/screens/day0-config html B ax X @ 9
‘éllls.tl:lo“ Cisco Business Wireles
1 Set Up Your Primary AP
Network Name  TEST ©
Security | WPA2 Personal
Passphrase tesneeee 0
Confrm Passphrass.  esessses
O Show Passphrase
=
Step 6 : Verify the Configuration done and Click on Apply
(5] | Cisco Business Wireless 150AX Acc X+ ~ = 5
<« > C QO & o dscobusiness.cisco/screens/day0-config html B sx % y @ 9




(5] = CiscoBusiness Wireless 150A% X = =+ v fu] X

< X O & ciscobusiness.cisco \ B % ® L& ® O =

Saving the configuration.

Cisco Business Wireless 150AX Acc: X + e [u] x

Ch

€ &) O & o~ ciscobusiness.cisco s/d onfig.ht B eox ¥ 2 L& @ 9

il
‘cisco  Cisco Business Wiraless 150AX Access Paint

Pleasa confirm the configurations and Apply
Usemame  admin

Primary AP Name  TEST
oy Inclla (IN)
e 02/22/2024 16:29:05
ne Colombo, Kolkata, Mumbal, New Delhi
No
= 172.16.1.50

255.255.256.0

way 172.16.1.1

e TEST
WPA2 + WPAZ - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions

— The tester has administrative privileges.
— Ifthe web server is configured with SSI active, this test applies.
— A tester machine is available.

— Test environment with a Terminal.
7. Test Objective: To test whether it is possible to use the exec directive and if so, whether it
can be used for system commands.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1. Test Scenario for SSI - This test scenario is regarding SSI.

8.2 Test Bed Diagram
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d
WiFi CPE

IP:172.16.1.50

» Switch 1 Switch 2
' \ |
- i -
N/ =
/ i N\ |
|

=g = )= |

Test Machine 1 Test Machine 2 Test Mach;ne 3 Server
IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required
- Dirsearch (cgi Wordlist)

- Default DUT configuration tool for Web Server as per vendor. It can be command line,
GUI or any other interface as specified in vendor documentation.

8.4 Test Execution Steps

— Power up the testbed

— The tester tries to access the Shell of Web Server.

— The tester checks whether execution of system commands is disabled in the
web server configuration.

— The tester actually attempts to use the exec directive in an SSI file with and
without system commands.

— Some web scanning tools like Nikto should be used to scan the webserver for
the SSI exec.

9. Expected Results for Pass:
— The execution of system commands via SSIs exec directive is disabled in the

web server configuration.
— Itisimpossible to execute system commands via SSIs exec directives.

10. Expected Format of Evidence: A part of the configuration file / screenshot of the
configuration showing that the web server is properly configured.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_EXECUTION _OF SYSTEM_COMMANDS
11.1.2 Test Case Description: To test whether DUT is restricting execution of system
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commands with SSI (server side includes)
11.1.3 Execution Steps:
Step 1: Open browser, navigate to https://172.16.1.50 and login

Step 2: Navigate to Administrator panel then Add profile then in the profile name put the
payload “€#echo var="DATE"-->"

Add/Edit Local admin account

Step 3: Click f12 and click on “Apply to Device” and observe the network traffic.
Step 4: Observe that the request has been proceeded by DUT.
Step 5: Verifying whether the DUT have SSI active using Nikto tool.

11.1.4 Test Observations: Observed that SSI is not active

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 |TC_NO_CGI_OR_SCRIPTING_FOR_UPLOADS Pass
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1.11.10: No Default Content

<DUT Details: > WiFi CPE
<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required
<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs
<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server
2. <Security Requirement No & Name > 1.11.10: No Default Content

3. <Requirement Description: > Default content (examples, help files, documentation,
aliases) that is provided with the standard installation of the web server shall be

removed.

4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial

Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.2.0

0 day. 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
93%

50

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE
Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

»

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

) Welkome x |+ v - x

C O & ciscobusiness.cisco <

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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[F] | Cisco Business Wireless 150AX Acc- X +
<

- C QO 8 o~ ciscobusiness.cisco/screens/day0-config html

afalne
cisco

1 Set Up Your Primary AP

Pasephiaes esesssss

Confym Passphvase esessess

O Show Passphrase

“

Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X +
&«

- C QO & o dscobusinesscisco/screens/day0-config html

@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

B sox D & @

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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il
‘cisco  Cisco Business Wiraless 150AX Access Paint

Pleasa confirm the configurations and Apply

Usemame  admin
Primary AP Name  TEST
iy India (IN)

e 02/22/2024 16:29:05

ne  Colombo, Kolkata, Mumbai, New Delhi
No
172.16.1.50
256.255.255.0

way 172.16.1.1

e TEST
WPA2 + WPAZ - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT
- Tester must have Dir search installed on the testing machine

7. Test Objective: To verify that there is no default content on the web server, that is not

needed for web server operation, since such default content can be useful for an attacker.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check whether the webserver has any default content
8.1.2 Test Bed Diagram
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(=) = Cisco Business Wireless 150A% X + v ] X
{3 X O & ciscobusiness.cisco ) ! B % () @ & =
N
Saving the configuration.
(5] | Cisco Business Wireless 150AX Acc: X = 4 v a9 X
€ C O & o~ ciscobusiness.cisco s/day0-config.ht B e ® ® f =




d

=g

Test Machine 1
IP:172.16.1.34

d
WiFi CPE

IP:172.16.1.50

» Switch 1

L\

J

Test Machine 2
IP:172.16.1.35

<, !‘: -
N tr'/ =
|

N
)=

Test Machine 3
IP:172.16.1.36

Switch 2
|

|

Server
IP:172.16.1.38

8.2 Tools Required
- Browser

- Dirsearch
8.3 Test Execution Steps
- Open the Linux machine (Test Machine)
- Type the command dirsearch -u wificpe-ip -w /pwd/directorylist.txt
- Observe the existing default directory with the status of 200
- Check whether the existing directory on the GUI interface is accessible
- Observe that the page is redirected to the login page
9. Expected Results for Pass: No default content (examples, help files, documentation,
aliases, un-needed directories or manuals) has been found to remain on any Web

server component.
10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_ NO DEFAULT CONTENT
11.1.2 Test Case Description: To verify that there is no default content on the web
server, that is not needed for web server operation, since such default content can
be useful for an attacker
11.1.3 Execution Steps:
Step 1: Open the Linux machine.
Step 2: Type the command “dirsearch -u 172.16.1.50 -w
/home/kali/directorylist.txt"
Step 3: Observe the existing default directory with the status of 200
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https://172.16.1.50 /home/kali/directorylist.txt

/usr/1ib/python3/dist-packages/dirsearch/dirsearch.p
See https://setuptools.pypa.io/en/latest/pkg_resources.html

from ;_resources import DistributionNotFound, VersionConflict

3% DeprecationWarning: pkg_resources 1is deprecated as an API.

HTTP method: Threads:

Output File: /home/kali/reports/https_172.16.1.50/_24-02-23_04-02-19.txt

— https:///images/index.html

— https:///screens/index.html

Task Completed

Step 4: Check the existing directory on the GUI interface whether it is accessible.

v @ +
« c © Not s aQ & o 2
Resg . N " v &
x [& . ke M ¢ A o B i x
9 Q@ Y Q v TR &
AN Fetchxim . Media | Marifest | WS W the "
- y
x ’
Sex b
- http nd
= °
v By x +
¢ x o ¢ Q w o a
v v - é
-l'lol'l-
Login cisco
Weicome to the Cisco Business
Wireless
DO Y Q v AR A
Al Fetch/ MR cs " fort ng Meda Marstest wes WNaur Other k
|
x
ooy e
- 4 - - iy p >

Step 5: Observe that the page is redirected to the login page
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11.1.4 Test Observations: During the testing process it was observed that the DUT does
not have any default content like help files, documentation, aliases etc available to

the user.

12. Test Case Result:

S. No

TEST CASE NAME

PASS/FAIL

Remarks

1 TC_NO_DEFAULT_CONTENT

PASS

all the criteria
have been met
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1.11.11: No Directory Listing

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required
<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs
<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server
2. <Security Requirement No & Name > 1.11.11: No Directory Listing

3. <Requirement Description: > Directory listings (indexing) / Directory browsing

shall be deactivated.

4. DUT Confirmation Details:

Screenshot below shows the DUT name ( Primary AP Name) , Model number, Serial

Number, Software Version.

Primary AP Information

Primary AP Name

Model

Serial Number

Software Version

Up Time

Primary AP Time
Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

cisco

CBW150AX-D
DNI270607G6

10.5.20

0 day, 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
53%

50

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE
Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

»

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

) Welkome x |+ v - x

C O & ciscobusiness.cisco <

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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[F] | Cisco Business Wireless 150AX Acc- X +
<

- C QO 8 o~ ciscobusiness.cisco/screens/day0-config html

afalne
cisco

1 Set Up Your Primary AP

Pasephiaes esesssss

Confym Passphvase esessess

O Show Passphrase

“

Step 6 : Verify the Configuration done and Click on Apply

[5) | Cisco Business Wireless 150AX Acc X +
L

- C QO B o ciscobusiness.cisco/screens/day0-config html

@ ciscobusiness.cisco

B % ®@ & @ & =

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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(5] = CiscoBusiness Wireless 150A% X = =+

Usemame
Primary AP Name
iy India (IN)

e 02/22/2024 16:29:05

e Colombo, Kolkata, Mumbai, New Delhi
sh No

s 172.16.1.50

< X O 8 discobusiness.cisco B sx % ® & @ O =
N
Saving the configuration.
(5]  Cisco Business Wireless 150AX Acce X = 4+ v a9 X
(&] O 8 o+ dscobusiness.cisco s/day0-config ht B s% ¥ & @ O =

il
‘eisco Cisco Business Wiraless 150AX Access Paint

Pleasa confirm the configurations and Apply

admin
TEST

et 255.255.255.0

fanagement 1P Galeway  172.16.1.1

TEST
y  WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions
- Enable https on DUT
- Tester must have Dir search installed on the testing machine
7. Test Objective: To verify that Directory listings / Directory browsing has been deactivated
in all Web server components.

8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check if webserver has any directory listing

8.2 Test Bed Diagram
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d
WiFi CPE

IP:172.16.1.50

» Switch 1 Switch 2
| \ |

: UG
= & =
/ l \
|
|

=g = b= |

Test Machine 1 Test Machine 2 Test Mach;ne 3 Server
IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required
- Browser
- Dirsearch
8.4 Test Execution Steps
- Open the Linux machine (Test Machine)
Type the command dirsearch —-u wificpe-ip -w /pwd/directorylist.txt
Observe the existing default directory with the status of 200
Check whether the existing directory on the GUI interface is accessible
Observe that the page is listing the file and directory
9. Expected Results for Pass: Evidence that Directory listing / Directory browsing has
been deactivated in all Web server components.

10.  Expected Format of Evidence:
— Log files and screen shots of test executions.

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_DIRECTORY_LISTINGS
11.1.2 Test Case Description: To verify that Directory listings / Directory browsing
has been deactivated in all Web server components.
11.1.3 Execution Steps:
Step 1: Open the Linux machine.
Step 2: run the command dirsearch -u https://172.16.1.50
Step 3: Observe the existing directory with the status of 200
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Step 4: Now try to access the directory

@ EmWeb/Server X 4+
< c | f1172.16.1.50/images/ |
EmWeb/Server

Step 5: Observe that the webserver is not listing any directories

11.1.4 Test Observations: During the testing process it has been observed that the DUT

has not listed any directories

12. Test Case Result:

S.No TEST CASE NAME

PASS/FAIL

Remarks

1 |TC_NO_DIRECTORY_LISTINGS

PASS

all the criteria
have been met
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1.11.12: Information in HTTP Headers

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name > 1.11.12: Information in HTTP Headers

3. <Requirement Description: > The HTTP header shall not include information on
the version of the web server
and the modules/add-ons used

4. DUT Confirmation Details:
Screenshot below shows the DUT name ( Primary AP Name) , Model number;, Serial
Number, Software Version.

Primary AP Information

Primary AP Name cisco

Model CBW150AX-D
Serial Number DNI270607G6
Software Version 10.5.20

Up Time

Primary AP Time

Timezone

Country

Management IP Address
Memory Usage

Max Access Points Supported

0 day. 0 hour, 57 minutes
Wed Jan 31 11:02:17 2024

IN - India
172.16.1.50
3%

50

w

DUT Configuration Checksum:
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PS C:\> certutil ( ' i : : SHA256
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
certUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE
Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

»

Wi-Fi on @D

Show available networks ~

“%a CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to
http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

) Welkome x |+ v - x

C O & ciscobusiness.cisco <

Cisco Business Wireless

Access Points

Step 3 : Enter the Desire Credentials for admin account creation and click start
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]

&

Cisco Business Wireless 150AX Ac

C

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next

&8
& (@]

x

Cisco Business Wireless 150AX Acce X

+

QO B o+ ciscobusiness.cisco/screens/day0-config html

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss
& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

+

QO 8 o ciscobusiness.cisco/screens/day0-config html
150AX Access Point

'éll's"':lé' Cisco Business Wireless
1 Sat Up Your Primary AP
Primary AP Name | TEST e
Counry  India (IN) @
DaesTme = 02/22/2024 B | 1e2m20
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

(2]

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i
ubnet Mask | 255.255.255.0
Jofault Gateway  172.16.1.1
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Step 5 : Enter the Desire Network Name and Passphrase and click Next




@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”
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[F] | Cisco Business Wireless 150AX Acc- X + v — 9
< > C QO 8 o+ ciscobusiness.cisco/screens/day0-config html B ax X @ 9
‘éllls.tl:lo“ Cisco Business Wireles
1 Set Up Your Primary AP
Network Name  TEST ©
Security | WPA2 Personal
Passphrase tesneeee 0
Confrm Passphrass.  esessses
O Show Passphrase
=
Step 6 : Verify the Configuration done and Click on Apply
(5] | Cisco Business Wireless 150AX Acc X+ ~ = 5
<« > C QO & o dscobusiness.cisco/screens/day0-config html B sx % y @ 9




(=) = Cisco Business Wireless 150A% X = 4 S 5 %
< X O 8 ciscobusiness.cisco ) C B s% % ® L @ 8 =
N
Saving the configuration.
(5] | Cisco Business Wireless 150AX Acc: X = 4 v a9 X
€ C O & o~ ciscobusiness.cisco s/day0-config.ht B e % ® 4 @ 8 =

il
‘cisco  Cisco Business Wiraless 150AX Access Paint

Pleasa confirm the configurations and Apply
Usemame  admin

Primary AP Name  TEST
iy India (IN)
e 02/22/2024 16:29:05
ne  Colombo, Kolkata, Mumbai, New Delhi
No
172.16.1.50
256.255.255.0

way 172.16.1.1

e TEST
WPA2 + WPAZ - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions Tester should have Burp suite installed in the test machine.

7. Test Objective: To verify that HTTP headers do not include information on the version of the

web server and the modules/add-ons used.

8. Test Plan:

8.1 Number of Test Scenarios:

8.1.1 Checkifany server information is disclosing in response headers

8.2 Test Bed Diagram
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d

WiFi CPE
IP:172.16.1.50
‘V,
|
d.-'-_______-_______-__—_—_' '—H
» Switch 1 Switch 2
I \ I
O U
-~ N, e
Test Machine 1 Test Machine 2 Test Machine 3 Server
IP:172.16.1.34 IP: 172.16.1.35 IP: 172.16.1.36 IP:172.16.1.38

8.3 Tools Required

- Browser

- Burp suite
8.4 Test Execution Steps

— Open browser and navigate to https://wificpe-ip.

— Intercept the request using burpsuite proxy and observe the response.

— Additionally the tester will run some web scanning tools like Nikto, to get the
detailed information and verify that the HTTP headers do not include
information on the version of the web server.

9. Expected Results for Pass: Evidence that HTTP headers do not include information
on the version of the web server and the modules/addons used

10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: TC_NO_WEB_SERVER_HEADER_INFORMATION

11.1.2 Test Case Description: To verify that HTTP headers do not include information on

the version of the web server and the modules/add-ons used.

11.1.3 Execution Steps:
Step 1 : Open the browser and navigate to http://172.16.1.40 and intercept the
traffic and observe the response.
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https://wificpe-ip/

Request

B w

" p 0EWS 0 ary 8 AWBEnphPIv0G
", "Het A(Brand" w="gg"

i
Sec=Ch-Ua-Msbile: 7
Sec-Ch-Ya-Flatform
Upgrade- Insecuze-Requests
Usex=-Agent: Momilla/5.0 (Windows NT 10.0; Winfd, x£4) AppleWebKie/517.2¢&
160 Safari/$37.3¢

"Windows "
1

(EHTML, 1ike Gecko) Chrome/121.0 €187
Accepe

vesxe/heml , appl dcarion/xheml+xml , appl fear fon/xml ; q=0_9, image/ avif, image/ web
P image/ apng. */ *;q=0.8, appl ication/ s igned-exchange ;v=h1;q=0.7
Sec-Tewch-Site: nene
Sec-Tetch-Mode: navigate
Sec-Tesch-User: 71
Sec-Tewch-Dest: document
Accept-Encoding: guip, deflare
Accept-Language: en-US, en;q=0.%
Prisriey: w=0, i

Connection: close

bx

11.1.4 Test Observations: During the testing process it was observed that the HTTP
header has not disclosed information of the version of the web server and the

modules/add-ons used.

12. Test Case Result:

Response
Pretty Raw Hex Render = IRUN—
MITP/1.1 200 OE
Date: Tue, 27 Feb 2024 0£: 50 50 GMT
Connection: cleose
e: text/html
ache
27 Peb 2024 0£:50:50 GMT
» 27 Feb 2024 0 50: 50 GMT|
Cach: ol me .
X-X35-Proetection: 1, mede=hblock
X-Content-Type-Options: mosniff
X-Frame-Options sameorigin
Content-Length: 7402
<!'DOCTYPL HTML>
<HTML>
<HEAD>
<meta http-equiv="X-UA-Compatible” content="ILC=edge,chzome=1" />
<TITLL>
Cisco Jystems Login
</TITLE>
P, —

S.No TEST CASE NAME

PASS/FAIL Remarks

1 |TC_NO_UNUSED_HTTP_METHODS

PASS
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1.11.13: Information in Error Page

<DUT Details: > WiFi CPE

<DUT Software Version:> cisco 10.5.2.0

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 11: Web Server

2. <Security Requirement No & Name >1.11.13: Information in Error Page

3. <Requirement Description: > User-defined error pages shall not include version
information about the web server and the modules/add-ons used. Error messages
shall not include internal information such as internal server names, error codes, etc.
Default error pages of the web server shall be replaced by error pages defined by the
vendor.

4. DUT Confirmation Details:
Screenshot below shows the DUT name ( Primary AP Name) , Model number;, Serial
Number, Software Version.

Primary AP Information

Primary AP Name cisco

Model CBW150AX-D

Serial Number DNI270607G6

Software Version 10.5.2.0

Up Time 0 day, 0 hour, 57 minutes
Primary AP Time Wed Jan 31 11:02:17 2024
Timezone

Country IN - India

Management IP Address 172.16.1.50

Memory Usage 53%

Max Access Points Supported 50
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DUT Configuration Checksum:

PS C:\> certutil ( ' i : :
SHA256 hash of .\configuration files\Configuration 1.txt:

fab585d185d316ad6c45b1d414d8bf55fa8ef0094173fe9a8a5fa2d3ddc2e43b
CertUtil: -hashfile command completed successfully.

5. DUT Configuration:
Initial Basic Configuration of CPE

Step 1: Power on the CPE and wait for the CPE to be visible on the Laptop Wi-Fi
Scanning “Cisco Business-Setup” or Reset the CPE if not Visible

Network & internet > Wi-Fi

.)))

Wi-Fi

Show available networks

CiscoBusiness-Setup
Secured

| Connect automatically

Connect

Step 2: Connect To the Wi-Fi Access Point using password “ Cisco123” And Navigate to

http://ciscobusiness.cisco/screens/startup.html and Click Start as Show in the below
Screenshot.

5 Welcome X +

C O & ciscobusiness.cisco

s 0 ¥

®
(]

Cisco Business Wireless

Access Points

k

Step 3 : Enter the Desire Credentials for admin account creation and click start
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(5 | Cisco Business Wireless 150AX Acc: X = 4+
® g

QO B o+ ciscobusiness.cisco/screens/day0-config html

<~ C

ol
CISCO

Cisco Business Wireless 150AX Access Paint

Welcome! Please start by creating an admin account.

sssssnss

& This connection is not secure. Logins entered here could be
compromised. Learn More

Credentials will be used to manage the Access Point

Step 4 : Enter the Desire AP Name and Select Static IP Configuration if required and click

Next
(5] Cisco Business Wireless 150AX Acc X + - . %
« C QO 8 o ciscobusiness.cisco/screens/day0-config html B sx % Yy @ 9 =
'éll's"':lé' Cisco Business Wireless 150AX Access Point
1 Sat Up Your Primary AP
Primary AP Name | TEST °
Counry  India (IN) ©
DowaTme | 02/22/2024 M | 162820
(2]

Colombo, Kolkata, Mumbal, New Delhi

---------

Mesh L2

D Would you like Static IP for your Primary AP (Management Network) ‘@

Management IP Address | 172.16.1.50 i

ubnet Mask | 255.255.255.0

Jofault Gateway  172.16.1.1

Step 5 : Enter the Desire Network Name and Passphrase and click Next
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[F] | Cisco Business Wireless 150AX Acc- X +
<

- C QO 8 o~ ciscobusiness.cisco/screens/day0-config html

afalne
cisco

1 Set Up Your Primary AP

Pasephiaes esesssss

Confym Passphvase esessess

O Show Passphrase

“

Step 6 : Verify the Configuration done and Click on Apply

E Cisco Business Wireless 150AX Acc X +
&«

- C QO & o dscobusinesscisco/screens/day0-config html

@ ciscobusiness.cisco

Primary AP will reboot after these configurations are applied. Click Ok
to continue or click Cancel to return to the set up wizard.

oK Cancel

B sox D & @

Step 7 : A popup will appear on the screen “Primary AP will reboot after these
configurations are applied. Click Ok to continue or click Cancel to return to the set-up

wizard.”

507




(5] = CiscoBusiness Wireless 150A% X = =+ v fu] X

< X O & ciscobusiness.cisco \ ( B % ® &L @ O =

Saving the configuration.

(5]  Cisco Business Wireless 150AX Acce X = 4+ v a9 X

(&] O 8 o+ dscobusiness.cisco s/day0-config ht B s% ¥ & @ O =

il
‘eisco Cisco Business Wiraless 150AX Access Paint

Pleasa confirm the configurations and Apply
Usemame  admin

Primary AP Name  TEST
iy India (IN)
Date & Time  02/22/2024 16:29:05
Timezone  Colombo, Kolkata, Mumbai, New Delhi
Mesh No
Management IP Address  172.16.1.50
Management I Subnet  255.255.256.0

fanagement 1P Galeway  172.16.1.1

TEST
y  WPA2 + WPA3 - Personal

Step 8: Finished Step Now the AP is Ready to Be used.

6. Preconditions Tester should have Burp suite installed in the test machine.

7. Test Objective: To verify that error pages and error messages do not include information

about the web server.
8. Test Plan:
8.1 Number of Test Scenarios:
8.1.1 Check if the web server is disclosing any sensitive information when a error

message is triggered.
8.2  Test Bed Diagram
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™,
) —

d
=

Test Machine 1
IP:172.16.1.34

8.3 Tools Required
- Browser

- Burp suite

d
WiFi CPE

IP:172.16.1.50

» Switch 1

L\

l o
S &

l

|

J

Test Machine 2
IP:172.16.1.35

8.4 Test Execution Steps

— Open browser and navigate to https://wificpe-ip.

N
)=

Test Machine 3
IP:172.16.1.36

— Intercept the request using burpsuite proxy
— Remove the session id and then click send.

— Observe that the error message is triggered.
— Intercept the request and try to generate error page/error message at least 5

times

Switch 2
|

|

Server
IP:172.16.1.38

9. Expected Results for Pass: Evidence that generated error pages and error messages
do not include information about the web server.
10. Expected Format of Evidence: Log files and screen shots of test executions.

11. Test Execution:

11.1 Test Case Number: 01

11.1.1 Test Case Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION

11.1.2 Test Case Description: To verify that error pages and error messages do not
include information about the web server.

11.1.3 Execution Steps:

Step 1: Open the browser and navigate to http://172.16.1.50 and intercept the traffic and

observe the response.
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https://wificpe-ip/

Burp Project Intruder Repeater View Help : o | @ 172161 50/mcreenasrerames. X | 4 - = -
Dashboard Target Proxy ntruder Repeater Collaborator B settings
Sequencer T Comparer Logger Ovganizer ——— « © @ 172.16.150/screens/preframeset html -4 o 2
Learn
Intercept HTTP history WebSockets history {E} Proxy settings Sign in
https//172.16.1.50
Password
G Cancel
&
Intercept is on
Requests sent by Burp's browser will be held here so that
you can analyze and modify them before forwarding them
o the target server.
Eventlog (1% s issues (38) % () Memone: 232 208
Burp Project Intruder Repeater View Help Bi Suite Profes: Scan LV d - [a ] x
Dashboard  Target Intruder  Repeater  Collaborator  Sequencer  Deg DO passive scan anzer  Exensions  Learn ) settings
HTTP histary WebSockets history @ Proxy settings ek BES: S8
Send to Intruder Ctrl+
n
Request to https://172.16.1.50:443
b4 q ps/ Send to Repeater QiR
— oo EEEEEEE cor | Openbrowser Sea0 10 Secnooer add ¥ wmn @
Raw Hex Send to Comparer E n = -
=
[G!T /accreens/dashboard. html ETTP/ 1.1 Send to Decoder
Host: 172 .1€.1.50 Send to Organizer £
Cookie: sessionld=2933TBGZDhihIrgBAOVIXGINEWCBLIN §
4 Cache-Control: max-age=0 insert Collaborator payload 2
5 Authorization: Basic YWRTaWdEVGVzdEAxM3N= Request in browser g
& Sec-Ch-Ua: "Not A(Brand®;v="SG", "Google Chrome":;w="121%, *Chromium®:v="121" eque: wse
Sec-Ch-Ua-Mobile: 70 Engagement tools
Sec-Ch-Ua-FPlatform: "Windows"
Insecure-Requests: 1 Change request method
Mozilla/5.0 (VWindows NT 10.0; Vinéd4:; =E€4) Appl bRit/537.3€ (KR 9.0 Safari/537.3¢
11 : text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, ims Change body encoding pplication/signed-exchange:vsbl;q=0.7 =
Sec-Fetch-Site: same-origin Copy URL =3
Sec-Fetch-Mode: navigate 2
4 Sec-Fetch-User: 71 Copy as curl command (bash)
Sec-Fetch-Dest: document Copy to file
Referer: hreps://172.16.1.50/screens/dashboard,hrml
Accept-Encoding: gzip, deflate, br Paste from file
18 Accept-Languags: =n-US,=n;q=0.8 Save item
15 Connection: close
Don't intercept requests
Do intercept
URL-encode as you type
I IGIENE Paste Curtev D ohighights
. - Message editor documentation
Event log (13)" Al issues (39) (D Memory: 167.8M8

Step 3: Remove the session id and then click send.

e < v Target: https://172.16.1.50 /P HTTR)

Request  Response
Raw  Hex B nr =

L GET /screens/preframeset.html HTTP/Ll.1l
2 Host: 172.1€.1.50
|Cockie: sessionld=2533T
4 Cache-Control: max-age=0

Authorization: Basic YWRtaW4EVGVzdEAxMiM=

Sec-Ch-Ua: "Not A{Brand®;v="S8", "Google Chrome";v="121", "Chromium"
Sec-Ch-Ua-Nobile: 70

Sec-Ch-Ua-Platform: "Windows"

¢ Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10.0: Winéd: x€4) AppleVWebEit/S537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/s37.3E
I Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avit, image/vebp, image/apng, */*;q=0.0,application/signed-exchange;v=b3;q=0.7
Sec-Fetch-Site: same-origin

Sec-Fetch-Node: navigate
4 Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Peferer: https://172.16.1.50/

Accept-Encoding: gzip, deflate, br

Accept-Language: =p-US,en;q=0.%

Connection: close

GZDhihlrqBAov.IxGINENCELIN I

121"

@ @ PR " B | 0highlights

484 bytes | 4

Step 4: Observe that the error message is triggered
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Event log (9) *

All issues (38) *

[ send [ < v Target: https://172.16.1.50 /5 HTTR,
==
Request Response
Raw Hex n Pretty Raw Hex \n
GET /screens/preframeset.html HTTP/1.1 HTTP/1.1 401 Unauthorized
Host: 172.16.1.50 Date: Mon, 2€ Feb 2024 10:34:21 GHT
Cache-Control: max-ages0 Connection: close
Authorization: Basic YWRtaW4EVGVzdEAxNIM= WWV-Authenticate: Basic realm="Cisco Business Wireless”
Sec-Ch-Ua: "Not A(Brand”;w="gS", "Google Chrome 121", Ser-Cookie: sessionld=had2SxAcTONGiIR DNTWDRnB:
"Chromium®;v="121" PATH=/ ; Secure; HetpOnly
Sec-Ch-Ua-Mobile: 70 Strict-Transport-Security: max-age=1153€000; includeSubDomains
Sec-Ch-Ua-Platform: "Vindows"
Upgrade- Insecure-Requests: 1 401 Unauthorized<script language="javascript
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x&4) AppleVebKit/537.36 var agt=navigator,userigent, tolLoverCase ()
(FHTHL, 1i Gecko) Chrome/121.0.0.0 Safari/S537.3& if (agt.in o psie™) '= -1) {
Accepe: document , execCommand ("ClearAuthent icat ionCache™)
text/html, applicat ion/xhtml+xml, application/xml .8, imags/avit, imags/v top.location = /*;
ebp, image/apng, */ *;q=0.8, applicat ion/signed-exchange;v=b3; qe0.7 )
Sec-Fetch-Site: same-origin <
Sec-Fetch-Node: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Referer: https://172.16.1.50/
Accept-Encoding: gzip, deflate, br
Accept-Language: &n-US,en;q=0.8
Connection: close
@€ > £ onghigts D& € > O 0highlights
484 bytes | 4

© Memory: 167.9M8

Step 5: Changed the session id and then click send and observer the error message is

triggered.

he

mL KTTP/1.1

OB € »

FHTHL, like Gecko)

q0.9, image/avit, image/ vebp, image/apng, */ *:q=0.8, application/sL

o

o

onghghs D O €
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Target: https2//172.16.1.50 (& HrTH/
O==
8n =
neml
cument . location. hr -
d DO 0highights




ERe <iv Target: htps//172.161.50 wrTE/!

o= =
Request
8= 8w =
-
e
OB € » > onigigrs D € > highaght:

Step 6: Changed the HTTP method and then click send and observer the error message is
triggered.

Target: https=//172.16.150 /& HTTON
a= =
n =

DG € » nighighs | (D & €[> D | ohighights
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[ send JC) Target: https//17216.150 /P wTTP/

= =
Request Response
n = 2 4 w =
MTTP/1.1 408 Mechod Mot Allowed
Date: Kom, 35 Mar soz 7133 omt
Comnect ion:
405 Method ot Allowe

OB € > o ongigs DB € > O 0 highights
Step 7: Changed the file path and then click send and observer the error message is
triggered.

Target: https//17216.1.50 & vTTP
o= =
n =

O € » g onighights | D B € > 0 highirghts
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Ele Target: htpe//1T2.16150 (P Wi

a:= =
Response
w = Raw e end n =

, image/ avit, image/ webp, 1mage/apng, */ *1q-0. 8, application/aig

O« > O ongrighs D@ € > rugniight;
Step 8: Removed the HOST IP and then click send and observer the error message is
triggered.

Target: https//172.16150 /P HITP
o= =
B =

OB« > nignights (D) {8} €| > 2 highlight
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¢ »

(OFC)

e Q@€

>

o B«

11.1.4 Test Observations: During the testing process it was observed that User-defined
error page has not included version information about the web server and the
modules/add-ons used. Error messages does not include internal information such
as internal server names, error codes, etc

12. Test Case Result:

S.No TEST CASE NAME PASS/FAIL Remarks
1 |[TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATI PASS all the
ON criteria have
been met
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Section 1.12: Other Security Requirement

1.12.1: Remote Diagnostic Procedure - Verification

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:>1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12 Other Security Requirement

2. <Security Requirement No & Name > 1.12.1 Remote Diagnostic Procedure -
Verification

3. <Requirement Description: > If the CPE is providing Remote access for
troubleshooting purposes/alarm maintenance, then it should be allowed only for
authorized users and all activities performed by the remote user is to be logged with
parameters like User id, time stamp, interface type, event level (e.g., CRITICAL, MAJOR,
MINOR), result type (e.g., SUCCESS, FAILURE).

4. DUT Confirmation Details:

This section involves information about DUT like software/firmware version,
Hardware version model.

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.
Verification of DUT Cisco wireless LAN controller’'s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

BUrned=an MAC AdATBSS. /- s viniapmesis winiaizeisis Wiz

Maximum number of APs supported..................
NAME: “"Mobility Express" » DESCR: "Cisco Aironet 1850 Series Mobility Express”
PID: AIR-AP1852I-E-K9, VID: V@1, SN: KWC19310euu

Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLI.
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(Cisco Controller) >show sysinfo

Manufacturer's Name Cisco Systems Inc.
Product Name.. Cisco Controller
Product Versio 8.10.183.0

OUI File Last N/A

S [ TS et 65 00 et s S50 SRS 50 AT ) SRS Aironet-Controller
System Location.

System Contact..

System ObjectID. 1.3.6.1.4.1.9.1.2250
IP Address...... 10.208.38.2

At RES e e 1: reload command

System Up! TAMEL S/ s cis afs-eien ohoshomsistots siaveis-ooysie orsraaole @ days 3 hrs 33 mins 5 secs

System Timezone Location..... (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatd
System Stats Realtime Interval. 5

System: StatsiNormal  Intervall o o e e ake 180

Configured (COUNTRY: S ot cicssaiamsie s vmiosinsinsnaisnss IN - India

State of 802.11b Network. Enabled
State of 8062.11a Network. Enabled

e Verification of DUT Cisco WLC’s system information on Web access.

System Information

System Name Aironet-Controller 2
Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023

Timezone Colombo, New Delhi, Chennai, Kol
Country IN - India

Management |IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50
« G > i

5. DUT Configuration:
Login to DUT with username ‘admin’ (with read-write privilege) and create a new user
‘Test’ with read-only privilege.

root@APMUMCSAEQO2D: /etc# ssh Admin@10.208.38.2

(Cisco Controller)

llser: Admin

Password: ¥ ¥k

kelrame tn the Cisrn Mnhilitv Fxnress rammand line interfare

Only commands which are listed in the command reference guide for this release are supported.
http://www.cisco.com/cfenfus/support/wireless/mobility-express/products-command-reference-list.html

Screenshot shows login with ‘admin’ user to DUT.

Screenshot shows creating a new user with read-only permissions.
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Screenshot shows the user is created in user database.

show interface summary (to check the status of physical interfaces)

>show interface

Screenshot shows the available interface available in the DUT

show sysinfo (it shows different parameters like, software version info, serial no, conf
register, etc)

Screenshot shows the DUT info like 1) manufacturer 2) DUT version 3) model etc.

6. Preconditions:

e OEM need to provide the documentation to identify authorized/unauthorized
users for remote login
e Vendor should provide documentation to verify parameters present in audit
logs.
7. Test Objective: To verify that DUT have remote login feature with only for authorized
users
8. Test Plan:

e Validating the remote access of DUT by authorized persons only

e Validating the activity performed by the remote user have logged properly in the DUT
8.1 Number of Test Scenarios:
8.1.1 Network product is providing Remote access

8.1.2 Remote access for trouble shooting purpose should only be allowed to
authorized users.

8.2 Test Setup Diagram
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Testing Terminal

Test Terminal OS: Linux Ubuntu 22.04.3 DUT
IP Address: 10.208.38.11 Cisco AP Aironet 1850
Putty V 0.76 IP Address: 10.208.38.2

OpenSSH_8.9p1

8.3 Tools Used:
- DUT terminal(Console)

8.4 Test Execution Steps: Below are the execution steps,
Case 1: Network product is providing Remote access.
1) Attempt to login to DUT via SSH with admin user (read-write privilege).
2) Verify the remote login is successful via audit logs.
Case 2: Remote access for trouble shooting purpose should only be allowed to authorized
users.
NOTE: DUT has 3 privilege levels. Lobby-admin being the lowest and read-write being the
highest,
o Read-write: Users with read-write privilege can execute all the show, config, and
exec commands.
o Read only: Users with read only privilege can execute only the show commands.
o Lobby-Admin: Users who can create only guest user accounts. While creating a
guest user, a lobby ambassador can create and delete a guest user.
A. Authorized user (read-only) can login remotely and perform trouble
shooting/maintenance actions.
B. Login to DUT with username ‘admin’ (with read-write privilege) and create a new
user ‘Test’ with read-only privilege.
Login with the username ‘user?’.
Now for trouble shooting purpose execute below commands & check their output.
= Show logging (to view audit logs for all the critical activities like (changing
passwords, rebooting device etc.), login messages, config changes,
physical interface related changes, Crypto parameter changes etc.).
= Show Interface summary (to check the status of physical interfaces)
= Show sysinfo (it shows different parameters like, software version info,
serial no, conf register etc.)
C. Verify that for each action performed in step a.3) above, the DUT generated audit
records capturing the following details:
= User ID of the user that issued the command.
= Time Stamp
= Interface type
D. Event level (Critical, major, minor etc.)
= Result type (success, failure)
= Authorized user (Read-write) can login remotely and perform trouble
shooting/maintenance actions.
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= Login to DUT with username Admin (Read-write privilege).
= Now for trouble shooting purpose execute below commands & check their
output.

i. Show logging (to view audit logs for all the critical activities like (changing
passwords, rebooting device etc.), login messages, config changes, physical
interface related changes, Crypto parameter changes etc.).

ii. Show Interface summary (to check the status of physical interfaces)

iii. Show sysinfo (it shows different parameters like, software version info, serial no,
conf register etc.)

iv. config mightier add Test Test@123 read-only (To create new user)

E. Verify that for each action performed in step a.3) above, the DUT generated audit

records capturing the following details:

i. User ID of the user that issued the command.

ii. Time Stamp

iii. Interface type

iv. Event level (Critical, major, minor etc.)

v. Result type (success, failure)

F. Unauthorized user(Lobby-admin) can login remotely.

i.  Login to DUT with username Admin (Read-Write Privilege) and create a new user
‘test_lobby’ with privilege lobby-admin.

ii. Attempt to Login with the unprivileged user ‘test_lobby".

9. Expected Result for Pass: Authorized users only able to login remotely to the DUT at
the same time the details of performed operations by a user will be logged.
10. Expected Format of Evidence: Screenshot of DUT terminal(Console)
11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_REMOTE_ACCESS
11.1.2 Test Case Description: Verifying the DUT have remote access
11.1.3 Execution Steps: Below are the execution steps with evidence:
1) Attempt to login to DUT via SSH with username ‘admin’ (read-write
privilege).

root@APMUMCSAEGO2D: Jetc# ssh Admin@16.208.38.2

(Cisco Controller)
llgar: Admin

Password:***xxksx

Welecome tn the fisca Mahilitv Fxnress command line interface

Only commands which are listed in the command reference guide for this release are suppor
http://www.cisco.com/c/enjfus/support/wireless/mobility-express/products-command-reference

Screenshot showing login with ‘admin’ user remotely via SSH.
2) Verify the remote login is successful via audit logs.

~~-More-- or
*emWeb: Aug 35:44,445: -COUNTRY_NOT_FOUND: apf_channel.c:3021 Country 'J2' not found in couy

*emWeb: Aug 35:44.416: -AAA AUTH ADMIN USER: aaa.c:3313 Authentication Succeeded for admin
*emWeb: Aug 35:44.416: -Q_IND: apf_channel.c:3021 Country 'J2' not found in country databas
*emWeb: Aug 58:41.306: 5-COUNTRY_NOT_FOUND: apf_channel.c:3021 Country 'J2' not found in couy

520




Screenshot showing successful login of ‘admin’ user via audit logs.

11.1.4 Test Observations: It is observed that the DUT provides remote access to users via
SSH. The admin user is logged in successfully remotely and can access audit logs for
reference.

11.2 Test Case Number: 02
11.2.1 Test Case Name: TC_NO_REMOTE_ACCESS_WITH_AUTHORIZATION & LOG
11.2.2 Test Case Description: Verifying the DUT providing remote access to authorized
persons only and all logs related to user performed.
11.2.3 Execution Steps:
1) Authorized user (read-only) can login remotely and perform trouble
shooting/maintenance actions. a)

i. Login to DUT with username ‘admin’ (with read-write privilege) and create a
new user ‘Test’ with read-only privilege.

root@APMUMCSAE®O2D: /etc# ssh Admin@10.208.38.2

(Cisco Controller)

llcar: Admin

Password:***x*xx%

Welcome tn the Ciscn Mnahilitw Fxnress command line interface

only commands which are listed in the command reference guide for this release are suppor
http://www.cisco.com/c/en/us/support/wireless/mobility-express/products-command-reference

Screenshot showing login with ‘admin’ user remotely via SSH.

Screenshot shows the user is created in user database.

i. Login with the username ‘user?1’.

Screenshot showing successful login of newly created user ‘test’ with read-only privileges.

ii. Now for trouble shooting purpose execute below commands & check their output.
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iii. Show logging (to view audit logs for all the critical activities like (changing
passwords, rebooting device etc), login messages, config changes, physical interface
related changes, Crypto parameter changes etc).

Screenshot showing the audit logs of successful login of ‘Test’ user.

iv. Show Interface summary (to check the status of physical interfaces)

Screenshot showing the physical interfaces available on DUT.

v. Show sysinfo (it shows different parameters like, software version info, serial no,
conf register etc.)

Screenshot showing system info like 1) Manufacturer 2) Model 3) Product version etc.
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Verify that for each action performed in step a.3) above, the DUT generated audit records
capturing the following details:

= User ID of the user that issued the command.
= Time Stamp
= Interface type iv. Event level (Critical, major, minor etc.)

= Result type (success, failure)

It is found out that for user Test no action performed above is logged in log message. The
Log messages only show login events.

Below are the details captured in log messages for login of user.
1) Timestamp format: Date and time of the message or event.
2) Facility: It denotes the source or the cause of the system message.
3) Severity: Single-digit code from 0 to 7 that is the severity of the message
4) Mnemonic: Text string that uniquely describes the message

5) Description: Text string containing detailed information about the event
being reported.

Note: The above list details are not like the details required in requirement description.

2) Authorized user (Read-write) can login remotely and perform trouble
shooting/maintenance actions. a)

i. Login to DUT with username Admin (Read-write privilege).

Screenshot showing the successful login of the ‘admin’ user.

ii. Now for trouble shooting purpose execute below commands & check
their output

iii. ‘Show logging’ (to view audit logs for all the critical activities like
changing passwords, rebooting device etc), login messages, config
changes, physical interface related changes, Crypto parameter
changes
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Screenshot showing the ‘show logging’ output for successful login of ‘admin’
user.

Interface summary’ (to check the status of physical interfaces)

(it shows different parameters like, software version info,
Manufacturer 2) Product version 3) Model etc. Show

Screenshot shows available interfaces on DUT.

‘Show sysinfo’ serial no, conf register etc.)
Screenshot shows the system info like 1)

config mightier add Test Test@123 read-only’ (To create new user)

Screenshot shows the user ‘Test’ created with read-only privileges and
successfully login to DUT.
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Verify that for each action performed in step a.3) above, the DUT generated
audit records capturing the following details:

= User ID of the user that issued the command.

= Time Stamp

= Interface type iv. Event level (Critical, major, minor etc.)
= Result type (success, failure)

)5 17:34:09. : I-

It has been found out that only the last command to create new user can
generate the audit log, above all events are not able to generate any audit logs,
The Audit logs that generated contains below details.

1) Timestamp format: Date and time of the message or event.

2) Facility: It denotes the source or the cause of the system message.

3) Severity: Single-digit code from 0 to 7 that is the severity of the message
4) Mnemonic: Text string that uniquely describes the message

5) Description: Text string containing detailed information about the event
being reported.

Note: The above list details are not like the details required in requirement description.

3) Unauthorized user (Lobby-admin) can login remotely. a)

i. Login to DUT with username Admin (Read-Write Privilege) and create a new
user ‘test_lobby’ with privilege lobby-admin.

Screenshot shows successful login to DUT with ‘admin’ user.

Screenshot shows command to create the new user ‘test_lobby’ with lobby-admin

privileges.

ii. Attempt to Login with the unprivileged user ‘test_lobby’.
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Screenshot shows the audit logs for login denied for ‘test_lobby’ user. elow are the

execution steps with evidence:

11.2.4 Test Observations:

It is observed that the authorized users with read-only privilege can login
remotely and perform trouble shooting activities like show audit logs, show
interface status, show system info, but DUT cannot generate audit logs for the
activities performed by read-only users.

It is observed that the authorized users with read-write privilege (Admin
users) can login remotely and perform trouble shooting activities like show
audit logs, show interface status, show system info, create new users but DUT
cannot generate audit logs for the activities performed by read-write users.
Users with read-write privilege are admin users.

The DUT only generates audit logs for successful login.

It is observed that for unauthorized users with lobby-admin privileges DUT
does not allow remote login, The unauthorized users can’t login remotely and
hence the unauthorized users with Lobby-admin privileges cannot perform
any trouble shotting activities.

12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_REMOTE_ACCESS PASS
2 TC_NO_REMOTE_ACCESS_WITH_ | FAIL

AUTHORIZATION & LOG
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1.12.2 No Password Recovery

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:> 1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.12 Other Security Requirement

2. <Security Requirement No & Name > 1.12.2 No Password Recovery

3. <Requirement Description: > Network devices have a function that resets the
current system password. In the event of system password reset, the entire
configuration of the CPE shall be irretrievably deleted. No provision should exist for
password recovery.

4. DUT Confirmation Details:
e Use the command line/GUI interface to get details of the machine on which test is

conducted.

e Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSFS04F4

Administration » Maintenance » Upgrade Via Network

Upgrade Via Network

Firmware Information

Current Firmware Version FHMTF1_JCOC300_R1.20
Current Firmware Date Mon Jun 19 15:02:51 IST 2017

Firmware Upgrade
Locate & Select the Upgrads File [ Choose File | No file chosen
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x P HReliance Industnes Limited : x 3

re | 192.168.29.1/platform.

taps @ News

cgi

Device Status

Systern Name

Firmeere Version: FHMTR _JCC300 R1.20

FHMTF1_JCOS00_R1.20
RWUOTGDOSFS04F4

X DHCP)

JRAGH)/ v BGH)

X4AXX4X XXX

Status v

Status » Device Status

System Information

Systam Name
reliance

Firmware Version
FHMTF1_JCO300_R1.20

Serial Number
RWUOTGDOS

4F4

Model Name

JCO300

WAN Information

MAC Address
a5:a7-05:15:04:74

IPva IP Address
0.0.0.0/0.0.0.0

IPvE IP Address

NAT (IPv4 only)
Enabled

IPv4 Connection Type

IPv4 Autometic {CHCP)
IPvE Connection Type

|Pv6 DHCP (Stateful)

IPv4 Connection Stata
SETTING UP CONNECTION
IPvé Connection Stata
SETTING UP CONNECTION
GPON State

INIT {01}

IPv4 Gateway
0.0.0.0

5. DUT Configuration:
e The Tester opens GUI(https) of DUT(192.168.29.1)

(192.168.29.118).

Manage
Cateway

Resource Utilization
100 %

Serial Number: RWUOTGDOSFE04F4

o

Menu Search.. a,

LAN Information Wireless Information

MAC Address Wirsiess LAN 1

5:27:05:15:04:16
== ° Operating Frequency

IPv4 IP Address 2.4 GHz
192.168.29.1 / 255.255.255. Mode
0

ng
IPvE IP Address
7d00::1/64 Channel

=7 5ff:faf5: 4f6/64

IPv4 DHCP Server Wirslass LAN 2

Enabled Operating Frequency
5 GHz

|Pv4 DHCP Relay

Disabled Mode
a/n/ec

IPvE DHCP Server

Enabled Channel

38
IPvE DHCP Relay
Disabled

in tester
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e The Tester attempts to login DUT using “admin” account.
6. Preconditions: OEM need to provide documentation regarding how to reset the system
credentials in the DUT by using password reset/factory reset

7. Test Objective: To verify that it is possible to reset the system credentials in the DUT
using password reset/factory reset

8. Test Plan:
o The tester list the list of system accounts available in the DUT
¢ Reset the password of system account in the DUT
e Factory reset the DUT
8.1 Number of Test Scenarios:
8.1.1 Reset the system accounts in the DUT

8.1.2 Factory reset the DUT
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8.2 Test Setup Diagram

i 192.168.29.1

192.168.29.118
-~
AN

8.3 Tools Used: Web browser(client)

8.4 Test Execution Steps: The tester must verify for the compliance to the pre-
requisites:

- Reset the current system password in the DUT
- Perform factory reset in the DUT

9. Expected Result for Pass: System password recovery should not be possible in the DUT.

10. Expected Format of Evidence: Screenshot of DUT webpage
11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_CURRENT SYSTEM _PW RESET

11.1.2 Test Case Description: Ensuring that DUT have system password reset option
11.1.3 Execution Steps:

1. Login to the DUT with admin credentials

A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @& News
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2. Check the list of available users in the DUT

Firmware ersion: FHMTF1_JCO300_R1.20 | Sernial Number: RWUOTGDOS5FS04F4

Status MNetworlk Security Ad

Administration » Users Menu Search
Users
Show 10 ~  entries Record(s)
User Name 4 User Type Description
admin admin System Administrator
gusest gusst Guest user with read only access

Showing 1 to 2 of 2 entries First e B iz

Add New User

3. Reset the system password for accounts “admin” and “guest”

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4
Change Password
New password for user Admin
Confirm new password for user Admin
New password for user Guest

Confirm new password for user Guest

11.1.4 Test Observations: DUT have the capability to do the system password reset

11.2 Test Case Number: 02

11.2.1 Test Case Name: TC_NO_FACTORY_RESET

11.2.2 Test Case Description: Ensuring that entire configuration of DUT(including
system credential) recovery is not possible after performing factory reset

11.2.3 Execution Steps:
1. Login to the DUT with admin credentials
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A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

2. Check the list of available users in the DUT

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSFS04F4

o -

Menu Search

Status MNetwork

Administration » Users

Users

Show 10 %  entries

User Name 4 User Type
admin admin
guest gusest

Showing 1 to 2 of 2 entries

Add New User

Record(s)

Description
System Administrator

Guest user with read only access

3. Create new system account in the DUT with the name of “tester1”
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Users Configuration

User Name tester1

Password
Us Confirm Password
Sh User Type admin

Description usern

Sh

4. Again check the list of users available in the DUT

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4

Status MNetworkc

Administration » Users

Operation succeeded

Users

Show 10~ entries

Administration

User Name 4 User Type Description

admin admin System Administrator

guast guast Guest user with read only access
tester’ admin usar

Showing 1 to 3 of 3 entries

5. Perform factory reset on the DUT
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Save password?

Username testerd

Password ssesssns

e

m Neve

Record(s) Search

a,




A Not secure | 192.168.29.1/platform.cgi?page=backupRestore.html

YouTub M, N
ouTube @ Maps @1 News 192.168.29.1 says

Preparing to restore factory default settings. Are you sure you want to
Firmware Version: FHMTF1_JCO300_R1.20

proceed?
WARNING: Current configuration will be erased.
Status | p
Cancel
|
Administration » Maintenance » Backup / Hestore Menu
Backup / Restore
Save Current Settings
a Backup

Restore Saved Settings Choose File |Mo file chosen

Restore

Factory Default settings

Default

Reboot RN

6. Login the DUT with default credentials(Username - admin & Password -

Jiocentrum)

7. Check the previously created user account “tester1” is there or not in the DUT
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Administration » Users

Users

Show 10 %  entries

User Name 4 User Type
admin admin
guest gusest

Showing 1 to 2 of 2 entries

Add New User

Firmware Version: FHMTF1_JCO300_R1 20 Serial Number: RWUOTGDOSF504F4

Description

B

Menu Search

Record(s)

System Administrator

Guest user with read only access

11.2.4 Test Observations: The previously created account is not there after performing

12. Test Case Result:

factory reset. So, Password recovery is not possible. The previously configured
information also deleted.

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_CURRENT_SYSTEM_PW_ | PASS

RESET
2 TC_NO_FACTORY_RESET PASS
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1.12.3 Software Integrity Check - Installation

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:> 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12 Other Security Requirement

2. <Security Requirement No & Name > 1.12.3 Software Integrity Check - Installation

3. <Requirement Description: > CPE should validate the software package integrity
before the installation / upgrade. Tampered software shall not be executed or installed
if integrity check fails.

4. DUT Confirmation Details:

This section involves information about DUT like software/firmware version,
Hardware version model.

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP1852I-E-K9. The inventory shows model serial no. & model description.
Verification of DUT Cisco wireless LAN controller’'s HW product series information
by running command show inventory on CLI.

(Cisco Controller) >show inventory

Burned-in MAC Address...............

Maximum number of APs supported.....

NAME: “"Mobility Express"
PID: AIR-AP1852I-E-K9,

, DESCR: "Cisco Aironet 1850 Series Mobility Express"
VID: Vel, SN: KWC1931eeuu

Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name

Product Name
Product Version
OUI File Last Update Time

System Name
System Location.
System Contact..
System ObjectID.
IP Address...
Last Reset

System Up Time

System Timezone Location
System Stats Realtime Interval
System Stats Normal Interval..

Configured Country

State of 8062.11b Network...
State of 802.11a Network

Cisco Systems Inc.

.. Cisco Controller

5 10.183.0
.. N/A

.. Aironet-Controller

oo 1.306.17.4.1.9.1.2250

10.208.38.2

.. 1: reload command

.. © days 3 hrs 33 mins 5 secs

.. (GMT +5:30) Colombo, New Delhi, Chennai, Kolkatg
s

.. IN - India

.. Enabled

Enabled

Verification of DUT Cisco WLC'’s system information on Web access.
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System Information

System Name

Model

Serial Number
Software Version

Up Time

System Time

Timezone

Country

Management |IP Address
Memory Usage

Max Access Points Supported

a

Aironet-Controller A

AIR-AP18521-E-K9

KWC193100UU

8.10.183.0

0 day, 1 hour, 23 minutes

Tue Aug 8 15:15:23 2023

Colombo, New Delhi, Chennai, Kol..

IN - India

10.208.38.2

60%

50 .
v

< G >

5. DUT Configuration:

1) Copy the updated software image from windows terminal to DUT with the help of

TFTP.

R

Curtent Directory [T \Users\user\Desktop\AIR AP1850K9-810-1830

-] v Browse |

Serverinterfaces 1020833138 IntellR) Dual Band Wireless-AC 8265

Thp Server | Titp Client | DHCP server | Sysiog server | Log viewer |

< Shon [

["peer e starttime | progress bytes

total | timeo.

Screenshot showing the file transfer via TFTP from test terminal to DUT, the file transfer

includes updated software image.

(RNZ

Screenshot showing the updated software image being copied from test terminal to

via TFTP.

DUT
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2) Run Hexeditor of terminal machine and change certificate values in the boot image.

Screenshot showing the software image ‘part.bin’ is tampered using hexeditor.
Screenshot continues,

Screenshot showing the values changed in certificate of the software image thus
tampering the image.
6. Preconditions:
e Vendors should provide updated software package/image for upgradation.
e Vendors should provide tampered software to perform validation check.
e Vendor should provide the documentation related software integrity check

7. Test Objective: To verify that DUT validate the software package integrity before the
installation / upgrade stage or not

8. Test Plan: Installation/upgrade of software in the DUT
8.1 Number of Test Scenarios:
8.1.1 8.1.1 DUT should validate the software package integrity before the
installation/upgrade
8.1.2 Tampered software shall not be executed or installed if integrity check fails.
8.2 Test Setup Diagram

e —
- * >
< >
I —( >
_/_‘

Testing Terminal

Test Terminal OS: Linux Ubuntu 22.04.3 DUT
IP Address: 10.208.38.11 Cisco AP Aironet 1850
Putty V 0.76 IP Address: 10.208.38.2

OpenSSH_8.9p1

8.3 Tools Used:

e DUT terminal(Console), Hex Editor,TFTP for file transfer
8.4 Test Execution Steps: Below are the execution steps,

538




CASE 1: DUT should validate the software package integrity before the
installation/upgrade.
* Login to DUT with Admin user and verify current version of the DUT firmware.
* Copy the updated software image from windows terminal to DUT with the help of
TFTP.
+ Verify that integrity check is executed before the updated software image is loaded.
Verify that updated software image is loaded after successful integration check.

CASE 2: Tampered software shall not be executed or installed if integrity check fails.

« copy the boot image (part.bin) from DUT to terminal for tampering.

* Run Hex editor of terminal machine and change certificate values in the boot image.

« After editing save the edited image and copy the tampered boot image over TFTP.
Verify that the DUT check the integrity of the software image downloaded from
TFTP server before installation. Device failed to load the tampered image giving
error message as Image signing verification failed.

9. Expected Result for Pass:

e DUT validating the software image by verifying their integrity
10. Expected Format of Evidence:_Screenshot of DUT terminal(Console), Configuration
of Hex editor and configuration of TFTP server
11. Test Execution:
11.1 Test Case Number: 01
11.1.1  Test Case Name: TC_NO_SOFTWARE_INTEGRITY_VERIFICATION
11.1.2 Test Case Description: Validating the DUT software installation based on
integrity
11.1.3  Execution Steps:
Below are the execution steps with evidence:

e Login to DUT with Admin user and verify current version of the DUT
firmware.
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Screenshot showing the current version of the software and model of DUT.

e Copy the updated software image from windows terminal to DUT with the
help of TFTP.

@

Current Ditectory

C:\sershuserDesktophalR-AP1850-K3-8-10-183-0

Servet inlerfaces |10 208.33138 Intel(R) Dual B and Wireless-AC 8265

|
Thp Server | Titp Client | DHCP server | Syslog server | Log viewer
| peet file

stattine | progress bytes total | timeo

Screenshot showing the file transfer via TFTP from test terminal to DUT, the file transfer
includes updated software image.
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Screenshot showing the updated software image being copied from test terminal to DUT
via TFTP.

« Verify that integrity check is executed before the updated software image is loaded.

Screenshot showing the DUT validating the integrity of the updated software image after it
was transferred from test terminal to DUT. After a successful software integrity check DUT
initiates the installation of new updated software image.

Verify that updated software image is loaded after successful integration check.

(Cisco Controller) >show sysinfo

Manufacturer's Name.........coeiiinieinnnnennnann Cisco Systems Inc.
UFEENTE (BEE-cccaacocaoccnacnaacacnaccaaacaaaanoa C Controller
PFRINEE WErSLiMoocoonono0s0ncnono000a0005030000a0 8. 3

OUI File Last Update Time

System Name

Seiiz] [LUEEElocooc00000000000000000000000000000

B e N e

System ObjectID 1.3.6.1.4.1.9.1.2250
IP Address...c.eeeeeeeeeeenssassceensnsananacennns 19.208.38.2

Last Reset.. i iiiiiiiiiiiiieeeeeeanaaanana 1: reload command

Screenshot showing that DUT got updated to new updated software image.

11.1.4 Test Observations: It is observed that the DUT validates the software package
integrity before the installation/upgrade. The DUT verifies the updates software
image once it was transferred from test terminal to DUT, the software image
integrity validated before installation takes place after image is copied from test
terminal to DUT.

11.2 Test Case Number: 02
11.2.1 Test Case Name: TC_ NO_TAMPERED SOFTWARE_INTEGRITY VERIFICATION
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11.2.2 Test Case Description: Verifying the DUT not installing the tampered image
11.2.3 Execution Steps:
1) Copy the boot image (part.bin) from DUT to terminal for tampering.

%
Current Directory @ LJ Browse
Server interfaces |192.188.1.254 Intel(R) Etr ;| Show Dir
Thtp Server | Tftp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress
About J Settings J Help ’

Screenshot showing copying of image from DUT to test terminal with the help of TFTPd
application installed on test terminal.

2) Run Hexeditor of terminal machine and change certificate values in the boot image.

Screenshot showing the values changed in certificate of the software image thus tampering
the image.

3) After editing save the edited image and copy the tampered boot image over TFTP.
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%

Current Directory l@ L] Browse
Serverinterfaces  [192.168.1.254 InteliR)Etr v| ~ Show Dir

Thtp Server ‘ Tftp Client | DHCP server | Syslog server | Log viewer |

peer file starttime | progress

About J Settings ‘ Help

Screenshot showing the image being transferred after modification/tampering.

Screenshot showing the status of the tampered image copying from test terminal to DUT
via TFTPD.

4) Verify that the DUT check the integrity of the software image downloaded from TFTP
server before installation. Device failed to load the tampered image giving error message
as Image signing verification failed.

Screenshot showing integrity check is completed and failed after file is copied, The DUT
validate the integrity of the copied image after file is transferred via TFTP and integrity
check failed cause of image certificate was tampered and integrity was changed.

11.2.4 Test Observations: It is observed that the DUT does not allow to install the
tampered image before validation check is successful, DUT validates the tampered
software image before installation and when integrity check failed DUT gives an
error message ‘Image signing verification failed’.

543




12. Test Case Result:

S.No | TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_SOFTWARE_INTEGRITY_ | PASS

VERIFICATION
2 TC_NO_TAMPERED_SOFTWARE | PASS

_INTEGRITY_VERIFICATION
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1.12.4 Software Integrity Check - Boot

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:>1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 12 Other Security Requirement

2. <Security Requirement No & Name > 1.12.4 Software Integrity Check - Boot

3. <Requirement Description: > The CPE shall verify the integrity of a software
component at the time of boot / re-boot typically by comparing the result of a
measurement (typically a cryptographic hash / CRC) of the component to the expected
reference value.

This section involves information about DUT like software/firmware version,

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.
Verification of DUT Cisco wireless LAN controller’'s HW product series information

» DESCR: "Cisco Aironet 1850 Series Mobility Express”

4. DUT Confirmation Details:

[
Hardware version model.

®

[
by running command show inventory on CLI.
(Cisco Controller) >show inventory
Burned=in MAC AdATBSS . - v vinipmssism winisizsisiss Wiz
Maximum number of APs supported..................
NAME: “"Mobility Express"
PID: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuu

®

Verification of DUT Cisco WLC’s high-level system SW information by running
command show sysinfo on CLIL

(Cisco Controller) >show sysinfo

Manufacturer's

Product Name

Product Version

OUI File Last Update Time

System Name
System Location

Cisco Systems Inc.
Cisco Controller
- 10.183.0

L N/A

.. Aironet-Controller

1.3.6.1.4.1.9.1'.22506

10.208.38.2

.. 1: reload command

System Up Time

System Timezone Location...
System Stats Realtime Inter
System Stats Normal Interval..

Configured Country

State of 8062.11b Network...
State of 8062.11a Network

.. © days 3 hrs 33 mins 5 secs

(GMT +5:30) Colombo, New Delhi, Chennai, Kolkata
5
180

IN - India

.. Enabled

Enabled

e Verification of DUT Cisco WLC’s system information on Web access.
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System Information

A
System Name Aironet-Controller 2
Model AIR-AP18521-E-K9
Serial Number KWC193100UU
Software Version 8.10.183.0
Up Time 0 day, 1 hour, 23 minutes
System Time Tue Aug 8 15:15:23 2023
Timezone Colombo, New Delhi, Chennai, Kol..
Country IN - India
Management |IP Address 10.208.38.2
Memory Usage 60%

Max Access Points Supported 50 N

<4 = 4

5. DUT Configuration:

After editing save the edited image and boot the DUT from tampered image stored
on TFTP server.

= S e
-

= e
e

# # # tHH # # tHH # #
# # # FE#4 # # FE#4 # #
# # # pH#4 # # pH#4 # #
# ¢ # FhE4 ¢ # FhE4 ¢ #

= W W #E
Sk e SR e
= W W HE
S S He
= W W #E
Sk e SR e
= W W HE
S S He
= W W #E
Sk e SR e
= W W HE

= W W #E
Sk e SR e
= W W HE
S S He
= W W #E
Sk e SR e
= W W HE
S S He
= W W #E
Sk e SR e
= W W HE

= ==
SE =
+= ==
S =
= ==
SE =
+= ==
S =
= ==
SE =
+= ==

Screenshot showing the tftp server used to download the modified software image on
DUT for loading.

Run Hexeditor of terminal machine and change values in the boot image.
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L‘_! Free Hex Editor Neo (Administrator) - ] X

File Edit View Select Operations Bookmarks Annotations Macros Tools History ~Window Help

@V@v;\@ ’fifl@%]@’ @p‘ (7 Engish V@@%

03c64f54 | 00 01 02 03 04 05 0607 0809 0a Ob Oc Od Oe OF mhAR S EE% TN B
03c64f40 | 03 00 59 04 00 24 43 4e  3d 43 69 73 63 6f 53 79  ..Y..SCN=CiscoSy SRt -
03c64f50 | 73 74 65 6d [7313b 4F 55 3d 41 50 3b 4f 3d 43 69  stenf];0U=AP;0=Ci

03c64f60 | 73 63 6f 53 79 73 74 65 6d 73 0500 08 36 30 34  scoSystems...604 9 0pen

03c64f70 | 30 42 45 37 30 06 00 24 43 4e 3d 43 69 73 63 6f OBE70..$CN=Cisco
03c6480 5379] 73 74 65|6d 73 3b 4f 55 3d 41 50 3b 4f 3d Systems ;OU=AP ;0=
03c64f90 | 43 69 73 63 6f 53 79 73 74 65 6d 73 07 00 01 00 Ciscosystems....
03c64fa0 | 08 00 01 01 09 00 01 00 0a 00 01{0F Ob {01! 00[200 WEETITNILS s
03c64fb0 | af 2c 2a el 90 d3 d9 59 f0 36 a3 97 9e 10 55 23 T,%a.00Y06£-2.U#
03c64fcO | 38 65 07 c8 42 40 «cd a4 ce el 98 ee el 6b d8 70 8e.EB@InIA Takap
03c64fd0 | ab 87 6c ed a9 4b 6b 54 ea 36 b9 9% 70 3d bd 7b «$116KkTé6 >p=l{

03c64fe0 | 10 85 f2 38 84 48 62 5 89 36 CF 8 be 26 09 53  ..08,HbAGIZHE.S — >
03c64Ff0 | 97 95 16 df 52 1a 5la7 d4 3d 75 10 24 74 20 29  —».BR.Q§0=u.St )

03c65000 | d8 eb 2f 6d 1d 9 38 b8 4 55 al a6 94 4d 52 7b  0&/m.>8,6Uj|"MR{ 5| &
03c65010 | eb 97 9e d7 b9 db 70 12 d9 14 45 s 05 Ob d5 ad  &2x'0p.U.ER..O. ,

0365020 | 52 db 2 e3 22 97 le a2 8c 82 b5 36 99 64 bf b2  RO.3'—.dE,p6"d;> { J
0365030 | ea 65 56 be 74 4d 45 le 9 a9 37 4d 33 af 7 2f  GeVALME.UOTM3C/ Tota Size No selection bytes

03c65040 | a2 b4 cldd 315 1d 41 b8 cb 3520 2 3b bc d7 ¢ AVG..AES dj¥x Fragments No selection

03c65050 06 0c 7e 2c¢ 7c 7f 77 c3 78 be b8 7f 54 7b al db wo~y | .WAX%, . T{i0
03c65060 | dd 64 dO0 a8 4f 80 3c 23 b5 f6 e8 7c 05 e9 6a c8 Ydp 0€<#uce | . éJE I
03c65070 | d6 64 c2 35 08 cl 39 05 82 53 8ec4 2d2a 67 9d OdA5.A9.,SZA-*g.

Nataile
LV“‘& Selection @\ File Attributes
Ready Offset: 0x03c64f54 (63,328,084) Size: 0x03c66800 (63,334,400): 60.40 MB Hex bytes, 16, Default ANSI OVR

Screenshot show hexeditor used to change the bit from the software image and the bit.
before modification.

Verify the boot image file in DUT (image software) and copy the boot image from DUT to
terminal for tampering via TFTP.

Current Directory LI Browse
Server interfaces  |192.168.1.254 Intel(R)Etr | Show Dir
Thp Server I Tftp Client | DHCP server | Syslog server | Log viewer |
peer file start time | progress
About | Settings | Help |

Screenshot showing the TFTP server downloading the software image file from DUT to
remote terminal for modification with hexeditor.

6. Preconditions:

e Vendors should provide the documentation to provide information on integrity
algorithms used while booting.
¢ Vendor should provide.
o Valid image for boot.
o Invalid/corrupt image for boot.
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7. Test Objective: To validate that DUT verifying the integrity of a software image at the
time of boot

8. Test Plan: Rebooting the DUT and verifying the integrity of a software image at boot
time of DUT
8.1 Number of Test Scenarios:
8.1.1 Rebooting the DUT

8.2 Test Setup Diagram

T —— P )
=
I—- ) ‘m
< >
- _1—>
_/;'

Testing Terminal

Test Terminal OS: Linux Ubuntu 22.04.3 DUT
IP Address: 10.208.38.11 Cisco AP Aironet 1850
Putty V 0.76 IP Address: 10.208.38.2

OpenSSH_8.9p1

8.3 Tools Used:

- DUT terminal(Console), Hex editor, TFTP server

8.4 Test Execution Steps:

Below are the execution steps,
Case 1: Booting the DUT
+ Power on the CPE and login using proper credentials.
» Verify different commands available to DUT and then restart the CPE.
» Observe the boot process for self-test.
+ Verify that software integrity is checked as part of the booting process.
9. Expected Result for Pass: At the boot time, The DUT should verify the integrity of a
software image
10. Expected Format of Evidence: Screenshot of DUT terminal (Console), Hex editor, and
TFTP server

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_SW_INTEGRITY_VERIFICATION_BOOT
11.1.2 Test Case Description: Verifying the DUT have mechanism for verifying the
integrity of software image at boot time
11.1.3 Execution Steps:
Below are the execution steps with evidence:

. Power on the CPE and login using proper credentials.
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Screenshot showing login with default admin user.

 Verify different commands available to DUT for Admin user and then restart
the CPE.

from the

Screenshot showing the commands allocated to admin user and “restart”
command from the list, which executed on next line.
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e Observe the boot process for self-tests.

Screenshot showing different processes are stopped with acknowledge
message as OK, It shows the processes are stopped without any error.

» Verify that software integrity is checked as part of the booting process.

Starting image ...

Screenshot showing the message verification of image signature is successful
and image is started to load.

11.1.4 Test Observations: It is observed that when DUT is allowed to boot with
correct/non-tampered image the DUT verifies the signing of the boot image, and
upon successful verification DUT allows the image to load.

12. Test Case Result:
S.No | TEST CASE NAME PASS/FAIL | Remarks

1 TC_NO_SW_INTEGRITY_VERIFICATION_BOOT | PASS
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1.12.5 Unused Physical Interfaces Disabling

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi

CPEs

<ITSAR Version No:> 1.0.1
<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1.
2.
3.

<ITSAR Section No & Name> Section 12 Other Security Requirement

<Security Requirement No & Name > 1.12.5 Unused Physical Interfaces Disabling
<Requirement Description: > The CPE shall support the mechanism to verify all the
physically accessible interfaces. Physically accessible Interfaces (including LAN ports)
which are not under use shall be disabled by configuration so that they remain inactive
even in the event of a reboot.

DUT Confirmation Details:

This section involves information about DUT like software/firmware version,

DUT Cisco WLC contains default boot image with version 8.10.183.0. The model is
AIRAP18521-E-K9. The inventory shows model serial no. & model description.
Verification of DUT Cisco wireless LAN controller’s HW product series information

Aironet 1850 Series Mobility Express”

®
Hardware version model.
®
®
by running command show inventory on CLIL.
(Cisco Controller) >show inventory
BUrned-an MAC AdATESS . - v viniapmesism winiszeisiss Wiz
Maximum number of APs supported..................
NAME: “"Mobility Express" > DESC
PID: AIR-AP1852I-E-K9, VID: Vel, SN: KWC1931eeuu
[

Verification of DUT Cisco WLC'’s high-level system SW information by running
command show sysinfo on CLI.

(Cisco Controller) >show sysinfo

Manufacturer's Name
Product Name

Product Version

OUI File Last Update Time

System Name
System Locati
System Contac
System ObjectID.
IP Address

Last Reset

System Up Time

System Timezone Location...
System Stats Realtime Inter
System Stats Normal Interval..

Configured Country

State of 8062.11b Network...
State of 802.11a Network

Cisco Systems Inc.
Cisco Controller
o 10.183.0

.. N/A

.. Aironet-Controller

1.3.6.1.4.1.9.1.2250
<o 1020853802
.. 1: reload command

.. @ days 3 hrs 33 mins 5 secs

(GMT +5:30) Colombo, New Delhi, Chennai, Kolkata

T,
.. 180

IN - India

.. Enabled

Enabled

e Verification of DUT Cisco WLC’s system information on Web access.
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System Information

System Name Aironet-Controller

Model AIR-AP18521-E-K9

Serial Number KWC193100UU

Software Version 8.10.183.0

Up Time 0 day, 1 hour, 23 minutes

System Time Tue Aug 8 15:15:23 2023
Timezone Colombo, New Delhi, Chennai, Kol.
Country IN - India

Management IP Address 10.208.38.2

Memory Usage 60%

Max Access Points Supported 50

< G > i

5. DUT Configuration: Command to shut the AUX port execute command.
‘config ap lag-mode support disable’

(Cisco Controller) >config ap lag-mode support disable

Warning! All APs with LAG enabled will be rebooted.
And non lag APs will have DTLS connection teared down causing
them to disjoin and rejoin again.

Are you sure you want to continue? (y/n) y

Screenshot showing the command to disable the link aggregation mode
which is used by AUX port it is same as disabling the physical AUX port.

Verify the status of the AUX port with the command ‘show ap lag-mode".
(Cisco Controller) >show ap lag-mode

LAG-Mode Support Disabled

Screenshot showing the AUX port is disabled.
reboot the device with ‘restart’ command.
(Cisco Controller) >restart

The system has unsaved changes.

Would you like to save them now? (y/N) y

Configuration Saved!

Screenshot showing the restart command executed and DUT has initiated restart.

6. Preconditions:

e Review the documentation provided by vendor to verify the mechanism for

identifying all the physical interfaces present on DUT.

o After identifying the physical interfaces available on DUT, review the document and

verify the configuration to disable them permanently.

7. Test Objective: To verify that DUT have capability to disable the unused physical

interface and it’s status still disable after rebooting of DUT also
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8. Test Plan:
e Verify the list of physical interfaces available in the DUT
e Disable the unused physical interfaces in the DUT
e Reboot the DUT and verify the disabled interfaces still in disable state
8.1 Number of Test Scenarios:
8.1.1 Disable the unused interface in the DUT and verify status of disable interface
after rebooting of DUT

8.2 Test Setup Diagram

1L om
—— O

Testing Terminal

Test Terminal OS: Linux Ubuntu 22.04.3 DUT
IP Address: 10.208.38.11 Cisco AP Aironet 1850
Putty V 0.76 IP Address: 10.208.38.2

OpenSSH_8.9p1

8.3 Tools Used:
- DUT terminal(Console)

8.4 Test Execution Steps:
Below are the execution steps,

e Login with ‘admin’ user and run command ‘show interface summary’ to check the
management physical interface and its status.

¢ Run command. ‘Show ap lag-mode’ to check the status of AUX port.

e Once interface list is displayed, evaluator found out that AUX port is an unused
port, and it cannot be used as it poses threat of spanning tree loop. So, to shut the
AUX port execute command.

o Verify the status of the AUX port with command ‘show ap lag-mode’.

¢ Now reboot the device with ‘reload’ command.

e Once reload is complete login to DUT with admin user (mumuser with privilege
15)

o Verify the status of the disabled interface (It should remain disabled after reboot).

9. Expected Result for Pass: Disabled interface should be disable state even after

rebooting of DUT
10. Expected Format of Evidence: Screenshot of DUT terminal(Console)
11. Test Execution:

11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_DISABLE PHY INTERFACES
11.1.2 Test Case Description: Verifying the DUT physical interfaces, disable the unused
interfaces and reboot the DUT for any changing happen in DUT interface status.
11.1.3 Execution Steps:
Below are the execution steps with evidence:
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- To be completed after vendor provides documentation -
i. The evaluator has identified that there are 2 physical interfaces available on DUT.

e POE/ managementport: The POE port or the management port is used to provide
power to DUT, this port cannot be disabled, as this port is only power supply
available for DUT.

e AUX port: itis designed to perform port Link Aggregation (LAG). The AUX port
will be disabled by default.

e The AUX port is not manageable and is simply bridged back to the controller.
Avoid connecting another AP to this port or devices such as switches/hubs or the
same switch or uplink as the PoE port because it can create spanning tree loop
issues. Case 2: DUT shall support the mechanism to identify all the physical
interface and to disable them.

ii. Login with ‘admin’ user and run command ‘show interface summary’ to check the
management physical interface and its status.

*emheb: Aug

Screenshot showing the user admin logged in successfully.

(Cisco Controller) >show interface summary

Number of Interfaces......ccciiiiiisncannncanns 2
ce Name Port Vlan Id 1IP Address Type Ap Mgr Gu

management
virtual N/A N/A 192.0.2.]

Screenshot showing 1st physical interface management interface with is the POE interface
as well.

iii. Run command. ‘show ap lag-mode’ to check the status of AUX port.

(Cisco Controller) >show ap lag-mode

LAG-Mode Support Disabled

Screenshot showing the link aggregation mode is by default disabled this is used by AUX
port which is 2nd physical port and this port is only used for lag-mode.
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iv.  Once interface list is displayed, evaluator found out that AUX port is an unused port,
and it cannot be used as it poses threat of spanning tree loop. So, to shut the AUX port
execute command.

(Cisco Controller) >config ap lag-mode support disable

Warning! All APs with LAG enabled will be rebooted.

And non lag APs will have DTLS connection teared down causing
them to disjoin and rejoin again.
Are you sure you want to continue? (y/n) y

Screenshot showing the command to disable the link aggregation mode which is used by
AUX port it is same as disabling the physical AUX port.

v. Verify the status of the AUX port with command ‘show ap lag-mode’.

(Cisco Controller) >show ap lag-mode

LAG-Mode Support Disabled

Screenshot showing the AUX port is disabled.

vi. Now reboot the device with ‘restart’ command.

(Cisco Controller) >restart

The system has unsaved changes.
Would you like to save them now? (y/N) y

Configuration Saved!

Screenshot showing the restart command executed and DUT has initiated restart.
vii. Once reload is complete login to DUT with ‘admin’ user.

llser: Admin
Password
Warning: Missing TFTP/CCO params, Please Configure the Image Download Params

Welcome to the Cisco
Only commands whi £ reference guide for this release a
http://www.cisco.com/c, bility-express/products-command-

Screenshot showing the login successful with user admin

viii. Verify the status of disabled interface. (It should remain disabled after reboot)

ontroller) >show ap lag-mode

LAG-Mode Support .....c.eiiiiniiinnencnncaannnas Disabled

Screenshot showing the AUX port remained disabled after reboot.
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11.1.4 Test Observations: It is observed that the unused AUX port is by disabled by
default, also it can be disabled manually with command. The unused physical aux
port is not manageable directly, but it can be managed indirectly with lag mode
commands, The AUX port remain disabled after reboot as well.

12. Test Case Result:
S.No | TEST CASE NAME PASS/FAIL Remarks

1 TC_NO_DISABLE_PHY_INTERFACES PASS
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1.12.6: No Default Profile

<DUT Details: > WiFi CPE

<DUT Software Version:> Jio FHMTF1_JCO300_R1.20

<Digest Hash of OS> Hash of DUT OS is required

<Digest Hash of Configuration> Hash of DUT configuration is required

<Applicable ITSAR: > NCCS/ITSAR/Customer Premises Equipment/Data CPEs/Wi-Fi
CPEs

<ITSAR Version No:>1.0.1

<OEM Supplied Document list: > All the documents provided by OEM to be listed here

1. <ITSAR Section No & Name> Section 1.12 Other Security Requirement
2. <Security Requirement No & Name > 1.12.6 No Default Profile
3. <Requirement Description: > Predefined or default user accounts shall be deleted
or disabled. Default accounts such as guest, master are generally preconfigured with
known or nil authentication attribute and therefore such standard users shall be
deleted or disabled.
4. DUT Confirmation Details:
e Use the command line/GUI interface to get details of the machine on which
test is conducted.
e Use GUI to get Application No/Version No & hardware Info

The below screenshot shows the firmware version of the DUT

Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4

Administration » Maintenance = Upgrade Via Metwork

Upgrade Via Network

Firmware Information
Gurrent Firmware Version FHMTF1_JCO300_R1.20

Current Firmware Date Mon Jun 19 15:02:51 IST 201

Firmware Upgrade
Locate & Selsct the Upgrade File | Choose File |No file chosen
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x P HReliance Industnes Limited : x 3

re | 192.168.29.1/platform

taps @ News

.cgi

Device Status

Systern Name

Firmeere Version: FHMTR _JCC300 R1.20

Status v

Status » Device Status

System Information

Systam Name
reliance

Firmware Version
FHMTF{_JCO300_R1.20

Serial Number
RWUOTGDOS

4F4

Model Name

JCO300

FHMTF1_JCOS00_R1.20
RWUOTGDOSFS04F4

X DHCP)

JRAGH)/ v BGH)

X4AXX4X XXX

WAN Information

MAC Address
a5:a7-05:15:04:74

IPva IP Address
0.0.0.0/0.0.0.0

IPvE IP Address

NAT (IPv4 only)
Enabled

IPv4 Connection Type
IPv4 Autometic {CHCP)

IPvE Connection Type
|Pv6 DHCP (Stateful)

IPv4 Connection Stata
SETTING UP CONNECTION

IPvé Connection Stata
SETTING UP CONNECTION

GPON State
INIT {01}

IPv4 Gateway
0.0.0.0

5. DUT Configuration

e The Tester opens GUI(https) of DUT(192.168.29.1)

(192.168.29.118).

Manage
Cateway

Resource Utilization

100 %

Serial Number: RWUOTGDOSFE04F4

o

LAN Information

MAC Address
ad:a7:05:15:04:f6

IPva IP Address
192.168.281 /7 2

i}

55.255.255.

IPvE IP Address
fd00::1/84
a8l aaa7:offfafs: 4f6/64

IPv4 DHCP Servar
Enabled

|Pv4 DHCP Relay
Disabled

IPvE DHCP Servar
Enabled

IPvE DHCP Relay
Disabled
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Menu Search.. a,

Wireless Information

Wirsiess LAN 1

Operating Frequency
2.4 GHz

Mode

ng

Channel
13

Wiraiess LAN 2

Operating Frequency
5 GHz

Mode
a/n/ec

Channel

36

in tester

machine




A Not secure | 192.168.29.1/platform.cgi

suTube @ Maps @ News

e The Tester attempts to login DUT using “admin” account.

6. Preconditions: OEM need to provide documentation regarding how to
delete/disable/modify the default user accounts in the DUT

7. Test Objective: To verify that it is possible to delete/disable/modify the default user
accounts in the DUT

8. Test Plan:
¢ The tester shall identify what all user accounts available in the DUT
e Delete the default user account in the DUT
8.1 Number of Test Scenarios:
8.1.1 Delete the Default user accounts in the DUT

8.2 Test Setup Diagram

e 192.168.29.1
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192.168.29.118
- =
L

8.3 Tools Used:
- Web browser(client)
8.4 Test Execution Steps:
- The tester must verify for the compliance to the pre-requisites:
- Perform factory reset on the DUT
- Create new user with admin privileges
- Delete/disable the predefined or default accounts on the DUT

9. Expected Result for Pass: Predefined or Default user accounts possible to
delete/disable in the DUT.

10. Expected Format of Evidence: Screenshot of DUT webpage

11. Test Execution:
11.1 Test Case Number: 01
11.1.1 Test Case Name: TC_NO_DEFAULT_ACCOUNT_DELETE
11.1.2 Test Case Description: Ensuring that predefined or default user accounts are
possible to delete/disable in the DUT
11.1.3 Execution Steps:
1. Login to the DUT with admin credentials

A Not secure | 192.168.29.1/platform.cgi

uTube @ Maps @ News

2. Perform factory reset on the DUT
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A Not secure | 192.168.29.1/platform.cgi?page=backupRestore.html

YouTub M, N
ouTube @ Maps @1 News 192.168.29.1 says

Preparing to restore factory default settings. Are you sure you want to
Firmware Version: FHMTF1_JCO300_R1.20

proceed?
WARNING: Current configuration will be erased.
Status | p
Cancel
|
Administration » Maintenance » Backup / Hestore Menu
Backup / Restore
Save Current Settings
a Backup

Restore Saved Settings Choose File |Mo file chosen

Restore

Factory Default settings

Default

Reboot RN

3. Login the DUT with default credentials(Username - admin & Password -
Jiocentrum)

4. After 1stlogin, The DUT asking to change credentials for admin and guest user
accounts.
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Firmware Version: FHMTF1_JCO300_R1.20 | Seral Number: RWUOTGDOSF504F4
Change Password
New password for user Admin
Confirm new password for user Admin
New password for user Guest

Confirm new password for user Guest

5. After relogin the DUT with updated credentials(Username - admin, Password
- Test@123)

User Name

Password

6. Create the new user in the name of “tester” with admin role privileges.
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Users Configuration

User Name tester

Password e I

Us Confirm Password ...

Sh User Type admin v

&
Description user E

7. Logout the admin account and login with the tester account
credentials(Username - tester, Password - Test@1234)

tester

8. Try to delete/disable the default account such as “admin”
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Firmware Version: FHMTF1_JCO300_R1.20 | Serial Number: RWUOTGDOSF504F4

o o o )
Administration » Users M
Default user cannoct be deleted

v}
&
73}

Users
Show 10 W entrizs Record(s) Search 2%
User Name L User Type Description
admin admin System Administrator
guest guest Guest user with read only access
test admin user 1
tester admin user 2

11.1.4 Test Observations: The predefined or default accounts in the DUT not possible to
delete

12. Test Case Result:

S.No |TEST CASE NAME PASS/FAIL | Remarks
1 TC_NO_DEFAULT_ACCOUNT_DE | FAIL
LETE
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